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Overview
ExMCP is a comprehensive Elixir implementation of the Model Context Protocol and the Agent Client Protocol, enabling AI models to securely interact with local and remote resources through standardized protocols. It provides both client and server implementations with multiple transport options, including native Phoenix integration via Plug compatibility, plus the ability to control coding agents like Gemini CLI, Claude Code, and Codex via ACP.
Key Features
	Full MCP support -- 2026-07-28 (latest stable) plus the legacy 2024-11-05, 2025-03-26, 2025-06-18, and 2025-11-25 revisions
	Modern MCP conformance -- 377/377 client checks and 112/112 server checks (@modelcontextprotocol/conformance@0.2.0-alpha.10, complete 2026-07-28 suites, 2026-08-05)
	Legacy MCP conformance -- 218/218 client checks and 39/39 server checks (@modelcontextprotocol/conformance@0.1.16, latest executed core suite)
	ACP v1 -- Agent Client Protocol major version 1 (protocolVersion: 1)
	Multiple transports -- Streamable HTTP, stdio, and BEAM-local MCP (~15μs local calls)
	Phoenix Plug -- native Phoenix integration with ExMCP.HttpPlug
	DSL and Handler APIs -- declarative tool/resource/prompt definitions via ExMCP.Server.DSL, or raw callback-based handlers (ExMCP.Server.Tools is deprecated; retained throughout 1.x and planned for removal in 2.0)
	OAuth 2.1 -- automatic 401→discover→PKCE→token flow, scope step-up, CIMD, JWT client auth (private_key_jwt), enterprise SSO (ID-JAG), token revocation (RFC 7009), pluggable auth providers
	OTP-native -- supervision trees, auto-reconnection with exponential backoff, 88 telemetry events
	Agent Client Protocol (ACP) -- control coding agents and build native Elixir ACP agents
	3500+ tests -- comprehensive suite including official MCP conformance, integration, and performance

MCP 2026-07-28 is wire-incompatible with earlier revisions. The current source
tree supports it through :prefer_modern and :modern_only, while preserving
every legacy revision through the 1.x line. Starting in 1.0.0-rc.6, the
application default is :prefer_modern: clients try modern discovery first
and fall back only when the peer positively identifies itself as legacy.
Set protocol_mode: :legacy_only to preserve the legacy protocol era.
Exact rc.5 wire and session behavior still requires package rollback to
1.0.0-rc.5; 1.0 continues to enforce server-issued sessions and newer
lifecycle/security rules.
ExMCP.protocol_version/0 intentionally returns the newest legacy revision,
2025-11-25, for initialize-based compatibility—it is not the latest upstream
MCP revision. See
Configuration and the
1.0 migration guide.
Release-state note: 1.0.0 is the stable modern-preferred release. It is
wire- and API-compatible with rc.8 after the final candidate completed its
soak, with one internal OAuth callback parser fix for a runtime-order crash.
Published 1.0.0-rc.5 remains the legacy-only characterization baseline.

Installation
For the stable dual-era release:
def deps do
  [
    {:ex_mcp, "~> 1.0"}
  ]
end
To retain the legacy protocol era during rollout, configure the
mode explicitly:
config :ex_mcp, protocol_mode: :legacy_only
API stability (1.0)
	Stable	Experimental / limited	Deprecated (retained through 1.x)
	ExMCP.Client, Server.Handler, Server.DSL	Content sanitize/transform helpers	ExMCP.Server.Tools (+ helpers)
	Transports (:stdio, :http, :beam, :test)	Some draft MCP handler features	Image compress/resize/thumbnail stubs
	ExMCP.HttpPlug, Authorization, ACP adapters	ACP session/fork (unstable upstream)	MCP HTTP+SSE, Roots, Sampling, and protocol Logging
	ExMCP.Content builders (text/image/audio)	—	—

Runnable examples live in the GitHub repo under examples/ (not shipped in the Hex package).
The ExMCP 2.0 roadmap records planned runtime and API
changes, deprecated-surface removals, and the policy for safely backporting
selected improvements to 1.x.
Quick Start
Phoenix Integration
Add MCP server capabilities to your Phoenix app:
# In your Phoenix router
defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  scope "/api/mcp" do
    forward "/", ExMCP.HttpPlug,
      handler: MyApp.MCPHandler,
      protocol_mode: :prefer_modern,
      server_info: %{name: "my-phoenix-app", version: "1.0.0"},
      handler_call_timeout: 10_000,
      cors_enabled: true
  end
end

# Create your MCP handler
defmodule MyApp.MCPHandler do
  use ExMCP.Server.Handler

  @impl true
  def init(_args), do: {:ok, %{}}

  @impl true
  def handle_initialize(_params, state) do
    {:ok, %{
      protocolVersion: ExMCP.protocol_version(),
      serverInfo: %{name: "my-phoenix-app", version: "1.0.0"},
      capabilities: %{tools: %{}, resources: %{}}
    }, state}
  end

  @impl true
  def handle_list_tools(_cursor, state) do
    tools = [
      %{
        name: "get_user_count",
        description: "Get total number of users",
        inputSchema: %{type: "object", properties: %{}}
      }
    ]
    {:ok, tools, nil, state}
  end

  @impl true
  def handle_call_tool("get_user_count", _args, state) do
    count = MyApp.Accounts.count_users()
    {:ok, %{content: [%{type: "text", text: "Total users: #{count}"}]}, state}
  end
end
handler_call_timeout is the server-side Handler deadline in milliseconds;
client request and SSE timeouts are configured separately on ExMCP.Client.
Note: The example above uses raw ExMCP.Server.Handler callbacks (useful for dynamic capabilities). Most Phoenix apps will be simpler with the DSL — see the "DSL Server" section below and the Phoenix Guide.

DSL Server
Define tools, resources, and prompts next to their handlers:
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL

  tool "greet", "Greets a person by name" do
    title "Greeting"
    param :name, :string, required: true, description: "Person to greet"

    run fn %{name: name}, state ->
      {:ok, %{text: "Hello, #{name}!"}, state}
    end
  end

  resource "info://about", "Server information" do
    title "About"
    mime_type "text/plain"

    read fn %{uri: uri}, state ->
      {:ok, %{uri: uri, text: "MyServer v1.0", mimeType: "text/plain"}, state}
    end
  end

  prompt "motivate", "Create a short motivational message" do
    arg :topic, required: true, description: "Topic to encourage"

    render fn %{topic: topic}, state ->
      {:ok,
       %{
         messages: [
           %{role: "user", content: %{type: "text", text: "Encourage me about #{topic}"}}
         ]
       }, state}
    end
  end
end
See the DSL Guide and examples for more patterns.
Standalone Client
# Connect to a stdio-based server
{:ok, client} = ExMCP.Client.start_link(
  transport: :stdio,
  command: ["node", "my-mcp-server.js"],
  protocol_mode: :prefer_modern
)

# List available tools
{:ok, tools} = ExMCP.Client.list_tools(client)

# Call a tool
{:ok, result} = ExMCP.Client.call_tool(client, "search", %{
  query: "Elixir programming",
  limit: 10
})
BEAM-Local MCP
For trusted Elixir processes in the same VM, use the BEAM-local transport. It
carries MCP-shaped messages as Elixir terms, so local calls avoid JSON
encode/decode while still using the normal MCP client/server lifecycle.
defmodule MyToolService do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL

  tool "ping", "Test tool" do
    run fn _args, state ->
      {:ok, %{content: [%{type: "text", text: "Pong!"}]}, state}
    end
  end
end

{:ok, server} =
  MyToolService.start_link(
    transport: :beam,
    protocol_mode: :prefer_modern
  )

{:ok, client} =
  ExMCP.Client.start_link(
    transport: :beam,
    server: server,
    protocol_mode: :prefer_modern
  )

{:ok, tools} = ExMCP.Client.list_tools(client)
{:ok, result} = ExMCP.Client.call_tool(client, "ping", %{})
Fast verification: From the repo root (after mix compile), run mix examples.getting_started for a quick in-process demo of these patterns.
ACP: Control and Build Coding Agents
Use the Agent Client Protocol to control coding agents programmatically or expose an Elixir process as an ACP agent:
# Native ACP agents over stdio (Gemini CLI, Hermes, OpenCode, Qwen Code, etc.)
{:ok, client} = ExMCP.ACP.start_client(command: ["gemini", "--acp"])

# Create a session and send a prompt
{:ok, %{"sessionId" => sid}} = ExMCP.ACP.Client.new_session(client, "/my/project")
{:ok, %{"stopReason" => _}} = ExMCP.ACP.Client.prompt(client, sid, "Fix the failing tests")

# Claude Code via the SDK-compatible adapter
{:ok, client} = ExMCP.ACP.start_client(
  transport_mod: ExMCP.ACP.AdapterTransport,
  adapter: ExMCP.ACP.Adapters.ClaudeSDK,
  adapter_opts: [model: "sonnet", cwd: "/my/project"]
)

# Codex via the app-server adapter
{:ok, client} = ExMCP.ACP.start_client(
  transport_mod: ExMCP.ACP.AdapterTransport,
  adapter: ExMCP.ACP.Adapters.Codex,
  adapter_opts: [cwd: "/my/project"]
)

# Pi coding agent via its RPC adapter
{:ok, client} = ExMCP.ACP.start_client(
  transport_mod: ExMCP.ACP.AdapterTransport,
  adapter: ExMCP.ACP.Adapters.Pi,
  adapter_opts: [cwd: "/my/project", thinking_level: "medium"]
)

# Native Elixir ACP agent over stdio
{:ok, agent} = ExMCP.ACP.start_agent(
  handler: MyApp.AgentHandler,
  agent_info: %{"name" => "my-agent", "version" => "1.0.0"}
)
See the ACP Guide for full details.
Transport Performance
	Transport	Latency	Best For
	BEAM-local	~15us	Local Elixir processes in one VM
	stdio	~1-5ms	Subprocess communication
	Streamable HTTP	~5-20ms	Web applications, remote APIs

Documentation
Getting Started
	Quick Start Guide -- Get running in 5 minutes
	Migration Guide -- Version upgrade instructions

Guides
	User Guide -- Complete feature walkthrough
	Phoenix Integration -- Detailed Phoenix/Plug integration
	DSL Guide -- Declarative server definitions
	ACP Guide -- Agent Client Protocol for controlling coding agents
	Transport Guide -- Transport selection and optimization
	Configuration -- All configuration options
	Security -- Authentication, TLS, and best practices
	Troubleshooting -- Common issues and solutions

Development & API
	Development Guide -- Setup, testing, and contributing
	API Documentation -- Complete API reference
	Architecture -- Internal design decisions
	MCP 2026-07-28 Migration Plan -- Implementation record and remaining release gates
	MCP Coverage Matrix -- Local and official conformance evidence
	rc.5 to 1.0 API Diff -- Public compatibility audit
	Examples -- Real-world patterns

Contributing
Contributions welcome! See the Development Guide for setup and testing instructions.
	Fork the repository
	Create a feature branch
	Run make quality to ensure code quality
	Submit a pull request

License
MIT -- see LICENSE.
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    ExMCP User Guide

A practical guide to building MCP clients and servers with ExMCP.
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Installation
def deps do
  [
    {:ex_mcp, "~> 1.0"}
  ]
end
Server DSL
Use ExMCP.Server.Handler with ExMCP.Server.DSL for most servers:
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL, name: "my-server", version: "1.0.0"

  tool "echo", "Echoes the input message" do
    param :message, :string, required: true

    run fn %{message: message}, state ->
      {:ok, %{content: [%{type: "text", text: message}]}, state}
    end
  end

  resource "config://app", "Application configuration" do
    mime_type "application/json"

    read fn _params, state ->
      {:ok, %{text: Jason.encode!(%{debug: false})}, state}
    end
  end

  prompt "summarize", "Summarize text" do
    arg :text, required: true

    render fn %{text: text}, state ->
      {:ok,
       %{
         messages: [
           %{role: "user", content: %{type: "text", text: "Summarize: #{text}"}}
         ]
       }, state}
    end
  end
end
Start it with the transport you need:
{:ok, server} = MyServer.start_link(transport: :beam)
Low-Level Handlers
Use handwritten callbacks when capabilities are fully dynamic or you need
custom behavior. For nearly all cases, the DSL is simpler and recommended:
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL, name: "my-server", version: "1.0.0"

  tool "ping", "Health check" do
    run fn _args, state ->
      {:ok, %{content: [%{type: "text", text: "pong"}]}, state}
    end
  end
end

{:ok, server} = MyServer.start_link(transport: :beam)
Raw Callback Example
defmodule DynamicServer do
  use ExMCP.Server.Handler

  @impl true
  def handle_initialize(_params, state) do
    {:ok,
     %{
       protocolVersion: ExMCP.protocol_version(),
       serverInfo: %{name: "dynamic", version: "1.0.0"},
       capabilities: %{tools: %{}}
     }, state}
  end

  @impl true
  def handle_list_tools(_cursor, state) do
    tools = [
      %{
        name: "ping",
        description: "Health check",
        inputSchema: %{type: "object", properties: %{}}
      }
    ]

    {:ok, tools, nil, state}
  end

  @impl true
  def handle_call_tool("ping", _args, state) do
    {:ok, %{content: [%{type: "text", text: "pong"}]}, state}
  end
end

# Start a raw handler (no DSL):
{:ok, server} =
  ExMCP.Server.HandlerServer.start_link(
    handler: DynamicServer,
    transport: :beam
  )
# Or the convenience:
# {:ok, server} = ExMCP.start_server(handler: DynamicServer, transport: :beam)
BEAM-Local MCP
Use transport: :beam when both sides are Elixir processes in the same VM.
When using the DSL the server module gets a start_link/1:
{:ok, server} = MyServer.start_link(transport: :beam)

{:ok, client} =
  ExMCP.Client.start_link(
    transport: :beam,
    server: server
  )

{:ok, tools} = ExMCP.Client.list_tools(client)
{:ok, result} = ExMCP.Client.call_tool(client, "echo", %{"message" => "hello"})
For a raw handler (no DSL) use ExMCP.Server.HandlerServer.start_link(handler: MyHandler, ...) (or ExMCP.start_server/1).
Tip: mix examples.getting_started (after mix compile) gives a fast local run of these DSL + Client patterns for quick verification.
BEAM-local MCP follows the selected protocol mode. rc.8 defaults to
:prefer_modern, which uses discovery and per-request context;
:legacy_only uses the legacy initialize handshake. In either era, the
transport passes MCP-shaped maps/lists as Elixir terms instead of JSON strings.
Clients
Connect to stdio:
{:ok, client} =
  ExMCP.Client.start_link(
    transport: :stdio,
    command: ["node", "server.js"],
    cd: "/path/to/project",
    env: [{"NODE_ENV", "production"}]
  )
Connect to Streamable HTTP:
{:ok, client} =
  ExMCP.Client.start_link(
    transport: :http,
    url: "https://api.example.com/mcp",
    protocol_mode: :prefer_modern,
    use_sse: true,
    headers: [{"Authorization", "Bearer #{token}"}]
  )
Call server features:
{:ok, tools} = ExMCP.Client.list_tools(client)
{:ok, result} = ExMCP.Client.call_tool(client, "search", %{"query" => "Elixir"})
{:ok, resources} = ExMCP.Client.list_resources(client)
{:ok, content} = ExMCP.Client.read_resource(client, "file:///docs/readme.md")
{:ok, prompts} = ExMCP.Client.list_prompts(client)
Protocol Versions
MCP 2026-07-28 is the latest stable revision. It is wire-incompatible with
the legacy 2024-11-05, 2025-03-26, 2025-06-18, and 2025-11-25
revisions, so ExMCP selects an era with protocol_mode:
config :ex_mcp, protocol_mode: :prefer_modern
Use :prefer_modern for a dual-era client or server that tries 2026-07-28
first, :modern_only for a closed modern ecosystem, :prefer_legacy for an
early compatibility canary, and :legacy_only to preserve the legacy protocol
era. Exact rc.5 wire and session behavior still requires package rollback to
1.0.0-rc.5. Stable 1.0 defaults to :prefer_modern; the published rc.5
package remains the legacy-only characterization baseline and does not contain
these modes.
ExMCP.protocol_version/0 returns 2025-11-25 because it is a legacy
initialize compatibility helper; it does not report the latest upstream
revision. See the Configuration Guide
for negotiation, fallback, and per-connection overrides.
Protocol-Deprecated Features
MCP 2026-07-28 deprecates Roots, Sampling, and protocol Logging, but keeps them
in the specification for at least twelve months. ExMCP retains their callbacks,
functions, capability declarations, legacy methods, and modern MRTR handling
throughout the 1.x line. Existing integrations can continue to use them while
migrating; new integrations should use these replacements:
	Deprecated MCP feature	Recommended replacement
	Roots (roots/list, root callbacks and notifications)	Pass directories or files through tool parameters, resource URIs, or server configuration
	Sampling (sampling/createMessage)	Call the chosen LLM provider API directly from application code
	Logging (logging/setLevel, notifications/message, per-request log level)	Write stdio diagnostics to stderr and export structured observability through OpenTelemetry

Roots are informational hints, not an authorization boundary. Continue to
enforce filesystem and resource permissions independently during migration.
Sampling compatibility handlers must retain human approval for any legacy
server-initiated model request.
Transports
	Transport	Use When
	:stdio	Spawning an MCP subprocess
	:http	Talking to a remote or Phoenix-hosted MCP server
	:beam	Connecting local Elixir client/server processes
	:test	Unit/integration tests

Resilience And Pipelines
Use client retries for transient connection/request failures:
{:ok, client} =
  ExMCP.Client.start_link(
    transport: :http,
    url: "https://api.example.com/mcp",
    retry_policy: [max_attempts: 3, initial_delay: 100, max_delay: 2_000]
  )
Use transport reliability when a circuit breaker or health check belongs at the
connection boundary:
{:ok, client} =
  ExMCP.Client.start_link(
    transport: :http,
    url: "https://api.example.com/mcp",
    reliability: [
      circuit_breaker: [failure_threshold: 5, reset_timeout: 30_000],
      health_check: [check_interval: 60_000]
    ]
  )
For HTTP servers, put side-effecting concerns such as authentication, request
signing, CORS, and DNS rebinding protection in the Plug/Phoenix pipeline before
ExMCP.HttpPlug.
Troubleshooting
BEAM-local client cannot connect
Process.alive?(server)
ExMCP.Client.start_link(transport: :beam, server: server)
stdio server exits immediately
Make sure command includes the executable and arguments as a list, and use
cd/env if the subprocess needs a specific working directory or environment.
HTTP connection refused
Verify the URL path matches the server endpoint. ExMCP.Transport.HTTP extracts
the path from url unless endpoint: is provided explicitly.
Need HTTP auth or validation
Use headers, auth, auth_provider, security, or Plug composition around
ExMCP.HttpPlug depending on whether the concern is client-side or server-side.


  

    Phoenix Integration Guide

ExMCP provides seamless integration with Phoenix applications through the ExMCP.HttpPlug module, which implements the standard Plug behavior. This allows you to easily add MCP (Model Context Protocol) server capabilities to your existing Phoenix applications.
Quick Setup
1. Add ExMCP to Your Phoenix Project
# In mix.exs
defp deps do
  [
    {:ex_mcp, "~> 1.0"},
    # ... your other dependencies
  ]
end
2. Create an MCP Handler
Create a handler module that implements your MCP server logic.
For most Phoenix apps the DSL (shown first) is the easiest approach.
Raw callbacks are also supported when you need fully dynamic behavior.
Recommended: DSL Handler
# lib/my_app/mcp_handler.ex
defmodule MyApp.MCPHandler do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL, name: "my-phoenix-app", version: "1.0.0"

  tool "get_user_count", "Get the total number of registered users" do
    run fn _args, state ->
      count = MyApp.Accounts.count_users()
      {:ok, %{content: [%{type: "text", text: "Total users: #{count}"}]}, state}
    end
  end

  tool "search_posts", "Search blog posts" do
    param :query, :string, required: true, description: "Search query"
    param :limit, :integer, default: 10

    run fn %{query: query, limit: limit}, state ->
      posts = MyApp.Blog.search_posts(query, limit: limit)

      results =
        Enum.map(posts, fn post ->
          %{type: "text", text: "**#{post.title}**\n#{post.excerpt}\nPublished: #{post.published_at}"}
        end)

      {:ok, %{content: results}, state}
    end
  end
end
Alternative: Raw Handler Callbacks
Use this style only when you need completely dynamic tool/resource lists.
# lib/my_app/mcp_handler.ex
defmodule MyApp.MCPHandler do
  use ExMCP.Server.Handler

  @impl true
  def init(_args), do: {:ok, %{}}

  @impl true
  def handle_initialize(_params, state) do
    {:ok,
     %{
       protocolVersion: ExMCP.protocol_version(),
       serverInfo: %{
         name: Application.get_env(:my_app, :app_name, "my-phoenix-app"),
         version: Application.spec(:my_app, :vsn) |> to_string()
       },
       capabilities: %{
         tools: %{},
         resources: %{}
       }
     }, state}
  end

  @impl true
  def handle_list_tools(_cursor, state) do
    tools = [
      %{
        name: "get_user_count",
        description: "Get the total number of registered users",
        inputSchema: %{type: "object", properties: %{}}
      },
      %{
        name: "search_posts",
        description: "Search blog posts",
        inputSchema: %{
          type: "object",
          properties: %{
            query: %{type: "string", description: "Search query"},
            limit: %{type: "integer", minimum: 1, maximum: 50, default: 10}
          },
          required: ["query"]
        }
      }
    ]

    {:ok, tools, nil, state}
  end

  @impl true
  def handle_call_tool("get_user_count", _args, state) do
    count = MyApp.Accounts.count_users()

    {:ok,
     %{
       content: [
         %{type: "text", text: "Total registered users: #{count}"}
       ]
     }, state}
  end

  def handle_call_tool("search_posts", args, state) do
    query = Map.get(args, "query")
    limit = Map.get(args, "limit", 10)

    posts = MyApp.Blog.search_posts(query, limit: limit)

    results =
      Enum.map(posts, fn post ->
        %{
          type: "text",
          text: "**#{post.title}**\n#{post.excerpt}\nPublished: #{post.published_at}"
        }
      end)

    {:ok, %{content: results}, state}
  end

  def handle_call_tool(tool_name, _args, state) do
    {:ok,
     %{
       content: [%{type: "text", text: "Unknown tool: #{tool_name}"}],
       isError: true
     }, state}
  end

  # Other callbacks (provide sensible defaults or implementations)
  @impl true
  def handle_list_resources(_cursor, state), do: {:ok, [], nil, state}

  @impl true
  def handle_read_resource(_uri, state) do
    {:error, "Resources not implemented", state}
  end

  @impl true
  def handle_list_prompts(_cursor, state), do: {:ok, [], nil, state}

  @impl true
  def handle_get_prompt(_name, _args, state) do
    {:error, "Prompts not implemented", state}
  end
end
3. Add to Your Phoenix Router
# lib/my_app_web/router.ex
defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  # ... your existing pipelines

  pipeline :mcp do
    plug :accepts, ["json"]
    # Add authentication if needed:
    # plug MyAppWeb.Plugs.Authenticate
  end

  # ... your existing routes

  scope "/api" do
    pipe_through :mcp
    
    # Mount MCP server at /api/mcp
    forward "/mcp", ExMCP.HttpPlug,
      handler: MyApp.MCPHandler,
      protocol_mode: :prefer_modern,
      server_info: %{
        name: "my-phoenix-app",
        version: "1.0.0"
      },
      cors_enabled: true    # Enable CORS for web clients
  end
end
:prefer_modern accepts both MCP eras and advertises 2026-07-28, the latest
stable revision, first. Use :modern_only only when every client is modern;
use :legacy_only as a rollback switch. The curl request below deliberately
uses the legacy compatibility shape. ExMCP clients in a modern-enabled mode
send the required 2026-07-28 metadata and routing headers automatically.
4. Test Your Integration
Start your Phoenix server and test the MCP endpoint:
# Start Phoenix server
mix phx.server

# Test with curl
curl -X POST http://localhost:4000/api/mcp \
  -H "Content-Type: application/json" \
  -d '{
    "jsonrpc": "2.0",
    "id": 1,
    "method": "tools/list",
    "params": {}
  }'

# Expected response:
# {
#   "jsonrpc": "2.0",
#   "id": 1,
#   "result": {
#     "tools": [
#       {
#         "name": "get_user_count",
#         "description": "Get the total number of registered users",
#         "input_schema": {"type": "object", "properties": {}}
#       },
#       {
#         "name": "search_posts",
#         "description": "Search blog posts",
#         "input_schema": {
#           "type": "object",
#           "properties": {
#             "query": {"type": "string", "description": "Search query"},
#             "limit": {"type": "integer", "minimum": 1, "maximum": 50, "default": 10}
#           },
#           "required": ["query"]
#         }
#       }
#     ]
#   }
# }

Advanced Configuration
Authentication & Authorization
Integrate MCP with your existing Phoenix authentication:
# lib/my_app_web/plugs/mcp_auth.ex
defmodule MyAppWeb.Plugs.MCPAuth do
  import Plug.Conn
  
  def init(opts), do: opts
  
  def call(conn, _opts) do
    case get_req_header(conn, "authorization") do
      ["Bearer " <> token] ->
        case MyApp.Auth.verify_token(token) do
          {:ok, user} ->
            assign(conn, :current_user, user)
          
          {:error, _reason} ->
            conn
            |> put_status(401)
            |> Phoenix.Controller.json(%{error: "Invalid token"})
            |> halt()
        end
      
      _ ->
        conn
        |> put_status(401)
        |> Phoenix.Controller.json(%{error: "Authorization required"})
        |> halt()
    end
  end
end

# In your router:
pipeline :mcp_authenticated do
  plug :accepts, ["json"]
  plug MyAppWeb.Plugs.MCPAuth
end

scope "/api" do
  pipe_through :mcp_authenticated
  
  forward "/mcp", ExMCP.HttpPlug,
    handler: MyApp.AuthenticatedMCPHandler,
    handler_opts: fn conn ->
      [current_user: conn.assigns[:current_user]]
    end,
    server_info: %{name: "secure-app", version: "1.0.0"}
end
Accessing Request Context
Access the current user and other Phoenix context in your MCP handler:
defmodule MyApp.AuthenticatedMCPHandler do
  use ExMCP.Server.Handler

  @impl true
  def init(opts) do
    {:ok, %{current_user: Keyword.fetch!(opts, :current_user)}}
  end
  
  @impl true
  def handle_call_tool("get_my_posts", _args, state) do
    user = state.current_user
    
    posts = MyApp.Blog.list_user_posts(user.id)
    
    results = Enum.map(posts, fn post ->
      %{type: "text", text: "#{post.title}: #{post.excerpt}"}
    end)
    
    {:ok, results, state}
  end
end
Server-Sent Events (SSE)
ExMCP supports real-time communication via SSE. Clients can connect to the SSE endpoint for live updates:
// JavaScript client example
const eventSource = new EventSource('http://localhost:4000/api/mcp/sse');

eventSource.onmessage = function(event) {
  const response = JSON.parse(event.data);
  console.log('Received MCP response:', response);
};

// Send MCP requests via regular HTTP POST
fetch('http://localhost:4000/api/mcp', {
  method: 'POST',
  headers: {'Content-Type': 'application/json'},
  body: JSON.stringify({
    jsonrpc: '2.0',
    id: 1,
    method: 'tools/call',
    params: {name: 'get_user_count', arguments: {}}
  })
});
// Response will arrive via SSE connection
Resource Integration
Expose your Phoenix application data as MCP resources:
@impl true
def handle_list_resources(_cursor, state) do
  resources = [
    %{
      uri: "phoenix://users",
      name: "User List",
      description: "List of all registered users",
      mimeType: "application/json"
    },
    %{
      uri: "phoenix://posts/recent",
      name: "Recent Posts",
      description: "Most recent blog posts",
      mimeType: "application/json"
    }
  ]
  {:ok, resources, nil, state}
end

@impl true
def handle_read_resource("phoenix://users", state) do
  users = MyApp.Accounts.list_users()
  
  data = Enum.map(users, fn user ->
    %{id: user.id, email: user.email, name: user.name}
  end)
  
  content = [%{
    type: "text",
    text: Jason.encode!(data, pretty: true),
    mimeType: "application/json"
  }]
  
  {:ok, content, state}
end

def handle_read_resource("phoenix://posts/recent", state) do
  posts = MyApp.Blog.list_recent_posts(limit: 10)
  
  content = [%{
    type: "text", 
    text: Jason.encode!(posts, pretty: true),
    mimeType: "application/json"
  }]
  
  {:ok, content, state}
end
Production Considerations
Performance
	Connection Pooling: Use a connection pool for database operations in your MCP handlers
	Caching: Cache frequently requested data to reduce database load
	Rate Limiting: Implement rate limiting for MCP endpoints if needed

# Rate limiting example with Hammer
pipeline :mcp_rate_limited do
  plug :accepts, ["json"]
  plug MyAppWeb.Plugs.RateLimit, bucket_name: "mcp_api"
end
Security
	Input Validation: Always validate tool arguments and resource URIs
	Authorization: Check user permissions before executing tools or reading resources
	Audit Logging: Log all MCP operations for security auditing

@impl true
def handle_call_tool(tool_name, args, state) do
  # Log the operation
  Logger.info("MCP tool called", tool: tool_name, args: args, user: get_current_user_id())
  
  # Validate permissions
  case check_tool_permission(tool_name, get_current_user()) do
    :ok -> 
      # Execute tool
      do_call_tool(tool_name, args, state)
    
    {:error, reason} ->
      error = %{code: -32000, message: "Permission denied: #{reason}"}
      {:error, error, state}
  end
end
Monitoring
Monitor your MCP endpoints like any other Phoenix endpoint:
# Add Telemetry events for MCP operations
defmodule MyApp.MCPTelemetry do
  def track_tool_call(tool_name, duration, success) do
    :telemetry.execute(
      [:my_app, :mcp, :tool_call],
      %{duration: duration},
      %{tool: tool_name, success: success}
    )
  end
end

# In your handler:
@impl true
def handle_call_tool(tool_name, args, state) do
  start_time = System.monotonic_time()
  
  result = do_call_tool(tool_name, args, state)
  
  duration = System.monotonic_time() - start_time
  success = case result do
    {:ok, _, _} -> true
    _ -> false
  end
  
  MyApp.MCPTelemetry.track_tool_call(tool_name, duration, success)
  
  result
end
Examples and Use Cases
E-commerce Integration
# Expose product search and order management
@impl true
def handle_list_tools(_cursor, state) do
  tools = [
    %{
      name: "search_products",
      description: "Search for products in the catalog",
      inputSchema: %{
        type: "object",
        properties: %{
          query: %{type: "string"},
          category: %{type: "string"},
          price_max: %{type: "number"}
        }
      }
    },
    %{
      name: "get_order_status", 
      description: "Get the status of an order",
      inputSchema: %{
        type: "object",
        properties: %{
          order_id: %{type: "string"}
        },
        required: ["order_id"]
      }
    }
  ]
  {:ok, tools, nil, state}
end
Analytics Dashboard
# Expose analytics data as MCP tools
@impl true
def handle_call_tool("get_dashboard_metrics", args, state) do
  timeframe = Map.get(args, "timeframe", "last_7_days")
  
  metrics = MyApp.Analytics.get_metrics(timeframe)
  
  result = [%{
    type: "text",
    text: """
    📊 Dashboard Metrics (#{timeframe}):
    
    👥 Active Users: #{metrics.active_users}
    📈 Page Views: #{metrics.page_views}
    💰 Revenue: $#{metrics.revenue}
    📊 Conversion Rate: #{metrics.conversion_rate}%
    """
  }]
  
  {:ok, result, state}
end
Troubleshooting
Common Issues
	CORS Errors: Ensure cors_enabled: true in your HttpPlug configuration
	Authentication Issues: Verify your authentication pipeline is working correctly
	SSE Connection Drops: Check your load balancer timeout settings
	JSON Parsing Errors: Validate your tool arguments schema

Debug Mode
Enable debug logging to troubleshoot issues:
# In config/dev.exs
config :logger, level: :debug

# In your handler:
require Logger

@impl true
def handle_call_tool(tool_name, args, state) do
  Logger.debug("MCP tool call: #{tool_name} with args: #{inspect(args)}")
  
  result = do_call_tool(tool_name, args, state)
  
  Logger.debug("MCP tool result: #{inspect(result)}")
  
  result
end
Next Steps
	Read the ExMCP Documentation for complete API reference
	Check out Examples for more implementation patterns
	Review the Security Guide for production deployment best practices
	Join the Community - contribute to the project or ask questions in Issues


Ready to make your Phoenix app AI-ready? Start with the Quick Setup above and begin exposing your application's capabilities to AI models through the standardized MCP protocol.


  

    ExMCP Server DSL Guide

ExMCP's server DSL defines MCP tools, resources, resource templates, and prompts
next to the functions that handle them. Use it with ExMCP.Server.Handler:
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL, name: "my-server", version: "1.0.0"

  tool "echo", "Echo back the input" do
    title "Echo"
    param :message, :string, required: true, description: "Message to echo"

    run fn %{message: message}, state ->
      {:ok, "Echo: #{message}", state}
    end
  end
end
This generates the standard ExMCP.Server.Handler callbacks for listing and
dispatching declared capabilities. The generated start_link/1 supports
:beam, :test, :stdio, and :http transports. Modern HTTP SSE streams are
owned by the POST request and require no server transport flag. The deprecated
2024-11-05 two-endpoint transport remains available with
legacy_http_sse: true throughout ExMCP 1.x.
Tools
Tools declare input metadata and a run handler:
tool "add", "Adds two numbers" do
  title "Add"
  param :a, :number, required: true
  param :b, :number, required: true
  annotations readOnlyHint: true

  output_schema %{
    type: "object",
    properties: %{sum: %{type: "number"}},
    required: ["sum"]
  }

  run fn %{a: a, b: b}, state ->
    sum = a + b
    {:ok, ToolResult.structured("#{sum}", %{sum: sum}), state}
  end
end
Param types
	DSL type	JSON Schema
	:string	{"type": "string"}
	:integer	{"type": "integer"}
	:number	{"type": "number"}
	:boolean	{"type": "boolean"}
	:object / :map	{"type": "object"}
	{:array, item_type}	{"type": "array", "items": ...}

param :tags, {:array, :string}, default: []
param :scores, {:array, :number}, required: true
Bare :array is not valid — the item type is required so the generated
inputSchema is correct.
You can also pass a full JSON Schema with input_schema (DSL instruction,
snake_case). That becomes the MCP inputSchema field on the wire.
Declared params are normalized so handlers can use atom keys and defaults.
Response helpers and normalization
ToolResult is an alias for ExMCP.Server.DSL.Result, injected only inside
modules that use ExMCP.Server.DSL. Outside those modules, use the fully
qualified module:
ExMCP.Server.DSL.Result.structured("done", %{count: 1})
ToolResult provides text/1, error/1, and structured/2. The DSL also
normalizes several plain return shapes from run / read / render:
	Return from handler	Normalized result
	"hello"	text content
	%{text: "hello"}	text content
	%{content: [...]}	used as-is (plus structured key cleanup)
	ToolResult.structured(text, map)	text + structuredContent
	{:error, reason}	tool/resource/prompt error shape
	{:ok, result} or {:ok, result, state}	both accepted

Compile-time checks
Invalid DSL declarations fail at compile time with file/line and a fix hint:
# Missing handler
tool "echo" do
  param :message, :string
end
# => tool "echo" must define `run` or `handle`, e.g. run fn args, state -> ...

# Bare :array
param :data, :array
# => Invalid param type :array ... Use {:array, item_type}, e.g. {:array, :string}

# Wrong instruction for the declaration kind
tool "echo" do
  arg :message   # arg is only valid on prompts
  run fn _, s -> {:ok, "ok", s} end
end

# Duplicates
tool "echo" do ... end
tool "echo" do ... end
# => Duplicate tool "echo" declared 2 times
Other checks include unknown instructions (with suggestions for common
mistakes like inputSchema → input_schema), non-literal types, empty
names/URIs, and using run/read/render/mime_type in the wrong block.
Resources
Static resources use resource and a read handler:
resource "config://app", "Application configuration" do
  title "App Config"
  mime_type "application/json"

  read fn %{uri: uri}, state ->
    {:ok, %{uri: uri, text: Jason.encode!(%{enabled: true})}, state}
  end
end
Resource templates use URI variables and optional typed params:
resource_template "file:///{path}", "File contents" do
  title "File"
  mime_type "text/plain"
  param :path, :string

  read fn %{path: path}, state ->
    {:ok, "contents for #{path}", state}
  end
end
Template variables are available as atom and string keys.
Prompts
Prompts declare arguments and a render handler:
prompt "code_review", "Review code" do
  title "Code Review"
  arg :code, required: true, description: "Code to review"

  render fn %{code: code}, state ->
    {:ok,
     %{
       messages: [
         %{role: "user", content: %{type: "text", text: "Review this code:\n#{code}"}}
       ]
     }, state}
  end
end
Returning a string creates a single user text message.
Metadata
The DSL supports spec-aligned metadata on declarations:
tool "search", "Search documents" do
  title "Search"
  icons [%{src: "https://example.com/search.svg", mimeType: "image/svg+xml"}]
  annotations readOnlyHint: true
  meta %{"owner" => "docs"}

  param :query, :string, required: true
  run fn %{query: query}, state -> {:ok, "Searching #{query}", state} end
end
Use title for display names. Custom extension data belongs under _meta via
meta.
Starting Servers
For the generated DSL server:
{:ok, pid} = MyServer.start_link(transport: :test)
{:ok, pid} = MyServer.start_link(transport: :stdio)
{:ok, pid} = MyServer.start_link(transport: :http, port: 4000)
For a hand-written handler without the DSL:
{:ok, pid} =
  ExMCP.Server.HandlerServer.start_link(
    transport: :test,
    handler: MyHandler
  )
ExMCP.start_server/1 is also available as a top-level convenience wrapper for
ExMCP.Server.HandlerServer.start_link/1.
Fast verification tip: After mix compile, mix examples.getting_started runs a quick in-process demo of the DSL + client patterns shown throughout this guide (and in QUICKSTART.md).
Deprecated: ExMCP.Server.Tools
ExMCP.Server.Tools and ExMCP.Server.Tools.Simplified are deprecated and
will be retained throughout 1.x, with removal planned for 2.0.0. They only covered tools (not resources/prompts)
and overlapped with this DSL.
	Old (Server.Tools)	New (Server.DSL)
	use ExMCP.Server.Tools	use ExMCP.Server.DSL, name: "...", version: "..."
	tool "name" do ... handle fn ... end end	tool "name" do ... run fn ... end end
	handle fn args, state -> ... end	run fn args, state -> ... end
	(tools only)	also resource, resource_template, prompt

Using the old modules prints a compile-time deprecation warning.
Migration From The Removed Legacy DSL
The former use ExMCP.Server macro and deftool, defresource, and
defprompt declarations have been removed. Migrate by:
	Replacing use ExMCP.Server with use ExMCP.Server.Handler and
use ExMCP.Server.DSL.
	Replacing deftool blocks with tool blocks and colocated run handlers.
	Replacing defresource blocks with resource or resource_template blocks
and colocated read handlers.
	Replacing defprompt blocks with prompt blocks and colocated render
handlers.
	Replacing the removed ExMCP.Server.start_link helper with MyServer.start_link/1,
ExMCP.Server.HandlerServer.start_link/1, or ExMCP.start_server/1.

Old generated getters such as get_tools/0, get_resources/0, and
get_prompts/0 are no longer part of the server API. Use the standard handler
callbacks instead.
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ExMCP supports stdio, Streamable HTTP, BEAM-local, and test transports. The
deprecated MCP 2024-11-05 HTTP+SSE transport is an explicit compatibility
option, not a new-server default.
Overview
	Transport	Identifier	Best For
	stdio	:stdio	Official MCP subprocess transport
	Streamable HTTP	:http	Remote servers and Phoenix apps
	BEAM-local	:beam	Local Elixir client/server pairs
	Test	:test	In-memory tests

stdio
The stdio transport spawns an external MCP server process and exchanges
newline-delimited JSON-RPC.
{:ok, client} =
  ExMCP.Client.start_link(
    transport: :stdio,
    command: ["node", "server.js"],
    cd: "/path/to/project",
    env: [{"NODE_ENV", "production"}]
  )
Supported options:
	:command - executable plus arguments as a list.
	:cd - subprocess working directory.
	:env - environment variables as {"KEY", "VALUE"} tuples.
	:timeout - client operation timeout.

Streamable HTTP
The HTTP transport supports two wire shapes on one MCP POST endpoint. A
protocol mode determines how the client establishes the era; it is not a
choice between separate :http transport modules.
	Behavior	Legacy Streamable HTTP (2025-03-26–2025-11-25)	Modern Streamable HTTP (2026-07-28)
	Establishment	initialize; server may mint Mcp-Session-Id	server/discover; no protocol session
	Client messages	POST; session header after initialization	A fresh stateless POST for every message
	Ordinary response	JSON or request-owned SSE	JSON or request-owned SSE
	Independent notifications	Optional standalone GET SSE stream	subscriptions/listen POST response stream
	Server needs client input	JSON-RPC request on an SSE stream	input_required result followed by a new client POST
	Resume/termination	Last-Event-ID; DELETE session	Not resumable; close the owning response stream

The client's use_sse option controls the standalone GET stream used by
legacy Streamable HTTP. ExMCP disables it, clears any session ID, and stops
sending Last-Event-ID after a connection settles modern. Modern request and
subscription streams use SSE on the owning POST response automatically and do
not require use_sse: true.
{:ok, client} =
  ExMCP.Client.start_link(
    transport: :http,
    url: "https://api.example.com/mcp",
    protocol_mode: :prefer_modern,
    use_sse: true,
    headers: [{"Authorization", "Bearer #{token}"}],
    request_timeout: 30_000,
    stream_handshake_timeout: 15_000,
    stream_idle_timeout: 60_000,
    dns_timeout_ms: 1_000,
    max_request_bytes: 8_388_608,
    max_response_bytes: 8_388_608,
    max_stream_buffer_bytes: 1_048_576
  )
Supported client options include:
	:url - base URL or full MCP endpoint URL.
	:endpoint - endpoint path when it is not included in url.
	:headers - additional request headers.
	:protocol_mode - :legacy_only, :prefer_legacy, :prefer_modern, or
:modern_only; see the Configuration Guide.
	:use_sse - enable the legacy Streamable HTTP GET stream, defaults to true.
	:session_id - resume an existing streamable HTTP session.
	:protocol_version - requested legacy revision, or a modern probe revision
when the selected mode enables it.
	:timeout - connect timeout.
	:request_timeout - single request timeout.
	:stream_handshake_timeout - wait for SSE stream startup.
	:stream_idle_timeout - allowed SSE idle time.
	:dns_timeout_ms - DNS-resolution deadline, defaults to one second.
	:dns_resolver - injectable resolver used primarily for controlled testing.
	:allowed_private_hosts - exact hostnames intentionally permitted to resolve
to RFC 1918 or IPv6 ULA addresses. Wildcards are rejected; loopback hostnames
and literals are supported without an exception for local MCP servers.
	:max_retry_delay - cap for SSE reconnect delay.
	:max_request_bytes - maximum encoded HTTP request body.
	:max_response_bytes - maximum JSON or complete streamed response body.
	:max_stream_buffer_bytes - maximum incomplete SSE data retained while
waiting for a frame delimiter.
	:security - client-side security validation configuration.
	:auth / :auth_provider - OAuth/auth provider integration.

HTTP requests use finite absolute deadlines, identity encoding, redirect-free
clients, and incremental response limits. A delimiter-free SSE slow drip cannot
extend the idle deadline indefinitely; the peer must complete a frame within
the configured timeout and buffer limit. Before every connection ExMCP validates
the complete DNS answer and pins the socket to an approved address while keeping
the original hostname for HTTP Host, TLS SNI, and certificate validation. Mixed
public/private answers, link-local addresses, and reserved ranges fail closed.
For OAuth client registration, configure one explicit strategy:
auth: %{
  client_registration:
    {:pre_registered, "client-id", {:env, "MCP_CLIENT_SECRET"}},
  credential_issuer: "https://auth.example.com",
  redirect_port: 8080
}

# Or a self-hosted Client ID Metadata Document:
auth: %{
  client_registration:
    {:cimd, "https://client.example/oauth/metadata.json"}
}
:auto uses pre-existing compatibility keys first, then a configured
client_metadata_url when the authorization server advertises CIMD, then
deprecated DCR only when registration_endpoint is advertised. DCR requires
an explicit application_type: :native | :web and a stable redirect_port;
ExMCP never invents a CIMD URL or guesses the application type. A missing
strategy returns an actionable registration error.
Modern pre-registered credentials must include credential_issuer, which is
compared exactly with discovered AS metadata. To retain DCR credentials and
tokens safely across flows, configure an adapter implementing
ExMCP.Authorization.CredentialStore; registrations are issuer + client-ID
bound and tokens use the complete authorization partition. See the
Configuration Guide.
Modern POST shape
Every modern request is a new POST whose body contains one JSON-RPC request.
The client advertises both response types:
POST /mcp HTTP/1.1
Accept: application/json, text/event-stream
Content-Type: application/json
MCP-Protocol-Version: 2026-07-28
Mcp-Method: tools/call
Mcp-Name: weather

{"jsonrpc":"2.0","id":42,"method":"tools/call","params":{...}}
ExMCP derives the routing headers from the validated body. It strips custom
values for reserved MCP headers before sending a modern request, so callers
cannot create a header/body disagreement.
	Header	When sent	Meaning
	MCP-Protocol-Version	Every modern request	Mirrors modern _meta.protocolVersion
	Mcp-Method	Every modern request	Mirrors the JSON-RPC method
	Mcp-Name	tools/call, resources/read, and prompts/get	Mirrors the addressed tool, resource, or prompt
	Mcp-Param-*	Annotated tools/call inputs	Mirrors schema-selected routing parameters

Header names are case-insensitive on the wire. Mcp-Param-* values may
contain sensitive routing data; redact them in reverse-proxy, load-balancer,
and APM logs as well as application logs.
The server returns one of these shapes:
	application/json with the final JSON-RPC response;
	text/event-stream with request-related notifications and then the final
response; or
	202 Accepted with no body for an accepted notification POST.

A modern result always has resultType: "complete" or
resultType: "input_required". For input_required, the client satisfies the
embedded elicitation, sampling, or roots requests and sends the original
operation again as a new POST with inputResponses and the opaque
requestState. ExMCP never turns those inputs into independent server-to-client
JSON-RPC requests on the HTTP stream.
Long-lived notifications use a subscriptions/listen request. Its POST
response stays open as SSE, begins with the subscription acknowledgement, and
then carries only the notification categories selected by that request.
Closing a modern request/subscription response stream is the cancellation
signal; there is no session DELETE and no resumable Last-Event-ID cursor.
A :modern_only HTTP mount returns 405 Method Not Allowed for GET or DELETE
on the MCP endpoint, ignores legacy session headers, and never exposes the
deprecated HTTP+SSE endpoints. A dual-era mount must retain whatever legacy
GET/DELETE behavior its enabled legacy clients need, so use request metadata
and the settled client era—not the mere presence of HTTP—to reason about the
wire shape.
Safe era fallback
With :prefer_modern, ExMCP sends a bounded server/discover probe first. It
falls back to initialize only when the response is recognized as evidence of
a legacy peer and the transport is still usable. A recognized modern error,
unsupported modern revision, timeout, authentication failure, or broken
transport is surfaced instead of being silently downgraded. :modern_only
never falls back.
Successful modern observations are pinned by endpoint and relevant transport
configuration. Legacy observations expire (five minutes by default) so an
upgraded endpoint is eventually probed again. Pass reset_era_cache: true for
an intentional re-probe after an operator-controlled deployment change.
Phoenix/Plug Server
scope "/mcp" do
  pipe_through [:api, :mcp_auth]

  forward "/", ExMCP.HttpPlug,
    handler: MyApp.MCPServer,
    server_info: %{name: "my-app", version: "1.0.0"},
    protocol_mode: :prefer_modern,
    cors_enabled: true
end
Put HTTP concerns in Plug pipelines before ExMCP.HttpPlug: authentication,
request signing, rate limiting, CORS/origin decisions, and DNS rebinding checks.
Deprecated MCP 2024-11-05 HTTP+SSE
Existing deployments can retain the old two-endpoint transport throughout
ExMCP 1.x by opting in:
forward "/mcp", ExMCP.HttpPlug,
  handler: MyApp.MCPServer,
  legacy_http_sse: true
The GET endpoint defaults to /sse; its first event is endpoint, containing
the POST URI (default /message) and session ID. Configure those paths with
:legacy_http_sse_path and :legacy_http_sse_post_path. The rc.5
:sse_enabled option remains a deprecated alias until ExMCP 2.0. New servers
should use Streamable HTTP and leave this option off. Selecting
:prefer_legacy or :prefer_modern does not enable this transport;
:modern_only disables it even if the compatibility flag is present.
BEAM-Local
The BEAM-local transport carries MCP-shaped maps/lists as Elixir terms between
local processes. It does not JSON encode/decode in the transport, but it still
uses the MCP lifecycle, request IDs, capabilities, and handler callbacks. Its
protocol mode selects legacy initialize or modern server/discover plus
per-request context, exactly as stdio does.
{:ok, server} =
  MyServer.start_link(
    transport: :beam,
    protocol_mode: :prefer_modern
  )

{:ok, client} =
  ExMCP.Client.start_link(
    transport: :beam,
    server: server,
    protocol_mode: :prefer_modern
  )
Supported options:
	server side: transport: :beam on a DSL/handler server, with optional
protocol_mode.
	client side: transport: :beam, server: pid, optional protocol_mode and
timeout.

Tip: For a fast local verification of these BEAM + DSL + Client patterns (no re-installs), run mix examples.getting_started from the project root after mix compile.
BEAM-local does not provide service discovery or distributed registry behavior.
If you need a pool or registry of server processes, keep that in your
application supervision layer and pass the selected server PID to the client.
Test Transport
Use :test for in-memory tests where both endpoints are in the same process
tree:
{:ok, server} =
  ExMCP.Server.HandlerServer.start_link(
    transport: :test,
    handler: MyServer
  )

{:ok, client} =
  ExMCP.Client.start_link(
    transport: :test,
    server: server
  )
Reliability
Client retries:
ExMCP.Client.start_link(
  transport: :http,
  url: "https://api.example.com/mcp",
  retry_policy: [max_attempts: 3, initial_delay: 100, max_delay: 2_000]
)
Transport wrapper:
ExMCP.Client.start_link(
  transport: :http,
  url: "https://api.example.com/mcp",
  reliability: [
    circuit_breaker: [failure_threshold: 5, reset_timeout: 30_000],
    health_check: [check_interval: 60_000]
  ]
)
Telemetry
Transports emit connection and message telemetry. BEAM-local events use the
generic transport event names with metadata.transport == :beam:
	[:ex_mcp, :transport, :connection, :opened]
	[:ex_mcp, :transport, :message, :sent]
	[:ex_mcp, :transport, :message, :received]

Selection Guide
	Use :stdio for official subprocess MCP servers.
	Use :http for network boundaries and Phoenix integrations.
	Use :beam for trusted local Elixir processes.
	Use :test for tests.



  

    ExMCP Configuration Guide

This guide covers the supported configuration surfaces for ExMCP 1.0.
Dependency
Use stable ExMCP 1.0:
def deps do
  [
    {:ex_mcp, "~> 1.0"}
  ]
end
The earlier 1.0.0-rc.5 package is the legacy-only characterization baseline.
To preserve its connection policy after upgrading, set:
config :ex_mcp, protocol_mode: :legacy_only
Protocol Eras and Modes
ExMCP 1.0 implements two wire-incompatible MCP eras:
	Legacy: 2024-11-05, 2025-03-26, 2025-06-18, and 2025-11-25
(the newest legacy revision).
	Modern (latest stable): 2026-07-28, with stateless discovery and
per-request context.

protocol_mode is the compatibility policy. Set it in application
configuration for a deployment default:
config :ex_mcp,
  protocol_mode: :prefer_modern,
  protocol_version: "2025-11-25"
1.0.0 defaults to :prefer_modern, matching the final rc.8 candidate.
Production deployments should still set the mode explicitly when rollout
policy must not change with a dependency upgrade.
	Mode	Enabled versions, in preference order	Client establishment	Server acceptance
	:legacy_only	2025-11-25 → older legacy	initialize only	Legacy only
	:prefer_legacy	Legacy revisions → 2026-07-28	initialize, then a modern probe only after an eligible protocol failure on a live transport	Both eras
	:prefer_modern	2026-07-28 → legacy revisions	server/discover, then legacy fallback only with positive compatibility evidence on a live transport	Both eras
	:modern_only	2026-07-28	server/discover only	Modern only

The two preference modes differ when used by a client. On a server both accept
either era; their ordering controls the versions advertised by
server/discover. A stdio or BEAM connection pins its first valid modern
request or legacy initialize and rejects mixed-era traffic afterward.
Configure one client or server independently when canarying:
{:ok, client} =
  ExMCP.Client.start_link(
    transport: :http,
    url: "https://mcp.example.com/mcp",
    protocol_mode: :prefer_modern,
    era_probe_timeout: 2_000,
    era_cache_legacy_ttl: 300_000
  )

{:ok, server} =
  MyServer.start_link(
    transport: :stdio,
    protocol_mode: :prefer_legacy
  )

# Phoenix/Plug servers accept the same option.
forward "/mcp", ExMCP.HttpPlug,
  handler: MyApp.MCPServer,
  protocol_mode: :prefer_legacy
Client mode options:
	:era_probe_timeout bounds the side-effect-free server/discover probe;
the default is 2_000 milliseconds.
	:era_cache_legacy_ttl controls how long a legacy observation is reused;
the default is 300_000 milliseconds. Modern observations do not expire
and cannot be replaced by automatic fallback.
	:reset_era_cache clears the observation for the exact transport identity
before connecting. Use it after an intentional endpoint upgrade, not as an
automatic retry strategy.
	:era_cache_key supplies a stable identity for a custom transport that
cannot be identified from its connected state. Never include raw secrets;
ExMCP hashes the configured identity.

Fallback is deliberately narrow. A modern timeout, transport failure,
recognized modern error, authentication error, or cached-modern probe failure
does not trigger initialize. Similarly, :prefer_legacy probes modern only
after a protocol-level legacy failure while the transport remains usable.
Strict modes never fall back.
protocol_version is a legacy revision preference, not an era switch or a
statement of the latest upstream MCP revision. The
application-level value and the compatibility helper
ExMCP.protocol_version/0 retain their rc.5 legacy semantics during the soak;
use protocol_mode to enable modern negotiation. A per-client modern
protocol_version is honored only when its mode enables the modern era.
For legacy Streamable HTTP, initialize negotiates the version from
params.protocolVersion; it does not require an MCP-Protocol-Version HTTP
header. When protocol_version_required: true, every subsequent request must
carry exactly one header matching the version stored for that server-issued
session. ExMCP always rejects an explicit malformed, unsupported, duplicate, or
session-mismatched header, even when missing-header enforcement is disabled.
Modern requests always carry matching HTTP and _meta protocol versions.
The server issues a legacy Streamable HTTP session only for initialize and
atomically allows one initialization attempt. It exposes the session ID only
after a successful response binds that exact negotiated version. Later POST
and GET/SSE requests require the issued initialized session; failed or
abandoned initialization is terminated. The deprecated 2024 HTTP+SSE endpoint
uses its separate endpoint-event handshake and is unaffected by this rule.
Use the public negotiator for legacy compatibility checks:
ExMCP.Protocol.VersionNegotiator.supported?("2025-11-25")
See the migration rollout
and the architecture era model before
changing a production default.
OAuth Client Registration
Modern authorization uses an explicit client registration strategy in the
HTTP transport's :auth map:
# Credentials established with this authorization server. Resolve secrets at
# use time rather than embedding them in application configuration.
auth: %{
  client_registration:
    {:pre_registered, "client-id", {:env, "MCP_CLIENT_SECRET"}},
  credential_issuer: "https://auth.example.com"
}

# Portable, self-hosted Client ID Metadata Document.
auth: %{
  client_registration:
    {:cimd, "https://client.example/oauth/metadata.json"},
  private_key: signing_jwk,
  signing_algorithm: "ES256",
  key_id: "client-key-1"
}

# Automatic compatibility fallback. DCR is used only when advertised.
auth: %{
  client_registration: :auto,
  client_metadata_url: "https://client.example/oauth/metadata.json",
  application_type: :native,
  redirect_port: 8080
}
Registration priority is pre-registered credentials, a configured CIMD URL
when the authorization server sets
client_id_metadata_document_supported: true, deprecated DCR when it exposes
registration_endpoint, then an actionable error. :auto never fabricates a
metadata URL. Existing client_id / client_secret keys remain accepted as
1.x compatibility aliases.
A CIMD client ID must be an exact HTTPS URL with a non-root path. The JSON
document at that URL must repeat the same client_id byte-for-byte and include
non-empty client_name and redirect_uris. Use
ExMCP.Authorization.ClientIdMetadata.build_metadata/1 and validate/2 before
publishing it. For private_key_jwt, publish jwks_uri or inline jwks and
configure the matching private key locally; ExMCP will not downgrade to a
weaker token authentication method if assertion construction fails.
DCR requires an explicit application_type: :native | :web and stable local
redirect_port. Registration rejections retain the authorization server's
error response so redirect-policy failures are actionable. ExMCP does not
silently change the application type or redirect URI.
OAuth metadata network policy
CIMD, Protected Resource Metadata, OIDC/RFC 8414 authorization-server
metadata, and JWKS retrieval use one fail-closed outbound fetch boundary.
Metadata URLs must use HTTPS, including in local development. Each hostname is
resolved on every redirect hop; a DNS answer containing any private, loopback,
link-local, reserved, documentation, or otherwise non-public IPv4/IPv6 address
is rejected. The connection is pinned to an approved address while the original
hostname remains the TLS SNI and certificate-validation name.
Defaults can be tightened globally:
config :ex_mcp, :oauth_metadata_fetch,
  max_redirects: 3,
  max_response_bytes: 262_144,
  max_aggregate_bytes: 524_288,
  dns_timeout_ms: 1_000,
  connect_timeout_ms: 2_000,
  request_timeout_ms: 5_000,
  allowed_redirect_origins: []
Redirects remain on the current origin by default. If a provider deliberately
hosts metadata on another origin, list each destination as an exact HTTPS
origin such as https://metadata.example.com; wildcards and URL paths are not
accepted. Every allowed destination still receives fresh DNS/IP validation.
The metadata client sends only Accept, Accept-Encoding: identity, and a
non-secret user agent. It never inherits MCP transport headers, authorization,
cookies, client secrets, or proxy credentials. Compressed responses are
rejected and the default client enforces the byte limit while streaming.
The legacy custom metadata-client shapes get(url) and get(url, headers) are
no longer accepted because they can re-resolve DNS after validation. A custom
:http_client must implement:
get(uri, approved_address, options)
It must connect directly to approved_address, preserve uri.host for TLS and
HTTP host validation, use only options[:request_headers], enforce
options[:connect_timeout_ms], options[:request_timeout_ms], and
options[:max_response_bytes] while streaming, and return
{:ok, %{status: integer, headers: list, body: binary}}. Per-flow overrides go
under metadata_fetch: [...]; use them only for a tighter policy or an exact
provider redirect.
Issuer-bound credential persistence
For MCP 2026-07-28, pre-registered credentials require
credential_issuer. ExMCP compares this value byte-for-byte with the issuer in
the discovered authorization-server metadata before resolving or using the
secret. A trailing slash, path change, or any other textual difference is a
mismatch; issuer identifiers are not URL-normalized. During 1.x, only the
legacy client_id / client_secret aliases retain their old unbound behavior
for legacy protocol versions; the new explicit pre-registration strategy is
always issuer-bound.
Applications that persist DCR registrations or tokens can provide an encrypted
store or OS-keychain adapter implementing
ExMCP.Authorization.CredentialStore:
auth: %{
  client_registration: :auto,
  application_type: :native,
  redirect_port: 8080,
  credential_store: {MyApp.MCPCredentialStore, store_state},
  credential_context: "desktop-installation-42"
}
credential_context is a stable, non-secret local index (the resource URL is
the default). The adapter still stores each registration under the exact
versioned issuer + client-ID key supplied to it. On an authorization-server
change, the new issuer partition misses and ExMCP performs registration again;
an adapter returning a credential from another issuer is rejected.
Tokens are partitioned by issuer, client ID, resource and/or audience,
subject or client identity, and normalized granted scopes. Access and refresh
tokens never appear in a storage key, and the credential structs redact secret
fields from Inspect. ExMCP intentionally provides no plaintext file adapter.
Old records without an issuer fail with
{:credential_migration_required, :registration | :token}. After verifying
the original authorization server out of band, migrate them explicitly with
CredentialStore.bind_legacy_registration/2 or
CredentialStore.bind_legacy_token/2; never use the currently discovered
issuer as an implicit migration value.
OAuth transaction retention
Every authorization-code flow started by ExMCP uses a random 256-bit state
and PKCE verifier. The returned transaction is registered in a supervised,
node-local single-use store before the authorization URL is returned. Callback
validation consumes state atomically, and code exchange atomically binds the
validated code to the exact redirect URI before making the token request. This
path is shared by legacy and 2026-07-28 MCP sessions.
The default store retains up to 10,000 transaction records for 10 minutes. Both
limits can be adjusted:
config :ex_mcp, ExMCP.Authorization.OAuthTransactionStore,
  ttl_ms: 600_000,
  max_entries: 10_000
Do not shorten the TTL below the time a user may reasonably spend in the
browser. Capacity exhaustion fails new flows closed. The built-in loopback flow
is intentionally node-local; a distributed web callback must route back to the
originating node or implement its own strongly consistent end-to-end flow.
For direct use of ExMCP.Authorization, preserve the returned transaction and
pass it through validation and redemption:
{:ok, authorization_url, transaction} =
  ExMCP.Authorization.start_authorization_flow(config)

{:ok, code} =
  ExMCP.Authorization.validate_authorization_response(callback, transaction)

ExMCP.Authorization.exchange_code_for_token(%{
  code: code,
  code_verifier: transaction.code_verifier,
  client_id: config.client_id,
  redirect_uri: transaction.redirect_uri,
  token_endpoint: config.token_endpoint,
  transaction: transaction
})
ExMCP does not accept caller-supplied state or reserved OAuth fields in
additional_params. If a token request has an ambiguous outcome, its code
remains redeemed; restart authorization instead of retrying the code.
JSON Schema Resource Policy
Every JSON Schema compiled or validated by ExMCP passes through one bounded,
fail-closed policy. By default, only local fragment references (# and
#/...) are accepted. HTTP(S), file, and relative cross-document $ref values
are rejected before ExJsonSchema can resolve them, even if the host application
configured ExJsonSchema's global :remote_schema_resolver.
The defaults are suitable for protocol schemas and can be tightened or raised
for a trusted application workload:
config :ex_mcp, :json_schema,
  max_schema_bytes: 262_144,
  max_schema_depth: 64,
  max_subschemas: 1_000,
  max_composition_depth: 16,
  resolve_timeout_ms: 1_000,
  validation_timeout_ms: 100
max_subschemas conservatively counts schema object nodes, including nested
property maps but excluding literal instance data in const, default, enum,
and examples. Composition depth counts nesting through allOf, anyOf,
oneOf, not, if, then, and else. A zero timeout or limit is valid and
can be used to disable the corresponding work. Invalid values fail closed.
$schema draft identifiers are metadata and remain accepted; bundled draft
meta-schemas do not require a network request. Boolean JSON Schemas (true and
false) are supported.
Opt-in network references
Keep remote references disabled unless the schema publisher is part of the
application's trust boundary. To opt in, provide a non-empty host allowlist and
increase the outer resolution deadline enough to cover the bounded network
work:
config :ex_mcp, :json_schema,
  resolve_timeout_ms: 10_000,
  network_refs: [
    enabled: true,
    allowed_hosts: ["schemas.example.com", "*.schemas.example.net"],
    trust_partition: "production-schema-publishers",
    allow_http: false,
    max_redirects: 3,
    max_documents: 16,
    max_reference_depth: 8,
    max_response_bytes: 262_144,
    max_decompressed_bytes: 262_144,
    max_aggregate_bytes: 1_048_576,
    dns_timeout_ms: 1_000,
    connect_timeout_ms: 2_000,
    request_timeout_ms: 3_000,
    proxy: :disabled
  ]
The allowlist contains hostnames, not URLs. *.example.com matches subdomains
but not example.com itself. HTTPS is required unless allow_http: true is set;
plain HTTP provides no publisher authentication or integrity and is not
recommended. Redirects from HTTPS to HTTP are rejected even when HTTP was
enabled for an explicitly HTTP reference.
Every request and redirect target is allowlisted, independently DNS-resolved,
checked for public-only IPv4/IPv6 addresses, and connected to an approved IP
while TLS verification and SNI use the original hostname. A mixed DNS answer
containing even one loopback, link-local, private, reserved, or documentation
address is rejected. URI userinfo, compressed responses, and proxies are
rejected. No cookies, authorization headers, or other credentials are sent.
Fetched documents exist only inside one compilation; ExMCP does not persist or
globally share a remote-schema cache. This is stronger than partitioning a
persistent cache and prevents one tenant or principal from warming another's
schema state. trust_partition is hashed in audit logs and establishes the
partition identity for any future cache implementation.
:dns_resolver and :http_client adapter overrides exist for controlled tests.
Do not replace them in production: doing so replaces the DNS revalidation,
IP-pinned connection, TLS, streaming limit, and deadline enforcement that make
the boundary safe.
OpenTelemetry Metadata Policy
ExMCP can carry W3C trace-context values in the MCP _meta object without
taking a dependency on an OpenTelemetry SDK or mutating process-global tracing
state. traceparent and tracestate are validated at every client and server
metadata boundary. Baggage is validated and bounded before filtering, then only
explicitly allowlisted members are retained. The default baggage allowlist is
empty, so baggage is dropped unless the application opts in.
config :ex_mcp, :otel_meta,
  baggage_allowlist: ["tenant.id", "request-id"],
  max_total_bytes: 9_216,
  max_baggage_bytes: 8_192,
  max_baggage_members: 64
The fixed tracestate limits are 512 bytes and 32 unique members. Configured
byte limits cannot exceed 65,536 bytes, and baggage member/allowlist counts
cannot exceed 64. Invalid configuration or malformed metadata fails closed.
ExMCP currently accepts the W3C version 00 traceparent wire format; values
must use lowercase hexadecimal and non-zero trace and parent identifiers.
Attach a connection-level context to all modern client requests:
ExMCP.Client.start_link(
  transport: :http,
  url: "https://api.example.com/mcp",
  trace_context: %{
    traceparent: "00-4bf92f3577b34da6a3ce929d0e0e4736-00f067aa0ba902b7-01",
    tracestate: "vendor=opaque",
    baggage: "tenant.id=acme,secret=discarded"
  }
)
Per-request values may also be supplied in the request's _meta; the explicit
client :trace_context wins when both sources contain the same field. On the
server, handlers receive the sanitized map as
ExMCP.Server.RequestContext.trace_context. Notification and result metadata
go through the same policy.
Allowlist only low-cardinality routing or correlation fields. Do not propagate
credentials, authorization tokens, personal data, or other secrets as baggage.
Tasks Extension
Modern Tasks is an explicit extension, not the experimental tasks capability
from MCP 2025-11-25. A modern client opts in on every request by adding
io.modelcontextprotocol/tasks to its configured capabilities:
task_capabilities =
  ExMCP.Tasks.Extension.put_capability(%{
    "elicitation" => %{"form" => %{}}
  })

ExMCP.Client.start_link(
  transport: :http,
  url: "https://api.example.com/mcp",
  capabilities: task_capabilities
)
After a tools/call returns resultType: "task", use
ExMCP.Client.get_task/3, update_task/4, and cancel_task/3. The client
rejects task results unless the extension was configured, and validates the
task handle before returning it to application code.
A server must advertise the same extension from server/discover only when it
has configured an appropriate task store. The bundled node-local store is
enabled in a Handler with tasks: :store; ExMCP then adds the extension to
discovery automatically:
defmodule MyServer do
  use ExMCP.Server.Handler, tasks: :store

  @impl ExMCP.Server.Handler
  def handle_call_tool("long_deploy", arguments, state) do
    ExMCP.Tasks.Server.create(
      "long_deploy",
      arguments,
      state,
      __task_store_options__()
    )
  end
end
Handlers without tasks: :store do not gain this capability. A custom task
backend that overrides the task callbacks may advertise the extension
explicitly through :server_capabilities or __server_capabilities__/0 after
it has implemented equivalent durability and ownership checks.
The injected modern handle_task_get/2, handle_task_update/3, and
handle_task_cancel/2 callbacks use ExMCP.Tasks. Existing callbacks remain
overridable, and legacy task methods are unchanged unless the application
implements them explicitly. ExMCP.Tasks.Server.create/4 inserts the task
synchronously and returns a handle only after tasks/get can read it.
ExMCP.Tasks.Store.ETS is bounded and atomic on one node. It keeps tasks
through client reconnects, client restarts, request-process failures, and
worker failures, but not an ExMCP application or node restart. Production
deployments that need that stronger guarantee should implement the
ExMCP.Tasks.Store behaviour, supervise the backend in their application, and
configure it globally or on the Handler:
# Optional limits for the bundled reference store:
config :ex_mcp, ExMCP.Tasks.Store.ETS,
  max_tasks: 10_000,
  max_ttl_ms: 2_592_000_000

config :ex_mcp, task_store: MyApp.Tasks.PostgresStore

# Or for one server module:
use ExMCP.Server.Handler,
  tasks: :store,
  task_store: MyApp.Tasks.PostgresStore,
  task_store_opts: [repo: MyApp.Repo]
The store binds each task to the current request's principal, tenant, and
endpoint. Workers running outside a request callback must retain that owner
without credentials and pass it back explicitly:
owner = ExMCP.Tasks.owner()
{:ok, task} = ExMCP.Tasks.complete(task_id, result, owner: owner)
Successful creates and wire-visible transitions publish full
notifications/tasks state to matching subscriptions/listen streams. A
deployment using a non-default subscription registry should pass
subscription_registry: registry when a worker calls ExMCP.Tasks.complete/3,
fail/3, require_input/3, mark_cancelled/2, or put_status_message/3.
Set notify: false only when the host application deliberately owns
publication itself.
The host application still owns worker execution and recovery. Store adapters
own persistence, atomicity across serving nodes, authorization binding, and
expiry. Do not advertise the extension when the configured store cannot meet
the deployment's durability requirements.
ExMCP.Tasks.Task.to_map/1 retains the legacy 2025-11-25 keys.
to_map/2 with :modern or "2026-07-28" emits ttlMs,
pollIntervalMs, inputRequests, and error without removing the public 1.x
struct aliases. tasks/list, tasks/result, and
notifications/tasks/status remain legacy-only.
Client Configuration
You can pass options directly to ExMCP.Client.start_link/1:
{:ok, client} =
  ExMCP.Client.start_link(
    transport: :http,
    url: "https://api.example.com/mcp",
    protocol_mode: :prefer_modern,
    use_sse: true,
    request_timeout: 30_000
  )
Or build a reusable config with ExMCP.ClientConfig:
config =
  ExMCP.ClientConfig.new(:production)
  |> ExMCP.ClientConfig.put_transport(:http, url: "https://api.example.com/mcp")
  |> ExMCP.ClientConfig.put_auth(:bearer, token: System.fetch_env!("MCP_TOKEN"))
  |> ExMCP.ClientConfig.put_retry_policy(max_attempts: 3, base_interval: 500)

{:ok, client} = ExMCP.connect(config)
stdio
{:ok, client} =
  ExMCP.Client.start_link(
    transport: :stdio,
    command: ["node", "server.js"],
    protocol_mode: :prefer_modern,
    cd: "/path/to/project",
    env: [{"NODE_ENV", "production"}],
    timeout: 30_000
  )
Supported options:
	:command
	:cd
	:env
	:environment_policy (:isolated by default; :inherit is an explicit
compatibility opt-in)
	:timeout

The isolated policy passes a small runtime baseline and the explicitly supplied
:env entries. It prevents unrelated API, cloud, and session credentials from
being inherited by a third-party MCP or ACP subprocess; it does not provide a
filesystem or network sandbox.
Streamable HTTP
{:ok, client} =
  ExMCP.Client.start_link(
    transport: :http,
    url: "https://api.example.com/mcp",
    protocol_mode: :prefer_modern,
    use_sse: true,
    headers: [{"Authorization", "Bearer #{token}"}],
    request_timeout: 30_000,
    stream_handshake_timeout: 15_000,
    stream_idle_timeout: 60_000,
    max_retry_delay: 60_000,
    dns_timeout_ms: 1_000,
    max_request_bytes: 8_388_608,
    max_response_bytes: 8_388_608,
    max_stream_buffer_bytes: 1_048_576
  )
Supported options include:
	:url
	:endpoint
	:headers
	:protocol_mode
	:use_sse
	:session_id
	:protocol_version
	:timeout
	:request_timeout
	:stream_handshake_timeout
	:stream_idle_timeout
	:max_retry_delay
	:dns_timeout_ms (DNS lookup deadline; defaults to 1_000)
	:dns_resolver (custom resolver for controlled testing)
	:allowed_private_hosts (exact internal hostnames allowed to resolve to
RFC 1918/IPv6 ULA addresses; no wildcards)
	:max_request_bytes
	:max_response_bytes
	:max_stream_buffer_bytes (maximum delimiter-free/incomplete SSE data)
	:security
	:auth
	:auth_provider

Every POST, GET/SSE, retry, and DELETE resolves the destination, validates the
entire answer set, and pins the connection to an approved address. The original
hostname remains the Host/SNI/certificate name. Public destinations are allowed
by default, as are literal/named loopback destinations for local MCP servers.
Internal destinations require an exact :allowed_private_hosts entry;
link-local, reserved, and mixed public/private answers remain forbidden.
use_sse controls the legacy standalone GET stream. It may remain true on a
dual-era client: once server/discover succeeds, ExMCP disables that stream,
clears legacy session state, and uses JSON or POST-owned SSE for each modern
request. subscriptions/listen opens its own POST response stream.
BEAM-Local
{:ok, server} = MyServer.start_link(transport: :beam)  # works when using DSL; otherwise use HandlerServer.start_link(handler: MyServer, ...)

{:ok, client} =
  ExMCP.Client.start_link(
    transport: :beam,
    server: server,
    timeout: 5_000
  )
transport: :beam is local to the current VM and requires a server PID. Keep any
pooling, service discovery, or process selection in your application layer.
Server Configuration
Servers (DSL or raw handlers) can be started with:
MyServer.start_link(transport: :beam, protocol_mode: :prefer_legacy)
MyServer.start_link(transport: :stdio, protocol_mode: :prefer_legacy)
MyServer.start_link(transport: :http, port: 4000, protocol_mode: :prefer_legacy)

# For a raw handler module (no DSL):
ExMCP.Server.HandlerServer.start_link(handler: MyHandler, transport: :beam)
# or the convenience:
ExMCP.start_server(handler: MyHandler, transport: :stdio)
HandlerServer-based BEAM/test servers and stdio servers retain request IDs for
the lifetime of the server process so a client cannot execute the same
JSON-RPC request ID twice. The retained set is bounded to 10,000 IDs by
default; set max_request_ids: positive_integer on server startup to choose a
deployment-specific fail-closed bound.
Phoenix/Plug applications usually mount ExMCP.HttpPlug:
forward "/mcp", ExMCP.HttpPlug,
  handler: MyApp.MCPServer,
  server_info: %{name: "my-app", version: "1.0.0"},
  protocol_mode: :prefer_legacy,
  handler_call_timeout: 10_000,
  cors_enabled: true
:handler_call_timeout is the server-side deadline for each call from
ExMCP.HttpPlug into the Handler process (default 10_000 milliseconds).
It is separate from client-side :timeout, :request_timeout,
:stream_handshake_timeout, and :stream_idle_timeout settings.
The MCP 2024-11-05 HTTP+SSE transport is deprecated and disabled by default.
Existing servers may retain it during ExMCP 1.x with
legacy_http_sse: true. sse_enabled: true remains an rc.5-compatible alias
until ExMCP 2.0. Optional legacy_http_sse_path and
legacy_http_sse_post_path settings default to /sse and /message.
Neither dual-era preference mode enables this transport. :modern_only
disables it even when the compatibility option or its rc.5 alias is present.
OAuth protected-resource metadata
When oauth_enabled: true, ExMCP.HttpPlug requires the canonical HTTPS
resource identifier and at least one HTTPS authorization-server issuer. Mount
the plug so the RFC 9728 path-specific metadata URL is reachable:
forward "/", ExMCP.HttpPlug,
  endpoint: "/mcp",
  handler: MyApp.MCPServer,
  oauth_enabled: true,
  resource: "https://mcp.example.com/mcp",
  authorization_servers: ["https://auth.example.com"],
  auth_config: %{
    introspection_endpoint: "https://auth.example.com/introspect",
    client_id: System.fetch_env!("MCP_RESOURCE_CLIENT_ID"),
    client_secret: System.fetch_env!("MCP_RESOURCE_CLIENT_SECRET"),
    expected_issuer: "https://auth.example.com",
    expected_audience: "https://mcp.example.com/mcp"
  }
This serves /.well-known/oauth-protected-resource/mcp; bearer challenges
point clients to that metadata document. Custom MCP methods also need an
explicit :scope_mapper returning a non-empty list of scopes. Unmapped or
invalid policies are denied rather than sharing a catch-all scope.
Legacy session storage is bounded to 10,000 active sessions by default. Each
session also retains at most 10,000 distinct request IDs, preventing duplicate
execution without allowing unbounded replay state. Set deployment-specific
limits when supervising ExMCP.SessionManager directly:
{ExMCP.SessionManager,
 max_sessions: 2_000,
 max_request_ids: 5_000,
 max_events_per_session: 500,
 max_event_bytes: 1_048_576,
 max_replay_bytes_per_session: 8_388_608,
 session_ttl_seconds: 900}
At capacity, new session allocation returns HTTP 503 with Retry-After;
existing active sessions continue to work. When a session's request-ID bound
is reached, new IDs fail closed with HTTP 429; duplicates return JSON-RPC
Invalid Request. Terminated entries and their request IDs are reclaimed
before allocating a replacement.
Replay retention also fails closed for any single JSON-encoded event larger
than :max_event_bytes. The per-session replay window evicts its oldest events
when either :max_events_per_session (default 1,000) or
:max_replay_bytes_per_session (default 8 MiB) would be exceeded. The default
single-event cap is 1 MiB. Counts and byte totals are reset when a session is
terminated or expires.
The resource server authenticates to introspection with
:client_secret_basic by default; :client_secret_post is available through
:introspection_auth_method. An active token is still rejected unless its
issuer, audience/resource, exp, and optional nbf satisfy this configuration.
Only migration deployments should use legacy_unbound_tokens: true.
Multi Round-Trip Requests (MCP 2026-07-28)
MRTR lets tools/call, resources/read, and prompts/get pause for client
elicitation, sampling, or roots input. Configure a runtime AES-256 key ring and
declare mrtr: true so server startup validates it:
# runtime.exs — load the secret from your runtime secret manager/environment.
key = System.fetch_env!("MCP_REQUEST_STATE_KEY") |> Base.decode64!()

config :ex_mcp, :request_state,
  active_key_id: "2026-08",
  keys: %{"2026-08" => key},
  ttl_seconds: 300,
  max_ttl_seconds: 900,
  clock_skew_seconds: 30
For a rolling rotation, first distribute %{"old" => old_key, "new" => new_key} to every node with active_key_id: "old"; then roll only
active_key_id to "new"; finally remove "old" after the maximum token TTL
plus clock skew. Install each complete key-ring snapshot atomically. Use
revoked_key_ids: ["old"] for emergency invalidation, accepting that any
in-flight token sealed by that key must restart.
MyServer.start_link(
  transport: :stdio,
  protocol_mode: :modern_only,
  mrtr: true
)
Handlers can return either MRTR tuple, or use the DSL builder:
{:input_required, input_requests, state}
{:input_required, input_requests, application_request_state, state}

ToolResult.input_required(input_requests, %{"workflowStep" => 1})
On the retry, unchanged callback arities read verified data from
ExMCP.Server.Context.input_responses/0 and
ExMCP.Server.Context.request_state/0. Application request state must be JSON
encodable and is size-bounded before encryption.
Client operation options default to 8 rounds, 16 input requests per round, and
1 MiB of serialized MRTR input/output. Override them with
:max_mrtr_rounds, :max_input_requests, and :max_mrtr_bytes. One overall
:timeout covers all rounds.
Input callbacks run sequentially in deterministic request-ID order by default.
A stateless client handler can explicitly opt into bounded parallel dispatch by
implementing mrtr_input_concurrency/0 and returning an integer from 2 through
	Every parallel callback receives the same handler state and must return it
unchanged; ExMCP rejects a parallel callback that attempts to update the state.

For resumptions that may cause side effects, enable atomic single-use
enforcement:
MyServer.start_link(
  mrtr: true,
  replay_cache: ExMCP.Server.ReplayCache.ETS,
  require_replay_protection: true
)
The bundled cache is node-local. Clustered deployments must implement
ExMCP.Server.ReplayCache over a shared, strongly consistent store. Without a
replay cache, verified retry context explicitly reports
delivery_semantics: :at_least_once.
HTTP deployments may provide :principal_id and :tenant_id as strings or
resolver functions. OAuth token sub and tenant_id claims are used by
default when available; these identities are authenticated into the sealed
state without embedding bearer tokens.
Modern subscriptions (MCP 2026-07-28)
Open an immutable notification stream with ExMCP.Client.listen/3. The call
returns only after notifications/subscriptions/acknowledged; events are sent
to the subscribing process with the acknowledged subscription reference:
{:ok, subscription} =
  ExMCP.Client.listen(client, %{
    "toolsListChanged" => true,
    "resourceSubscriptions" => ["file:///project/config.json"],
    "taskIds" => [task_id]
  })

receive do
  {:ex_mcp_subscription, ^subscription, method, params} ->
    handle_notification(method, params)
end

:ok = ExMCP.Client.Subscription.cancel(subscription)
taskIds is defined by the io.modelcontextprotocol/tasks extension. The
client must declare that extension in its configured capabilities. Servers
using tasks: :store automatically authorize every requested ID against the
same principal, tenant, endpoint, and task store used by tasks/get; IDs that
are missing or not authorized are omitted from the acknowledged filter. A
server with a custom task backend must provide
:authorize_subscription_filter and must not acknowledge an ID until it has
performed the equivalent access check.
subscribe_resource/3 and unsubscribe_resource/3 retain their legacy RPC
behavior before 2026-07-28. On a modern connection they maintain one
ref-counted desired URI set. Changes open and acknowledge an immutable
replacement stream before cancelling the old stream; only the committed
subscription ID delivers compatibility events:
{:ok, _subscription} = ExMCP.Client.subscribe_resource(client, uri)

receive do
  {:ex_mcp_resource_updated, ^uri, params} -> handle_update(params)
end
After reconnect, subscriptions are opened with fresh JSON-RPC IDs. ExMCP
refetches each affected list, resource, and task, then emits
{:ex_mcp_subscription_resync, subscription, {:complete, snapshot}} for a
generic subscription or {:ex_mcp_resource_resync, subscription, snapshot}
for the resource compatibility wrapper before releasing queued events.
Server listener defaults are 1,000 global registrations, 100 per principal,
500 per tenant, 100 queued events per listener, a 1 MiB encoded-message cap,
an 8 MiB aggregate queue cap, a one-hour maximum lifetime, 256 resource URIs,
256 task IDs, and a 64 KiB filter. Configure the registry child directly with
:max_queue, :max_message_bytes, and :max_queue_bytes, or pass the
corresponding server options (:subscription_max_queue,
:subscription_max_message_bytes, :subscription_max_queue_bytes,
:subscription_max_lifetime_ms, :authorize_subscription_filter, and
:authorize_subscription_publication). A message that exceeds its individual
cap, or a slow consumer that exhausts either queue bound, is closed fail-safe.
Publication authorization is checked again for every event; denial gracefully
closes the stream.
For clustered HTTP, start one named subscription registry per node after the
application's PubSub process and route every MCP server on that node to it:
children = [
  {Phoenix.PubSub, name: MyApp.PubSub},
  {ExMCP.Server.Subscriptions,
   name: MyApp.MCPSubscriptions,
   adapter:
     {ExMCP.Server.Subscriptions.PubSub,
      pubsub_server: MyApp.PubSub,
      topic: "my_app:mcp:subscriptions:v1"}},
  {MyApp.MCPServer,
   subscription_registry: MyApp.MCPSubscriptions}
]
ExMCP.Server.Subscriptions.PubSub has no hard Phoenix dependency. Its
:pubsub_module defaults to Phoenix.PubSub and may be replaced by any module
implementing subscribe/2 and broadcast_from/4. Registrations and listener
processes stay node-local; untargeted publications fan out and each receiving
listener rechecks authorization. Publications carrying a :transport_ref
stay on the owning node. publish/3 counts describe synchronous work in the
called registry, not eventual work on peers.
The bundled ETS storage makes global/principal/tenant limits per-node. If a
deployment requires cluster-wide quotas, supply a storage adapter backed by a
shared, atomic data store via the PubSub adapter's :storage_adapter option.
That adapter must still return only entries whose listener processes belong to
the current registry; use the shared store for reservation/accounting rather
than attempting to call remote listener PIDs as local registrations.
Over modern Streamable HTTP, each subscriptions/listen call is a dedicated
POST response stream. Cancelling ExMCP.Client.Subscription closes that HTTP
response; it does not POST notifications/cancelled. An unexpected response
close opens a new listen request with a fresh JSON-RPC ID and runs the resync
flow described above. The server sends an SSE comment keepalive every 15
seconds by default so quiet disconnects are detected and intermediaries do not
expire an otherwise healthy stream:
forward "/mcp", ExMCP.HttpPlug,
  handler: MyApp.MCPServer,
  protocol_mode: :modern_only,
  subscription_keepalive_interval_ms: 15_000,
  subscription_max_lifetime_ms: :timer.hours(1)
Set :subscription_keepalive_interval_ms to a positive integer or
:infinity. Disabling keepalives delays detection of a quiet peer disconnect
until the next notification or server-initiated closure.
Modern Streamable HTTP headers (MCP 2026-07-28)
After a connection settles on MCP 2026-07-28, the HTTP client is stateless:
it neither sends nor retains Mcp-Session-Id or Last-Event-ID. Every POST
mirrors the body protocol version and method into MCP-Protocol-Version and
Mcp-Method; tools/call, resources/read, and prompts/get also send
Mcp-Name. Unsafe UTF-8, leading/trailing whitespace, control characters,
and values shaped like the Base64 sentinel are encoded automatically.
Tool input properties may opt into routing headers:
%{
  "type" => "object",
  "properties" => %{
    "region" => %{
      "type" => "string",
      "x-mcp-header" => "Region"
    }
  }
}
After tools/list, a modern HTTP tools/call mirrors a present non-null
argument as Mcp-Param-Region. String, integer, and boolean properties are
supported, including nested property paths. Invalid, duplicate, unreachable,
or unsupported annotations cause the server to omit that tool from a modern
list response. On a -32020 header mismatch the client refreshes tools/list
and retries the tool call exactly once inside the original timeout.
The ExMCP DSL returns its complete tool set and therefore needs no cursor
coordination. A raw handler that paginates a dynamic tool set must filter and
sort the full source collection before it slices the requested page:
def handle_list_tools(cursor, state) do
  tools =
    state.dynamic_tools
    |> ExMCP.Server.ResultNormalizer.prepare_tools_list()

  {page, next_cursor} = MyApp.Cursor.page(tools, cursor)
  {:ok, page, next_cursor, state}
end
Result normalization repeats this validation as a defensive boundary, but it
cannot correct a handler-owned cursor calculated from invalid definitions.
The server validates standard and annotated headers against the body before
tool dispatch. Custom raw Mcp-Method, Mcp-Name, Mcp-Session-Id,
Last-Event-ID, and Mcp-Param-* values supplied through the client's
:headers option are removed and replaced by protocol-derived values on
modern requests.
Treat all Mcp-Param-* values as sensitive routing data. ExMCP does not attach
raw request headers to its Plug/client debug logs or telemetry. Configure
reverse proxies, load balancers, APM agents, and access-log middleware to
redact Mcp-Param-* just as they redact Authorization and cookies; those
systems observe headers before ExMCP can sanitize their logs.
At a reverse proxy or load balancer, preserve individual request-header field
instances through the upstream hop or reject duplicates at the edge. Do not
collapse duplicate MCP-Protocol-Version, Mcp-Method, Mcp-Name, or
Mcp-Param-* fields by selecting one value: once discarded, the application
cannot distinguish an ambiguous request from a valid one. It is safe for an
intermediary to apply a smaller header-size limit and reject early.
For response streams, use an HTTP/1.1-or-newer upstream connection, disable
request and response buffering, disable transformation/caching, preserve
Content-Type: text/event-stream and X-Accel-Buffering: no, and set the
proxy idle timeout above :subscription_keepalive_interval_ms. The automated
proxy-boundary matrix sends literal HTTP bytes through two Cowboy connections
and a normalizing, buffering forwarding hop. Deployment CI should run the same
valid/duplicate/oversized/stream cases against the exact Nginx, HAProxy,
Envoy, ingress, or managed load-balancer configuration used in production.
Modern result cache hints
MCP 2026-07-28 requires ttlMs and cacheScope on complete results from
server/discover, tools/list, prompts/list, resources/list,
resources/templates/list, and resources/read. ExMCP supplies conservative
defaults when a handler omits them:
%{
  ttlMs: 0,
  cacheScope: :private
}
ttlMs: 0 means immediately stale; private prevents reuse across
authorization contexts. A handler may return ttl_ms / cache_scope or the
wire keys ttlMs / cacheScope to override those defaults. TTL must be a
non-negative integer and scope must be :public, :private, "public", or
"private". Only use public when the result is safe to share across users,
including on authenticated endpoints. Each paginated response page carries
its own hints, and ExMCP removes cache hints from input_required results.
Modern clients reject missing or invalid required hints. With the default
:struct response format they are available as response.ttlMs and
response.cacheScope; format: :map preserves the wire keys. ExMCP currently
parses and validates these hints but does not store or reuse responses. This
is the deliberate 1.0 scope: a client cache would add authorization
partitioning, invalidation races, memory bounds, and MRTR exclusion to the
final release candidate. Repeated calls therefore still reach the transport,
even for a positive public TTL, and a later operation never reuses an earlier
requestState. Cache storage remains a post-1.0 additive feature.
Pass request-local context into a handler with :handler_opts. The option can
be a static term, a one-arity function called with the Plug.Conn, a two-arity
function called with the Plug.Conn and decoded JSON-RPC request, or an MFA
tuple called as apply(module, function, [conn, request | extra_args]).
forward "/mcp", ExMCP.HttpPlug,
  handler: MyApp.MCPServer,
  handler_opts: fn conn ->
    [current_user: conn.assigns[:current_user]]
  end,
  server_info: %{name: "my-app", version: "1.0.0"}
Resilience
Retries:
  ExMCP.Client.start_link(
    transport: :http,
    url: "https://api.example.com/mcp",
  retry_policy: [max_attempts: 3, initial_delay: 100, max_delay: 2_000]
)
Circuit breaker and health checks:
ExMCP.Client.start_link(
  transport: :http,
  url: "https://api.example.com/mcp",
  reliability: [
    circuit_breaker: [failure_threshold: 5, reset_timeout: 30_000],
    health_check: [check_interval: 60_000]
  ]
)
Observability
Operational telemetry and alerts
The MCP 2026-07-28 migration emits bounded operational events for era
selection, fallback and downgrade observations; unsupported-version retries;
MRTR rounds, failures and replay rejection; subscription reconnect and queue
pressure; and ambiguous HTTP reissue. See ExMCP.Telemetry for the event list
and exact metadata shapes. Client response-cache hit/miss events are absent in
1.0 because response storage/reuse is deliberately deferred.
Build deployment alerts from counts and rates, not raw payload dimensions:
	alert on any sustained :downgrade_attempt, and investigate even a single
unexpected event for an endpoint previously pinned modern;
	alert immediately on MRTR :request_state_key_unknown or
:request_state_key_revoked, and rate-alert on :replay_rejected or replay
cache failures;
	watch the ratio of subscription queue :closed to :coalesced, plus
reconnect attempts that repeatedly fail to reach phase: :complete;
	investigate spikes in unsupported-version retries, legacy fallbacks, or
ambiguous HTTP reissues during a rollout.

Choose thresholds from normal traffic volume and rollout policy. Event
metadata never includes tool arguments, _meta, inputResponses, resource
contents or URIs, Mcp-Param-*, requestState, key IDs, credentials, raw
subscription IDs, filters, principals, or tenants. Preserve that boundary in
custom telemetry handlers and exporters.
Logging
This section configures application/runtime logging. The MCP wire-level Logging
feature (logging/setLevel, per-request log levels, and
notifications/message) is deprecated as of MCP 2026-07-28 but remains
available throughout ExMCP 1.x. New observability integrations should use
stderr for stdio diagnostics or OpenTelemetry for structured telemetry.
For stdio servers, stdout must contain only JSON-RPC messages. ExMCP configures
stdio logging when stdio mode starts.
Send ad hoc diagnostics to stderr:
IO.puts(:stderr, "debug")
Security-boundary logs describe payload types and sizes and use short hashes
for opaque session, progress, and origin identifiers. OAuth failures and HTTP
handler results are not rendered verbatim. Preserve that rule in custom
handlers: record a correlation ID and safe error class locally, and return a
stable generic error across the wire.
For HTTP and BEAM-local development:
Logger.configure(level: :debug)
Security
HTTP clients can use headers:
ExMCP.Client.start_link(
  transport: :http,
  url: "https://api.example.com/mcp",
  headers: [{"Authorization", "Bearer #{token}"}]
)
For server-side HTTP concerns, compose Plug/Phoenix pipelines before
ExMCP.HttpPlug.
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This guide helps you upgrade your ExMCP applications between versions. Each section covers breaking changes and provides migration examples.
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Upgrading from rc.5 / legacy MCP to the 1.0 dual-era release
ExMCP 1.0 includes MCP 2026-07-28 support. This is the latest stable protocol
revision and is wire incompatible with the pre-2026 revisions supported by
rc.5, but ExMCP itself has not yet published a stable 1.0 API. Landing the
protocol transition in the remaining release candidates gives 1.0 one coherent
compatibility baseline; waiting for ExMCP 2.0 would make the first stable
release immediately obsolete.
This does not waive ExMCP API compatibility. Existing 1.x functions,
callbacks, struct fields, and legacy protocol behavior remain available. The
deprecated public APIs identified below are retained until ExMCP 2.0.
What changes on the wire
	Concern	MCP 2025-11-25 and earlier	MCP 2026-07-28
	Connection establishment	initialize, then notifications/initialized	Side-effect-free server/discover; no initialized notification
	Request context	Connection-scoped initialization state	Required per-request _meta, including protocol version and client context
	Result shape	Method-specific result; no discriminator	Every successful result includes resultType
	Additional client input	Server-to-client Roots, Sampling, and Elicitation requests	input_required result; client repeats the original operation with inputResponses and opaque requestState
	Notifications	Connection channel or legacy HTTP GET stream	Explicit subscriptions/listen request
	Streamable HTTP	Session IDs, optional GET SSE stream, DELETE termination	Stateless POST; request and subscription SSE stay on their owning POST response; MCP endpoint GET/DELETE return 405
	HTTP routing metadata	Primarily JSON body and session headers	Body-derived MCP-Protocol-Version, Mcp-Method, Mcp-Name, and annotated Mcp-Param-* headers

ExMCP normalizes these differences behind its existing Client and Handler APIs
where possible. Code that constructs raw JSON-RPC, inspects wire maps, mounts
custom HTTP middleware, or implements transport adapters must handle both
shapes explicitly.
Choose an explicit protocol mode
Do not let a release-default change decide a production rollout. Set the mode
globally or on each client/server while migrating:
# config/runtime.exs
config :ex_mcp, protocol_mode: :legacy_only

# A per-connection value overrides the application setting.
ExMCP.Client.start_link(
  transport: :http,
  url: "https://mcp.example.com/mcp",
  protocol_mode: :prefer_modern
)

forward "/mcp", ExMCP.HttpPlug,
  handler: MyApp.MCPServer,
  protocol_mode: :prefer_modern
	Mode	Client behavior	Server behavior	Recommended use
	:legacy_only	Sends initialize; never probes modern	Accepts only legacy requests	Legacy protocol era (not an exact rc.5 package rollback)
	:prefer_legacy	Tries initialize; probes modern only after an eligible protocol failure on a live transport	Accepts both eras; advertises legacy versions first	First compatibility canary
	:prefer_modern	Probes with server/discover; falls back only when the response proves the peer is legacy and the transport remains usable	Accepts both eras; advertises modern versions first	Target dual-era deployment after canaries pass
	:modern_only	Uses server/discover; never falls back	Accepts only modern requests	Conformance, new closed ecosystems, and final legacy retirement

1.0.0-rc.6 introduced the :prefer_modern application default. Stable
1.0.0 retains the same default and behavior as the final rc.8 candidate.
Published rc.5 is legacy-only and does not contain these modes. Pin
a mode explicitly if your deployment cannot tolerate a release-default
transition.
Recommended rollout
	Upgrade both sides with :legacy_only and run the existing rc.5 tests. This
isolates ExMCP API regressions from protocol-era differences.
	Make servers dual-era with :prefer_legacy. Legacy clients keep working;
modern canaries can now establish with server/discover.
	Move a small client cohort to :prefer_modern. Watch the
[:ex_mcp, :client, :era, ...] telemetry for the selected era and fallbacks.
	Expand :prefer_modern only after every peer identity has been observed.
Modern observations are pinned and cannot silently downgrade. Legacy
observations expire after five minutes by default so upgraded peers are
probed again; use era_cache_legacy_ttl to tune that interval or
reset_era_cache: true for a deliberate re-probe.
	Use :modern_only only when all reachable peers implement 2026-07-28. A
failure in this mode is intentional evidence of an incompatible peer, not a
reason to retry with initialize.

Test every transport and both directions separately. At minimum cover legacy
client → dual-era server, modern client → dual-era server, and the two strict
same-era pairs. Mixed strict-era pairs must fail without dispatching an
application operation.
HTTP migration notes
use_sse: true on an HTTP client controls the standalone GET stream used by
pre-2026 Streamable HTTP. ExMCP turns it off after a connection settles on the
modern era; modern request and subscription SSE responses need no flag.
The older MCP 2024-11-05 two-endpoint HTTP+SSE transport (GET /sse plus its
announced POST endpoint) is a different compatibility path. It is deprecated,
disabled by default, and available during 1.x only with
legacy_http_sse: true. A dual-era protocol mode does not enable it, and
:modern_only never exposes it.
Beginning with 1.0.0-rc.7, legacy SSE events are persisted
before delivery. An ordinary GET-stream disconnect retains the MCP session,
subscriptions, and bounded replay history until explicit DELETE or TTL expiry.
A reconnect using the same session and Last-Event-ID receives events
published during the connection gap. Deployments should therefore size the
session TTL and replay bound rather than relying on disconnect to delete state.
See the Configuration Guide for
the complete option reference and the
Transport Guide for HTTP
request/response shapes.
Deprecations toward 2.0.0
ExMCP.Server.Tools → ExMCP.Server.DSL
ExMCP.Server.Tools, ExMCP.Server.Tools.Simplified, and related helpers
(Builder, Helpers, Registry, ResponseNormalizer, ASTValidator) are
deprecated, retained throughout 1.x, and planned for removal in 2.0.0.
# Before (deprecated — compile warning)
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.Tools

  tool "echo", "Echo" do
    param :message, :string, required: true
    handle fn %{message: message}, state ->
      {:ok, text: message}
    end
  end
end

# After (supported)
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL, name: "my-server", version: "1.0.0"

  tool "echo", "Echo" do
    param :message, :string, required: true
    run fn %{message: message}, state ->
      {:ok, message, state}
    end
  end
end
Notes:
	Prefer run over handle for tool bodies.
	DSL modules get start_link/1 and can declare resources and prompts too.
	See DSL_GUIDE.md for param types, results, and compile-time checks.

Planning for ExMCP 2.0
The ExMCP 2.0 roadmap is the canonical plan for public API
removals, per-server runtime ownership, bounded handler scheduling, replaceable
state/replay stores, and API consolidation. It also records which ideas are
eligible for behavior-preserving 1.x backports.
An unchanged function signature is not the complete compatibility test for a
backport. Wire output and ordering, callback process identity, links,
cancellation, state ordering, supervision names, defaults, and documented side
effects are part of the 1.x contract too. Lifecycle and ownership changes stay
in 2.0 even when they could be hidden behind existing arities.
Upgrading to v0.6.0 from v0.5.x
v0.6.0 includes significant enhancements and some breaking changes. This section provides step-by-step migration instructions.
1. Update Dependencies
Update your mix.exs:
# Before (v0.5.x)
{:ex_mcp, "~> 0.5.0"}

# After (v0.6.x)
{:ex_mcp, "~> 0.6.0"}
Run mix deps.update ex_mcp to get the latest version.
2. Test Tagging System (New Feature)
v0.6.0 introduces a comprehensive test tagging system. If you have existing tests, consider adopting the new tagging strategy:
# Add module tags to your tests
defmodule MyProjectTest do
  use ExUnit.Case, async: true
  
  # Add relevant tags
  @moduletag :unit
  @moduletag :my_feature
  
  # Your existing tests...
end
New test tasks available:
	mix test.suite unit - Run only unit tests
	mix test.suite integration - Run integration tests
	mix test.tags - List all available tags

3. OAuth 2.1 Enhancements
If you're using OAuth features, no breaking changes are required, but new capabilities are available:
# New OAuth configuration options in config/config.exs
config :ex_mcp, :oauth2_server_config,
  # Enhanced security features now available
  introspection_endpoint: "https://auth.example.com/introspect",
  authorization_server: "https://auth.example.com",
  required_scopes: ["mcp:read"],
  token_cache_ttl: :timer.minutes(5)
4. MCP 2025-06-18 Protocol Support
v0.6.0 added support for the MCP 2025-06-18 protocol version. Current ExMCP
versions retain MCP 2025-11-25 as the newest legacy revision and add modern
MCP 2026-07-28 behind the protocol modes described above.
# In your configuration
config :ex_mcp,
  protocol_version: "2025-11-25"
New features available:
	Structured tool output with outputSchema
	Enhanced resource metadata
	Improved security features

5. BEAM-Local Transport Updates
Use :beam for BEAM-local MCP clients and servers:
# BEAM-local MCP transport
ExMCP.Client.start_link(transport: :beam, server: server_pid)
MyServer.start_link(transport: :beam)
The old ExMCP.Native direct dispatcher and public :native transport alias were removed before 1.0. Use transport: :beam with a server pid for BEAM-local MCP.
6. Python MCP SDK Interoperability
v0.6.0 adds complete Python MCP SDK integration examples. No breaking changes, but new capabilities:
	Elixir clients ↔ Python servers (stdio and HTTP)
	Python clients ↔ Elixir servers
	Hybrid architectures with performance-based routing

See examples/python_integration/ for complete examples.
Upgrading to v0.5.0 from v0.4.x
1. Transport Renaming
The biggest breaking change in v0.5.0 was transport renaming:
# Before (v0.4.x)
ExMCP.Client.start_link(transport: :sse, ...)
MyServer.start_link(transport: :sse, ...)

# After (v0.5.x+)
ExMCP.Client.start_link(transport: :http, ...)
MyServer.start_link(transport: :http, ...)
Rationale: The :sse transport identifier was renamed to :http before the
1.0 release candidates. In current ExMCP versions, use transport: :http.
Modern SSE streams are owned by their POST requests and require no server flag;
use_sse: true retains the client GET stream for pre-2026 Streamable HTTP.
The separate MCP 2024-11-05 HTTP+SSE transport is deprecated, disabled on new
servers, and available during 1.x only by explicitly setting
legacy_http_sse: true (sse_enabled: true remains an rc.5-compatible alias).
2. Authorization API Changes
OAuth 2.1 integration was significantly enhanced:
# Before (v0.4.x)
# Limited OAuth support

# After (v0.5.x+)
# Full OAuth 2.1 Resource Server implementation
config :ex_mcp, :oauth2_server_config,
  introspection_endpoint: "https://auth.example.com/introspect",
  required_scopes: ["mcp:read"]
3. Logging Integration
Enhanced MCP logging protocol support:
# New in v0.5.0+
{:ok, _} = ExMCP.Client.set_log_level(client, "debug")
:ok = ExMCP.Server.send_log_message(server, "info", "Operation completed", %{result: "success"})
MCP 2026-07-28 deprecates the protocol Logging feature. ExMCP retains the
existing logging APIs and legacy methods throughout 1.x, but new integrations
should write stdio diagnostics to stderr and use OpenTelemetry for structured
observability.
MCP 2026-07-28 feature deprecations
Roots and Sampling are also protocol-deprecated in MCP 2026-07-28. They remain
available in ExMCP 1.x for peers that negotiate a revision containing them and
for modern MRTR compatibility. Migrate Roots to explicit tool parameters,
resource URIs, or server configuration. Migrate Sampling to direct LLM provider
API calls. These notices do not remove or change the existing 1.x public
functions and callbacks.
General Migration Tips
1. Check Breaking Changes
Always review the CHANGELOG.md for your target version to understand all breaking changes.
2. Update Tests Gradually
When upgrading:
	Run your existing test suite against the new version
	Fix any failing tests due to API changes
	Consider adopting new testing patterns (like the v0.6.0 tagging system)

3. Configuration Updates
Review your config/config.exs for new configuration options:
# Common configuration to review
config :ex_mcp,
  protocol_mode: :prefer_modern,   # Explicit dual-era policy
  protocol_version: "2025-11-25", # Legacy revision preference
  oauth2_enabled: true,            # If using OAuth
  structured_output_enabled: true # New in v0.6.0
4. Example Code Updates
Check the examples/ directory for updated patterns and new integration examples that match your use case.
5. Performance Considerations
Each version includes performance improvements. Consider:
	Using transport: :beam for local client/server calls in the same BEAM VM
	HTTP transport for network communication
	stdio transport for external tool integration

Getting Help
If you encounter issues during migration:
	Check the troubleshooting guide
	Review relevant examples in the examples/ directory
	Open an issue on GitHub with your specific migration scenario

Version Support
	v1.0.0: Stable modern-preferred release; wire- and API-compatible with rc.8 after its final-candidate soak, plus an internal OAuth callback parser fix for a runtime-order crash.
	Published v1.0.0-rc.8: Final modern-preferred candidate; preserves rc.7 wire behavior while adding real adapter-CLI lifecycle evidence, Pi configuration isolation, internal helper deduplication, and slimmer Hex packaging.
	Published v1.0.0-rc.7: MCP 2026-07-28 modern support plus the negotiated 2024-11-05 through 2025-11-25 legacy revisions; ACP major v1. Security/SSE lifecycle baseline superseded as soak candidate by rc.8.
	Published v1.0.0-rc.6: Prior dual-era modern-preferred baseline; superseded as soak candidate by rc.7
	Published v1.0.0-rc.5: Legacy MCP through 2025-11-25; no modern protocol modes
	v0.12.x: Prior line with MCP 2025-11-25 support and ACP v1 alignment
	v0.11.x and earlier: Upgrade recommended

Forward-looking protocol notes
	MCP 2026-07-28 is the latest stable revision, is wire-breaking relative
to 2025-11-25, and is implemented behind the explicit protocol modes above.
The rc.6 through rc.8 release default is :prefer_modern.
	ACP adds non-breaking capabilities under major 1 (session list/close/resume,
logout, config options, etc.). Adapter packages (Claude / Codex / Pi) should be
re-synced periodically with upstream agent releases.
	Refresh local MCP reference docs with mix mcp.sync_spec --version 2026-07-28.

Keep your ExMCP version up to date to benefit from the latest MCP protocol features and security improvements.


  

    ExMCP Security Guide

Security is handled at the protocol edge: HTTP clients and Plug/Phoenix servers
use authentication, TLS, origin checks, and CORS; stdio relies on subprocess
isolation; BEAM-local relies on local process ownership and application-level
authorization.
Outbound requests additionally pass through a trust boundary that strips
credentials from, and requires consent for, origins the application has not
declared. Its defaults are fail-closed, so read
Outbound Requests before
pointing a client at a remote server.
Security Matrix
	Feature	Streamable HTTP	stdio	BEAM-local (:beam)
	Bearer/custom headers	Yes	No	App-level metadata/handler logic
	OAuth 2.1 flows	Yes	No	No
	TLS	Yes	No	Only through distributed Erlang if you add it
	Origin/CORS checks	Yes	No	Not applicable
	DNS rebinding protection	Server Host/origin checks plus outbound complete-answer validation and IP pinning	Not applicable	Not applicable
	Outbound origin trust (SecurityGuard)	Yes	Yes, for resources/* URIs	Not applicable
	Process isolation	Server process	Subprocess	Local BEAM process

Outbound Requests: Trusted Origins and Consent
ExMCP.Transport.SecurityGuard runs on every outbound HTTP POST — the
JSON-RPC channel — and on the URIs of resources/read / resources/list
requests sent over stdio. It classifies the target URL against
:trusted_origins (exact origins) and :trusted_hosts (an explicitly broad
compatibility policy). For anything that is not trusted it:
	removes credential headers (authorization, cookie, x-api-key,
x-auth-token, x-csrf-token) so a token issued for one origin is never
passed through to another, and
	asks the configured :consent_handler to approve the origin, caching the
decision until it expires.

The defaults are fail-closed and this bites first-time users.
:trusted_origins is empty, :trusted_hosts contains only loopback names, and
:consent_handler is
ExMCP.ConsentHandler.Deny, so a client pointed at a server that is not on
localhost has its Authorization header stripped and the request denied with
consent_denied. Declare the servers your application talks to:
config :ex_mcp, :security,
  trusted_origins: ["https://mcp.example.com"]
A trusted origin is exempt from both checks — it is never stripped and never
prompts for consent. Consent then applies only to origins your application did
not declare. Exact trust compares the URI scheme, normalized host, and effective
port: trusting https://mcp.example.com does not trust HTTP or port 8443 on the
same host. Prefer this over disabling a control. Security logs identify the
decision using a non-reversible origin fingerprint rather than disclosing the
full URL or query string.
	Setting	Default	Effect
	:trusted_origins	[]	Exact HTTP(S) origins. Scheme, host, and effective port must match. Userinfo, query strings, fragments, and wildcards are rejected.
	:trusted_hosts	["localhost", "127.0.0.1", "::1"]	Broad host-only compatibility trust across schemes and ports. "*.example.com" matches subdomains but not the apex. Avoid for remote production services.
	:consent_handler	ExMCP.ConsentHandler.Deny	Consulted for untrusted origins. CLI prompts; Web defers to an out-of-band flow.
	:consent_ttl	24 hours (milliseconds)	Lifetime of a cached consent decision.
	:enable_token_passthrough_prevention	true	Set false to forward credentials to untrusted origins.
	:enable_user_consent_validation	true	Set false to skip the consent handler entirely.

Every consent decision path fails closed: a denial, an error, an
unrecognised handler return value, or an expiry that cannot be interpreted all
block the request.
Writing a consent handler
ExMCP.ConsentHandler implementations return an expiry. Use one of the
explicit forms — DateTime, {:ttl, seconds}, {:unix, seconds}, or
{:monotonic, seconds}:
def request_consent(_user_id, _origin, context) do
  {:ok, {:ttl, Map.get(context, :consent_ttl, 3600)}}
end
A bare integer is still read as System.monotonic_time(:second) for backwards
compatibility. Returning Unix epoch seconds as a bare integer is the easy
mistake — it would otherwise grant consent for decades — so implausible values
(already past, or more than 365 days out) are rejected and the request fails.
HTTP Client Security
{:ok, client} =
  ExMCP.Client.start_link(
    transport: :http,
    url: "https://api.example.com/mcp",
    headers: [{"Authorization", "Bearer #{token}"}],
    security: %{
      validate_origin: true,
      allowed_origins: ["https://app.example.com"],
      tls: %{verify: :verify_peer}
    }
  )
For OAuth flows, use the authorization modules or :auth / :auth_provider
options on the HTTP transport.
The HTTP transport applies finite connection/request deadlines, disables
automatic redirects, requests identity encoding, and enforces request,
response, and incomplete-stream limits incrementally. Configure
:max_request_bytes, :max_response_bytes, and :max_stream_buffer_bytes for
your application's largest legitimate message; over-limit peers are closed.
Every MCP POST, GET/SSE, authentication retry, and DELETE resolves the target,
rejects any mixed or non-public A/AAAA answer, and connects to one approved IP
while retaining the URI hostname for HTTP authority, TLS SNI, and certificate
verification. Caller-supplied Host is discarded. Named and literal loopback
targets remain available for local servers. An internal RFC 1918 or IPv6 ULA
target requires an exact :allowed_private_hosts entry; wildcards, link-local,
reserved, and metadata-service addresses remain denied.
OAuth credential isolation
Modern pre-registered clients bind their credentials to an exact
authorization-server issuer through credential_issuer. ExMCP rejects
mismatches without normalizing trailing slashes or paths, validates discovered
AS metadata against the issuer that led to it, and never resolves the client
secret before that check succeeds. CIMD client IDs are the deliberate portable
exception defined by the protocol.
Persistent hosts should implement ExMCP.Authorization.CredentialStore using
an encrypted database or platform keychain. Registrations are keyed by issuer
and client ID; tokens additionally include resource/audience, subject or client
identity, and granted scopes. Credential values redact secrets from Inspect,
and adapter failures exposed through the OAuth flow omit adapter-provided error
details so a badly behaved store cannot place token material in logs. Unkeyed
legacy records require an explicit migration after their original issuer is
independently verified.
OAuth metadata SSRF protection
Treat every URL learned during OAuth discovery as attacker-controlled. ExMCP
routes CIMD, Protected Resource Metadata, OIDC/RFC 8414 authorization-server
metadata, and JWKS requests through ExMCP.Authorization.MetadataFetcher.
The boundary requires HTTPS; forbids URI userinfo and fragments; bounds DNS,
connection and request time; bounds per-response and aggregate redirect bytes;
rejects compression; and follows only a bounded, cycle-free redirect chain.
DNS is resolved again for every hop. If any returned IPv4, IPv6, or IPv4-mapped
IPv6 address is private, loopback, link-local, reserved, documentation-only, or
otherwise non-public, the request fails before connection. The default client
connects to one validated address directly while retaining the URL hostname for
TLS SNI, certificate verification, and the HTTP host value. This closes the
validation/re-resolution gap used by DNS rebinding.
Redirects are same-origin unless an operator explicitly lists an exact HTTPS
destination in allowed_redirect_origins; an allowed destination is still
re-resolved and revalidated. Metadata requests use fixed non-secret headers and
never forward bearer tokens, cookies, client credentials, MCP session headers,
or application transport headers. URL-only custom client adapters are rejected
because they cannot prove address pinning.
The same network policy now applies to endpoints contained in discovered
authorization-server metadata. Token, authorization, registration,
introspection, revocation, and JWKS endpoints must be HTTPS, resolve only to
public addresses, and share the issuer's exact origin unless an operator grants
an exact exception. OAuth POST clients disable redirects and bound request and
response sizes. The loopback exception used for an application's own redirect
URI never permits a remote authorization server to advertise an internal
endpoint.
TLS
HTTPS connections verify the peer against the OS trust store with TLS 1.2/1.3
and HTTPS hostname matching by default. tls: %{verify: :verify_none} is
accepted for local development against self-signed certificates, but it makes
the connection unauthenticated — encrypted, yet open to an active
man-in-the-middle — and ExMCP logs a warning whenever it is configured.
HTTP Server Security
Use Plug/Phoenix pipelines for server-side concerns:
pipeline :mcp do
  plug ExMCP.Plugs.DnsRebinding
  plug MyApp.VerifyRequestSignature
  plug MyApp.RequireMCPToken
end

scope "/mcp" do
  pipe_through :mcp

  forward "/", ExMCP.HttpPlug,
    handler: MyApp.MCPServer,
    protocol_mode: :prefer_modern,
    server_info: %{name: "my-app", version: "1.0.0"},
    cors_enabled: true
end
Keep request authentication and authorization at the HTTP edge. Keep
tool/resource authorization in handler code when it depends on the specific
tool, resource URI, user, tenant, or project.
Legacy Streamable HTTP sessions are issued only by initialize. The server
atomically permits one initialization attempt, monitors its request process,
and exposes the session ID only after a successful response binds the negotiated
version. Later POST and GET requests require that issued initialized session,
matching authorization identity, and matching protocol-version header. Failed,
abandoned, repeated, and concurrent initialization attempts fail closed. The
deprecated 2024 HTTP+SSE endpoint remains a separate compatibility transport.
When oauth_enabled: true, configure a canonical HTTPS :resource, at least
one HTTPS :authorization_servers issuer, and an :auth_config that contains
the introspection endpoint, resource-server credentials, :expected_issuer,
and :expected_audience (or :expected_resource). Introspection uses
authenticated client credentials and rejects tokens with a missing or wrong
issuer/audience, expired exp, or future nbf, even when the endpoint reports
active: true. legacy_unbound_tokens: true is a migration-only escape hatch
that deliberately disables these bindings.
MRTR request state
Modern multi-round requests use an ExMCP-owned, versioned AES-256-GCM envelope.
The authenticated payload binds the immutable request digest, expected input
IDs, round, protocol version, endpoint, capability fingerprint, principal, and
tenant. It contains only bounded JSON application state—never bearer tokens or
runtime secrets.
Load the 32-byte key ring at runtime and retain decrypt-only old keys for at
least the maximum token TTL plus clock skew. active_key_id selects the only
encryption key; revoked_key_ids immediately prevents use of a compromised
key. Every node that may resume a request needs the same ring.
Rotate the ring in three separately observable deployments:
	Add the new key to every node while the old key remains active_key_id.
	After every serving node can decrypt both key IDs, roll active_key_id to
the new key. Mixed snapshots remain interoperable during this deployment.
	Remove the old decrypt-only key only after the greatest configured token
TTL plus clock skew has elapsed since the final node stopped encrypting
with it.

Treat each key-ring snapshot as one atomic runtime configuration value; never
roll an active key before its key material has reached every node. For an
emergency compromise, add the old ID to revoked_key_ids everywhere instead
of waiting for normal retirement. In-flight tokens using that ID then fail
closed and callers must restart the operation.
AEAD prevents tampering but not replay. Side-effecting resumptions should set
require_replay_protection: true and configure a shared replay-cache adapter.
ExMCP.Server.ReplayCache.ETS is atomic but node-local and is therefore only
appropriate for single-node deployments. Without an adapter, handlers must
treat RequestContext.delivery_semantics == :at_least_once accordingly.
Modern subscription streams
Subscription registrations store stable principal and tenant identifiers,
never bearer tokens. Filter authorization runs before acknowledgment and
publication authorization runs again for every event. Configure a bounded
maximum stream lifetime so credentials are periodically re-evaluated, and use
a cluster-aware adapter with PubSub fan-out for multi-node HTTP deployments.
The bundled ETS adapter and listener supervisor are node-local. Modern HTTP
streams treat an unsuccessful response chunk as cancellation, immediately
remove the listener registration, and send no further events. Periodic SSE
comment keepalives make this cleanup happen even when no application events
are available to expose a disconnected peer.
The PubSub adapter distributes only method names and protocol parameters; it
does not distribute credentials or registration records. Each node matches
against its own honoured filters and each listener re-runs publication
authorization using its stored stable identity. Use a deployment-specific
topic, protect access to the PubSub cluster, and do not place secrets in
notification parameters.
DNS rebinding protection
Protection is Host-allow-list based and is on by default for localhost
servers, which are the prime rebinding target. ExMCP.HttpPlug provides
three complementary controls:
	Host allow-list (:allowed_hosts): requests whose Host header is not
listed are rejected with 421 before any routing or handler work. Ports are
ignored and IPv6 hosts match with or without brackets ([::1]:8080 matches
"[::1]" and "::1"). Servers started through ExMCP.Server.Transport
with a localhost bind get ["localhost", "127.0.0.1", "[::1]", "::1"]
automatically; an explicit :allowed_hosts always wins. When you mount
ExMCP.HttpPlug yourself — in a Phoenix forward, say — set
:allowed_hosts explicitly to the hostnames the server is reachable under
rather than relying on the default.
	Origin allow-list (:validate_origin, default true, plus
:allowed_origins): requests that carry an Origin header are rejected
with 403 unless the origin is listed (or :allowed_origins is :any).
Requests without an Origin header are allowed, because non-browser
clients do not send one — so the Origin check alone is not rebinding
protection, and the Host allow-list is what closes that gap. There is no
"same origin as the Host header" fallback: under DNS rebinding the Host
header is attacker-controlled, so such a comparison would always pass.
	ExMCP.Plugs.DnsRebinding: a standalone plug for Phoenix/Plug
pipelines that enforces a Host allow-list (default: loopback names only)
in front of any downstream plugs.

On legacy Streamable HTTP paths, session IDs supplied via mcp-session-id /
legacy x-session-id headers are validated (max 128 bytes,
A-Za-z0-9._~+/=-) and malformed values are rejected with 400 without
being echoed back. A syntactically valid client-selected or expired ID is also
rejected: only server-issued active IDs are accepted. Each legacy session is
immutably bound to its authenticated principal, tenant, token issuer, and
resource audience, and POST, GET, and DELETE all re-check that binding. MCP
2026-07-28 is stateless; do not use a session header as authentication,
authorization context, tenant identity, or modern request correlation.
JSON Schema References and Resource Limits
JSON Schema is executable input: resolving a reference can cause network I/O,
and adversarial composition can consume excessive CPU or memory. ExMCP applies
the same policy to content helpers, tool argument validation, DSL output
schemas, the deprecated tools API, and the dynamic tool registry.
	Only same-document fragment references (# and #/...) are accepted by
default. File, recursive cross-document, and dynamic cross-document
references are always rejected.
	HTTP(S) $ref fetching requires an explicit non-empty host allowlist.
	Configuring ExJsonSchema's process-wide :remote_schema_resolver does not
bypass this boundary.
	Encoded bytes, structural depth, schema-object count, composition depth,
resolution time, and validation time are bounded.
	Policy errors do not include the rejected reference, avoiding accidental
disclosure of credentials or sensitive internal URLs.

When network fetching is enabled, each redirect is independently allowlisted
and DNS-resolved. Any non-public IPv4/IPv6 answer rejects the target, and the
HTTP client connects to the approved IP while retaining the hostname for TLS
certificate verification and SNI. Userinfo and credentials are forbidden;
responses, document graphs, redirects, and deadlines are bounded; compressed
responses and proxies are rejected. Cross-document fetch cycles fail closed.
Remote documents live only inside the current compilation and are never put in
a global cache. Fetch audit logs include the allowed host plus hashes of the URI
and trust partition, not paths, queries, credentials, or raw partition IDs.
The complete limits, defaults, and opt-in example are in the
Configuration Guide. Prefer
embedding definitions in the local schema whenever practical.
Trace Context and Baggage
Treat traceparent, tracestate, and baggage in MCP _meta as untrusted
wire input. ExMCP validates these fields before exposing them to handlers or
putting them on outbound modern requests. Malformed values reject request
metadata instead of being silently forwarded, and the sanitized _meta no
longer contains baggage members removed by policy.
Baggage is default-deny. Incoming baggage is subject to total-byte,
baggage-byte, member-count, syntax, and duplicate-key checks before the
allowlist is applied, so a disallowed member cannot bypass resource limits.
Keep the allowlist short and limited to non-secret, low-cardinality identifiers;
baggage can cross process and service trust boundaries and may be recorded by
observability infrastructure.
ExMCP only transports the validated strings. It does not install an
OpenTelemetry SDK, create spans, or attach remote context to global/process
state. Applications that choose to continue a trace must do so explicitly from
ExMCP.Server.RequestContext.trace_context using their own trusted telemetry
integration. See the
configuration guide for the
defaults and client example.
Durable Tasks
Modern task IDs may act as bearer handles to stored execution state. Generate
them with cryptographic entropy; ExMCP.Tasks.Task.new/3 does this by default,
but an application that supplies :id assumes that responsibility. Bind every
stored task to the authenticated principal, tenant, resource/audience, and
other authorization context needed by the deployment, and repeat that check on
every tasks/get, tasks/update, and tasks/cancel request. Possession of a
valid-looking task ID is not authorization.
Persist the task and its authorization binding before returning a
resultType: "task" handle. A successful creation response promises that an
immediate tasks/get can find the task, including after a worker, connection,
or client restart. Enforce TTL cleanup without reassigning identifiers, and use
atomic or concurrency-controlled transitions so late updates cannot overwrite
a terminal state.
ExMCP.Tasks.Store.ETS provides this guarantee only while its owning ExMCP
application remains running. It deliberately returns the same error for a
missing task and an ownership mismatch. Use a shared, restart-persistent
ExMCP.Tasks.Store implementation when multiple nodes can serve task requests
or server-restart recovery is required.
Treat task inputRequests with the same consent and trust policy as the
corresponding elicitation, sampling, or roots request. Validate each
inputResponses key against the currently outstanding request set, make
retries idempotent, and never accept a response for a different task. Task
notifications carry full state and may contain result or error data; publish
them only through an authorized subscriptions/listen stream.
The modern protocol intentionally has no tasks/list, avoiding cross-caller
enumeration. Avoid recreating a list endpoint unless the application has a
well-defined authorization scope. See the
configuration guide for the explicit
capability opt-in and callback boundary.
stdio Security
stdio is appropriate when the MCP server process is trusted by the application
that launches it.
Best practices:
	Use absolute commands or controlled PATHs for production.
	Keep the default environment_policy: :isolated, which passes only a small
runtime allowlist, and grant required variables explicitly with :env.
	Use environment_policy: :inherit only for a fully trusted subprocess that
genuinely needs the complete parent environment.
	Set cd explicitly.
	Do not log to stdout; stdout is protocol traffic.
	Run subprocesses with the least privileges needed.
	Validate tool arguments before touching filesystem or network resources.

Environment isolation prevents accidental credential inheritance; it is not a
filesystem, process, or network sandbox.
BEAM-Local Security
transport: :beam is for trusted local Elixir processes:
{:ok, server} = MyServer.start_link(transport: :beam)   # requires use of DSL, or use HandlerServer
{:ok, client} = ExMCP.Client.start_link(transport: :beam, server: server)
There is no wire-level authentication inside a single VM. Enforce access with
normal application structure: supervision boundaries, process ownership, handler
authorization, and explicit context in tool arguments or handler state.
If you cross Erlang nodes in your own application, secure distributed Erlang
separately with strong cookies, private networks, and TLS distribution where
appropriate.
Validation
Use public validation helpers where available:
ExMCP.Security.Validation.validate_config(security_config)
Use ExMCP.Content.Validation and handler-side schema checks for tool/resource
input validation.
Verifying JWTs
ExMCP.Authorization.JWT.verify/2 checks the signature only — an expired
token verifies fine. Use verify_and_validate/3 (or validate_claims/2) for
anything that makes an authorization decision:
{:ok, claims} =
  ExMCP.Authorization.JWT.verify_and_validate(token, jwks,
    iss: "https://auth.example.com",
    aud: "https://mcp.example.com"
  )
exp is required and must be numeric; nbf and iat must be numeric when
present. Time comparisons allow 30 seconds of clock skew, tunable with
:leeway. Pass require_exp: false only for a token profile that genuinely
has no expiry. Only asymmetric algorithms are accepted (RS/PS/ES) — none and
the HMAC family are rejected, so an attacker cannot swap the header's alg.
iss and aud are checked only when you supply the expected values; always
supply them when validating tokens from an identity provider.
Authorization callback issuer validation
ExMCP registers every library-started authorization-code transaction before
returning its authorization URL. It generates random 256-bit state and PKCE
values, stores only SHA-256 digests of state and authorization codes, and
atomically moves the transaction through pending, code-ready, and redeemed
states. Exactly one concurrent callback and one code redemption can succeed.
ExMCP.Authorization.validate_authorization_response/2 verifies state and,
when the callback includes the RFC 9207 iss parameter, requires exact
equality with the issuer recorded when the flow started. Issuer identifiers are
not normalized: a trailing slash or path difference is a mismatch. A present
iss is rejected when the transaction did not record an issuer. Redemption is
also bound to the exact redirect URI recorded at flow start.
The built-in full OAuth flow performs this validation automatically. It also
bounds callback request/query sizes, rejects duplicate callback parameters,
and does not log the authorization URL, callback URL, code, state, PKCE
verifier, cookies, client secrets, or tokens. OAuth error logging and telemetry
redact credential-shaped fields, authorization header values, and URL queries
and fragments.
Transactions remain redeemed before the token request is sent. This fail-closed
ordering prevents code replay: after a timeout or lost response, start a new
authorization flow instead of retrying the same code. The default transaction
store is bounded, expires records, and is node-local. Route a loopback callback
to the originating node; distributed browser callbacks require a strongly
consistent application-owned flow.
Caller-constructed transaction maps without the opaque transaction_id retain
their 1.x validation behavior for source compatibility, but do not gain atomic
replay protection. Always carry the transaction returned by
start_authorization_flow/1 through callback validation and token exchange.
MCP routing-header confidentiality
Treat every Mcp-Param-* value as sensitive. These values mirror selected
tool arguments and may contain tenant, region, account, or routing data.
ExMCP does not include them in its HTTP debug logs or telemetry, but reverse
proxies, load balancers, APM agents, and access-log middleware may record
request headers independently. Configure those systems to redact
Mcp-Param-* with the same policy used for Authorization and cookies.
Modern HTTP servers compare protocol, method, name, and annotated parameter
headers with the JSON-RPC body before dispatch. Missing, duplicate, malformed,
oversized, or mismatched recognized headers return HTTP 400 with JSON-RPC
error -32020; the rejected header value is not copied into the response or
logs. Unsupported protocol-version errors may identify the requested version,
but Mcp-Param-* values are never echoed.
Best Practices
	Use HTTPS in production.
	Prefer short-lived bearer tokens or OAuth flows.
	Do not send secrets through tool arguments unless the tool explicitly needs
them.
	Validate resource URIs and file paths before access.
	Return safe error messages to clients; log sensitive details internally.
	Put coarse-grained HTTP checks in Plug pipelines and fine-grained MCP checks
in handlers.
	Monitor telemetry for unusual request, auth, or transport failure patterns.

Common Issues
{:security_violation, %ExMCP.Transport.SecurityError{type: :consent_denied}}
The server's origin is not in :trusted_origins or :trusted_hosts, and the
default consent handler denied it. Add the exact origin — see
Outbound Requests.
401/403 from HTTP server
Check headers, auth, or auth_provider on the client and the server's Plug
auth pipeline. If the request never carried the credential at all, look for a
SecurityGuard: removed credential headers warning in the log: the target
origin is not trusted, so the Authorization header was stripped before the
request went out.
CORS failure
Configure the Phoenix/Plug pipeline or ExMCP.HttpPlug CORS options for the
browser origin.
BEAM-local access control
Pass explicit application context into the handler state or arguments and reject
unauthorized tool/resource calls inside the handler.


  

    ExMCP Architecture Guide

ExMCP is organized around protocol boundaries: clients, servers, transports,
HTTP Plug integration, ACP, authorization, and internal protocol helpers. Public
APIs stay small; cross-cutting work is kept at transport or Plug boundaries.
This guide describes the 1.x architecture. The accepted direction for
per-server runtime ownership, bounded handler scheduling, and replaceable
state stores is tracked separately in the
ExMCP 2.0 roadmap.
Public Layers
MCP Client
ExMCP.Client owns the client process, protocol-era establishment, request
IDs, server capability state, retries, and request/response formatting.
Client operation modules under lib/ex_mcp/client/operations/ keep tool,
resource, and prompt calls focused while ExMCP.Client.ConnectionManager
normalizes transport startup.
MCP Server
Server implementations use ExMCP.Server.Handler. Most applications should add
ExMCP.Server.DSL for declarative tools, resources, and prompts:
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL

  tool "echo", "Echo input" do
    param :message, :string, required: true

    run fn %{message: message}, state ->
      {:ok, %{content: [%{type: "text", text: message}]}, state}
    end
  end
end
ExMCP.Server.HandlerServer is the transport-aware process for in-memory and
BEAM-local handler execution. HTTP and stdio servers are started through
ExMCP.Server.Transport or the DSL-generated start_link/1.
Transports
Transport modules implement ExMCP.Transport:
	ExMCP.Transport.Stdio for newline-delimited JSON-RPC over subprocess stdio.
	ExMCP.Transport.HTTP for legacy and modern Streamable HTTP. Legacy
revisions may use a standalone GET SSE stream; modern SSE belongs to its
originating POST.
	ExMCP.Transport.Local for BEAM-local MCP maps/lists passed as Elixir terms.
	ExMCP.Transport.Test for in-memory tests.

BEAM-local MCP is selected with transport: :beam and requires a server PID:
{:ok, server} = MyServer.start_link(transport: :beam)  # or HandlerServer.start_link(handler: MyHandler, ...)
{:ok, client} = ExMCP.Client.start_link(transport: :beam, server: server)
The removed :native alias and direct dispatcher API are not part of the 1.0
public architecture.
HTTP Plug
ExMCP.HttpPlug is the HTTP server boundary. Request parsing, session
resolution, CORS/origin handling, response shaping, and SSE handling are split
under lib/ex_mcp/http_plug/.
Use normal Phoenix/Plug composition for HTTP edge concerns:
pipeline :mcp do
  plug ExMCP.Plugs.DnsRebinding
  plug MyApp.AuthenticateMCP
end

scope "/mcp" do
  pipe_through :mcp

  forward "/", ExMCP.HttpPlug,
    handler: MyApp.MCPServer,
    server_info: %{name: "my-app", version: "1.0.0"}
end
ACP
ACP modules live under lib/ex_mcp/acp/. ExMCP.ACP.Client controls ACP
agents, ExMCP.ACP.Agent exposes native Elixir ACP agents, and adapter modules
bridge external CLIs such as Claude Code, Codex, and Pi.
ACP pooling is intentionally left to consumers. ExMCP provides the protocol,
transport, adapter, and native-agent building blocks.
Protocol Era Model
ExMCP treats MCP 2025-11-25 and earlier as the legacy era and MCP
2026-07-28 as the modern era. This is an architectural boundary, not just a
version comparison: handshake, metadata, result envelopes, notifications, and
HTTP state all change together. A connection is established in one era and is
never allowed to mix wire shapes afterward.
flowchart TD
  A["Client starts with protocol_mode"] --> B{"Opening policy"}
  B -->|"legacy_only"| C["initialize"]
  B -->|"prefer_legacy"| C
  B -->|"prefer_modern"| D["server/discover probe"]
  B -->|"modern_only"| D
  C -->|"success"| E["Pin legacy era"]
  C -->|"eligible protocol failure + live transport"| D
  D -->|"valid discovery"| F["Pin modern era"]
  D -->|"evidence of legacy + fallback allowed"| C
  D -->|"ambiguous, transport, or strict-mode failure"| G["Fail connection"]
  E --> H["Legacy request/result rules"]
  F --> I["Modern metadata/result rules"]
The four modes are intentionally policies rather than protocol versions:
	Mode	Enabled eras	Client opens with	Automatic fallback
	:legacy_only	Legacy	initialize	Never
	:prefer_legacy	Both	initialize	To modern only after an eligible protocol failure on a live transport
	:prefer_modern	Both	server/discover	To legacy only with positive compatibility evidence on a live transport
	:modern_only	Modern	server/discover	Never

On the server, both :prefer_legacy and :prefer_modern accept either era;
the preference controls advertised version ordering. HandlerServer and stdio
connections pin on a valid modern request or legacy initialize. HTTP remains
stateless in the modern era, so ExMCP.Server.RequestContext derives and
validates the era on each request instead.
Era responsibilities
	ExMCP.Internal.VersionRegistry is the source of truth for known revisions,
their era, enabled versions, and preference order. The zero-arity legacy
helpers deliberately retain rc.5 behavior during the RC soak.
	ExMCP.Client.ConnectionManager applies the selected policy.
ExMCP.Client.EraProbe owns the bounded, side-effect-free
server/discover probe.
	ExMCP.Client.EraCache keys observations by transport identity. Modern
observations do not expire and cannot be replaced by automatic downgrade;
legacy observations expire so an upgraded peer is eventually probed again.
	ExMCP.Server.RequestContext separates modern _meta from application
parameters, validates the configured mode and method availability, and
exposes a single context to dispatch.
	ExMCP.Protocol.ResultEnvelope enforces modern resultType while preserving
the legacy result shape. MRTR continuation state, cache hints, subscriptions,
and modern Tasks remain protocol-layer concerns rather than transport state.
	Transports implement era-specific framing only. When HTTP settles modern it
discards legacy session state and disables the standalone GET stream.

This separation prevents a failed modern probe from becoming an unsafe silent
downgrade. Fallback requires both a recognized compatibility signal and a
still-usable transport. A cached modern peer failing its next probe is surfaced
as an error until the operator clears that observation or changes policy.
Internal Functional Cores
Pure transformation and validation logic is kept separate from process and I/O
boundaries:
	Internal protocol and version modules handle message construction, parsing,
and version rules.
	The message processor modules provide a Plug-like processing pipeline for
server request dispatch.
	ExMCP.Content.* modules normalize content, sanitize inputs, and validate
schema-related data.
	ACP mapper/protocol/session modules keep adapter-specific decoding separate
from subprocess ports.

This structure keeps side effects at the edges: GenServers, Ports, HTTP
requests, Plug connections, filesystem-backed session stores, and telemetry.
Resilience And Pipelines
ExMCP currently has three pipeline-style boundaries:
	HTTP server requests: normal Plug/Phoenix pipelines around ExMCP.HttpPlug.
	Server message processing: ExMCP.MessageProcessor.run/2 for internal
Plug-like request processing.
	Transport reliability: ExMCP.Transport.ReliabilityWrapper, client
retry_policy, and ExMCP.Reliability.* components.

HTTP client connection handling is transport-owned today. If ExMCP later adds a
public client middleware API, it should wrap request construction and transport
send/receive at the ExMCP.Client boundary rather than inside HTTP-specific
code, so stdio, HTTP, and BEAM-local can share the same cross-cutting behavior.
Module Map
lib/ex_mcp/
  acp/                 ACP protocol, client, native agent, adapters
  authorization/       OAuth 2.1 and auth provider flows
  client/              Client operations, handlers, state, connection setup
  content/             Content builders, validation, sanitization
  http_plug/           HTTP Plug functional core and SSE handling
  internal/            Private protocol, era/version, map, and security helpers
  message_processor/   Plug-like MCP request processing
  plugs/               Reusable Plug security/auth components
  protocol/            Public protocol utility modules
  reliability/         Retry, circuit breaker, health check supervisor
  server/              Handler behavior, DSL, transport startup
  transport/           Stdio, HTTP, BEAM-local, test transports
Testing Architecture
The test suite covers unit, integration, interop, conformance, security, and
transport behavior. ExMCP.Transport.Test and transport: :beam keep local
server/client tests fast without starting subprocesses or network listeners.
External conformance scripts live in scripts/ and should be run for each
supported MCP spec version before release:
./scripts/conformance.sh              # published legacy/core harness
./scripts/conformance.sh all-versions # all negotiated legacy MCP versions
./scripts/conformance.sh modern       # gating 2026-07-28 complete suites
./scripts/conformance.sh draft-alpha  # non-gating future-draft exploration
mix mcp.sync_spec --version 2026-07-28 --force  # refresh local docs/mcp-specs

Protocol version alignment
	Protocol era	Revisions	ExMCP 1.0 RC support
	MCP legacy	2024-11-05, 2025-03-26, 2025-06-18, 2025-11-25	Enabled by :legacy_only and both preference modes
	MCP modern	2026-07-28 (latest stable)	Implemented; enabled by :modern_only and both preference modes
	ACP	major 1	protocolVersion: 1

Design Rules
	Prefer ExMCP.Server.Handler plus ExMCP.Server.DSL for servers.
	Select an explicit protocol mode in deployments and tests; never infer an
era solely from a method name after a connection has pinned.
	Keep compatibility fallback in ExMCP.Client.ConnectionManager and
ExMCP.Client.EraProbe; application operations must not implement their own
modern-to-legacy retry.
	Use transport: :beam for local BEAM MCP, not a separate service dispatcher.
	Put HTTP authorization, origin, and request-signing checks in Plug pipelines.
	Put transport failure handling in client retry/reliability options.
	Keep pure protocol transformations in functional modules and side effects in
GenServer, Port, Plug, or filesystem boundaries.
	Treat the 2.0 target architecture as future work; do not describe planned
runtime ownership or scheduler behavior here until it is implemented.



  

    ExMCP Development Guide

This guide covers everything you need to know for developing, testing, and contributing to ExMCP.
Table of Contents
	Development Setup
	Code Quality Tools
	Testing Strategy
	Test Process Cleanup
	Contributing
	Release Process

Development Setup
Prerequisites
	Elixir 1.17+ (enforced by mix.exs)
	Erlang/OTP 27–29 (the current CI matrix)
	Git with hooks support

Initial Setup
# Clone the repository
git clone https://github.com/azmaveth/ex_mcp.git
cd ex_mcp

# Install dependencies
mix deps.get

# Install git hooks
mix git_hooks.install

# Verify setup
mix compile --warnings-as-errors && mix credo

Essential Development Commands
# Dependencies and compilation
mix deps.get          # Install dependencies
mix compile           # Compile the project
mix compile --warnings-as-errors  # Compile with strict warnings

# Code quality
mix format            # Format code (required before committing)
mix credo             # Static code analysis
mix dialyzer          # Type checking (run after significant changes)
mix sobelow --skip    # Security analysis

# Testing
mix test              # Run all tests
mix test test/ex_mcp/protocol_test.exs  # Run specific test file
mix coveralls.html    # Generate coverage report
MIX_ENV=test mix compile              # Compile for test environment

# Documentation
mix docs              # Generate docs; undefined references fail the build
iex -S mix            # Start interactive shell with project loaded

# Official MCP conformance
./scripts/conformance.sh modern # Complete MCP 2026-07-28 client + server suites
./scripts/conformance.sh server # Published legacy/core server suite
./scripts/conformance.sh client # Published legacy/core client suite

# Broader legacy/draft report; this aggregate command is intentionally non-gating.
./scripts/conformance.sh all-versions

# Official TypeScript SDK interop. test/interop/package-lock.json pins the
# legacy SDK separately from @modelcontextprotocol/{client,server,node}@2.0.0
# (Node.js 20+ for SDK interop; Node.js 22+ for the modern conformance harness).
mix test --only interop_ts_client
mix test --only interop_ex_mcp_client
mix test --only interop_modern_ts_client
mix test --only interop_modern_ex_mcp_client
mix test --only interop_modern_ts_http_client
mix test --only interop_modern_ex_mcp_http_client

# After doc or example changes, re-verify key snippets and the getting-started demo:
#   mix run -e '...'   (see DOCS_EXAMPLES_AUDIT_PLAN.md for example verifiers)
#   elixir examples/getting_started/demo_client.exs
#   mix examples.getting_started   # fast alias (see examples/README.md)


Code Quality Tools
ExMCP uses a comprehensive set of code quality tools to ensure maintainable, reliable code:
Formatter
	Tool: Elixir's built-in code formatter
	Usage: mix format
	Purpose: Consistent code formatting across the project
	Required: Yes, before every commit

Credo
	Tool: Static code analysis
	Usage: mix credo or mix credo --strict
	Purpose: Code readability, consistency, and best practices
	Configuration: See .credo.exs
	Thresholds: 	Cyclomatic complexity max: 11
	Function length max: reasonable (enforced by review)



Dialyzer
	Tool: Type checking and static analysis
	Usage: mix dialyzer
	Purpose: Find type inconsistencies and potential runtime errors
	When to run: After significant changes or before releases
	PLT location: _dialyzer/ (gitignored)

Sobelow
	Tool: Security analysis
	Usage: mix sobelow --skip
	Purpose: Identify security vulnerabilities
	Focus: Input validation, SQL injection, XSS prevention

ExCoveralls
	Tool: Test coverage analysis
	Usage: mix coveralls.html
	Purpose: Ensure comprehensive test coverage
	Target: Aim for >80% coverage on core modules

Git Hooks
	Pre-commit: Runs formatter, credo, and compile checks
	Pre-push: Runs full test suite
	Setup: Automatically configured with make setup
	Bypass: Use --no-verify only in emergencies

Testing Strategy
ExMCP uses a sophisticated test tagging strategy for efficient test execution across different scenarios.
Test Categories
Core Test Suites
# Fast unit tests (default, ~5s)
mix test.suite unit

# MCP specification compliance tests
mix test.suite compliance

# Integration tests with real components
mix test.suite integration

# CI-appropriate tests (excludes slow tests)
mix test.suite ci

# All tests including slow ones
mix test.suite all

Transport-Specific Tests
# BEAM transport tests
mix test --only beam

# HTTP transport tests (Streamable HTTP with SSE)
mix test --only http

# stdio transport tests
mix test --only stdio

Feature-Specific Tests
# Security and authentication tests
mix test --only security

# Progress notification tests
mix test --only progress

# Resource management tests
mix test --only resources

# Performance and benchmarking tests
mix test --only performance

Development Workflows
# Include normally excluded slow tests
mix test --include slow

# Skip integration tests for faster feedback
mix test --exclude integration

# Skip external dependencies
mix test --exclude external

# List all available tags
mix test.tags

Test Organization
Tests follow a clear structure mirroring the source code:
test/
├── ex_mcp/                    # Core module tests
│   ├── client/               # Client implementation tests
│   ├── server/               # Server implementation tests
│   ├── transport/            # Transport layer tests
│   └── compliance/           # MCP revision/compliance tests
├── integration/              # Cross-component integration tests
└── support/                  # Test helpers and utilities
Test Patterns
Unit Tests
	Test individual functions and modules in isolation
	Use mocks for external dependencies
	Fast execution (typically <100ms per test)
	Tagged with :unit (default)

Integration Tests
	Test component interactions
	May use real external services or subprocess
	Slower execution
	Tagged with :integration

Compliance Tests
	Verify MCP specification adherence
	Test protocol message formats
	Cross-version compatibility
	Tagged with :compliance

Property-Based Tests
	Used for protocol encoding/decoding
	Input validation testing
	Edge case discovery
	Uses PropCheck library

Writing Tests
Follow these patterns when writing tests:
defmodule ExMCP.SomeModuleTest do
  use ExUnit.Case, async: true  # Use async: false for shared state
  
  # Add appropriate tags
  @moduletag :unit
  @moduletag :some_feature
  
  # Use descriptive test names
  describe "function_name/2" do
    test "handles valid input correctly" do
      # Arrange
      input = %{valid: "data"}
      
      # Act
      result = SomeModule.function_name(input, [])
      
      # Assert
      assert {:ok, expected} = result
    end
    
    test "returns error for invalid input" do
      # Test error conditions
      assert {:error, _reason} = SomeModule.function_name(nil, [])
    end
  end
end
Test Process Cleanup
Tests that start servers can sometimes leave processes running if they crash. ExMCP provides several tools to clean up these stray processes:
Automatic Cleanup
# Clean up before running tests (automatic with make test)
mix test.cleanup

# Manual cleanup with verbose output
mix test.cleanup --verbose

# Dry run to see what would be cleaned
mix test.cleanup --dry-run

# Skip automatic cleanup if needed
SKIP_TEST_CLEANUP=true mix test

What Gets Cleaned
The cleanup tools will:
	Stop any Cowboy listeners from tests
	Kill registered test processes
	Free up commonly used test ports (8080-8085, 9000-9002)
	Clean up stray beam.smp processes from test runs

Manual Process Investigation
If you encounter persistent process issues:
# Check for running beam processes
ps aux | grep beam

# Check for listening ports
lsof -i :8080-8085

# Kill specific processes if needed
pkill -f "beam.*test"

Contributing
Contribution Workflow
	Fork the repository on GitHub
	Create a feature branch from master:git checkout -b feature/your-feature-name


	Make your changes following the coding standards
	Run quality checks:make quality  # Format, credo, compile checks
make test     # Full test suite


	Commit your changes with conventional commit messages:git commit -m "feat: add new transport option"
git commit -m "fix: resolve connection timeout issue"
git commit -m "docs: update configuration examples"


	Push to your fork and create a pull request

Code Standards
Formatting and Style
	Always run mix format before committing
	Follow Elixir community conventions
	Use descriptive variable and function names
	Add appropriate documentation to public functions

Documentation
	Add @doc to all public functions
	Include examples in documentation when helpful
	Update guides when adding new features
	Ensure examples work with current codebase

Testing
	Write tests for all new functionality
	Maintain or improve test coverage
	Add appropriate test tags
	Test both success and error cases

Git Commit Messages
Follow Conventional Commits:
<type>[optional scope]: <description>

[optional body]

[optional footer(s)]
Types:
	feat: New features
	fix: Bug fixes
	docs: Documentation changes
	test: Test additions or modifications
	refactor: Code refactoring
	perf: Performance improvements
	chore: Maintenance tasks

Pull Request Guidelines
Before Submitting
	[ ] All tests pass locally
	[ ] Code is formatted with mix format
	[ ] No credo warnings
	[ ] Documentation is updated if needed
	[ ] CHANGELOG.md is updated for user-facing changes

PR Description
Include:
	Clear description of the change
	Motivation and context
	Breaking changes (if any)
	Testing approach
	Related issues

Code Review Process
	Automated checks must pass (CI, formatting, tests)
	Manual review by maintainers
	Feedback incorporation and iteration
	Final approval and merge

Release Process
Version Management
ExMCP follows Semantic Versioning:
	Patch (0.6.1): Bug fixes, documentation updates
	Minor (0.7.0): New features, non-breaking changes
	Major (1.0.0): Breaking changes

Release Checklist
The MCP 2026-07-28 migration plan is the
authoritative checklist for the 1.0 protocol transition. The
coverage matrix records the corresponding local and
official-suite evidence. If a gate misses, publish another release candidate;
do not move unfinished protocol work into stable 1.0.
Pre-Release
	[ ] All tests pass on CI
	[ ] mix docs completes without warnings and all packaged links resolve
	[ ] CHANGELOG.md is updated
	[ ] Version is bumped in mix.exs
	[ ] mix hex.audit and mix sobelow --skip pass with no unacknowledged findings
	[ ] mix hex.build succeeds and the unpacked archive contains the documented release evidence
	[ ] ./scripts/conformance.sh modern has zero unexplained client or server failures; while its runner is prerelease, all four pinned official-SDK v2 stdio/HTTP interop lanes also pass
	[ ] All legacy TypeScript SDK interop lanes remain green
	[ ] ./scripts/conformance.sh server and ./scripts/conformance.sh client preserve the published legacy/core baselines
	[ ] The non-gating ./scripts/conformance.sh all-versions report has no unexplained regression
	[ ] The seven-row legacy/modern compatibility matrix passes on stdio and HTTP
	[ ] A published RC has defaulted to :prefer_modern for at least seven calendar days without a release-blocking compatibility regression
	[x] A mixed-version cluster rollback drill succeeds with active subscriptions and in-flight MRTR operations (completed for 1.0 on 2026-08-22; see docs/RELEASE_1_0_0.md)
	[ ] An owner and evidence link are recorded for every remaining 1.0 release gate

Release
	[ ] Tag release: git tag vX.Y.Z
	[ ] Push tag: git push origin vX.Y.Z
	[ ] GitHub release with changelog
	[ ] Publish to Hex: mix hex.publish

Post-Release
	[ ] Announce release
	[ ] Update documentation sites
	[ ] Close related issues/milestones

Hotfix Process
For critical bugs in production releases:
	Create hotfix branch from release tag
	Apply minimal fix
	Update version (patch bump)
	Release immediately
	Merge back to master

Getting Help
Development Questions
	GitHub Discussions: For general development questions
	GitHub Issues: For bug reports and feature requests
	Code Review: In pull requests

Documentation
	This guide: Development setup and processes
	User Guide: Feature usage and examples  
	Architecture Guide: Internal design decisions
	MCP 2026-07-28 Migration Plan: Release gates and implementation record
	MCP Coverage Matrix: Protocol-by-protocol test evidence
	rc.5 to 1.0 API Diff: Public compatibility audit
	API Docs: Complete API reference

Community
	Elixir Forum: For general Elixir questions
	ExMCP Community: Growing community of contributors and users


Thank you for contributing to ExMCP! Your contributions help make MCP implementation in Elixir more robust and accessible to the community.


  

    ExMCP Troubleshooting Guide

stdio
Unexpected end of JSON input
The stdio transport requires stdout to contain only newline-delimited JSON-RPC.
Avoid IO.puts/1, normal Logger output, or noisy startup scripts on stdout.
Use stderr for diagnostics:
IO.puts(:stderr, "debug")
For scripts with Mix.install/2, configure logging before installing deps:
Application.put_env(:ex_mcp, :stdio_mode, true)
Application.put_env(:logger, :level, :emergency)

Mix.install([{:ex_mcp, "~> 1.0"}], verbose: false)
Server hangs after starting
Start stdio servers with:
MyServer.start_link(transport: :stdio)
For clients, command must be a list:
ExMCP.Client.start_link(transport: :stdio, command: ["node", "server.js"])
HTTP
Connection refused
Check the URL and endpoint path. If the path is included in url, ExMCP uses
that as the default endpoint:
ExMCP.Client.start_link(transport: :http, url: "http://localhost:4000/mcp")
Or provide it explicitly:
ExMCP.Client.start_link(
  transport: :http,
  url: "http://localhost:4000",
  endpoint: "/mcp"
)
CORS errors
For Phoenix/Plug servers, configure CORS in your Plug pipeline or pass
cors_enabled: true to ExMCP.HttpPlug.
SSE stream does not start
First identify the negotiated protocol era:
	On legacy MCP, confirm the standalone GET stream is enabled and the client
uses use_sse: true.
	On MCP 2026-07-28, use_sse does not control streaming. Ordinary requests
and subscriptions/listen own their SSE response on the POST that created
them. Check that the proxy preserves Content-Type: text/event-stream, does
not buffer or transform the response, and has an idle timeout longer than
the configured keepalive interval.

Increase stream_handshake_timeout for slow deployments. See the
Streamable HTTP comparison for the full
era-specific lifecycle.
Protocol modes and MCP 2026-07-28
server/discover fails or the client does not fall back
Set the intended compatibility policy explicitly:
ExMCP.Client.start_link(
  transport: :http,
  url: "https://example.com/mcp",
  protocol_mode: :prefer_modern
)
:prefer_modern falls back to legacy initialize only when a live peer gives
positive evidence that it is legacy-compatible. A timeout, authentication
failure, transport break, cached-modern failure, recognized modern error, or
unsupported modern revision is surfaced instead of being silently downgraded.
Use :prefer_legacy for a deliberate rollback, or reset_era_cache: true once
after an operator-controlled endpoint upgrade. Strict :modern_only and
:legacy_only modes never fall back.
Error -32022: unsupported protocol version
The request's modern
_meta["io.modelcontextprotocol/protocolVersion"], the
MCP-Protocol-Version HTTP header, and the server's enabled protocol mode must
agree. Inspect the error's data.requested and data.supported values, then
check both client and server protocol_mode settings. Do not use
protocol_version: "2025-11-25" to select an era; that option is only the
legacy revision preference.
Invalid request metadata
Every MCP 2026-07-28 request must include a _meta object with:
{
  "io.modelcontextprotocol/protocolVersion": "2026-07-28",
  "io.modelcontextprotocol/clientCapabilities": {}
}
io.modelcontextprotocol/clientInfo is optional, but when present it must
contain non-empty name and version strings. ExMCP adds these fields for its
own clients; this error usually indicates a custom peer, manually constructed
JSON-RPC message, or middleware that rewrote params._meta.
Error -32020: HTTP header mismatch
Modern HTTP requests must carry exactly one MCP-Protocol-Version and
Mcp-Method header matching the JSON-RPC body. tools/call,
resources/read, and prompts/get also require a matching Mcp-Name.
Annotated tool arguments may require Mcp-Param-* headers.
ExMCP derives and replaces these headers automatically. If the error occurs
with an ExMCP client, inspect reverse-proxy behavior: duplicate headers must
not be collapsed by choosing one value, and routing headers must not be
cached, normalized to a different value, or injected by middleware.
Result is rejected for missing resultType, ttlMs, or cacheScope
Every modern result needs resultType: "complete" or
resultType: "input_required". A complete cacheable result must also contain
a non-negative integer ttlMs and cacheScope equal to "public" or
"private". Non-complete results must not contain cache hints. Legacy result
maps do not gain these fields merely because the transport is HTTP.
When the server uses ExMCP's normal Handler or DSL dispatch, return the usual
{:ok, result, state} / ToolResult.* shape and let
ExMCP.Server.ResultNormalizer add resultType plus conservative cache
defaults (ttlMs: 0, cacheScope: "private"). Suspend an operation with
ExMCP.Server.DSL.Result.input_required/2 or the documented
{:input_required, ...} handler tuple. If a custom peer constructs raw wire
results or bypasses ExMCP dispatch, it must add and validate the modern fields
itself. See Modern result cache hints.
GET or DELETE returns 405
This is expected on a :modern_only MCP endpoint. MCP 2026-07-28 has no
standalone GET stream or session DELETE. Open a subscriptions/listen POST for
long-lived notifications and cancel by closing its response stream. GET,
DELETE, Mcp-Session-Id, and Last-Event-ID are retained only for enabled
legacy Streamable HTTP connections.
BEAM-Local
Client cannot connect
transport: :beam requires a live server PID:
{:ok, server} = MyServer.start_link(transport: :beam)  # DSL provides start_link; raw handlers use HandlerServer
Process.alive?(server)

{:ok, client} = ExMCP.Client.start_link(transport: :beam, server: server)
Do not use transport: :native; it was removed in the 1.0 API cleanup.
DSL
Tools do not appear
Use ExMCP.Server.Handler and ExMCP.Server.DSL together, and make sure the
server starts through a supported transport:
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL

  tool "ping", "Health check" do
    run fn _args, state ->
      {:ok, %{content: [%{type: "text", text: "pong"}]}, state}
    end
  end
end
Debugging
Enable debug logging for non-stdio transports:
Logger.configure(level: :debug)
Inspect local server state when using BEAM-local tests:
:sys.get_state(server)
Run focused tests:
mix test test/ex_mcp/client_beam_transport_test.exs
mix test test/ex_mcp/server/transport_test.exs



  

    ACP Guide

The Agent Client Protocol (ACP) is a standardized protocol for controlling coding agents programmatically. ExMCP includes a full ACP client implementation, letting you start agent sessions, send prompts, receive streaming updates, and handle permission requests — all from Elixir. It also includes ExMCP.ACP.Agent for building native Elixir ACP agents.
Overview
ACP uses JSON-RPC 2.0 over stdio (the same wire format as MCP) with methods for session management and bidirectional communication. Most coding agents speak ACP natively. For agents with their own protocols (Claude Code, Codex, Pi), ExMCP provides an adapter system that translates between ACP and the agent's native protocol.
Architecture
Your Elixir App
    │
    ▼
ExMCP.ACP.Client (GenServer)
    │
    ├─── Native ACP agents (Gemini CLI, Hermes, OpenCode, Qwen Code, ...)
    │       └── stdio JSON-RPC directly
    │
    └─── Adapted agents (Claude Code, Codex, Pi)
            └── AdapterBridge → Adapter → agent-native protocol

ACP Client
    │
    ▼
ExMCP.ACP.Agent (GenServer)
    │
    └─── Your Elixir handler
Quick Start
Native ACP Agent
# Start a client connected to a native ACP agent
{:ok, client} = ExMCP.ACP.start_client(command: ["gemini", "--acp"])

# Create a session rooted at a project directory
{:ok, %{"sessionId" => session_id}} =
  ExMCP.ACP.Client.new_session(client, "/path/to/project")

# Send a prompt and wait for the result
{:ok, %{"stopReason" => reason}} =
  ExMCP.ACP.Client.prompt(client, session_id, "Fix the failing tests")

# Cancel a running prompt
ExMCP.ACP.Client.cancel(client, session_id)

# Clean up
ExMCP.ACP.Client.disconnect(client)
Native Elixir ACP Agent
Use ExMCP.ACP.Agent when your Elixir application is the agent being controlled by an ACP client:
defmodule MyApp.EchoAgent do
  @behaviour ExMCP.ACP.Agent.Handler

  @impl true
  def init(_opts), do: {:ok, %{}}

  @impl true
  def handle_new_session(_params, _ctx, state) do
    {:reply, %{"sessionId" => "sess_" <> Base.encode16(:crypto.strong_rand_bytes(8))}, state}
  end

  @impl true
  def handle_prompt(session_id, prompt, ctx, state) do
    text = prompt |> List.first() |> Map.get("text", "")

    ExMCP.ACP.Agent.agent_message(ctx.agent, session_id, "Echo: " <> text)
    {:reply, %{"stopReason" => "end_turn"}, state}
  end
end

ExMCP.ACP.run_agent(
  handler: MyApp.EchoAgent,
  agent_info: %{"name" => "echo-agent", "version" => "1.0.0"}
)
Prompt handlers can also stream updates and finish asynchronously:
def handle_prompt(session_id, _prompt, ctx, state) do
  Task.start(fn ->
    ExMCP.ACP.Agent.agent_message(ctx.agent, session_id, "Working...")
    ExMCP.ACP.Agent.finish_prompt(ctx.agent, ctx.prompt_id, "end_turn")
  end)

  {:noreply, state}
end
Adapted Agent (Claude Code)
{:ok, client} = ExMCP.ACP.start_client(
  transport_mod: ExMCP.ACP.AdapterTransport,
  adapter: ExMCP.ACP.Adapters.ClaudeSDK,
  adapter_opts: [model: "sonnet", cwd: "/my/project"]
)

{:ok, %{"sessionId" => sid}} = ExMCP.ACP.Client.new_session(client, "/my/project")
{:ok, result} = ExMCP.ACP.Client.prompt(client, sid, "Refactor the auth module")
Use ExMCP.ACP.Adapters.ClaudeSDK for new Claude Code integrations. It speaks
the same SDK-style control protocol used by the official Claude Agent SDK, so it
can bridge permission prompts, partial tool lifecycle events, cancellation,
session setup, model/mode config, and richer status updates.
Adapted Agent (Codex)
{:ok, client} = ExMCP.ACP.start_client(
  transport_mod: ExMCP.ACP.AdapterTransport,
  adapter: ExMCP.ACP.Adapters.Codex,
  adapter_opts: [model: "gpt-4o"]
)
Adapted Agent (Pi)
{:ok, client} = ExMCP.ACP.start_client(
  transport_mod: ExMCP.ACP.AdapterTransport,
  adapter: ExMCP.ACP.Adapters.Pi,
  adapter_opts: [
    session_path: "/path/to/session.jsonl"  # optional: resume session
  ]
)

{:ok, %{"sessionId" => sid}} = ExMCP.ACP.Client.new_session(client, "/my/project")
{:ok, _} = ExMCP.ACP.Client.set_config_option(client, sid, "model", "anthropic/claude-sonnet-4")
{:ok, _} = ExMCP.ACP.Client.set_config_option(client, sid, "thought_level", "medium")
Client Options
	Option	Default	Description
	:command	(required)	Command list for the agent subprocess
	:adapter	nil	Adapter module for non-native agents
	:adapter_opts	[]	Options passed to adapter's init/1
	:handler	DefaultHandler	Module implementing ExMCP.ACP.Client.Handler
	:handler_opts	[]	Options passed to handler.init/1
	:event_listener	nil	PID to receive {:acp_session_update, sid, update} messages
	:client_info	%{"name" => "ex_mcp", ...}	Client identification
	:capabilities	%{}	Client capabilities map
	:protocol_version	1	ACP major protocol version (integer). Matches upstream v1; non-breaking features use capability negotiation.
	:max_frame_bytes	1_048_576	Maximum inbound or outbound ACP JSON-RPC frame size
	:max_pending_requests	1_024	Maximum concurrent requests in either direction
	:max_prompt_text_bytes	1_048_576	Maximum streamed prompt text retained per session
	:pending_request_timeout	30_000	Server-side lifetime for outbound requests and pending prompts
	:handler_request_timeout	30_000	Maximum lifetime for inbound handler callbacks
	:max_update_queue	32	Mailbox cutoff for handler and event-listener session updates; excess updates are dropped
	:max_outbox_bytes	4_194_304	Aggregate byte limit for an adapter bridge's undelivered messages
	:name	nil	GenServer name registration

Adapter Subprocess Environment
Adapted agents start with an isolated environment by default. ExMCP clears the
parent environment, retains only a small runtime baseline such as PATH,
HOME, temporary-directory, locale, and TLS certificate settings, then applies
the adapter's declared environment and adapter_opts[:env]. Pass credentials
and provider settings explicitly through adapter_opts[:env].
For compatibility with a CLI that genuinely requires the complete parent
environment, set adapter_opts: [environment_policy: :inherit]. This weakens
subprocess isolation and should be used only at a trusted integration boundary.
Codex Workspace and MCP Authority
Treat every workspace path and MCP server definition received over ACP as
untrusted. The Codex adapter confines session cwd and
additionalDirectories to :workspace_roots (the adapter working directory
by default) using canonical, symlink-aware containment. Deployments with a
different tenancy model can supply fail-closed callbacks:
adapter_opts: [
  workspace_roots: ["/srv/workspaces"],
  authorize_workspace: fn path, %{kind: kind} ->
    MyApp.Workspaces.allowed?(path, kind)
  end,
  authorize_mcp_server: fn server, %{cwd: cwd} ->
    MyApp.MCPPolicy.allowed?(server, cwd)
  end
]
Without :authorize_mcp_server, :trusted_mcp_servers must contain the exact
operator-owned server map; a matching name alone grants nothing. Avoid
trusted_mcp_servers: :all: it deliberately accepts peer-supplied HTTP URLs,
headers, stdio commands, arguments, and environment values. Set
:trust_authorized_workspaces only when the same authorization decision should
also mark that path trusted in Codex's project configuration.
Session Lifecycle
ACP sessions represent ongoing conversations with an agent.
# Create a new session
{:ok, %{"sessionId" => sid}} = ExMCP.ACP.Client.new_session(client, "/project",
  additional_directories: ["/shared/docs"],
  mcp_servers: [
    ExMCP.ACP.Types.http_mcp_server("my-server", "http://localhost:3000/mcp")
  ]
)

# Load an existing session and replay conversation history
{:ok, _} = ExMCP.ACP.Client.load_session(client, sid, "/project")

# Resume an existing session without replaying history (if supported)
{:ok, _} = ExMCP.ACP.Client.resume_session(client, sid, "/project")

# List available sessions with optional filters (if supported)
{:ok, %{"sessions" => sessions}} =
  ExMCP.ACP.Client.list_sessions(client,
    cwd: "/project",
    additional_directories: ["/shared/docs"]
  )

# Delete a session from session history (if supported)
{:ok, %{}} = ExMCP.ACP.Client.delete_session(client, sid)

# Send prompts (blocks until agent responds)
{:ok, result} = ExMCP.ACP.Client.prompt(client, sid, "Add error handling")

# Cancel a running prompt
ExMCP.ACP.Client.cancel(client, sid)

# Cancel a specific JSON-RPC request when you have its request id
ExMCP.ACP.Client.cancel_request(client, request_id)

# Configure the agent at runtime
ExMCP.ACP.Client.set_mode(client, sid, "high")
ExMCP.ACP.Client.set_config_option(client, sid, "model", "anthropic/claude-sonnet-4")
ExMCP.ACP.Client.set_config_option(client, sid, "auto_retry", false)

# Close a session and free agent-side resources (if supported)
ExMCP.ACP.Client.close_session(client, sid)

# Authenticate or logout (if agent requires/supports it)
ExMCP.ACP.Client.authenticate(client, "api-key")
ExMCP.ACP.Client.logout(client)
Handling Session Events
Implement the ExMCP.ACP.Client.Handler behaviour to react to streaming updates and agent requests:
defmodule MyApp.ACPHandler do
  @behaviour ExMCP.ACP.Client.Handler

  @impl true
  def init(_opts), do: {:ok, %{}}

  @impl true
  def handle_session_update(session_id, update, state) do
    case update["sessionUpdate"] do
      "agent_message_chunk" ->
        IO.write(update["content"]["text"])

      "tool_call_update" ->
        status = update["status"]  # "pending", "in_progress", "completed", or "failed"
        IO.puts("[#{status}] #{update["title"]}")

        # Rich metadata available for ClaudeSDK/Codex/Pi adapters:
        # update["kind"]      — "read", "edit", "execute", "search", "think"
        # update["locations"] — [%{"path" => "/src/app.ex", "line" => 10}]
        # update["content"]   — [%{"type" => "diff", "oldText" => ..., "newText" => ...}]

      "plan" ->
        for entry <- update["entries"] do
          IO.puts("  [#{entry["status"]}] #{entry["content"]}")
        end

      "agent_thought_chunk" ->
        IO.write(update["content"]["text"])

      "usage" ->
        IO.puts("Tokens: #{update["inputTokens"]} in / #{update["outputTokens"]} out")

      _ ->
        :ok
    end

    {:ok, state}
  end

  @impl true
  def handle_permission_request(_session_id, tool_call, options, state) do
    reject_option = Enum.find(options, &(&1["kind"] == "reject_once")) || List.first(options)

    # Return the direct outcome; ExMCP wraps it as result.outcome on the wire.
    case reject_option do
      nil -> {:ok, %{"outcome" => "cancelled"}, state}
      option -> {:ok, %{"outcome" => "selected", "optionId" => option["optionId"]}, state}
    end
  end

  # Optional: handle file read requests from the agent
  def handle_file_read(_session_id, path, _opts, state) do
    # ExMCP admits only absolute paths contained by the canonical session cwd or
    # additionalDirectories. The handler should still open files defensively to
    # close application-specific policy and filesystem TOCTOU gaps.
    case File.read(path) do
      {:ok, content} -> {:ok, content, state}
      {:error, reason} -> {:error, to_string(reason), state}
    end
  end

  # Optional: handle terminal requests from the agent
  def handle_terminal_request(method, params, _id, state) do
    # Handle terminal/create, terminal/output, terminal/kill, etc.
    {:error, "Terminal operations not implemented", state}
  end
end
The client records canonical workspace roots when a session is created, loaded,
resumed, or forked. It rejects filesystem paths and terminal working directories
outside those roots, including escapes through existing symlinks. Nonexistent
children below a trusted root are permitted so write/create handlers can work;
custom handlers remain responsible for rechecking policy at the point of use.
Event Listener
For simple use cases, receive session updates as process messages instead of implementing a full handler:
{:ok, client} = ExMCP.ACP.start_client(
  command: ["gemini", "--acp"],
  event_listener: self()
)

# In your receive loop or GenServer
receive do
  {:acp_session_update, session_id, %{"sessionUpdate" => type} = update} ->
    IO.puts("#{type}: #{inspect(update)}")
end
Session Update Types
The ACP spec defines these session update types (all supported by ExMCP):
	Type	Description
	agent_message_chunk	Streaming text/image content from the agent
	user_message_chunk	Echo of user input
	agent_thought_chunk	Streaming thought content from the agent
	tool_call	New tool call started
	tool_call_update	Tool call lifecycle (pending → in_progress → completed/failed)
	plan	Multi-step execution plan with entry status
	available_commands_update	Slash commands the agent supports
	config_option_update	Runtime config change notification
	current_mode_update	Operational mode change
	session_info_update	Session metadata such as title and updatedAt
	usage_update	Context window usage and optional cost information

Adapter-specific status, error, and extension bridge details are attached under
_meta.ex_mcp on spec-defined update types, usually session_info_update.
Content chunks may include ACP's optional messageId field so clients can group
streamed chunks into logical messages.
Writing Custom Adapters
To support an agent that doesn't speak ACP natively, implement the ExMCP.ACP.Adapter behaviour:
defmodule MyApp.CustomAgentAdapter do
  @behaviour ExMCP.ACP.Adapter

  @impl true
  def init(opts), do: {:ok, %{model: Keyword.get(opts, :model, "default")}}

  @impl true
  def command(_opts), do: {"my-agent", ["--json-mode"]}

  @impl true
  def capabilities, do: %{}

  # Optional: declare supported modes
  @impl true
  def modes do
    [%{"id" => "fast", "name" => "Fast Mode"}, %{"id" => "quality", "name" => "Quality Mode"}]
  end

  # Optional: declare config options
  @impl true
  def config_options do
    [
      %{
        "id" => "model",
        "name" => "Model",
        "category" => "model",
        "type" => "select",
        "currentValue" => "fast",
        "options" => [
          %{"value" => "fast", "name" => "Fast"},
          %{"value" => "quality", "name" => "Quality"}
        ]
      }
    ]
  end

  # Optional: list available sessions
  @impl true
  def list_sessions(params, state) do
    sessions = [
      %{
        "sessionId" => "sess-1",
        "cwd" => params["cwd"] || state.cwd,
        "title" => "My Session"
      }
    ]

    {:ok, sessions, state}
  end

  @impl true
  def translate_outbound(%{"method" => "session/prompt", "params" => params}, state) do
    text = hd(params["prompt"])["text"]
    {:ok, [Jason.encode!(%{"action" => "ask", "text" => text}), "\n"], state}
  end

  def translate_outbound(_msg, state), do: {:ok, :skip, state}

  @impl true
  def translate_inbound(line, state) do
    case Jason.decode(line) do
      {:ok, %{"type" => "stream", "delta" => delta}} ->
        notification = %{
          "jsonrpc" => "2.0",
          "method" => "session/update",
          "params" => %{
            "sessionId" => "default",
            "update" => %{
              "sessionUpdate" => "agent_message_chunk",
              "content" => %{"type" => "text", "text" => delta}
            }
          }
        }
        {:messages, [notification], state}

      _ ->
        {:skip, state}
    end
  end
end
Adapter Callbacks
	Callback	Required	Description
	init/1	Yes	Initialize adapter state
	command/1	Yes	Return {executable, args}, :one_shot, or :adapter_managed
	translate_outbound/2	Yes	Convert ACP message to native format
	translate_inbound/2	Yes	Convert native output to ACP messages
	post_connect/1	No	Send initial data after port opens
	handle_adapter_message/2	No	Handle Port/process messages for adapter-managed subprocesses
	shutdown/1	No	Clean up adapter-managed resources when the bridge closes
	env/1	No	Return child-process environment variables
	capabilities/0	No	Return static agent capabilities
	modes/0	No	Return supported operational modes
	config_options/0	No	Return supported config options
	auth_methods/1	No	Return initialize authMethods for adapter options
	list_sessions/2	No	Return a sessions list or full ACP session/list result for decoded params
	fork_session/2	No	Fork an existing session for decoded session/fork params

Built-in Adapters
Claude Code SDK (ExMCP.ACP.Adapters.ClaudeSDK)
Translates between ACP and Claude Code's SDK-compatible stream-json control
protocol. This is the recommended Claude adapter for new code.
Features:
	SDK entrypoint launch environment and --permission-prompt-tool stdio, tracking Claude Agent SDK 0.3.198
	Partial message and pending tool-call lifecycle mapping
	session/cancel via SDK interrupt
	ACP permission requests bridged from Claude SDK can_use_tool, with pending tool_call emitted before the permission request
	Runtime mode, model, effort, fast-mode, and agent config controls where supported by the SDK session
	Initialize-aware terminal login auth methods, opt-in gateway auth methods, and ACP auth.logout
	Live session setup/load/resume/fork/close ACP surface
	Disk-backed session/list, session/delete, and session/fork for Claude Code's SDK store
	Full session/load replay from persisted Claude JSONL transcripts
	FIFO prompt queueing with queued prompt cancellation responses
	Plan updates from TodoWrite and task progress events
	Resource links, embedded text resources, HTTP/base64 images, and MCP slash-command prompt rewriting
	Rich tool metadata, Codex-style Bash terminal metadata, result usage updates, and improved stop reasons
	Official ACP mcpCapabilities plus ExMCP _meta support for BEAM-local MCP transport

session/list, session/load, session/fork, and session/delete read and mutate Claude Code's local
CLAUDE_CONFIG_DIR/projects JSONL store directly in Elixir, using the same
project-key derivation, UUID validation, sidechain filtering, and title
sanitization rules as the official Claude Agent SDK. session/load replays
persisted transcript entries as ACP session/update notifications before the
load response; session/resume keeps the lighter no-replay behavior.
The adapter advertises official ACP MCP support through mcpCapabilities
(acp, http, and sse). ExMCP's BEAM-local MCP transport is intentionally
advertised only as _meta.ex_mcp.mcpCapabilities.beam, so other ACP libraries can
ignore it while ExMCP peers can negotiate and validate BEAM-local descriptors.
Config options: mode, model, effort, fast (when the selected model supports fast mode), and agent (when custom main-thread agents are available). The legacy inbound permission_mode config id is still accepted as an alias for mode.
Startup options: model, permission_mode, max_thinking_tokens,
effort, fast_mode, agent, additional_directories, mcp_servers, session_id, resume,
resume_session_at, allowed_tools, disallowed_tools, tools,
strict_mcp_config, include_partial_messages, and cli_path.
Codex (ExMCP.ACP.Adapters.Codex)
Translates between ACP and Codex's app-server JSON-RPC protocol.
Features:
	Initialize handshake with post_connect/1
	Model catalog loading from Codex model/list, ACP model config options, legacy session/set_model compatibility, and per-session models state
	Tool call lifecycle: creation, completion, output, patch events, and current camelCase app-server item variants
	Command execution streaming with ACP terminal metadata
	Web search, MCP tool, dynamic tool, file change, image view, image generation, guardian review, fuzzy file search, plan, status, goal, usage, and compaction events
	Session list/load/resume/close/delete through Codex app-server thread APIs
	Load-history replay from returned Codex turns when available, including tool history
	Image content, resource links, embedded text/binary resources, and additional workspace directories in prompts/session setup
	Codex slash commands in prompts: /compact, /init, /review, /review-branch, /review-commit, /status, and /logout
	ACP HTTP and stdio MCP server descriptors forwarded into Codex session config
	Codex auth methods for chat-gpt, api-key, and opt-in custom gateway auth
	Approval and MCP elicitation requests bridged through ACP session/request_permission

Modes: read-only, agent, agent-full-access. Legacy suggest, auto-edit, auto, full-auto, and full-access aliases are no longer accepted.
Config options: mode, model, reasoning_effort, and fast-mode (when supported by the selected model) are returned with Codex session responses. Runtime changes are kept in adapter session state and applied to subsequent turn/start requests.
Unsupported Codex app-server requests: Dynamic tool calls, request-user-input prompts, ChatGPT token refresh, and attestation generation are rejected explicitly because ACP does not provide compatible structured responses for those app-server request schemas.
Pi (ExMCP.ACP.Adapters.Pi)
Translates between ACP and Pi's RPC NDJSON protocol.
Features:
	Adapter-managed Pi subprocesses for ACP session/new, session/load, and session/resume
	ACP-native session/new, session/load, session/resume, session/list, session/close, session/delete, session/prompt, session/cancel, session/set_config_option, and session/set_mode, with legacy session/set_model compatibility
	Terminal authentication method advertisement through authMethods
	Pi session discovery from JSONL files plus a local ExMCP session map at ~/.ex_mcp/pi/session-map.json, with cursor pagination and last-cwd default filtering
	Prompt queuing while another Pi turn is active
	Per-session model and thought_level config options, with ACP config-option sync updates after model/thinking changes
	Global/project Pi settings merge for skill command filtering and quiet startup
	Startup info for Pi version, context, prompts, skills, extensions, and captured CLI prelude; registry update notices are opt-in
	Markdown slash commands loaded from ~/.pi/agent/prompts and <cwd>/.pi/prompts
	Built-in slash commands: /compact, /autocompact, /export, /session, /name, /steering, /follow-up, and /changelog
	Text/thinking streaming, tool-call streaming, tool execution lifecycle, compaction, retry, and extension UI metadata events
	Enhanced tool result parsing with content blocks, structured edit diffs, stdout/stderr/exitCode formatting, and file locations
	Image support with data-url prefix stripping
	Resource links and embedded text resources folded into Pi prompt text; audio blocks are represented as unsupported markers

Modes: off, minimal, low, medium, high, xhigh map to Pi thinking levels through ACP session/set_mode.
Config options: Session responses include upstream-compatible model and thought_level selectors, plus ExMCP's existing auto_compaction, auto_retry, steering_mode, and follow_up_mode controls. Prefer set_config_option/4 with config id model for model changes; ExMCP.ACP.Client.set_model/3 is retained for compatibility with older adapters.
Startup options: cli_path/pi_command, agent_dir, session_path, session_dir, session_map_path, delete_session_files, and update_notice. The live Pi subprocess is started like upstream pi-acp, with --mode rpc --no-themes and optional --session <path>; cwd is applied as the child process working directory. agent_dir isolates the settings and user-prompt directory used by the adapter; also pass the same path as PI_CODING_AGENT_DIR in env so the Pi subprocess uses it. session/delete removes ExMCP session-map state by default; backing Pi JSONL files are deleted only when delete_session_files: true is set and the file is under the configured Pi session directory. Registry update checks are disabled unless update_notice: true or PI_ACP_UPDATE_NOTICE=true is set.
Breaking change: Pi-specific _ex_mcp.pi/* and legacy pi/* extension methods are no longer implemented. Use the ACP session methods above or slash commands in prompts.
Content Block Types
ACP supports these content block types in prompts and responses:
alias ExMCP.ACP.Types

# Text
Types.text_block("Hello, world!")

# Images
Types.image_block("image/png", "base64data...")

# Audio
Types.audio_block("audio/wav", "base64data...")

# Resource links (references to external resources)
Types.resource_link_block("file:///src/app.ex", name: "app.ex")

# Embedded resources
Types.resource_block("file:///src/app.ex", text: "defmodule App do...")

# Plan entries
Types.plan_entry("Fix the auth bug", "high", "in_progress")

# Plan update notification (emits the stable "plan" update type)
Types.plan_update(session_id, [
  Types.plan_entry("Read the code", "high", "completed"),
  Types.plan_entry("Write the fix", "high", "in_progress"),
  Types.plan_entry("Run tests", "medium", "pending")
])
MCP Server Integration
ACP agents can use MCP servers as tool providers. Pass MCP server configurations when creating sessions:
{:ok, %{"sessionId" => sid}} = ExMCP.ACP.Client.new_session(client, "/project",
  additional_directories: ["/shared/docs"],
  mcp_servers: [
    ExMCP.ACP.Types.stdio_mcp_server("local-tools", "my_mcp_server", args: ["--stdio"]),
    ExMCP.ACP.Types.http_mcp_server("remote-tools", "http://localhost:4000/mcp")
  ]
)
ACP Registry
The public ACP Registry lists ACP-compatible agents and their distribution metadata:
{:ok, registry} = ExMCP.ACP.Registry.fetch()

agent = ExMCP.ACP.Registry.get_agent(registry, "codex-acp")
{:ok, command} = ExMCP.ACP.Registry.npx_command(agent)

{:ok, client} = ExMCP.ACP.start_client(command: command)
Use ExMCP.ACP.Registry.find_agents/2 to search the decoded registry by agent id, name, or description.
Adapter CLI Interop Tests
The standard :interop_acp suite checks both ACP roles against the official
TypeScript SDK. A separate opt-in suite launches the real Claude Code, Codex,
and Pi CLIs through their adapters:
mix test --only interop_acp_cli

These tests stop at session lifecycle operations and never send a prompt, so
they do not make LLM calls or consume model credits. They use isolated config
directories and fail if a required executable is missing. Set
CLAUDE_CODE_EXECUTABLE, CODEX_PATH, or PI_ACP_PI_COMMAND when a CLI is not
on PATH.
API Reference
	ExMCP.ACP — Facade module
	ExMCP.ACP.Agent — GenServer runtime for native Elixir ACP agents
	ExMCP.ACP.Agent.Handler — Agent-side handler behaviour
	ExMCP.ACP.Client — GenServer client with full session API
	ExMCP.ACP.Client.Handler — Handler behaviour
	ExMCP.ACP.Protocol — ACP JSON-RPC message encoding
	ExMCP.ACP.Types — Type specs and builders
	ExMCP.ACP.Registry — Public ACP Registry fetch and lookup helpers
	ExMCP.ACP.Adapter — Adapter behaviour for non-native agents
	ExMCP.ACP.AdapterBridge — GenServer bridge managing Port and message queue
	ExMCP.ACP.Adapters.ClaudeSDK — Claude Code SDK-protocol adapter
	ExMCP.ACP.Adapters.Codex — Codex adapter
	ExMCP.ACP.Adapters.Pi — Pi adapter



  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[Unreleased]
[1.0.0] - 2026-08-22
Stable 1.0 preserves the public API, MCP/ACP wire behavior, security posture,
and :prefer_modern default of 1.0.0-rc.8. The final candidate soaked for
more than seven calendar days without a release-blocking regression. There are
no protocol-default, wire-design, or public-API changes between rc.8 and this
release.
Fixed
	OAuth callback parsing now uses a closed mapping for the supported atom-key
representation instead of relying on those atoms to have been loaded by
unrelated code first. This fixes a test-order-dependent crash without
accepting dynamic keys or changing the callback wire format.

Release evidence
	See the repository-only
1.0 release record.
	The mixed-version rollback gate passed with a modern node holding an active
subscription and paused MRTR request while an exact 1.0.0-rc.5 stdio node
remained live. The drill drained modern work, reconciled state on rc.5, and
verified that modern era pins require explicit operator reset.

Security
	Acknowledge EEF-CVE-2026-43971 while Cowlib has no patched Hex release.
ExMCP and its Plug/Cowboy server stack do not call the affected
cow_link:link/1 encoder; a BEAM-import regression test locks that
assumption, and the exception expires with the existing Cowlib review date.

[1.0.0-rc.8] - 2026-08-13
This narrow follow-up candidate preserves rc.7's MCP/ACP wire behavior and
:prefer_modern default while adding real adapter lifecycle evidence, fixing
Pi configuration isolation, and reducing duplicated internal code. Publishing
rc.8 starts the final-candidate soak from the rc.8 artifact.
Fixed
	The Pi adapter now consistently honors :agent_dir while discovering
settings, prompts, and sessions, allowing tests and embedded callers to avoid
the developer's real Pi state. Slash-command input hints are normalized to
the ACP object shape before advertisement.
	ACP adapter examples now use ExMCP.ACP.AdapterTransport, matching the
actual Claude SDK, Codex, and Pi adapter lifecycle.

Added
	Opt-in, credential-free lifecycle tests launch the real Claude Code, Codex,
and Pi CLIs through their adapters. The tests initialize, create/list/close a
session, and shut down without sending a prompt or making an LLM request.
	Post-1.0 maintenance and 2.0 roadmap notes now track adapter decomposition,
pure functional cores, dependency-cycle cleanup, configuration ownership,
and the evidence required before considering separate MCP and ACP packages.

Changed
	Subprocess environment isolation, positive-integer option handling, and
symlink-aware workspace containment now use shared internal helpers with
focused characterization tests; public options and security defaults are
unchanged.
	Internal planning, audit, migration, coverage, and release-history documents
remain in the repository but are no longer installed in the Hex source
package or rendered as normal HexDocs guides. The user-facing architecture,
configuration, transport, security, troubleshooting, ACP, DSL, migration,
and getting-started guides remain packaged.

Release evidence
	See the repository-only
rc.8 release record.

[1.0.0-rc.7] - 2026-08-13
This release candidate packages the post-rc.6 transport lifecycle, ACP, and
security hardening work that requires a fresh modern-preferred soak before
stable 1.0. The application default remains :prefer_modern. Set
protocol_mode: :legacy_only to preserve the legacy protocol era. Exact rc.5
wire and session behavior still requires package rollback to 1.0.0-rc.5;
rc.7 continues to enforce server-issued sessions and newer lifecycle/security
rules.
Fixed
	Legacy GET SSE streams now persist events before delivery and replay events
published during a connection gap after Last-Event-ID. Normal stream
disconnects retain the MCP session until explicit deletion or expiry, and
bounded event retention continues to keep the newest events after repeated
evictions.
	ACP Pi managed event handling now correctly processes multi-chunk agent
streams without dropping or duplicating partial updates.
	CI compatibility follow-ups after the 2026-08-12 security harden: invalid
MRTR identities fail closed, public docs remain compatible with Elixir 1.17,
an unreachable Elixir 1.20 clause was removed, and tagged test fixtures align
with server-issued sessions and strict schema/privacy behavior.
	SSE cleanup tests are race-safe under concurrent teardown.

Security
	MCP and ACP protocol implementations were hardened across lifecycle,
identity, authorization, network, resource, and privacy boundaries. See
the 2026-08-12 security audit.
	Legacy Streamable HTTP sessions are server-issued only, identity-bound for
their lifetime, initialize-once, and capacity-capped. Duplicate JSON-RPC
request IDs are rejected before dispatch.
	OAuth metadata and MCP HTTP destinations use pinned, hostname-verifying
clients with DNS revalidation, public-address checks, and bounded redirects.
	Adapter and MCP/ACP subprocesses use a closed environment by default:
inherited variables are cleared before a minimal runtime baseline and
explicit values are restored. Callers that require the legacy behavior can
opt into environment_policy: :inherit or
adapter_opts[:environment_policy] == :inherit.
	Resource, frame, queue, handshake, and replay paths enforce byte/count/
deadline limits with slow-consumer handling. Peer-facing errors omit
internal details; logs and telemetry use structural summaries.

Added
	Added a canonical ExMCP 2.0 roadmap covering runtime ownership, bounded
handler scheduling, state/replay adapters, public API consolidation,
deprecation removals, and the compatibility gate for 1.x backports.
	Additive ExMCP.SessionManager.append_event/3 for store-owned,
monotonically increasing SSE event IDs used by persist-before-delivery.

Documentation and release evidence
	Release packaging for 1.0.0-rc.7, including
the rc.7 release record and an updated
public API delta note for post-rc.6 changes.

[1.0.0-rc.6] - 2026-08-05
This is the first published dual-era release candidate and starts the
modern-preferred soak for stable 1.0. New connections try MCP 2026-07-28 first
and retain evidence-based fallback to every legacy revision. Set
protocol_mode: :legacy_only for the exact rc.5 wire path.
MCP wire protocol changes
	MCP 2026-07-28 lands before stable 1.0 — New connections prefer the modern
protocol era and fall back according to the configured protocol mode. The
:prefer_legacy, :legacy_only, and :modern_only modes provide explicit
rollout and rollback controls. A connection is pinned to one era after
negotiation; it never silently downgrades after application traffic starts.
	Modern initialization and discovery — Modern sessions use the 2026-07-28
initialization shape and server/discover, including extension metadata.
Existing revisions remain supported throughout 1.x.
	Stateless Streamable HTTP routing — Modern requests use body-derived
Mcp-Method, Mcp-Params, and Mcp-Param-* headers, per-request or
subscription POST-owned SSE streams, and modern GET/DELETE semantics. The
deprecated two-endpoint HTTP+SSE transport remains opt-in for legacy peers.
	Multi-round tool results — Tools, prompts, and resource reads can return
input-required results with sealed requestState; clients dispatch input and
continue the operation under bounded round, expiry, replay, principal, and
key-rotation controls.
	Subscriptions and cache metadata — subscriptions/listen replaces the
modern resource-only flow and supports bounded local storage plus optional
clustered PubSub fanout. Result envelopes validate resultType, ttlMs, and
cacheScope; 1.0 deliberately does not store or reuse cached responses.
	Tasks extension — Store-backed handlers advertise and implement
io.modelcontextprotocol/tasks; clients advertise it only when explicitly
configured. Legacy task APIs remain available on legacy protocol revisions.
	Protocol deprecations are compatibility features in 1.x — Roots,
sampling, logging, the old resource-subscription methods, and legacy
HTTP+SSE remain available where their negotiated revision supports them, with
documented migration paths.

ExMCP public API compatibility
	No rc.5 public surface was removed — The compiled API comparison found no
removed module, exported function/arity, callback, named type, or struct
field. Existing handler callbacks are widened for MRTR and existing structs
only gain fields. See the
rc.5-to-1.0 API diff.
	Modern APIs are additive — Discovery, request context, MRTR,
subscriptions, Tasks-extension, era control, modern HTTP, and OAuth security
APIs are added alongside the rc.5 surface.
	Deprecated library APIs remain for all of 1.x — ExMCP.Server.Tools,
ExMCP.Server.Tools.Simplified, companion modules, and deprecated content
transformation stubs target removal in 2.0.0, not a 1.x release.
	OAuth state ownership is intentionally hardened —
OAuthFlow.start_authorization_flow/1 rejects caller-supplied :state,
generates a single-use value, and returns it in the bound transaction. This
is the one public input-behavior change identified by the rc.5 API audit;
callers should retain the returned transaction instead of supplying state.

Operations and security
	Modern-preferred release default — The application default is now
:prefer_modern. Servers accept both eras and advertise 2026-07-28 first;
clients probe with server/discover and initialize only after positive
legacy evidence. Explicit modes are unchanged.
	Patched HTTP dependency stack — Mint, Mint WebSocket, Plug, Plug Cowboy,
Cowboy, Cowlib, HPAX, Decimal, and related runtime dependencies are updated
to remove every high-severity lockfile advisory. CI now gates on
mix hex.audit and a real Hex package build. The two remaining upstream
Cowlib medium/low advisories are explicitly acknowledged because Plug and
Cowboy validate response headers and ExMCP does not call the affected cookie
encoder; every new advisory still fails the build.
	Bounded modern state — Era observations, MRTR continuations/replay data,
subscription queues, filters, lifetimes, and task records have explicit
bounds and cleanup behavior.
	Migration telemetry is privacy-safe — Era selection/fallback/downgrade,
MRTR failures, ambiguous reissue, and subscription reconnect/pressure events
use bounded classifications and exclude headers, arguments, response
content, request state, credentials, and raw subscription identifiers.
	OAuth 2026 hardening — Metadata fetching is address-pinned and
SSRF-resistant; transactions are atomic and single-use; credentials are
issuer- and authorization-context-bound; CIMD replaces DCR where available.
Modern POST-owned request streams now apply the configured provider token,
handle a bounded 401 refresh plus optional 403 scope step-up, and merge the
resulting token/provider state back only while that stream still owns the
request.

Documentation and release evidence
	Protocol-era guidance is consistent across README, HexDocs, and guides —
Public HTTP and callback documentation now distinguishes stateless MCP
2026-07-28 behavior from legacy sessions, GET streams, resumability, and
independent server-to-client requests. Troubleshooting covers modern
discovery, metadata, routing headers, result envelopes, and expected 405s.
	Release evidence ships with the package — The MCP coverage matrix,
rc.5-to-1.0 API diff, and 2026 migration plan are packaged and linked from
HexDocs. The development checklist records the modern conformance, RC soak,
and mixed-cluster rollback gates, and CI treats ExDoc warnings as failures.
	Official SDK v2 interop is release-gating — Four isolated CI lanes exercise
ExMCP as client and server over stdio and Streamable HTTP against the official
TypeScript MCP v2 client/server packages pinned at 2.0.0. They negotiate
2026-07-28 exactly and cover discovery, request context, result envelopes,
MRTR, subscriptions, routing headers, POST-owned SSE, and stateless sessions;
legacy SDK interop remains independently gated.

Security
	OAuth metadata fetches are SSRF-hardened — CIMD, Protected Resource Metadata,
OIDC/RFC 8414 authorization-server metadata, and JWKS retrieval now require HTTPS and share a
bounded, address-pinned fetcher. It rejects any private, loopback, link-local, reserved or mixed
DNS result; re-resolves every redirect; blocks cross-origin redirects unless an exact HTTPS
origin is configured; and forwards no credentials or application headers. Legacy URL-only
custom metadata clients are replaced by get(uri, approved_address, opts) so adapters cannot
silently re-resolve after validation.
	OAuth transactions are atomic and single-use — Library-started authorization-code flows
now generate their own 256-bit state, reject reserved parameter overrides, retain only state/code
digests in a bounded supervised transaction store, and bind callback issuer, PKCE, authorization
code, and exact redirect URI through one-time transitions shared by both MCP protocol eras.
Concurrent callback/redemption attempts have one winner; an ambiguous token request cannot
replay its code. OAuth failure logs and telemetry redact credential fields, cookies,
authorization values, and URL query/fragment data.
	OAuth credentials are authorization-server bound — MCP 2026-07-28 pre-registered clients require an exact credential_issuer; discovered metadata, callbacks, and persisted registrations use one no-normalization issuer comparison. The new pluggable ExMCP.Authorization.CredentialStore partitions registrations by issuer + client ID and tokens by the complete authorization context, rejects unkeyed legacy records pending explicit migration, and redacts stored secrets from inspection. DCR credentials are reused only within the same issuer partition and a changed AS triggers registration in a new partition.

[1.0.0-rc.5] - 2026-08-04
This release closes the findings of a full-codebase audit (architecture, security,
tests, tooling). Behavior changes are listed under Breaking Changes below.
Security
	Real DNS-rebinding protection in ExMCP.HttpPlug — Origin validation previously allowed a missing or empty Origin, and its same-origin fallback compared Origin against the attacker-controlled Host header, so the check passed in exactly the scenario it was meant to stop. Host is now validated against an allow-list (:allowed_hosts) before routing, mismatches get 421 Misdirected Request, and the same-origin fallback is gone. ExMCP.Plugs.DnsRebinding no longer default-allows 0.0.0.0 and now parses bracketed IPv6 hosts correctly ([::1]:8080).
	Configured TLS options are actually applied to HTTPS POSTs — ExMCP.Transport.HTTP.build_ssl_options/1 returned two different shapes; on the POST path the result was spliced into :httpc http_options as a flat list, which :httpc rejects and ignores (Invalid option {verify,verify_peer} ignored). Every configured TLS setting — client certificates for mTLS, private cacerts, versions — was silently dropped on each request. The builder now returns one shape, wrapped as {:ssl, opts} at each call site, and default client TLS adds customize_hostname_check so wildcard certificates verify correctly.
	JWT expiry is now enforced — ExMCP.Authorization.JWT accepted tokens with no exp claim, or with a non-numeric exp. exp is now required and must be numeric (opt out with require_exp: false), nbf/iat types are validated when present, and a :leeway option (default 30s) covers clock skew. The asymmetric-only algorithm allow-list is unchanged.
	Client-supplied session IDs are validated — mcp-session-id (and legacy x-session-id) values are checked for format and length instead of being accepted and echoed back unbounded.
	Consent expiry contract is explicit — ExMCP.Security.Consent accepted a bare integer expiry as a monotonic value, so a handler returning unix seconds granted near-permanent consent. Handlers now return DateTime, {:ttl, _}, {:unix, _}, or {:monotonic, _}; implausible values fail closed. Fixes a related unit bug where :consent_ttl (milliseconds in config) was passed to handlers as seconds.
	Security enforcement flags are honored — enable_token_passthrough_prevention and enable_user_consent_validation were read nowhere; they now gate their checks in ExMCP.Transport.SecurityGuard and are type-validated.
	Removed a hostname-verification stub — ExMCP.Internal.Security.verify_hostname/3 always returned :valid_peer; wiring it as a verify_fun would have silently disabled hostname checking. Removed, and the module's divergent second TLS-options builder now delegates to the canonical one. verify: :verify_none now logs a warning.

Added
	Session-scoped HTTP resource subscriptions — Streamable-HTTP subscriptions
are retained across POST and SSE requests, tracked independently per client
session in supervised ETS indexes, and removed on explicit termination or
TTL expiry. ExMCP.Server.notify_resource_update/1 broadcasts updates to
every connected subscriber without routing through a singleton mailbox.
	Canonical protocol method registry — ExMCP.Protocol.Methods now owns method names, version bounds, message kinds, and dispatcher handlers. Server dispatch, HTTP message processing, request processing, version gating, and message-format metadata all derive from it.
	Pre-2.0 compatibility guardrails — committed wire-capability fixtures and characterization tests pin protocol method tables, public error codes, the omitted-version initialize default, and elicitation callback routing across all four supported protocol revisions.
	Client auto-reconnection — ExMCP.Client now automatically reconnects when the transport closes unexpectedly, as the documentation always promised. Pending requests still fail with a connection error, then the client re-establishes the transport and MCP handshake with exponential backoff and jitter (defaults: initial 1s, multiplier 2, cap 60s, up to 10 attempts). New start_link/1 options: :reconnect (default true), :max_reconnect_attempts, and :reconnect_backoff (:initial/:max/:multiplier). Emits [:ex_mcp, :client, :reconnect, :attempt | :success | :error | :timeout] telemetry. Explicit disconnect/1/stop/2 never triggers reconnection; requests made while reconnecting return {:error, :not_connected}.

	Client health checks — On persistent transports the client sends a protocol ping on an interval and treats an unanswered ping as transport loss, handing off to the reconnect path. (The previous health-check timer fired but performed no check.)
	Working progress tokens — call_tool/4 now accepts :progress_token, which was previously ignored; it is sent as _meta.progressToken, and request-level _meta is merged into the arguments map handed to handle_call_tool/3, as ExMCP.Server.Handler has always documented. Long-running tools can now actually report progress.
	Shared server dispatch — New ExMCP.Server.Dispatch, ExMCP.Server.ResultNormalizer, and ExMCP.Server.HandlerBridge give the HandlerServer, stdio, HTTP, and request-processor paths one method table and one result/error shape. stdio gained completion/complete, resources/subscribe, resources/unsubscribe, roots/list, logging/setLevel, resource templates, and the tasks/* methods it was missing.

Fixed
	Claude streamed text is emitted once — Claude SDK terminal assistant text
no longer repeats content already emitted through text deltas. Multiple
non-streamed text blocks and distinct identical assistant messages remain
intact.
	Codex structured approvals are preserved — Structured command-execution,
file-change, and permission responses no longer crash string conversion or
lose provider fields. Decisions are validated against the advertised
availableDecisions before they are returned.
	Codex file-change snapshots and legacy patches agree — Current ordered
changes snapshots are mapped in full, while legacy nested patch and flat
diff / text / delta payloads retain their previous behavior.
	Raw Handler field names use MCP wire casing — Shared result normalization
maps idiomatic fields including :input_schema, :output_schema,
:mime_type, and :uri_template to their protocol names on every server
dispatch path.
	HTTP Handler timeout is configurable — ExMCP.HttpPlug now exposes
:handler_call_timeout (default 10 seconds) and threads it into the existing
MessageProcessor deadline. This server-side deadline is independent of
client request and SSE timeouts.
	URL-mode elicitation reaches the URL callback — elicitation/create requests with mode: "url" now dispatch to handle_url_elicitation/3 when implemented. This is the release's one intentional behavior change: handlers implementing both elicitation callbacks will now receive URL-mode requests in the URL callback. Form-only handlers retain a compatibility fallback, receive the URL payload instead of an empty schema, and get a once-per-handler warning.
	Compliance coverage includes 2025-11-25 — the generated legacy compliance matrix now derives versions from the canonical registry, requires an explicit handler for every version, and carries inherited feature coverage through the newest legacy revision.
	Transport close/1 no longer leaks processes — HTTP and stdio called Process.exit(pid, :normal) on processes that do not trap exits (a no-op), leaving the SSE client GenServer and the stdio reader running after close.
	Async POST state and crashes — The async POST task's updated transport state (session-ID rotation, refreshed OAuth token) was discarded by the client, so session and auth updates were lost between requests; the task was also unmonitored, so a crash hung the pending request until timeout.
	SSE handler and session-registry lifetime — The SSE session table was created lazily inside a Cowboy request process, so every registration vanished when that request ended; it is now owned by a supervised ExMCP.HttpPlug.SessionRegistry. SSE handlers stop on conn-owner :EXIT and clean up in terminate/2 instead of leaking with heartbeats still firing.
	Handler crashes and timeouts return JSON-RPC errors — ExMCP.MessageProcessor ran a per-request handler GenServer whose exits were not caught, so a crash or a call timeout killed the request process and the client got no response at all. Exits are caught and mapped to -32603.
	Handler errors are no longer reported as "Method not found" — Any {:error, _} or exit from a custom method previously became -32601; only genuinely unknown methods do now.
	Batch rejection follows the spec across versions — Batch support was gated on the exact string "2025-06-18", so 2025-11-25 sessions still accepted JSON-RPC batches. Gating now uses version ordering.
	Protocol-version defaults unified — ExMCP.Plugs.ProtocolVersion, MessageProcessor, MethodHandlers, and the default handle_initialize disagreed on the default and supported-version list; all now read ExMCP.Internal.VersionRegistry.
	logging/setLevel reaches the handler on the HTTP path instead of being answered with a canned success.
	Internal detail no longer leaks in error responses — inspect(reason) was embedded in JSON-RPC error data and messages; detail is logged, clients get generic messages.
	Circuit breaker and reliability wrapper — A raising function killed the CircuitBreaker GenServer through its task link, and ClientWrapper.execute_with_reliability spawned unbounded unsupervised tasks while never applying the configured breaker. Both fixed; the wrapper takes :max_concurrency (default 100).
	Retry policy — add_jitter/1 raised via :rand.uniform(0) for sub-4ms delays, and every exception was treated as retryable.
	Handshake timeouts — Client connect and stdio receive had no timeout, so start_link/1 could hang forever in init/1 against an unresponsive server; they now return {:error, :handshake_timeout}.
	Request bookkeeping — Requests with a caller-supplied :timeout leaked their pending-request entry forever.
	ExMCP.SessionManager is no longer lazily started linked to an HTTP request process (it is supervised by the application); HttpPlug fails fast with a clear message instead.
	clientInfo version — The MCP handshake advertised a hardcoded "0.8.0"; it is now derived from the application version.
	Dead code removed — HandlerServer's unreachable :start_message_loop (which evaluated self() inside spawn_link and would have messaged itself), the unused stdio :buffer field, and an unreachable branch in the client's connect path.
	Test isolation — ExMCP.ApplicationTest, ProgressTrackerMinimalTest, and the stdio isolation test stopped the :ex_mcp application without restarting it, taking supervised singletons down for every test that ran afterwards.
	stdio handshake no longer kills the spawned server — The bounded handshake wait ran the transport's blocking receive_message/1 inside a temporary task, which took ownership of the port; when that task exited, OTP closed the port and terminated the spawned program, so the very next send failed with {:send_failed, :badarg}. ExMCP.Transport.Stdio now exposes a timeout-aware receive_message/2 that runs in the owning process.

Changed
	Protocol versions have one source of truth — VersionNegotiator and ExMCP.Types delegate version lists/scalars to VersionRegistry; unknown-version capability/message-format fallbacks now warn while preserving their existing return values.
	Error codes have one numeric source — duplicate JSON-RPC constants and atom maps now delegate to ExMCP.Protocol.ErrorCodes. Future header/capability/version codes are additive; the legacy three-way -32002 collision is documented and unchanged.
	Test scaffolding out of production code — HttpPlug's :test_mode branch is replaced by :sse_mode (:stream | :oneshot) resolved in init/1, SSE conn duck-typing by a :conn_module injection point, and HandlerServer's cancellation-state poking by a :cancellation_tracker behaviour.

	Dev tooling out of the published package — Mix tasks (test.suite, test.tags, test.cleanup, check_skip_tags, mcp.sync_spec) and ExMCP.SpecSync moved to dev/, so they no longer ship on Hex or appear in dependents' mix help. ExMCP.Testing.* remains a supported public test kit.
	CI — Integration, performance/stress/slow, and Node interop suites now actually run (they were excluded by default and included by no job); the three identical per-version compliance jobs are collapsed; coverage is broadened; _build is cached.
	Tests — Process.sleep-based synchronization reduced from 296 to 142 occurrences, with the remainder documented where the delay is the thing under test.

Removed
	Pre-2.0 dead validation paths — removed the uncalled method-version validator, its unreachable session-version batch clause, and the empty 2025-03-26 method-gating branch.
	Dead client state machine modules — Removed ExMCP.Client.StateMachine, ExMCP.Client.Transitions, and ExMCP.Client.States (unreferenced since the client adapter layer was removed before 1.0; their reconnect/backoff behavior now lives in ExMCP.Client), along with their tests, the state-machine-only test transport helper, and the now-unused gen_state_machine dependency.
	mox — Removed from dependencies; it was imported by a single test that used no mock.

Breaking Changes
	Batch replies are consistently tagged — ExMCP.Client.batch_request/3 replied {:ok, results} on success but a bare list on disconnect. It now always returns {:ok, results} | {:error, reason}.

	ExMCP facade returns tagged tuples — The convenience functions in ExMCP returned bare values on success and rescued every exception into "Client not responding". They now follow the {:ok, _} | {:error, _} convention used everywhere else and rescue narrowly.

	ExMCP.Client.connect/2 returns errors instead of throwing — Invalid transport configuration now yields {:error, {:invalid_transport_config, reason}}.
	JWT validation requires exp — Tokens without a numeric exp are rejected unless require_exp: false is passed.
	Consent handler expiry values — Bare integers are still read as monotonic for compatibility, but implausible values (in the past, or more than 365 days out) now fail closed; prefer the explicit {:ttl, _} / {:unix, _} / DateTime forms. Handlers now receive :consent_ttl in seconds (it was mistakenly passed as milliseconds).
	ExMCP.Internal.Security.verify_hostname/3 removed, and apply_security/2 now includes cacerts and customize_hostname_check in its TLS options.
	ExMCP.Security.Validation.validate_localhost_binding/1 rejects unrecognised binding shapes instead of passing them through ({0,0,0,0} no longer validates as localhost).
	ExMCP.Server.Transport no longer passes the ignored tools: key and defaults cors_enabled to false, matching HttpPlug.
	Server transports may return {:ok, state, response} — The ExMCP.Transport behaviour's send_message/2 type was widened to admit the 3-tuple the HTTP transport already returned (a widening; existing implementations still conform).

Deprecated
	ExMCP.Server.Tools API — ExMCP.Server.Tools, ExMCP.Server.Tools.Simplified, and companion modules (Builder, Helpers, Registry, ResponseNormalizer, ASTValidator) are deprecated, retained throughout 1.x, and planned for removal in 2.0.0. use ExMCP.Server.Tools and use ExMCP.Server.Tools.Simplified emit compile-time warnings. Migrate to ExMCP.Server.Handler + ExMCP.Server.DSL (see the DSL guide and migration guide).
	Image processing stubs — Compress/resize/thumbnail/encoding conversion helpers under ExMCP.Content.Transformer, ExMCP.Content.Builders, and related Validation pipelines are deprecated for removal in 2.0.0. They were never required by MCP/ACP (which only define image content blocks: base64 + MIME). Use ExMCP.Content.image/2 for protocol content; do image processing in the application if needed.
	remove_metadata / face-color analysis stubs — Same deprecation class; not protocol features.

Improved
	Protocol sync verification (2026-07-11) — Confirmed alignment with MCP 2025-11-25, the latest stable revision on that date, and ACP major v1. Official conformance re-run: 39/39 server and 226/226 client (@modelcontextprotocol/conformance@0.1.16 core suite). All-versions server/client suites green for 2025-11-25 and 2025-06-18. Refreshed local docs/mcp-specs/2025-11-25 via mix mcp.sync_spec --force. Documented that the then-unreleased MCP 2026-07-28 draft/RC was intentionally not implemented yet.
	SSE bidirectional stability — ExMCP.Server.SSESession waits for a live GET stream (and sole-session fallback), drops dead ETS registrations, cleans up on stream exit, and tolerates int/string request-id echoes. Conformance harness frees port 3099 between runs so elicitation/sampling tools no longer flake with “Server did not request elicitation/sampling”.
	DSL compile errors — ExMCP.Server.DSL now raises CompileErrors with file/line and actionable messages for missing handlers, duplicate tool/resource/prompt ids, wrong instructions per declaration kind, unknown instructions (with suggestions such as inputSchema → input_schema), non-literal values, and invalid param types.
	DSL docs and examples — Documented param types, compile-time checks, and ToolResult scoping in the DSL guide and quick start; examples note the ToolResult alias.
	1.0 cleanup — Documented API stability (README / ExMCP moduledoc); fixed stale agent docs (CLAUDE.md) that still referenced removed client adapters; HexDocs module groups now feature core APIs and group deprecated Tools modules; content modules clarify protocol vs experimental helpers; client list-changed notifications emit telemetry instead of bare TODOs; removed empty lib directories and finished docs audit plan file; pruned dead .dialyzer_ignore.exs entries.
	Content schema validation — ExMCP.Content.SchemaValidator.validate_schema/2 and ExMCP.Content.Validation.validate_schema/2 now validate with ExJsonSchema.
	Unicode NFC — Sanitizer.normalize_unicode/1 and related Validation sanitization use :unicode.characters_to_nfc_binary/1.

Fixed
	ACP initialize lifecycle — ExMCP.ACP.Client accepts a bounded
:initialize_timeout, applies it to the full initialize handshake, and closes
the receiver and transport when initialization fails so spawned stdio agents
do not outlive a failed client start.
	Bare :array param types — param :name, :array no longer silently maps to a string schema. Use {:array, :string} (or another item type). Examples (advanced_dsl_server, weather_service) were updated accordingly.
	Empty-list param defaults — default: [] is preserved in generated JSON Schema properties.
	Honest image transform behaviour — Deprecated resize no longer pretends to change width/height without processing pixels.

[1.0.0-rc.4] - 2026-07-08
Added
	HTTP handler initialization context — ExMCP.HttpPlug now accepts :handler_opts as a static term, Plug.Conn function, Plug.Conn plus decoded request function, or MFA tuple, and passes the resolved value into temporary handler GenServers. This lets Phoenix/Plug pipelines pass verified request context such as authenticated users, tenants, or signed request data into handler init/1.

Fixed
	MessageProcessor handler startup — ExMCP.MessageProcessor now starts temporary handler GenServers with the configured handler options and consistently assigns server_info before dispatching initialize requests.
	MessageProcessor handler reply normalization — ExMCP.MessageProcessor.MethodHandlers now accepts map-shaped list results and GenServer-style three-tuple replies from handler processes, preserving compatibility with existing handlers while returning MCP tool errors as successful isError tool results.
	Release docs — Updated active installation snippets and Phoenix request-context examples for the rc.4 release line.

[1.0.0-rc.3] - 2026-07-03
Fixed
	State machine test determinism — Removed an idle-timeout race from the state machine test transport so successful handshakes are not sampled after the fake transport has already disconnected.

[1.0.0-rc.2] - 2026-07-03
Changed
	ACP protocol updates — Added current ACP request cancellation support, propagated prompt messageId values through client/agent/protocol helpers, and refreshed adapter chunk handling for upstream-compatible message streaming.
	Codex ACP upstream sync — Synced ExMCP.ACP.Adapters.Codex with agentclientprotocol/codex-acp v1.1.0 behavior, including upstream auth ids (api-key, chat-gpt, and opt-in gateway), read-only/agent/agent-full-access modes, app-server session/delete through thread archive, additional workspace directories, upstream prompt content shapes, HTTP MCP http_headers, per-turn model/mode/reasoning/fast-mode application, /status, richer terminal/MCP metadata, usage updates, guardian review, image view, and fuzzy file search events.
	Claude ACP upstream sync — Synced ExMCP.ACP.Adapters.ClaudeSDK with compatible agentclientprotocol/claude-agent-acp v0.55.0 behavior, including Claude Agent SDK 0.3.198 launch metadata, initialize-aware terminal/gateway auth method advertisement, auth.logout capability, upstream mode config option id, fast-mode and agent config controls when advertised by the SDK, MCP slash-command prompt rewriting, resource-link plus embedded-context prompt shapes, HTTP image prompt support, tool-call-before-permission ordering, Bash terminal metadata, result usage updates, and richer model/agent config option metadata.
	Pi ACP upstream sync — Synced ExMCP.ACP.Adapters.Pi with compatible svkozak/pi-acp v0.0.31 behavior, including upstream-compatible Pi RPC spawn arguments, per-session model and thought_level config options, config-option sync updates after model/thinking changes, and Pi session listing that prefers latest message activity over later metadata-only timestamps.
	MCP conformance tooling — Updated the draft conformance runner pin to the latest published alpha while keeping stable conformance runs on the published latest runner.

Fixed
	Claude final-result fallback — ExMCP.ACP.Adapters.ClaudeSDK now emits an agent_message_chunk from Claude SDK session_result text when the SDK completes without streaming message chunks, so ACP clients that accumulate streamed text do not receive an empty answer.

Breaking Changes
	Codex ACP mode IDs — ExMCP.ACP.Adapters.Codex now only accepts upstream codex-acp-compatible mode IDs: read-only, agent, and agent-full-access. The older auto and full-access ids are no longer accepted, along with the prior suggest, auto-edit, and full-auto aliases.

[1.0.0-rc.1] - 2026-06-15
Changed
	BEAM-local MCP cleanup — Removed the public ExMCP.Native direct dispatcher stack, ExMCP.Service, and ExMCP.ServiceRegistry.*. BEAM-local MCP now uses transport: :beam with a server pid, preserving MCP initialization, capabilities, request ids, and tool/resource/prompt semantics.
	Examples and docs refresh — Updated README, guides, getting-started docs, and examples to use ExMCP.Server.Handler plus ExMCP.Server.DSL; removed stale debug/test examples and the placeholder OAuth full-flow script.

Removed
	Optional Horde dependency — Removed the old optional Horde dependency and registry wiring because the Native dispatcher API no longer exists.
	Legacy Claude ACP adapter — Removed ExMCP.ACP.Adapters.Claude; Claude Code integrations now use ExMCP.ACP.Adapters.ClaudeSDK.
	Unused public cleanup modules — Removed ExMCP.ClientConfigEnhanced, ExMCP.ClientConfig.Macros, and the old distributed ExMCP.Transport.Beam.* cluster namespace. The active BEAM-local MCP path remains transport: :beam.

[1.0.0-rc.0] - 2026-06-08
Added
	Claude SDK ACP adapter — Added ExMCP.ACP.Adapters.ClaudeSDK, a new Claude Code adapter that uses the SDK-compatible stream-json control protocol with permission bridging, partial tool-call lifecycle events, SDK interrupt cancellation, runtime model/mode/effort config, richer status updates, plan updates, and SDK launch environment support.
	Claude SDK session store — Added pure Elixir helpers for Claude Code's SDK session store, including SDK-compatible project key derivation, JSONL metadata extraction, sidechain filtering, transcript reads, ACP session/list, disk-backed session/fork, and validated session/delete.
	Codex ACP parity — Expanded ExMCP.ACP.Adapters.Codex with app-server-backed session/list, session/load/resume replay, session/close, embedded-context prompts, ACP HTTP/stdio MCP descriptor forwarding, Codex auth methods, runtime model/reasoning config updates, session/set_model, Codex model catalog state from model/list, slash commands (/compact, /init, /review, /review-branch, /review-commit, /logout), and permission request bridging for Codex approval prompts.
	Pi ACP parity — Reworked ExMCP.ACP.Adapters.Pi around ACP-native session setup/load/list, terminal auth advertisement, model state and session/set_model, thinking levels through session/set_mode, prompt queuing, image/resource/audio prompt normalization, built-in and markdown slash commands, structured tool updates, edit diffs, session replay, and a pure Elixir Pi session map helper.
	ACP session fork support — Added unstable session/fork protocol/client/agent/adapter-bridge support, including ExMCP.ACP.Client.fork_session/4, native agent handle_fork_session/3, adapter fork_session/2, and capability auto-advertisement.
	Adapter bridge direct replies — Adapter implementations can now return direct JSON-RPC results, emit ACP messages before direct replies, emit messages from notifications, or reply while also writing to the subprocess, so adapted agents can own session IDs, replay history, and runtime config responses without bridge-synthesized placeholders.
	Adapter-managed bridge mode — Adapters can now return :adapter_managed from command/1, own persistent subprocess Ports directly, receive forwarded process messages through handle_adapter_message/2, and clean up resources through shutdown/1.
	Adapter auth method advertisement — ACP adapters can implement auth_methods/1 so the bridge initialize response reflects implemented authentication methods instead of always returning an empty list.

Changed
	ACP docs — Updated README and the ACP guide to recommend ClaudeSDK for new Claude Code integrations while keeping the legacy Claude stream-json adapter documented.
	Claude SDK session capabilities — The new adapter now advertises live session setup/load/resume/fork/close plus disk-backed session/list and session/delete support for Claude Code's local SDK store. session/load now replays persisted JSONL transcript entries as ACP updates before returning.
	Claude SDK MCP capabilities — Replaced legacy "mcpServers" => true advertisement with official ACP mcpCapabilities and an ExMCP-only _meta.ex_mcp.mcpCapabilities.beam flag for BEAM-local MCP transport negotiation.
	Claude SDK prompt lifecycle — Claude SDK prompts now queue while another prompt is active and drain in FIFO order after the active prompt result; queued prompts for a cancelled/closed/deleted session receive cancelled prompt responses.
	Codex adapter session safety — Codex prompt, cancel, mode, and config requests now require an explicit known sessionId instead of falling back to the last active thread. Codex-specific session metadata now lives under _meta.ex_mcp.codex instead of a non-spec root metadata field.
	Codex app-server event coverage — The Codex adapter now handles current app-server camelCase item variants (commandExecution, fileChange, mcpToolCall, dynamicToolCall, webSearch, imageGeneration), reasoning summary deltas, plan/status/goal/compaction notifications, and richer replay of loaded turn history. Unsupported dynamic tool calls, request-user-input prompts, ChatGPT token refresh, and attestation requests are rejected explicitly instead of being treated as approval prompts.
	Pi adapter ACP surface — Pi-specific control now uses ACP methods and slash commands instead of custom extension methods. session/new and session/load wait for Pi state/model/command responses instead of returning bridge-generated placeholder sessions, and session/list scans Pi JSONL sessions with optional cwd filtering.
	Pi adapter remaining parity — Pi now runs through adapter-managed subprocesses, supports session/resume, session/close, and session/delete, returns paginated session/list result maps with nextCursor, merges global/project Pi settings, filters skill commands from settings, emits startup/prelude context, adds /changelog, improves slash-command result messages, and maps prompt-time auth failures to ACP auth-required errors.
	Pi destructive defaults — Pi session/delete removes ExMCP session-map state by default and only deletes backing Pi JSONL files when delete_session_files: true is configured. Pi registry update notices are opt-in through update_notice: true or PI_ACP_UPDATE_NOTICE=true.
	Adapter bridge set_model behavior — AdapterBridge now returns method-not-found when an adapter skips session/set_model, instead of synthesizing a successful empty result for an unimplemented model change.

Fixed
	HexDocs package contents — Included the public guide docs in the Hex package and updated ExDoc module grouping so the 1.0 RC documentation builds against current public modules.

Breaking Changes
	MCP server DSL compatibility removal — Removed the legacy use ExMCP.Server macro, deftool/defresource/defprompt declarations, generated getter APIs (get_tools/0, get_resources/0, get_prompts/0), ExMCP.DSL.* modules, and the old ExMCP.Server.start_link helper. Server implementations should use ExMCP.Server.Handler directly, optionally combined with ExMCP.Server.DSL, and start handler processes with MyServer.start_link/1, ExMCP.Server.HandlerServer.start_link/1, or ExMCP.start_server/1.
	MCP handler server rename — Renamed ExMCP.Server.Legacy to ExMCP.Server.HandlerServer and removed migration-only MessageProcessor dispatcher/handler facades for direct/genserver legacy server modes.
	Server notification spelling — Removed the legacy notify_resource_updated alias. Use ExMCP.Server.notify_resource_update/2.
	Refactor compatibility helpers removed — Removed unused ExMCP.Server.RefactorHelpers, old DSL-oriented ExMCP.ContentHelpers, ExMCP.ErrorHelpers, and transport send/recv compatibility aliases. Use ExMCP.Protocol.ResponseBuilder, ExMCP.Content, ExMCP.Error, and transport send_message/2/receive_message/1 respectively.
	Root protocol wrapper removed — Removed deprecated ExMCP.Protocol. Low-level protocol construction/parsing remains internal; public protocol utility modules under ExMCP.Protocol.* remain available.
	Client adapter switching layer removed — Removed ExMCP.Client.Adapter, ExMCP.Client.LegacyAdapter, ExMCP.Client.StateMachineAdapter, ExMCP.Client.Wrapper, and ExMCP.Client.Configuration. Use ExMCP.Client as the supported public client API.
	Handler init arguments are explicit — ExMCP.Server.HandlerServer no longer passes leftover transport/system options to handler.init/1. Use handler_args: term when a handler needs initialization data.
	Transport aliases removed — Removed public transport: :sse and transport: :native. Use transport: :http, use_sse: true for HTTP SSE streaming and transport: :beam for BEAM-local MCP transport. BEAM transport now carries MCP-shaped maps/lists as Elixir terms without JSON serialization.
	ACP BEAM MCP metadata renamed — ExMCP ACP metadata now advertises BEAM-local MCP support only as _meta.ex_mcp.mcpCapabilities.beam; the previous native metadata flag and :native_mcp builder option were removed.
	ACP adapter session listing callback — Custom ACP adapters should implement list_sessions(params, state) instead of list_sessions(state). The bridge now forwards decoded session/list params directly to adapters and no longer carries the legacy arity.
	Codex ACP mode IDs — ExMCP.ACP.Adapters.Codex now only accepts upstream codex-acp-compatible mode IDs: read-only, agent, and agent-full-access. The old suggest, auto-edit, auto, full-auto, and full-access aliases were removed.
	Adapter authenticate behavior — AdapterBridge no longer returns {} for authenticate when an adapter skips the request. Unimplemented auth now returns method-not-found or invalid-params, while adapters that write to their subprocess can produce the eventual auth response themselves.
	Pi extension methods removed — ExMCP.ACP.Adapters.Pi no longer implements _ex_mcp.pi/* or legacy pi/* control methods. Use session/set_model, session/set_mode, session/load, session/list, or prompt slash commands such as /compact, /export, /session, /name, /steering, and /follow-up.

[0.12.0] - 2026-06-07
Added
	ACP functional cores — Added focused ACP modules for capabilities, lifecycle params, envelopes, metadata, map helpers, name/value normalization, and adapter event normalization. These keep protocol transformation logic pure and easier to test while preserving the existing facade APIs.
	ACP interoperability coverage — Expanded integration fixtures and tests for official ACP TypeScript libraries, including everything-style agent/client flows, prompt lifecycle events, auth/logout, permissions, session list/resume/close/delete, and rich content blocks.

Changed
	ACP stable spec alignment — Updated ACP protocol encoding/decoding, session lifecycle params, prompt/session updates, capability builders, MCP server config shapes, extension method names, and adapter output to match the current stable ACP schema.
	ACP adapter behavior — Claude, Codex, and Pi adapters now produce normalized stable update events for tool calls, tool call progress, usage, plan/config/mode/session info, and streaming message chunks. Deprecated Pi extension aliases are still accepted, but only _ex_mcp.pi/* methods are advertised.
	Claude adapter permission defaults — The Claude adapter no longer defaults to --permission-mode bypassPermissions; it now inherits the Claude CLI default unless a permission mode is configured explicitly. Permission mode atoms now map to Claude CLI's real mode names.
	HTTP Plug internals — Extracted request parsing, session resolution, CORS/origin checks, response shaping, and SSE handling into a smaller functional core so side effects stay at the Plug boundary.

Fixed
	Official ACP library compatibility — Fixed response result shapes, session id propagation, update discriminators, error responses, prompt capability handling, and adapter bridge request handling that prevented clean interop with official ACP SDK clients and agents.
	MCP HTTP/SSE edge cases — Hardened streamable HTTP and SSE parsing, session manager selection, response conversion, and structured output wrapping across conformance and integration paths.
	Client state-machine tests — Reworked timing-sensitive client tests to use telemetry-driven synchronization instead of sleeps.

Security
	MCP HTTP hardening — OAuth and HTTP guard paths now fail closed on invalid auth state, validate scopes consistently, preserve configured session managers, enforce origin/CORS decisions at the boundary, and keep request body handling bounded.
	ACP adapter hardening — Adapter process startup now avoids leaking configured API keys into child environments unless explicitly required, and adapter error responses are normalized before crossing the ACP boundary.

[0.11.0] - 2026-06-05
Added
	ACP Claude adapter — sessionId on prompt response result — ExMCP.ACP.Adapters.Claude now includes "sessionId" in the prompt response result map when state.session_id is non-nil. The field sits alongside the existing optional "thinking" blocks and is omitted entirely when no session id is available, so downstream consumers can rely on Map.has_key?(result, "sessionId") as an absence signal. Backwards-compatible — callers that ignore it keep working unchanged. Useful for callers that need to correlate a prompt response with the underlying Claude SDK session, drive --resume themselves, or attach the session id to audit / telemetry.

[0.10.1] - 2026-05-29
Fixed
	CI test determinism — Explicitly load target modules before API export assertions so tests do not depend on execution order.

[0.10.0] - 2026-05-29
Added
	Native ACP agents — ExMCP.ACP.Agent and ExMCP.ACP.Agent.Handler let Elixir applications implement the agent side of the Agent Client Protocol over the same transports as the ACP client.
	ACP agent facade helpers — ExMCP.ACP.start_agent/1, run_agent/1, and streaming helpers provide a symmetrical API for building controllers and agents.
	ACP examples — Added an end-to-end native Elixir ACP echo agent and controller under examples/acp.
	ACP cross-SDK interop fixtures — Added TypeScript SDK agent/client fixtures plus ExMCP integration tests that cover both directions of ACP controller/agent interoperability.
	ACP everything-style interop coverage — Added broad ACP fixtures that exercise auth/logout, session lifecycle, prompt/cancel, mode/config updates, permission requests, filesystem requests, terminal requests, session updates, and rich content blocks.
	ACP usage_update helpers — Added protocol, type, and agent helper APIs for emitting stable context-window usage updates.

Changed
	ACP documentation — Updated README, examples, and the ACP guide to cover both controller-side and agent-side protocol support.
	ACP capabilities — Updated ACP interop agents to use the official schema shape for session capability declarations.

Fixed
	ACP streamed prompt isolation — ExMCP.ACP.Client now accumulates streamed agent_message_chunk text only while a matching prompt is pending, preventing out-of-band updates such as session/load chunks from leaking into the next prompt result.

[0.9.2] - 2026-05-28
Added
	ACP Registry helpers — ExMCP.ACP.Registry can fetch, parse, search, and build npx commands from the public ACP Registry.
	ACP handler runner — Agent-originated requests and session update handlers now run outside the ACP client process, so slow permission, file, terminal, or update handlers cannot block streamed updates or prompt completion.
	MCP 2025-11-25 conformance coverage — Conformance scripts and tests cover the then-latest supported MCP revision and updated server behaviors.

Changed
	ACP stable spec alignment — Updated ACP method names, content/resource builders, permission responses, terminal delegation, config options, prompt capabilities, session capabilities, and adapter update shapes to match the current stable ACP v1 schema.
	Adapter update normalization — Claude, Codex, and Pi adapters now emit stable agent_thought_chunk, tool_call, and tool_call_update shapes for core streaming and tool lifecycle events.
	Prompt text handling — Client.prompt/4 now folds streamed agent_message_chunk text into the returned result when agents stream the answer instead of returning inline text.

Fixed
	Permission cancellation — Client.cancel/2 now replies to pending session/request_permission requests with the required cancelled outcome without waiting for a blocked handler.
	MCP protocol edge cases — Updated method handling and version registry tests for newly covered MCP conformance cases.

[0.9.1] - 2026-04-11
Added
	HttpPlug: cached body support via conn.assigns[:raw_body] — Upstream
plugs (e.g., signature-verification auth pipelines) can now pre-read the
request body and stash it in conn.assigns[:raw_body]. The HTTP plug
checks for a cached body before calling read_body/1, avoiding the
empty-body issue that occurs when the underlying adapter has already
been consumed by an upstream plug.
Backwards compatible: callers that don't pre-read the body see no change
in behavior. The new helper falls through to read_body/1 when
raw_body is absent.
Use case: enables HTTP-authentication plugs that need to verify the body
bytes (e.g., per-request request signing) before ExMCP processes the
request, without forcing the auth plug to patch ExMCP, swap the conn
adapter, or replace ExMCP.HttpPlug entirely.


[0.9.0] - 2026-03-18
Added
	Pi ACP Adapter — Full adapter for the Pi coding agent (badlogic/pi-mono) with 25 RPC commands and 14 event types	Text/thinking streaming, tool execution lifecycle, auto-compaction/retry events
	Extension UI request/response bridge for dialog flows
	Session persistence via --session flag, session directory scanning for session/list
	Image support with data-url prefix stripping
	6 config options routed to native Pi RPC (model, thinking_level, auto_compaction, auto_retry, steering_mode, follow_up_mode)


	ACP Spec Compliance — All stabilized ACP features now implemented	session/list method (stabilized March 9, 2026)
	All 8 official session update types: user_message_chunk, agent_message_chunk, tool_call_update, plan_update, available_commands_update, config_option_update, current_mode_update, session_info_update
	Content blocks: audio, resource_link, resource (in addition to existing text, image)
	sessionCapabilities in agent capabilities
	ACP error codes: -32000 (auth_required), -32002 (resource_not_found)
	Terminal request routing in Client (terminal/* methods delegated to handler)


	Adapter Behaviour Extensions — 3 new optional callbacks	modes/0 — declare supported operational modes (advertised in initialize response)
	config_options/0 — declare supported config options (advertised in initialize response)
	list_sessions/1 — return available sessions for session/list


	AdapterBridge Enhancements	session/list handler with adapter delegation or empty fallback
	session/set_mode handler with synthesized OK response
	session/set_config_option handler routed through adapters
	authenticate handler with synthesized OK response (RFD draft scaffolding)
	Initialize response includes modes, configOptions, sessionCapabilities from adapter callbacks


	Authentication Scaffolding — protocol authentication encoding, Client.authenticate/3, and Types.auth_required_code/0
	Plan Mode Builders — Types.plan_entry/3, Types.plan_update/2 for structured plan updates

Changed
	Claude Adapter — Zed-parity tool introspection	Context-aware tool titles: "Read lib/app.ex (10-29)", "Search: defmodule"
	Structured metadata: kind (read/write/execute/search/think), locations (file:line for jump-to-source), content (diff/terminal/text)
	Tool calls now use spec-compliant tool_call_update (was non-standard tool_call)
	Tool results include completed/failed status
	Project-relative display paths when cwd is known
	Usage streaming notification emitted before final result
	System event and rate_limit_event forwarding as status notifications
	Richer stop reason classification (end_turn, max_tokens, tool_use, error)
	Declares config_options (model, thinking_budget)


	Codex Adapter — Tool call lifecycle and enrichments	Tool call notifications: item/created with function_call type
	Tool completion: item/completed for function_call, function_call_output, patch types
	Command execution lifecycle (started/outputDelta/completed)
	Web search events (started/completed)
	Image content in prompts
	Session resume via session/load → thread/start with threadId
	Status notification on turn/completed
	Declares modes (suggest, auto-edit, full-auto) and config_options (model)


	Pi Adapter — Enhanced tool result parsing matching pi-acp reference	Content blocks, diff details, stdout/stderr/exitCode formatting
	Replaces simpler extract_tool_content with full extract_tool_result_text



MCP Protocol Conformance — 100% Client and Server
	Official MCP Conformance — 223/223 client checks, 39/39 server checks (0 failures, 0 warnings)
	Full OAuth 2.1 Authorization Code Flow with PKCE (ExMCP.Authorization.FullOAuthFlow)	Protected Resource Metadata discovery (RFC 9728) with path-based and root fallback
	OIDC/OAuth AS metadata discovery with 4 URL patterns (RFC 8414)
	Dynamic Client Registration (RFC 7591)
	Local redirect server for authorization code callback
	Token endpoint auth method selection (client_secret_basic, client_secret_post, none)
	Client ID Metadata Document support (CIMD)
	Scope negotiation from WWW-Authenticate header and PRM scopes_supported
	Scope step-up on 403 insufficient_scope
	Resource mismatch validation (RFC 8707)


	HTTP Transport OAuth Integration	Automatic 401/403 → OAuth discovery → token → retry
	Auth loop protection (prevents infinite retry)
	Unified FullOAuthFlow for both pre-existing credentials and browser auth
	SSE POST response parsing with retry field extraction
	SSE forced reconnection for pending tool results
	Last-Event-ID propagation on reconnection


	Elicitation Support	ExMCP.Client.ElicitationHandler — configurable auto-accept/decline
	Capability-aware routing (method-not-found when not declared)
	ExMCP.Testing.SchemaGenerator — generate test values from JSON Schema


	Server-Side SSE Sessions (ExMCP.Server.SSESession)	Bidirectional SSE for server→client requests (elicitation, sampling)
	ETS-based pending request tracking
	GET SSE stream registration and event loop


	DNS Rebinding Protection (ExMCP.Plugs.DnsRebinding)
	MessageProcessor Fixes	deep_stringify_keys for all handler response paths (atom→string keys)
	Initialize response normalization for Handler path
	tools/call result wrapping in {content: [...]} format
	logging/setLevel and completion/complete handlers
	Default protocol version updated to 2025-11-25


	Test Infrastructure	scripts/test.sh — saves output on every run
	scripts/conformance.sh — runs official MCP conformance framework
	capture_log: true — logs shown on test failures
	Expected-failures baseline for CI


	HTTP Transport Improvements	URL auto-splitting (extract endpoint from URL path)
	:sse transport alias → HTTP with use_sse: true (was broken)
	SSE receive loop stability (waiting_for_session, not_supported_in_sync_mode)
	405 handling for GET SSE (graceful fallback)
	SSE retry field parsing and timing buffer



Removed
	Misleading supportedModes from Claude and Codex capabilities (removed features that weren't actually implemented)

[0.8.4] - 2026-03-10
Fixed
	AdapterTransport receiver loop now uses :infinity timeout (was 30s) for AdapterBridge.receive_message/2. This prevents spurious receiver_exited errors when CLI agents (Claude, Codex) take longer than 30 seconds to produce their first output line — common during complex reasoning or multi-turn tool use. The timeout is now configurable via receive_timeout: in transport opts.

[0.8.3] - 2026-03-09
Added
	Claude adapter handles multi-turn tool use sequences (assistant(thinking)→assistant(tool_use)→user(tool_result)→assistant(text)→result). Emits tool_call and tool_result session updates for observability.

[0.8.2] - 2026-03-09
Fixed
	BREAKING: Comprehensive ACP spec conformance audit — align all method names, field names, and message structures with the ACP specification	session/prompt params key is "prompt" (not "content") per spec
	initialize request uses "clientCapabilities" (not "capabilities")
	initialize response reads "agentCapabilities" (not "capabilities")
	Method names use snake_case: session/set_mode, session/set_config_option, session/request_permission
	File system methods: fs/read_text_file / fs/write_text_file (not session/fileRead / session/fileWrite)
	session/update notifications use nested "update" object with "sessionUpdate" discriminator (not flat "kind")
	Text updates use "sessionUpdate": "agent_message_chunk" with content block (not "kind": "text")
	Permission options use "optionId" field (not "id")
	Permission response is flat {"outcome": "selected", "optionId": "..."} (not wrapped)
	fs/write_text_file response returns null result (not empty map)
	Image content blocks use "mimeType" (not "mediaType")
	Plan entries use "content" / "priority" (not "id" / "title")
	Capabilities restructured to match spec (loadSession, promptCapabilities, mcp, fs, terminal)



[0.8.1] - 2026-03-09
Fixed
	ACP session/prompt message uses correct "content" param key instead of "prompt" to match the ACP specification

[0.8.0] - 2026-03-08
Added
	Agent Client Protocol (ACP) Support -- Full implementation of the Agent Client Protocol for controlling coding agents programmatically	ExMCP.ACP facade module for quick client startup
	ExMCP.ACP.Client GenServer for managing ACP agent connections over stdio
	ExMCP.ACP.Protocol for ACP-specific JSON-RPC 2.0 message encoding (integer protocol versions, ACP method names)
	ExMCP.ACP.Types with type specifications and builder functions for ACP messages
	ExMCP.ACP.Client.Handler behaviour for handling session events (updates, permission requests, file access)
	ExMCP.ACP.Client.DefaultHandler implementation that auto-allows permissions


	ACP Adapter System for non-native agents	ExMCP.ACP.Adapter behaviour for protocol translation between ACP and agent-native formats
	ExMCP.ACP.AdapterBridge GenServer bridge managing adapted agent subprocesses
	ExMCP.ACP.AdapterTransport transport implementation delegating to the adapter bridge
	ExMCP.ACP.Adapters.Claude -- Adapter for Claude Code CLI (NDJSON stream-json protocol)
	ExMCP.ACP.Adapters.Codex -- Adapter for Codex CLI (app-server JSON-RPC protocol)


	ACP Session Management -- Create, resume, prompt, cancel, and configure sessions	session/new, session/load, session/prompt, session/cancel methods
	session/set_mode, session/set_config_option for runtime agent configuration
	Streaming session updates via notifications
	Bidirectional communication for permission and file access requests


	ACP Documentation -- New ACP Guide with usage examples and adapter development instructions

[0.7.4] - 2026-02-14
Fixed
	Fixed compile warnings for users without Horde installed -- ExMCP.ServiceRegistry.Horde now uses apply/3 for all Horde.Registry calls to avoid compile-time "module is not available" warnings
	Removed 15 dead test files left over from DSL migration (eliminates ExUnit test_load_filters warning)

[0.7.3] - 2026-02-13
Added
	OAuth Client Credentials with JWT Authentication (private_key_jwt) -- RFC 7523 Section 2.2 client assertions as an alternative to client secrets for machine-to-machine auth
	Enterprise-Managed Authorization (ID-JAG) -- RFC 8693 token exchange + RFC 7523 JWT bearer grants for enterprise SSO flows
	JWT Infrastructure (ExMCP.Authorization.JWT) -- General-purpose JWT module wrapping JOSE for key management, signing, verification, and claims validation
	Client Assertion Module (ExMCP.Authorization.ClientAssertion) -- Build and verify JWT client assertions for token endpoint authentication
	Discovery Flow (ExMCP.Authorization.DiscoveryFlow) -- Full 401-to-discovery-to-auth orchestrator supporting both client_secret and private_key_jwt methods
	Token Exchange (ExMCP.Authorization.TokenExchange) -- RFC 8693 token exchange for swapping ID tokens for ID-JAG tokens
	JWT Bearer Grant (ExMCP.Authorization.JWTBearerAssertion) -- RFC 7523 Section 2.1 JWT bearer authorization grants
	ID-JAG Creation and Validation (ExMCP.Authorization.IdJag) -- Create and validate ID-JAG JWTs with typ="oauth-id-jag+jwt"
	ID-JAG Server Handler (ExMCP.Authorization.IdJagHandler) -- Server-side processing of JWT bearer grants containing ID-JAG tokens
	Enterprise Flow (ExMCP.Authorization.EnterpriseFlow) -- Client-side enterprise SSO orchestrator (OIDC -> token exchange -> JWT bearer grant)
	Extended OAuthFlow with client_credentials_jwt_flow/1 for private_key_jwt auth
	Extended HTTPClient metadata parsing with token_endpoint_auth_methods_supported, token_endpoint_auth_signing_alg_values_supported, issuer, jwks_uri, and issued_token_type
	Extended Validator with JWT bearer and token exchange grant type validation
	Extended AuthorizationServerMetadata with auth method metadata fields
	Extended TokenManager with auth_method awareness (:client_secret, :private_key_jwt, :enterprise_idjag)
	Added {:jose, "~> 1.11"} dependency for JWT operations
	Pluggable Service Registry (ExMCP.ServiceRegistry) -- Registry abstraction with Local (built-in Registry, zero deps) and Horde adapters for ExMCP.Native
	ExMCP.ServiceRegistry.Local -- Default adapter using Elixir's built-in Registry for single-node service discovery
	ExMCP.ServiceRegistry.Horde -- Distributed adapter wrapping Horde.Registry for cross-node clusters (opt-in)

Changed
	Horde is now fully optional -- default service registry uses Elixir's built-in Registry with zero extra dependencies
	ExMCP.Native uses pluggable registry via ExMCP.ServiceRegistry.adapter() instead of hardcoded Horde.Registry
	Application supervision tree starts the configured registry adapter's child specs instead of hardcoded Horde processes

Fixed
	All examples updated to use correct DSL syntax (meta do + input_schema) -- previously used invalid syntax that would fail to compile
	Removed unnecessary Horde references from examples and getting-started guides
	Updated all documentation to present DSL (use ExMCP.Server) as the primary server API
	User Guide rewritten to lead with DSL examples; low-level Handler API preserved as one reference section

[0.7.2] - 2026-02-12
Fixed
	Aligned Tools DSL handle_call_tool with Handler behaviour arity
	Resolved CI failures in compliance test and dialyzer
	Made ConsentCache.clear/0 synchronous to fix test isolation race condition
	Eliminated Elixir 1.19 type warnings in handler bridge
	Fixed @before_compile ordering for GenServer bridge in Elixir 1.19
	Injected GenServer bridge via __using__ macro for HttpPlug compatibility
	Suppressed dialyzer pattern_match warnings in generated GenServer bridge at the source
	Fixed @behaviour vs use in handler20250618 compliance test (Elixir 1.17 compat)

[0.7.0] - 2026-02-11
Added
	MCP Protocol Version 2025-11-25 Support - Added the then-latest protocol version with full spec compliance
	Streamable HTTP Spec Compliance - Client and server now fully comply with MCP Streamable HTTP spec:	Server provides session ID (not client); first POST omits Mcp-Session-Id header
	Accept: application/json, text/event-stream header sent on requests
	SSE GET handled on same endpoint as POST (not /sse)
	mcp-protocol-version header included in all responses
	POST responses return 200 with JSON body even when SSE is enabled


	TypeScript MCP SDK Interop Tests - Verified interoperability with the official TypeScript MCP SDK
	Agent Simulation Integration Tests - Integration tests with MockLLM for testing agent workflows
	<code>mix mcp.sync_spec</code> Task - Automated task for syncing MCP protocol specifications
	Conformance Test Suites - Automated conformance tests for all 4 protocol versions (2024-11-05, 2025-03-26, 2025-06-18, 2025-11-25)
	Client State Machine Adapter - Refactored client using GenStateMachine with:	Formal state transitions with guards
	State-specific data structures
	Comprehensive telemetry events for observability
	Enhanced reconnection logic with exponential backoff
	Integration with ExMCP.ProgressTracker


	Structured error types with ExMCP.Error module
	Comprehensive telemetry instrumentation:	[:ex_mcp, :request, :start/stop] events
	[:ex_mcp, :tool, :start/stop] events
	[:ex_mcp, :resource, :read, :start/stop] events
	[:ex_mcp, :prompt, :get, :start/stop] events


	Bidirectional communication for MCP server-to-client requests
	Comprehensive protocol version validation

Changed
	BREAKING: Refactored internal architecture of ExMCP.Server module	Split monolithic 1,488-line module into focused components:	ExMCP.Protocol.ResponseBuilder - Response formatting
	ExMCP.Protocol.RequestTracker - Request lifecycle management
	ExMCP.Protocol.RequestProcessor - Request routing and handling
	ExMCP.Server.Transport.Coordinator - Transport management
	ExMCP.DSL.CodeGenerator - DSL macro code generation


	Public API remains unchanged - 100% backward compatible


	Replaced deprecated preferred_cli_env with cli/0 callback
	Reduced cyclomatic complexity in TestTransport and Reliability.Supervisor

Fixed
	DSL type narrowing warnings for unreachable clauses (closes #3)
	Test isolation issues in session and property tests
	Conformance test alignment with MCP spec
	ETF deserialization security in BEAM transport
	Security guard robustness against malformed consent handlers
	Flaky security test race conditions
	Test infrastructure race conditions
	HTTP transport communication reliability
	Replaced unsafe String.to_atom usage with safe alternatives (atom exhaustion prevention)
	All compiler warnings in test files resolved

Removed
	22 stale planning/internal docs from root directory
	16 stale docs and 5 stale subdirectories from docs/
	Non-existent USER_GUIDE.md and EXTENSIONS.md from hex package file list

Security
	Prevented atom exhaustion attacks by using string keys instead of dynamic atom creation
	Enhanced ETF deserialization security in BEAM transport

[0.6.0] - 2025-06-26
🎉 Major Release: Production-Ready ExMCP
This release represents the completion of an 18-week comprehensive test remediation and enhancement project that transformed ExMCP from alpha software into a production-ready MCP implementation. 100% MCP protocol compliance achieved across all supported protocol versions.
🏆 18-Week Project Achievements
📊 Quantitative Results:
	100% MCP Compliance: All 270/270 compliance tests passing across 3 protocol versions
	Complete Protocol Support: 2024-11-05, 2025-03-26, and 2025-06-18 MCP specifications
	High Performance: <10ms average latency, >100 ops/sec throughput, ~15μs native BEAM calls
	Comprehensive Testing: 8 test suites with 95%+ coverage and organized tagging strategy
	Security Implementation: OAuth 2.1, TLS/SSL, comprehensive audit logging
	Documentation: 80+ documentation files with complete guides and examples

🛡️ Enterprise-Grade Reliability:
	Circuit breaker pattern for automatic failure detection and recovery
	Configurable retry policies with exponential backoff
	Health monitoring and connection recovery
	Performance baselines with regression detection
	Comprehensive security audit with OAuth 2.1 compliance

⚡ Performance & Scalability:
	Native BEAM service dispatcher with zero serialization overhead
	Cross-node distributed service discovery via Horde.Registry
	Performance profiling infrastructure with baseline establishment
	Concurrent load testing and throughput optimization
	Memory efficiency optimization for production workloads

Added
	Comprehensive Python MCP SDK Interoperability Examples
	Complete bidirectional integration between ExMCP (Elixir) and Python MCP SDK
	Elixir → Python Integration:	elixir_to_python_stdio.ex - Elixir clients connecting to Python subprocess servers
	elixir_to_python_http.ex - Elixir clients connecting to Python HTTP servers with load balancing and failover


	Python → Elixir Integration:	python_clients/elixir_client.py - Python clients connecting to Elixir servers via stdio
	elixir_servers_for_python.ex - Elixir servers with rich schemas designed for Python clients


	Python MCP Server Examples:	python_mcp_servers/calculator_server.py - Full stdio MCP server with history and statistics
	python_mcp_servers/http_server.py - FastAPI-based HTTP MCP server with REST endpoints


	Hybrid Architecture Example:	hybrid_architecture.ex - Production-ready architecture combining Native Elixir (~15μs), Python stdio (~1-5ms), and Python HTTP (~5-20ms) services
	ServiceRegistry for managing multi-language service types
	HybridOrchestrator with intelligent routing and automatic failover
	Performance-based service selection and load balancing


	Complete Documentation:	Comprehensive setup instructions and prerequisites
	Performance comparisons across transport types
	Cross-language JSON-RPC compatibility examples
	Production deployment patterns and best practices




	Native Service Dispatcher Migration
	Migrated 30+ example files from non-existent :beam transport to Native Service Dispatcher pattern
	Updated examples to use ExMCP.Service macro for automatic service registration
	Enhanced ExMCP.Native calls with zero serialization overhead for ultra-high performance
	Fixed references to internal modules now in ExMCP.Internal.* namespace
	Updated all BEAM transport examples to use Horde.Registry for service discovery


	Comprehensive Test Tagging Strategy
	Implemented test tagging system based on ex_llm approach for efficient test execution
	Created <code>mix test.suite</code> task with predefined test suites: unit, compliance, integration, transport, security, performance, all, ci
	Created <code>mix test.tags</code> task to list all available tags and descriptions
	Added 100+ test files with appropriate module tags for categorization
	Default exclusions for fast development: integration, external, slow, performance tests excluded by default
	Test categories: :unit, :integration, :compliance, :security, :performance, :transport, feature-specific tags
	Transport-specific tags: :beam, :http, :stdio with requirement tags :requires_beam, :requires_http, :requires_stdio
	Feature tags: :progress, :roots, :resources, :prompts, :protocol, :cancellation, :batch, :logging
	Development tags: :slow, :wip, :skip, :manual_only for test lifecycle management
	Reduced default test run time from ~30s to ~5s while maintaining full test coverage
	Updated test tags from :sse to :http to align with MCP "Streamable HTTP transport" naming convention
	Removed unused ExMCP.Test.MockSSEServer module and cleaned up references


	Enhanced Compliance Test Organization
	Extracted MCP protocol compliance tests from implementation-specific test files
	Created 7 new compliance test files by extracting tests from non-compliance files:	cancellation_compliance_test.exs - Cancellation protocol validation
	version_negotiation_compliance_test.exs - Version negotiation compliance  
	roots_compliance_test.exs - Roots functionality protocol compliance
	security_compliance_test.exs - MCP security requirements


	All 241 compliance tests now centralized in test/ex_mcp/compliance/ directory
	Updated compliance test statistics: 218 passing, 0 failing, 23 skipped
	Created comprehensive documentation: TAGGING_STRATEGY.md, TAGGING_IMPLEMENTATION.md, EXTRACTION_LOG.md


	Configurable SSE Endpoint
	HTTP transport now supports custom endpoint configuration via :endpoint option
	Defaults to "/mcp/v1" for backward compatibility
	Handles trailing slashes and empty endpoints properly
	Example: ExMCP.Client.start_link(transport: :http, url: "http://localhost", endpoint: "/custom/api")


	Progress Token and _meta Field Support
	Added _meta field support to all MCP request methods in Protocol module
	Extended Client API to accept :meta option for all methods
	Progress tokens can now be passed via meta: %{"progressToken" => token}
	Backward compatibility maintained for :progress_token option in call_tool/4
	All protocol methods now support arbitrary metadata passthrough
	Server handlers receive _meta in tool arguments (for tools/call) or params (for other methods)


	OAuth 2.1 Authorization Framework (MCP 2025-03-26 specification)
	Full OAuth 2.1 implementation with:	Authorization Code Flow with mandatory PKCE (RFC 7636)
	Client Credentials Flow for service-to-service authentication
	Authorization Server Metadata Discovery (RFC 8414)
	Dynamic Client Registration (RFC 7591)
	Protected Resource Metadata Discovery (RFC 9728 draft)


	Token Management:	Automatic token refresh with configurable window
	Token rotation for public clients
	Token validation and introspection support
	Secure token storage in GenServer state


	Security Features:	PKCE S256 code challenge method required for all authorization code flows
	HTTPS enforcement for all OAuth endpoints (except localhost)
	No tokens in URLs - all tokens in headers
	Bearer token authentication for HTTP transports


	Integration:	ExMCP.Authorization module for OAuth flows
	ExMCP.Authorization.TokenManager for automatic token lifecycle
	ExMCP.Authorization.PKCE for code challenge generation/verification
	Transport-level OAuth support for HTTP streaming and WebSocket


	Comprehensive test coverage: 217+ passing OAuth tests


	Production-Grade Reliability Framework
	Circuit Breaker Integration: Automatic failure detection and recovery across all transports
	Enhanced Retry Policies: Configurable retry strategies with exponential backoff for all MCP operations
	Health Monitoring: Real-time transport and connection health tracking
	Connection Recovery: Automatic reconnection with intelligent backoff strategies
	Error Recovery: Comprehensive error handling and graceful degradation
	Reliability Testing: 100+ integration tests for circuit breakers, retry policies, and health monitoring


	Performance Infrastructure & Benchmarking
	Performance Profiling Utility: Comprehensive metrics collection including execution time, memory usage, GC statistics
	Baseline Establishment: Performance baselines stored for regression detection across all operations
	Benchmark Test Suites: 7 comprehensive test suites covering basic operations, payload scaling, concurrent load, throughput
	Performance Regression Detection: Automated comparison against established baselines
	Memory Efficiency Tracking: Detailed memory delta monitoring and optimization
	Throughput Optimization: Benchmarked >100 ops/sec for basic operations with concurrent client support


	Comprehensive Testing Framework
	8 Organized Test Suites: Unit, compliance, integration, transport, security, performance, CI, and comprehensive suites
	Advanced Test Tagging: Efficient test execution with 15+ tags for categorization and selection
	Cross-Transport Testing: Comprehensive compatibility tests across stdio, HTTP, SSE, and Native BEAM transports
	Integration Test Framework: End-to-end scenario validation with real component testing
	Process Cleanup Automation: Automated test environment cleanup for reliable test execution
	CI/CD Integration: Complete automated testing pipeline with quality gates


	Cancellation Protocol Implementation (MCP specification compliance)
	Full support for notifications/cancelled messages
	Client-side cancellation API: ExMCP.Client.send_cancelled/3
	Request tracking: ExMCP.Client.get_pending_requests/1 
	Automatic cleanup of cancelled in-progress requests
	Validation that initialize request cannot be cancelled per spec
	Proper handling of race conditions and late cancellations
	Comprehensive test coverage with 12 passing tests


	Logging Control Implementation (MCP specification compliance)
	logging/setLevel request handler with RFC 5424 syslog levels
	Full integration with Elixir's Logger system
	ExMCP.Logging module for centralized logging management
	Automatic log level conversion between MCP and Elixir formats
	Structured logging via notifications/message
	Security features:	Automatic sanitization of sensitive data (passwords, tokens, keys)
	Rate limiting support
	Configurable logger names


	Comprehensive test coverage with 33 passing tests


	MCP Specification Compliance Updates
	Initialize request batch validation - prevents initialize from being part of JSON-RPC batch per spec
	Audio content type support with ExMCP.Content module and examples
	Completions capability declaration with hasArguments and values fields
	Enhanced HTTP transport flexibility:	Session management with Mcp-Session-Id header
	Non-streaming mode for single JSON responses
	Configurable endpoint (defaults to /mcp/v1)
	Resumability support with Last-Event-ID


	Security requirements enforcement:	Origin validation for DNS rebinding protection
	HTTPS enforcement for non-localhost deployments
	Localhost binding security checks
	Enhanced SecureServer module with all security features





Fixed
🔧 18-Week Remediation Project Fixes
Phase 1: Critical Infrastructure (Weeks 1-4)
	Transport Configuration: Fixed transport selection and configuration inconsistencies
	Response Migration: Resolved ExMCP.Response struct vs map access patterns throughout codebase  
	Error Protocol: Standardized isError/is_error field handling across all protocol versions
	Connection State: Fixed connection status tracking and state machine transitions

Phase 2: Protocol Compliance (Weeks 5-8)
	Protocol Methods: Implemented missing MCP protocol methods for 100% coverage
	Message Field Normalization: Fixed camelCase/snake_case field access inconsistencies
	Pagination Standardization: Resolved cursor handling and nextCursor field presence issues
	Resource Operations: Fixed resource read protocol compliance and resource/prompt operations

Phase 3: Reliability & Performance (Weeks 9-12)
	Transport Behaviors: Standardized transport implementations and error handling patterns
	Connection Validation: Implemented consistent connection validation across all transports
	Message Format: Standardized message format handling and protocol encoding/decoding

Phase 4: Advanced Features & Testing (Weeks 13-16)
	Cross-Transport Compatibility: Fixed DSL server integration and response format issues
	Performance Profiling: Resolved JSON serialization issues in performance metrics storage
	HTTP Transport Communication: Identified and documented HTTP/SSE client-server communication issues
	Integration Framework: Fixed test infrastructure and end-to-end scenario validation

Phase 5: Documentation & Validation (Weeks 17-18)
	Documentation Completeness: Updated 80+ documentation files for consistency and accuracy
	Security Validation: Confirmed OAuth 2.1 compliance and security audit requirements
	Final Validation: Verified 100% MCP compliance maintained across all protocol versions

Other Fixes
	All Credo code quality issues resolved (0 issues)
	Logger metadata warnings fixed with proper configuration
	Dialyzer type checking issues resolved across all modules
	Memory leaks and process cleanup issues in test environment
	Performance regression detection false positives
	Security audit logging configuration for production environments

[0.5.0] - 2025-05-28
Breaking Changes
	Removed :sse transport identifier - Use :http instead for Streamable HTTP transport
	Renamed SSE references - All documentation and APIs now use "HTTP streaming" or "Streamable HTTP" terminology

Fixed
	Logging Notification Method Name - Changed from notifications/log to notifications/message to match MCP specification exactly

Added
Current MCP Specification (2025-03-26) Features
	OAuth 2.1 Authorization Support	Full OAuth 2.1 implementation with PKCE support
	Automatic token refresh before expiration
	TokenManager GenServer for token lifecycle management
	Authorization error handling for 401/403 responses
	Request interceptor for automatic header injection
	Integration with HTTP transport for seamless auth
	Example demonstrating OAuth-protected MCP servers


	Enhanced Streamable HTTP Transport	Automatic reconnection with exponential backoff
	Built-in keep-alive mechanism (30-second heartbeat)
	Support for Last-Event-ID header for event resumption with HTTP streaming
	Improved connection stability and error recovery



Draft MCP Specification Features (Experimental)
	Structured Tool Output (Draft feature - not in MCP 2025-03-26)	Tools can define outputSchema in their schema
	Tool results can include structuredContent alongside regular content
	Marked with "Draft feature" comments in code


	Logging Level Control (Draft feature - not in MCP 2025-03-26)	Added logging/setLevel handler implementation
	Client.set_log_level/3 for adjusting server log verbosity
	handle_set_log_level/2 callback in server handlers


	Security Best Practices Implementation (Draft specification)	Token validation with audience checking (prevents confused deputy)
	Client registration and accountability system
	Consent management for dynamic client registration
	Request audit trail maintenance
	Trust boundary enforcement
	SecureServer module with built-in security features
	Security supervisor for managing security components



Other Enhancements
	Lifecycle Management Improvements	Improved BEAM transport server lifecycle (supports reconnections)
	Dynamic client capability building based on handler
	Protocol version validation and negotiation


	Client Roots Tests and Examples (MCP specification compliance)	Comprehensive tests for client roots functionality
	Root demo showing client-server root exchange
	Server tools for requesting and analyzing client roots
	Default handler providing current directory as root
	Protocol compliance verification for roots/list requests
	Note: Client roots functionality already fully implemented


	Progress Notifications Tests and Examples (MCP specification compliance)	Integration tests for progress tracking in long-running operations
	Progress demo server showing various progress patterns
	Support for string and integer progress tokens
	Progress updates with current/total values
	Note: Progress notifications already fully implemented


	Server Utilities Tests (MCP specification compliance)	Comprehensive test coverage for pagination across all list operations
	Completion utility tests for prompt and resource references
	Logging utility verification with all severity levels
	Cursor-based pagination with proper error handling
	Note: All utilities (completion, logging, pagination) already fully implemented


	Tools Feature Tests (MCP specification compliance)	Comprehensive test coverage for existing tools functionality
	Tests for tool discovery, invocation, and error handling
	Verification of isError flag support for tool execution errors
	Batch tool request testing
	Multiple content type support (text, image)
	Progress token support verification
	Note: Tools functionality including isError support already fully implemented


	Resources Feature Tests and Examples (MCP specification compliance)	Comprehensive test coverage for existing resources functionality
	Example server demonstrating various resource types (text, JSON, binary)
	Support for resource subscriptions and update notifications
	Resource templates for dynamic URI patterns
	Pagination support for resource listing
	Multiple URI schemes (file://, config://, data://, db://)
	Note: Resources functionality was already fully implemented


	Prompts Feature Tests and Examples (MCP specification compliance)	Comprehensive test coverage for existing prompts functionality
	Example server demonstrating various prompt patterns
	Support for parameterized prompts with required/optional arguments
	Pagination support for prompt listing
	Dynamic prompt list changes with notifications
	Note: Prompts functionality was already fully implemented


	Ping Utility Tests and Examples (MCP specification compliance)	Comprehensive test coverage for existing ping functionality
	Health check pattern examples and best practices
	Bidirectional ping demonstration
	Connection monitoring and verification patterns
	Performance measurement examples
	Note: Ping functionality was already fully implemented


	Request Cancellation Support (MCP specification compliance)	Complete implementation of notifications/cancelled method
	Client and server can cancel in-progress requests
	Automatic request tracking and resource cleanup
	Initialize request cannot be cancelled (as per spec)
	Graceful handling of unknown/completed requests
	Malformed cancellation notification validation
	Comprehensive test coverage and example implementation


	OAuth 2.1 Authorization Support (MCP specification compliance)	Complete OAuth 2.1 implementation with PKCE support
	Authorization code flow with mandatory PKCE for security
	Client credentials flow for application-to-application communication
	Server metadata discovery (RFC 8414)
	Dynamic client registration (RFC 7591)
	Token validation and introspection
	HTTPS enforcement with localhost development support
	Comprehensive test coverage for all authorization flows


	Enhanced protocol version negotiation (MCP specification compliance)	Handlers now receive client's protocol version in params
	Servers can check client version and propose alternatives
	Comprehensive documentation and examples for version negotiation
	Full test coverage for various negotiation scenarios



Changed
	BREAKING: Renamed SSE transport to HTTP transport (MCP specification update)	ExMCP.Transport.SSE is now ExMCP.Transport.HTTP
	Use transport: :http instead of transport: :sse
	Transport identifier :sse is now :http (:sse still works for compatibility)
	Updated documentation to reflect "Streamable HTTP" terminology from MCP spec 2025-03-26
	All tests and examples updated to use new naming



[0.4.0] - 2025-05-27
Added
	Tool execution error reporting with isError flag (MCP specification compliance)	Handlers can return {:ok, %{content: [...], isError: true}, state} for tool errors
	Distinguishes between protocol errors and tool execution errors
	Full test coverage demonstrating proper error handling


	Pagination support for list methods (MCP specification compliance)	Added cursor parameter to list_tools, list_resources, and list_prompts
	Server handlers now return optional nextCursor for paginated results
	Client API changed to accept options keyword list for cursor and timeout
	Full test coverage for pagination functionality


	JSON-RPC batch request support (MCP specification compliance)	batch_request/3 client method for sending multiple requests as a batch
	Server automatically handles batch requests and returns batch responses
	Full integration tests demonstrating batch functionality


	Bi-directional communication support (server-to-client requests)	New ExMCP.Client.Handler behaviour for handling server requests
	Server can ping clients with ping/2
	Server can request client roots with list_roots/2
	Server can request client to sample LLM with create_message/3
	Client automatically advertises capabilities when handler is provided


	Human-in-the-loop (HITL) interaction support	ExMCP.Approval behaviour for implementing approval flows
	ExMCP.Client.DefaultHandler with built-in approval support
	ExMCP.Approval.Console for terminal-based approval prompts
	Approval required for LLM sampling requests and responses
	Support for approving, denying, or modifying requests/responses
	Full test coverage with approval and HITL integration tests


	WebSocket transport implementation (client-side only)	Support for ws:// and wss:// protocols
	Automatic ping/pong frame handling
	Full integration with ExMCP transport system
	TLS/SSL support for secure connections


	Comprehensive security features across all transports	New ExMCP.Security module for unified security configuration
	Authentication support: Bearer tokens, API keys, Basic auth, custom headers, node cookies
	HTTP streaming transport: Origin validation, CORS headers, security headers
	WebSocket transport: Authentication headers, TLS configuration
	BEAM transport: Process-level authentication, node cookie support
	TLS/SSL configuration with certificate validation
	Mutual TLS support for HTTP streaming and WebSocket transports
	Comprehensive security documentation in docs/SECURITY.md


	Native format support for BEAM transport	:json format (default) maintains MCP compatibility
	:native format for direct Elixir term passing between processes
	Configurable via :format option in connect/accept


	HTTP test server for streaming testing	Implemented with Plug and Cowboy
	Supports Server-Sent Events connections and message endpoints
	Request tracking for test assertions
	Proper Server-Sent Events streaming with keep-alive



Changed
	BREAKING: Client list methods now take options keyword list instead of timeout	list_tools(client, timeout) → list_tools(client, opts \\ [])
	list_resources(client, timeout) → list_resources(client, opts \\ [])
	list_prompts(client, timeout) → list_prompts(client, opts \\ [])
	Options include :timeout and :cursor for pagination


	BREAKING: Server handler callbacks for list methods now include cursor parameter	handle_list_tools(state) → handle_list_tools(cursor, state)
	handle_list_resources(state) → handle_list_resources(cursor, state)
	handle_list_prompts(state) → handle_list_prompts(cursor, state)
	All must return 4-tuple with optional next_cursor


	SSE transport endpoint is now configurable (was hardcoded to /mcp/v1)
	BEAM transport now supports both JSON and native Elixir term formats

Fixed
	Dialyzer type errors in WebSocket and BEAM transports
	BEAM transport connection format to support security authentication
	Test compatibility issues with new security features

Documentation
	Added comprehensive security guide (docs/SECURITY.md)
	Added local copy of MCP specification (docs/mcp-llms-full.txt)
	Updated TASKS.md with detailed compliance status

[0.3.0] - 2025-05-26
Added
	Protocol version updated to "2025-03-26" (latest MCP specification)
	Roots capability for URI-based resource boundaries	list_roots/2 client method
	handle_list_roots/1 server callback
	notify_roots_changed/1 for dynamic root updates


	Resource subscription support	subscribe_resource/3 and unsubscribe_resource/3 client methods
	handle_subscribe_resource/2 and handle_unsubscribe_resource/2 server callbacks


	Resource templates support	list_resource_templates/2 client method  
	handle_list_resource_templates/1 server callback


	Enhanced protocol method support	ping/2 for connection health checks
	complete/4 for completion/autocomplete features
	send_cancelled/3 for request cancellation notifications
	log_message/4 for structured logging


	Tool annotations (readOnlyHint, destructiveHint, idempotentHint, openWorldHint)
	Audio content support (audio_content type)
	Embedded resource support in content
	Pagination support with cursor/nextCursor
	RFC-5424 compliant logging levels
	Progress tokens now use _progressToken in _meta as per spec
	Comprehensive USER_GUIDE.md documentation
	API_REFERENCE.md with complete module documentation
	Enhanced examples for all new features

Changed
	BREAKING: JSON field names now use camelCase to match official MCP schema	mime_type → mimeType
	progress_token → _progressToken (in _meta)
	All response fields follow camelCase convention


	BREAKING: ModelHint is now an object with optional name field (was array)
	Type specifications completely rewritten to match official schema
	Updated all documentation to reflect protocol version 2025-03-26
	Enhanced capabilities type to include roots and other new features

Fixed
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	Missing cancellation and logging notification handlers
	Type definitions for multimodal content
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	GitHub Actions CI/CD pipeline
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	BREAKING: Simplified BEAM transport architecture to Native BEAM transport	Removed complex TCP-based BEAM transport modules (ExMCP.Transport.Beam.Server, Client, etc.)
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	Added Registry-based service discovery and registration
	Improved performance: ~15μs local calls vs previous TCP overhead
	Note: Requires migration from old TCP-based API to new service registration pattern
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	BEAM transport now properly supports server-initiated notifications
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	Server handler callback specs for sampling support

[0.1.0] - 2025-05-25
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	Initial release of ExMCP
	Complete Model Context Protocol implementation
	Protocol encoder/decoder for JSON-RPC messages
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	Server implementation with handler behaviour
	stdio transport for process communication
	SSE (Server-Sent Events) transport for HTTP streaming
	BEAM transport for native Erlang/Elixir communication
	Tool discovery and execution
	Resource listing and reading
	Prompt management
	Server manager for multiple connections
	Server discovery (npm packages, local directories)
	Request/response correlation
	Concurrent request handling
	Error handling and validation
	Type specifications throughout

Features
	Full MCP specification compliance
	Multiple transport layer support (stdio, Streamable HTTP with optional SSE, BEAM)
	Both client and server implementations
	Extensible architecture
	Supervision tree integration



  

    
ExMCP.ACP.AdapterEvents 
    



      
Pure ACP event builders for agent adapters.

      


      
        Summary


  
    Functions
  


    
      
        agent_message_chunk(session_id, text, opts \\ [])

      


    


    
      
        agent_thought_chunk(session_id, text, opts \\ [])

      


    


    
      
        available_commands_update(session_id, commands)

      


    


    
      
        config_option_update(session_id, options)

      


    


    
      
        content_chunk(session_id, type, content, opts \\ [])

      


    


    
      
        current_mode_update(session_id, mode_id)

      


    


    
      
        maybe_put(map, key, value)

      


        See ExMCP.ACP.Maps.put_present/3.



    


    
      
        plan(session_id, entries)

      


    


    
      
        prompt_response(id, stop_reason, opts \\ [])

      


    


    
      
        resource_link_chunk(session_id, uri, opts \\ [])

      


    


    
      
        session_info_update(session_id, attrs \\ %{})

      


    


    
      
        session_update(session_id, update)

      


    


    
      
        session_update_type(session_id, type, attrs \\ %{}, opts \\ [])

      


    


    
      
        status_update(session_id, adapter, status, extra \\ %{})

      


    


    
      
        tool_call(session_id, attrs)

      


    


    
      
        tool_call_update(session_id, attrs)

      


    


    
      
        user_message_chunk(session_id, text, opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      agent_message_chunk(session_id, text, opts \\ [])



        
          
        

    

  


  

      

          @spec agent_message_chunk(String.t(), String.t(), keyword()) :: map()


      



  



    

  
    
      
    
    
      agent_thought_chunk(session_id, text, opts \\ [])



        
          
        

    

  


  

      

          @spec agent_thought_chunk(String.t(), String.t(), keyword()) :: map()


      



  



  
    
      
    
    
      available_commands_update(session_id, commands)



        
          
        

    

  


  

      

          @spec available_commands_update(String.t(), [map()]) :: map()


      



  



  
    
      
    
    
      config_option_update(session_id, options)



        
          
        

    

  


  

      

          @spec config_option_update(String.t(), [map()]) :: map()


      



  



    

  
    
      
    
    
      content_chunk(session_id, type, content, opts \\ [])



        
          
        

    

  


  

      

          @spec content_chunk(String.t(), String.t(), map(), keyword() | map()) :: map()


      



  



  
    
      
    
    
      current_mode_update(session_id, mode_id)



        
          
        

    

  


  

      

          @spec current_mode_update(String.t(), String.t()) :: map()


      



  



  
    
      
    
    
      maybe_put(map, key, value)



        
          
        

    

  


  

      

          @spec maybe_put(map(), any(), any()) :: map()


      


See ExMCP.ACP.Maps.put_present/3.

  



  
    
      
    
    
      plan(session_id, entries)



        
          
        

    

  


  

      

          @spec plan(String.t(), [map()]) :: map()


      



  



    

  
    
      
    
    
      prompt_response(id, stop_reason, opts \\ [])



        
          
        

    

  


  

      

          @spec prompt_response(any(), String.t(), keyword()) :: map()


      



  



    

  
    
      
    
    
      resource_link_chunk(session_id, uri, opts \\ [])



        
          
        

    

  


  

      

          @spec resource_link_chunk(String.t(), String.t(), keyword()) :: map()


      



  



    

  
    
      
    
    
      session_info_update(session_id, attrs \\ %{})



        
          
        

    

  


  

      

          @spec session_info_update(String.t(), map()) :: map()


      



  



  
    
      
    
    
      session_update(session_id, update)



        
          
        

    

  


  

      

          @spec session_update(String.t(), map()) :: map()


      



  



    

    

  
    
      
    
    
      session_update_type(session_id, type, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec session_update_type(String.t(), String.t(), map(), keyword()) :: map()


      



  



    

  
    
      
    
    
      status_update(session_id, adapter, status, extra \\ %{})



        
          
        

    

  


  

      

          @spec status_update(String.t(), String.t(), String.t(), map()) :: map()


      



  



  
    
      
    
    
      tool_call(session_id, attrs)



        
          
        

    

  


  

      

          @spec tool_call(String.t(), map()) :: map()


      



  



  
    
      
    
    
      tool_call_update(session_id, attrs)



        
          
        

    

  


  

      

          @spec tool_call_update(String.t(), map()) :: map()


      



  



    

  
    
      
    
    
      user_message_chunk(session_id, text, opts \\ [])



        
          
        

    

  


  

      

          @spec user_message_chunk(String.t(), String.t(), keyword()) :: map()


      



  


        

      


  

    
ExMCP.ACP.Adapters.ClaudeSDK.Mapper 
    



      
Pure Claude SDK message to ACP message mapping.

      


      
        Summary


  
    Functions
  


    
      
        client_response(arg1, state)

      


        Maps a client JSON-RPC response back into a Claude control response.



    


    
      
        config_options(state)

      


        Builds dynamic config options from SDK initialization/model state.



    


    
      
        modes()

      


        Static mode list for Claude permission modes.



    


    
      
        modes_result(state)

      


        Builds the dynamic ACP modes result.



    


    
      
        reduce_message(event, state)

      


        Maps one decoded SDK stdout message into ACP messages and SDK writes.



    


    
      
        replay_messages(events, state)

      


        Replays persisted Claude JSONL transcript entries as ACP session updates.



    


    
      
        session_result(state, session_id)

      


        Builds the dynamic session setup result for the current adapter state.



    


    
      
        stop_reason(arg1)

      


        Classifies a Claude SDK result into an ACP stop reason.



    





      


      
        Functions


        


  
    
      
    
    
      client_response(arg1, state)



        
          
        

    

  


  

      

          @spec client_response(map(), map()) :: {:ok, iodata(), map()} | :unknown


      


Maps a client JSON-RPC response back into a Claude control response.

  



  
    
      
    
    
      config_options(state)



        
          
        

    

  


  

      

          @spec config_options(map()) :: [map()]


      


Builds dynamic config options from SDK initialization/model state.

  



  
    
      
    
    
      modes()



        
          
        

    

  


  

      

          @spec modes() :: [map()]


      


Static mode list for Claude permission modes.

  



  
    
      
    
    
      modes_result(state)



        
          
        

    

  


  

      

          @spec modes_result(map()) :: map()


      


Builds the dynamic ACP modes result.

  



  
    
      
    
    
      reduce_message(event, state)



        
          
        

    

  


  

      

          @spec reduce_message(map(), map()) :: {[map()], [iodata()], map()}


      


Maps one decoded SDK stdout message into ACP messages and SDK writes.

  



  
    
      
    
    
      replay_messages(events, state)



        
          
        

    

  


  

      

          @spec replay_messages([map()], map()) :: {[map()], map()}


      


Replays persisted Claude JSONL transcript entries as ACP session updates.

  



  
    
      
    
    
      session_result(state, session_id)



        
          
        

    

  


  

      

          @spec session_result(map(), String.t()) :: map()


      


Builds the dynamic session setup result for the current adapter state.

  



  
    
      
    
    
      stop_reason(arg1)



        
          
        

    

  


  

      

          @spec stop_reason(map()) :: String.t()


      


Classifies a Claude SDK result into an ACP stop reason.

  


        

      


  

    
ExMCP.ACP.Adapters.ClaudeSDK.Protocol 
    



      
Pure helpers for Claude Code's SDK-flavoured stream-json protocol.
The official @anthropic-ai/claude-agent-sdk still launches Claude Code, but
it uses a richer stdin/stdout protocol than the basic CLI stream. This module
keeps that wire-shape construction side-effect free.

      


      
        Summary


  
    Functions
  


    
      
        cli_path(opts)

      


        Returns the Claude Code executable path used for SDK-style sessions.



    


    
      
        command(opts)

      


        Builds the Claude Code command line used by SDK-style sessions.



    


    
      
        control_error(request_id, error)

      


        Builds an error response for a Claude-originated control request.



    


    
      
        control_request(request_id, request)

      


        Builds a host-to-Claude SDK control request.



    


    
      
        control_success(request_id, response \\ %{})

      


        Builds a success response for a Claude-originated control request.



    


    
      
        env(opts)

      


        Environment required for Claude Code's SDK entrypoint.



    


    
      
        initialize_request(opts, request_id)

      


        Builds the initial SDK control request sent after process startup.



    


    
      
        line(message)

      


        Encodes one SDK message as an NDJSON line.



    


    
      
        permission_options(arg1)

      


        Builds ACP permission options for a Claude SDK permission request.



    


    
      
        permission_result(arg1, request)

      


        Converts an ACP permission outcome into a Claude SDK PermissionResult.



    


    
      
        permission_tool_call(request, cwd)

      


        Builds a compact ACP tool call map for permission prompts.



    


    
      
        prompt_content(text)

      


        Converts ACP prompt blocks into Claude message content blocks.



    


    
      
        user_message(session_id, prompt)

      


        Builds a user message for a prompt turn.



    





      


      
        Functions


        


  
    
      
    
    
      cli_path(opts)



        
          
        

    

  


  

      

          @spec cli_path(keyword()) :: String.t()


      


Returns the Claude Code executable path used for SDK-style sessions.

  



  
    
      
    
    
      command(opts)



        
          
        

    

  


  

      

          @spec command(keyword()) :: {String.t(), [String.t()]}


      


Builds the Claude Code command line used by SDK-style sessions.

  



  
    
      
    
    
      control_error(request_id, error)



        
          
        

    

  


  

      

          @spec control_error(String.t(), String.t()) :: map()


      


Builds an error response for a Claude-originated control request.

  



  
    
      
    
    
      control_request(request_id, request)



        
          
        

    

  


  

      

          @spec control_request(String.t(), map()) :: map()


      


Builds a host-to-Claude SDK control request.

  



    

  
    
      
    
    
      control_success(request_id, response \\ %{})



        
          
        

    

  


  

      

          @spec control_success(String.t(), map() | nil) :: map()


      


Builds a success response for a Claude-originated control request.

  



  
    
      
    
    
      env(opts)



        
          
        

    

  


  

      

          @spec env(keyword()) :: map()


      


Environment required for Claude Code's SDK entrypoint.

  



  
    
      
    
    
      initialize_request(opts, request_id)



        
          
        

    

  


  

      

          @spec initialize_request(
  keyword(),
  String.t()
) :: map()


      


Builds the initial SDK control request sent after process startup.

  



  
    
      
    
    
      line(message)



        
          
        

    

  


  

      

          @spec line(map()) :: String.t()


      


Encodes one SDK message as an NDJSON line.

  



  
    
      
    
    
      permission_options(arg1)



        
          
        

    

  


  

      

          @spec permission_options(map()) :: [map()]


      


Builds ACP permission options for a Claude SDK permission request.

  



  
    
      
    
    
      permission_result(arg1, request)



        
          
        

    

  


  

      

          @spec permission_result(map(), map()) :: map()


      


Converts an ACP permission outcome into a Claude SDK PermissionResult.

  



  
    
      
    
    
      permission_tool_call(request, cwd)



        
          
        

    

  


  

      

          @spec permission_tool_call(map(), String.t() | nil) :: map()


      


Builds a compact ACP tool call map for permission prompts.

  



  
    
      
    
    
      prompt_content(text)



        
          
        

    

  


  

      

          @spec prompt_content(list() | String.t() | nil) ::
  {:ok, list()} | {:error, String.t()}


      


Converts ACP prompt blocks into Claude message content blocks.

  



  
    
      
    
    
      user_message(session_id, prompt)



        
          
        

    

  


  

      

          @spec user_message(String.t() | nil, list() | String.t()) ::
  {:ok, map()} | {:error, String.t()}


      


Builds a user message for a prompt turn.

  


        

      


  

    
ExMCP.ACP.Adapters.ClaudeSDK.ToolInfo 
    



      
Pure Claude tool-use to ACP tool-call metadata conversion.

      


      
        Summary


  
    Functions
  


    
      
        from_use(name, input, id, cwd)

      


        Converts a Claude tool use into ACP tool-call fields.



    


    
      
        plan_entries(arg1)

      


        Converts Claude TodoWrite input into ACP plan entries.



    





      


      
        Functions


        


  
    
      
    
    
      from_use(name, input, id, cwd)



        
          
        

    

  


  

      

          @spec from_use(String.t(), map(), String.t() | nil, String.t() | nil) :: map()


      


Converts a Claude tool use into ACP tool-call fields.

  



  
    
      
    
    
      plan_entries(arg1)



        
          
        

    

  


  

      

          @spec plan_entries(map()) :: [map()]


      


Converts Claude TodoWrite input into ACP plan entries.

  


        

      


  

    
ExMCP.ACP.Adapters.Codex.Config 
    



      
Pure config and mode helpers for the Codex ACP adapter.

      


      
        Summary


  
    Functions
  


    
      
        default_mode()

      


    


    
      
        default_reasoning_effort()

      


    


    
      
        merge_thread_mode_wire_params(map, mode_id)

      


    


    
      
        merge_turn_mode_wire_params(map, mode_id, additional_directories \\ [])

      


    


    
      
        mode_id_from_result(result)

      


    


    
      
        modes()

      


    


    
      
        normalize_mode_id(mode_id)

      


    


    
      
        normalize_requested_mode(mode_id)

      


    


    
      
        reasoning_efforts()

      


    





      


      
        Functions


        


  
    
      
    
    
      default_mode()



        
          
        

    

  


  

      

          @spec default_mode() :: String.t()


      



  



  
    
      
    
    
      default_reasoning_effort()



        
          
        

    

  


  

      

          @spec default_reasoning_effort() :: String.t()


      



  



  
    
      
    
    
      merge_thread_mode_wire_params(map, mode_id)



        
          
        

    

  


  

      

          @spec merge_thread_mode_wire_params(map(), String.t() | nil) :: map()


      



  



    

  
    
      
    
    
      merge_turn_mode_wire_params(map, mode_id, additional_directories \\ [])



        
          
        

    

  


  

      

          @spec merge_turn_mode_wire_params(map(), String.t() | nil, [String.t()]) :: map()


      



  



  
    
      
    
    
      mode_id_from_result(result)



        
          
        

    

  


  

      

          @spec mode_id_from_result(map()) :: String.t() | nil


      



  



  
    
      
    
    
      modes()



        
          
        

    

  


  

      

          @spec modes() :: [map()]


      



  



  
    
      
    
    
      normalize_mode_id(mode_id)



        
          
        

    

  


  

      

          @spec normalize_mode_id(any()) :: String.t()


      



  



  
    
      
    
    
      normalize_requested_mode(mode_id)



        
          
        

    

  


  

      

          @spec normalize_requested_mode(any()) :: {:ok, String.t()} | {:error, String.t()}


      



  



  
    
      
    
    
      reasoning_efforts()



        
          
        

    

  


  

      

          @spec reasoning_efforts() :: [{String.t(), String.t()}]


      



  


        

      


  

    
ExMCP.ACP.Adapters.Codex.Events 
    



      
Pure event-mapping helpers for the Codex ACP adapter.

      


      
        Summary


  
    Functions
  


    
      
        command_title(command)

      


    


    
      
        dynamic_tool_content(items)

      


    


    
      
        dynamic_tool_title(arg1)

      


    


    
      
        file_change_content(change)

      


    


    
      
        format_raw(value)

      


    


    
      
        format_web_search_results(results)

      


    


    
      
        item_id(params, item)

      


    


    
      
        item_type(arg1)

      


    


    
      
        mark_replay(message)

      


    


    
      
        mcp_raw_input(item)

      


    


    
      
        mcp_raw_output(item)

      


    


    
      
        mcp_tool_title(arg1)

      


    


    
      
        normalize_tool_status(status, fallback)

      


    


    
      
        terminal_exit(terminal_id, exit_code)

      


    


    
      
        terminal_info(terminal_id, cwd)

      


    


    
      
        terminal_output_delta(terminal_id, data)

      


    


    
      
        tool_call_started(session_id, item)

      


    


    
      
        tool_diff_content(path, new_text)

      


    


    
      
        tool_kind(name)

      


    


    
      
        tool_text_content(text)

      


    


    
      
        web_search_title(item)

      


    





      


      
        Functions


        


  
    
      
    
    
      command_title(command)



        
          
        

    

  


  

      

          @spec command_title(any()) :: String.t()


      



  



  
    
      
    
    
      dynamic_tool_content(items)



        
          
        

    

  


  

      

          @spec dynamic_tool_content(any()) :: [map()]


      



  



  
    
      
    
    
      dynamic_tool_title(arg1)



        
          
        

    

  


  

      

          @spec dynamic_tool_title(map()) :: String.t()


      



  



  
    
      
    
    
      file_change_content(change)



        
          
        

    

  


  

      

          @spec file_change_content(map()) :: map()


      



  



  
    
      
    
    
      format_raw(value)



        
          
        

    

  


  

      

          @spec format_raw(any()) :: String.t()


      



  



  
    
      
    
    
      format_web_search_results(results)



        
          
        

    

  


  

      

          @spec format_web_search_results(any()) :: String.t()


      



  



  
    
      
    
    
      item_id(params, item)



        
          
        

    

  


  

      

          @spec item_id(map(), map()) :: any()


      



  



  
    
      
    
    
      item_type(arg1)



        
          
        

    

  


  

      

          @spec item_type(map()) :: String.t() | nil


      



  



  
    
      
    
    
      mark_replay(message)



        
          
        

    

  


  

      

          @spec mark_replay(map()) :: map()


      



  



  
    
      
    
    
      mcp_raw_input(item)



        
          
        

    

  


  

      

          @spec mcp_raw_input(map()) :: map()


      



  



  
    
      
    
    
      mcp_raw_output(item)



        
          
        

    

  


  

      

          @spec mcp_raw_output(map()) :: map() | nil


      



  



  
    
      
    
    
      mcp_tool_title(arg1)



        
          
        

    

  


  

      

          @spec mcp_tool_title(map()) :: String.t()


      



  



  
    
      
    
    
      normalize_tool_status(status, fallback)



        
          
        

    

  


  

      

          @spec normalize_tool_status(any(), String.t()) :: String.t()


      



  



  
    
      
    
    
      terminal_exit(terminal_id, exit_code)



        
          
        

    

  


  

      

          @spec terminal_exit(String.t(), any()) :: map()


      



  



  
    
      
    
    
      terminal_info(terminal_id, cwd)



        
          
        

    

  


  

      

          @spec terminal_info(String.t(), String.t() | nil) :: map()


      



  



  
    
      
    
    
      terminal_output_delta(terminal_id, data)



        
          
        

    

  


  

      

          @spec terminal_output_delta(String.t(), String.t()) :: map()


      



  



  
    
      
    
    
      tool_call_started(session_id, item)



        
          
        

    

  


  

      

          @spec tool_call_started(String.t() | nil, map()) :: map()


      



  



  
    
      
    
    
      tool_diff_content(path, new_text)



        
          
        

    

  


  

      

          @spec tool_diff_content(any(), any()) :: map()


      



  



  
    
      
    
    
      tool_kind(name)



        
          
        

    

  


  

      

          @spec tool_kind(any()) :: String.t()


      



  



  
    
      
    
    
      tool_text_content(text)



        
          
        

    

  


  

      

          @spec tool_text_content(any()) :: map()


      



  



  
    
      
    
    
      web_search_title(item)



        
          
        

    

  


  

      

          @spec web_search_title(map()) :: String.t()


      



  


        

      


  

    
ExMCP.ACP.Adapters.Codex.FileChanges 
    



      
Pure mappings for Codex file change lifecycle notifications.

      


      
        Summary


  
    Functions
  


    
      
        completed(session_id, item)

      


    


    
      
        patch_updated(session_id, params)

      


    


    
      
        started(session_id, params, item)

      


    





      


      
        Functions


        


  
    
      
    
    
      completed(session_id, item)



        
          
        

    

  


  

      

          @spec completed(String.t(), map()) :: map()


      



  



  
    
      
    
    
      patch_updated(session_id, params)



        
          
        

    

  


  

      

          @spec patch_updated(String.t(), map()) :: map()


      



  



  
    
      
    
    
      started(session_id, params, item)



        
          
        

    

  


  

      

          @spec started(String.t(), map(), map()) :: map()


      



  


        

      


  

    
ExMCP.ACP.Adapters.Codex.Sessions 
    



      
Pure session and thread helpers for the Codex ACP adapter.

      


      
        Summary


  
    Types
  


    
      
        session()

      


    


    
      
        session_state()

      


    


    
      
        store_state()

      


    





  
    Functions
  


    
      
        current_id(arg1)

      


    


    
      
        empty(session_id, state)

      


    


    
      
        fetch(state, session_id)

      


    


    
      
        fetch_id(arg1)

      


    


    
      
        from_result(session_id, result, state, model_id_fun \\ fn _session -> nil end)

      


    


    
      
        id_from_params(params, state)

      


    


    
      
        put(state, session_id, session)

      


    


    
      
        thread_id(thread, result)

      


    


    
      
        update(state, session_id, fun)

      


    





      


      
        Types


        


  
    
      
    
    
      session()



        
          
        

    

  


  

      

          @type session() :: map()


      



  



  
    
      
    
    
      session_state()



        
          
        

    

  


  

      

          @type session_state() :: %{
  :sessions => map(),
  :model => any(),
  :mode_id => any(),
  :reasoning_effort => any(),
  optional(any()) => any()
}


      



  



  
    
      
    
    
      store_state()



        
          
        

    

  


  

      

          @type store_state() :: %{:sessions => map(), optional(any()) => any()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      current_id(arg1)



        
          
        

    

  


  

      

          @spec current_id(store_state()) :: String.t() | nil


      



  



  
    
      
    
    
      empty(session_id, state)



        
          
        

    

  


  

      

          @spec empty(String.t() | nil, session_state()) :: session()


      



  



  
    
      
    
    
      fetch(state, session_id)



        
          
        

    

  


  

      

          @spec fetch(store_state(), String.t()) :: {:ok, session()} | {:error, String.t()}


      



  



  
    
      
    
    
      fetch_id(arg1)



        
          
        

    

  


  

      

          @spec fetch_id(map()) :: {:ok, String.t()} | {:error, String.t()}


      



  



    

  
    
      
    
    
      from_result(session_id, result, state, model_id_fun \\ fn _session -> nil end)



        
          
        

    

  


  

      

          @spec from_result(String.t(), map(), session_state(), (session() -> any())) ::
  session()


      



  



  
    
      
    
    
      id_from_params(params, state)



        
          
        

    

  


  

      

          @spec id_from_params(map(), store_state()) :: String.t() | nil


      



  



  
    
      
    
    
      put(state, session_id, session)



        
          
        

    

  


  

      

          @spec put(state, String.t() | nil, session()) :: state when state: store_state()


      



  



  
    
      
    
    
      thread_id(thread, result)



        
          
        

    

  


  

      

          @spec thread_id(map(), map()) :: String.t()


      



  



  
    
      
    
    
      update(state, session_id, fun)



        
          
        

    

  


  

      

          @spec update(state, String.t() | nil, (session() -> session())) :: state
when state: session_state()


      



  


        

      


  

    
ExMCP.ACP.Adapters.Codex.SlashCommands 
    



      
Pure slash-command parsing helpers for the Codex ACP adapter.

      


      
        Summary


  
    Functions
  


    
      
        init_input_items()

      


    


    
      
        parse(arg1)

      


    





      


      
        Functions


        


  
    
      
    
    
      init_input_items()



        
          
        

    

  


  

      

          @spec init_input_items() :: [map()]


      



  



  
    
      
    
    
      parse(arg1)



        
          
        

    

  


  

      

          @spec parse([map()]) :: {:ok, {atom(), String.t()}} | :error


      



  


        

      


  

    
ExMCP.ACP.Agent.Transport behaviour
    



      
Transport behaviour for ACP agent runtimes.
This mirrors the pull-based ExMCP.Transport shape, but is named from the
agent side because stdio agents read from this process' stdin/stdout instead
of spawning a child process.

      


      
        Summary


  
    Types
  


    
      
        message()

      


    


    
      
        opts()

      


    


    
      
        state()

      


    





  
    Callbacks
  


    
      
        close(state)

      


    


    
      
        connect(opts)

      


    


    
      
        connected?(state)

      


    


    
      
        receive_message(state)

      


    


    
      
        send_message(message, state)

      


    





      


      
        Types


        


  
    
      
    
    
      message()



        
          
        

    

  


  

      

          @type message() :: String.t()


      



  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: keyword()


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: any()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      close(state)



        
          
        

    

  


  

      

          @callback close(state()) :: :ok


      



  



  
    
      
    
    
      connect(opts)



        
          
        

    

  


  

      

          @callback connect(opts()) :: {:ok, state()} | {:error, any()}


      



  



  
    
      
    
    
      connected?(state)


        (optional)


        
          
        

    

  


  

      

          @callback connected?(state()) :: boolean()


      



  



  
    
      
    
    
      receive_message(state)



        
          
        

    

  


  

      

          @callback receive_message(state()) :: {:ok, message(), state()} | {:error, any()}


      



  



  
    
      
    
    
      send_message(message, state)



        
          
        

    

  


  

      

          @callback send_message(message(), state()) :: {:ok, state()} | {:error, any()}


      



  


        

      


  

    
ExMCP.ACP.Agent.Transport.Memory 
    



      
In-memory ACP transport for tests and local integration.
The same module can be used by ExMCP.ACP.Agent with role: :agent and by
ExMCP.ACP.Client with role: :client.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        new_pair(opts \\ [])

      


        Creates a shared endpoint for a client/agent pair.



    


    
      
        start_link(opts \\ [])

      


        Starts a shared in-memory transport endpoint.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      new_pair(opts \\ [])



        
          
        

    

  


  

      

          @spec new_pair(keyword()) :: GenServer.on_start()


      


Creates a shared endpoint for a client/agent pair.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a shared in-memory transport endpoint.

  


        

      


  

    
ExMCP.ACP.Agent.Transport.Stdio 
    



      
Server-side stdio transport for ACP agents.
This transport reads JSON-RPC lines from this process' stdin and writes
JSON-RPC lines to stdout. Logs and diagnostics must go to stderr.

      




  

    
ExMCP.ACP.Capabilities 
    



      
Pure helpers for ACP capability maps.
ACP capabilities are JSON-shaped maps, but callers may pass atom-keyed maps
in tests or local APIs. This module centralizes those lookups.

      


      
        Summary


  
    Functions
  


    
      
        advertise_adapter_session_fork(caps, adapter_mod)

      


    


    
      
        advertise_adapter_session_list(caps, adapter_mod)

      


    


    
      
        ensure(caps, capability)

      


    


    
      
        from_handler(handler_mod)

      


    


    
      
        merge(auto, explicit)

      


    


    
      
        put(caps, capability, value)

      


    


    
      
        supported?(caps, capability)

      


    





      


      
        Functions


        


  
    
      
    
    
      advertise_adapter_session_fork(caps, adapter_mod)



        
          
        

    

  


  

      

          @spec advertise_adapter_session_fork(map(), module()) :: map()


      



  



  
    
      
    
    
      advertise_adapter_session_list(caps, adapter_mod)



        
          
        

    

  


  

      

          @spec advertise_adapter_session_list(map(), module()) :: map()


      



  



  
    
      
    
    
      ensure(caps, capability)



        
          
        

    

  


  

      

          @spec ensure(map() | nil, atom()) :: :ok | {:error, {:unsupported_capability, atom()}}


      



  



  
    
      
    
    
      from_handler(handler_mod)



        
          
        

    

  


  

      

          @spec from_handler(module()) :: map()


      



  



  
    
      
    
    
      merge(auto, explicit)



        
          
        

    

  


  

      

          @spec merge(map(), map() | nil) :: map()


      



  



  
    
      
    
    
      put(caps, capability, value)



        
          
        

    

  


  

      

          @spec put(map(), atom(), boolean() | map()) :: map()


      



  



  
    
      
    
    
      supported?(caps, capability)



        
          
        

    

  


  

      

          @spec supported?(map() | nil, atom()) :: boolean()


      



  


        

      


  

    
ExMCP.ACP.Envelope 
    



      
Pure JSON-RPC 2.0 envelope builders for ACP messages.
Method-specific modules should own their payload shapes. This module owns
only the repeated JSON-RPC frame so request builders can stay pipe-friendly:
Envelope.request("session/new")
|> Envelope.with_params(params)
|> Envelope.with_id(id)

      


      
        Summary


  
    Functions
  


    
      
        error(id, error)

      


        Builds a JSON-RPC error response from an error map.



    


    
      
        error(id, code, message, data \\ nil)

      


        Builds a JSON-RPC error response from code, message, and optional data.



    


    
      
        notification(method, params \\ %{})

      


        Builds a JSON-RPC notification envelope.



    


    
      
        request(method)

      


        Builds a JSON-RPC request envelope without params.



    


    
      
        request(method, params)

      


        Builds a JSON-RPC request envelope with params.



    


    
      
        request(method, params, id)

      


        Builds a JSON-RPC request envelope with params and id.



    


    
      
        response(id, result)

      


        Builds a JSON-RPC success response envelope.



    


    
      
        with_id(envelope, id)

      


        Adds an id to an existing JSON-RPC envelope.



    


    
      
        with_params(envelope, params)

      


        Adds params to an existing JSON-RPC envelope.



    





      


      
        Functions


        


  
    
      
    
    
      error(id, error)



        
          
        

    

  


  

      

          @spec error(integer() | String.t() | nil, map()) :: map()


      


Builds a JSON-RPC error response from an error map.

  



    

  
    
      
    
    
      error(id, code, message, data \\ nil)



        
          
        

    

  


  

      

          @spec error(integer() | String.t() | nil, integer(), String.t(), any()) :: map()


      


Builds a JSON-RPC error response from code, message, and optional data.

  



    

  
    
      
    
    
      notification(method, params \\ %{})



        
          
        

    

  


  

      

          @spec notification(String.t(), map()) :: map()


      


Builds a JSON-RPC notification envelope.

  



  
    
      
    
    
      request(method)



        
          
        

    

  


  

      

          @spec request(String.t()) :: map()


      


Builds a JSON-RPC request envelope without params.

  



  
    
      
    
    
      request(method, params)



        
          
        

    

  


  

      

          @spec request(String.t(), map()) :: map()


      


Builds a JSON-RPC request envelope with params.

  



  
    
      
    
    
      request(method, params, id)



        
          
        

    

  


  

      

          @spec request(String.t(), map(), integer() | String.t() | nil) :: map()


      


Builds a JSON-RPC request envelope with params and id.

  



  
    
      
    
    
      response(id, result)



        
          
        

    

  


  

      

          @spec response(integer() | String.t() | nil, any()) :: map()


      


Builds a JSON-RPC success response envelope.

  



  
    
      
    
    
      with_id(envelope, id)



        
          
        

    

  


  

      

          @spec with_id(map(), integer() | String.t() | nil) :: map()


      


Adds an id to an existing JSON-RPC envelope.

  



  
    
      
    
    
      with_params(envelope, params)



        
          
        

    

  


  

      

          @spec with_params(map(), map()) :: map()


      


Adds params to an existing JSON-RPC envelope.

  


        

      


  

    
ExMCP.ACP.LifecycleParams 
    



      
Pure normalization and validation for ACP session lifecycle parameters.

      


      
        Summary


  
    Functions
  


    
      
        absolute_path?(path)

      


    


    
      
        additional_directories(opts)

      


    


    
      
        client_opts(opts)

      


    


    
      
        mcp_servers(opts)

      


    


    
      
        normalize(params, opts)

      


    


    
      
        valid_additional_directories?(directories)

      


    


    
      
        validate(opts, capabilities)

      


    


    
      
        validate_additional_directories!(opts)

      


    


    
      
        validate_cwd(cwd)

      


    





      


      
        Functions


        


  
    
      
    
    
      absolute_path?(path)



        
          
        

    

  


  

      

          @spec absolute_path?(any()) :: boolean()


      



  



  
    
      
    
    
      additional_directories(opts)



        
          
        

    

  


  

      

          @spec additional_directories(keyword() | map() | nil) :: any()


      



  



  
    
      
    
    
      client_opts(opts)



        
          
        

    

  


  

      

          @spec client_opts(keyword()) :: keyword()


      



  



  
    
      
    
    
      mcp_servers(opts)



        
          
        

    

  


  

      

          @spec mcp_servers(keyword() | map() | nil) :: list()


      



  



  
    
      
    
    
      normalize(params, opts)



        
          
        

    

  


  

      

          @spec normalize(map(), keyword() | map() | nil) :: map()


      



  



  
    
      
    
    
      valid_additional_directories?(directories)



        
          
        

    

  


  

      

          @spec valid_additional_directories?(any()) :: boolean()


      



  



  
    
      
    
    
      validate(opts, capabilities)



        
          
        

    

  


  

      

          @spec validate(
  keyword(),
  map() | nil
) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      validate_additional_directories!(opts)



        
          
        

    

  


  

      

          @spec validate_additional_directories!(keyword() | map() | nil | [String.t()]) ::
  [String.t()] | nil


      



  



  
    
      
    
    
      validate_cwd(cwd)



        
          
        

    

  


  

      

          @spec validate_cwd(any()) :: :ok | {:error, {:invalid_params, :cwd_must_be_absolute}}


      



  


        

      


  

    
ExMCP.ACP.Maps 
    



      
Small pure map helpers used by ACP protocol, client, agent, and adapters.
The functions intentionally work with string and atom keys because ACP data
crosses JSON boundaries while local Elixir call sites often use atom keys.

      


      
        Summary


  
    Functions
  


    
      
        camelize_atom(atom)

      


    


    
      
        decapitalize(value)

      


    


    
      
        get(map, key)

      


    


    
      
        put_non_empty(map, key, value)

      


        Puts value into map when the value is present and not empty.



    


    
      
        put_present(map, key, value)

      


        Puts value into map when the value is not nil.



    


    
      
        put_unless(map, key, value, skip_value)

      


        Puts value into map unless it equals skip_value.



    


    
      
        stringify_keys(map)

      


    


    
      
        truthy?(arg1)

      


    





      


      
        Functions


        


  
    
      
    
    
      camelize_atom(atom)



        
          
        

    

  


  

      

          @spec camelize_atom(atom()) :: String.t()


      



  



  
    
      
    
    
      decapitalize(value)



        
          
        

    

  


  

      

          @spec decapitalize(String.t()) :: String.t()


      



  



  
    
      
    
    
      get(map, key)



        
          
        

    

  


  

      

          @spec get(map() | nil, String.t() | atom()) :: any()


      



  



  
    
      
    
    
      put_non_empty(map, key, value)



        
          
        

    

  


  

      

          @spec put_non_empty(map(), any(), any()) :: map()


      


Puts value into map when the value is present and not empty.

  



  
    
      
    
    
      put_present(map, key, value)



        
          
        

    

  


  

      

          @spec put_present(map(), any(), any()) :: map()


      


Puts value into map when the value is not nil.

  



  
    
      
    
    
      put_unless(map, key, value, skip_value)



        
          
        

    

  


  

      

          @spec put_unless(map(), any(), any(), any()) :: map()


      


Puts value into map unless it equals skip_value.

  



  
    
      
    
    
      stringify_keys(map)



        
          
        

    

  


  

      

          @spec stringify_keys(map()) :: map()


      



  



  
    
      
    
    
      truthy?(arg1)



        
          
        

    

  


  

      

          @spec truthy?(any()) :: boolean()


      



  


        

      


  

    
ExMCP.ACP.Meta 
    



      
Pure helpers for ACP _meta extension placement.

      


      
        Summary


  
    Functions
  


    
      
        move_extensions(result, allowed_keys)

      


    


    
      
        put_ex_mcp(result, extensions)

      


    





      


      
        Functions


        


  
    
      
    
    
      move_extensions(result, allowed_keys)



        
          
        

    

  


  

      

          @spec move_extensions(map(), [String.t()]) :: map()


      



  



  
    
      
    
    
      put_ex_mcp(result, extensions)



        
          
        

    

  


  

      

          @spec put_ex_mcp(map(), map()) :: map()


      



  


        

      


  

    
ExMCP.ACP.NameValue 
    



      
Pure normalizers for ACP name/value list shapes.

      


      
        Summary


  
    Functions
  


    
      
        entry(name, value)

      


        Builds a standard ACP name/value entry.



    


    
      
        list(values, builder \\ &entry/2)

      


    


    
      
        map(values)

      


        Normalizes a name/value list or map into a map.



    





      


      
        Functions


        


  
    
      
    
    
      entry(name, value)



        
          
        

    

  


  

      

          @spec entry(String.t(), String.t()) :: map()


      


Builds a standard ACP name/value entry.

  



    

  
    
      
    
    
      list(values, builder \\ &entry/2)



        
          
        

    

  


  

      

          @spec list(map() | list(), (String.t(), String.t() -> map())) :: [map()]


      



  



  
    
      
    
    
      map(values)



        
          
        

    

  


  

      

          @spec map(map() | list()) :: map()


      


Normalizes a name/value list or map into a map.

  


        

      


  

    
ExMCP.ACP.PromptQueue 
    



      
Small functional queue core for ACP adapter prompt backlogs.

      


      
        Summary


  
    Types
  


    
      
        t(item)

      


    





  
    Functions
  


    
      
        drain(queue)

      


    


    
      
        empty?(queue)

      


    


    
      
        enqueue(queue, item)

      


    


    
      
        from_list(items)

      


    


    
      
        len(queue)

      


    


    
      
        new()

      


    


    
      
        pop(queue)

      


    


    
      
        split(queue, predicate)

      


    


    
      
        to_list(queue)

      


    





      


      
        Types


        


  
    
      
    
    
      t(item)



        
          
        

    

  


  

      

          @opaque t(item)


      



  


        

      

      
        Functions


        


  
    
      
    
    
      drain(queue)



        
          
        

    

  


  

      

          @spec drain(t(item)) :: {[item], t(item)} when item: term()


      



  



  
    
      
    
    
      empty?(queue)



        
          
        

    

  


  

      

          @spec empty?(t(term())) :: boolean()


      



  



  
    
      
    
    
      enqueue(queue, item)



        
          
        

    

  


  

      

          @spec enqueue(t(item), item) :: t(item) when item: term()


      



  



  
    
      
    
    
      from_list(items)



        
          
        

    

  


  

      

          @spec from_list([item]) :: t(item) when item: term()


      



  



  
    
      
    
    
      len(queue)



        
          
        

    

  


  

      

          @spec len(t(term())) :: non_neg_integer()


      



  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: t(term())


      



  



  
    
      
    
    
      pop(queue)



        
          
        

    

  


  

      

          @spec pop(t(item)) :: {:value, item, t(item)} | :empty when item: term()


      



  



  
    
      
    
    
      split(queue, predicate)



        
          
        

    

  


  

      

          @spec split(t(item), (item -> as_boolean(term()))) :: {[item], t(item)}
when item: term()


      



  



  
    
      
    
    
      to_list(queue)



        
          
        

    

  


  

      

          @spec to_list(t(item)) :: [item] when item: term()


      



  


        

      


  

    
ExMCP.Approval behaviour
    



      
Behaviour for implementing approval handlers in MCP clients.
This behaviour defines the callback for handling approval requests
when a server wants to perform actions that require user consent.

      


      
        Summary


  
    Types
  


    
      
        approval_data()

      


    


    
      
        approval_opts()

      


    


    
      
        approval_result()

      


    


    
      
        approval_type()

      


    





  
    Callbacks
  


    
      
        request_approval(approval_type, approval_data, approval_opts)

      


        Requests approval for an action.



    





      


      
        Types


        


  
    
      
    
    
      approval_data()



        
          
        

    

  


  

      

          @type approval_data() :: map()


      



  



  
    
      
    
    
      approval_opts()



        
          
        

    

  


  

      

          @type approval_opts() :: keyword()


      



  



  
    
      
    
    
      approval_result()



        
          
        

    

  


  

      

          @type approval_result() ::
  {:approved, approval_data()} | {:denied, reason :: String.t()}


      



  



  
    
      
    
    
      approval_type()



        
          
        

    

  


  

      

          @type approval_type() :: :sampling | :tool_call | :resource_access | atom()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      request_approval(approval_type, approval_data, approval_opts)



        
          
        

    

  


  

      

          @callback request_approval(approval_type(), approval_data(), approval_opts()) ::
  approval_result()


      


Requests approval for an action.
Parameters
	type - The type of approval being requested (e.g., :sampling, :tool_call)
	data - The data associated with the approval request
	opts - Additional options for the approval handler

Returns
	{:approved, data} - The request was approved, possibly with modified data
	{:denied, reason} - The request was denied with a reason

Examples
def request_approval(:sampling, %{"messages" => messages}, opts) do
  # Show UI to user for approval
  case get_user_consent(messages) do
    :yes -> {:approved, %{"messages" => messages}}
    :no -> {:denied, "User declined the request"}
  end
end

  


        

      


  

    
ExMCP.Authorization.AuthorizationServerMetadata 
    



      
OAuth 2.1 Authorization Server Metadata Discovery (RFC 8414).
This module implements the authorization server metadata discovery mechanism
as specified in RFC 8414. It provides the /.well-known/oauth-authorization-server
endpoint that returns authorization server capabilities and configuration.
Example
# Generate metadata from application configuration
metadata = AuthorizationServerMetadata.build_metadata()

# Metadata includes required fields like issuer, endpoints, and capabilities
%{
  "issuer" => "https://auth.example.com",
  "authorization_endpoint" => "https://auth.example.com/authorize",
  "token_endpoint" => "https://auth.example.com/token",
  "scopes_supported" => ["mcp:read", "mcp:write"],
  "response_types_supported" => ["code"],
  "grant_types_supported" => ["authorization_code"]
}

      


      
        Summary


  
    Types
  


    
      
        metadata()

      


    





  
    Functions
  


    
      
        build_metadata()

      


        Builds the authorization server metadata from application configuration.



    


    
      
        validate_config()

      


        Validates that the authorization server metadata configuration is complete.



    





      


      
        Types


        


  
    
      
    
    
      metadata()



        
          
        

    

  


  

      

          @type metadata() :: %{required(String.t()) => term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build_metadata()



        
          
        

    

  


  

      

          @spec build_metadata() :: metadata()


      


Builds the authorization server metadata from application configuration.
Returns a map containing the authorization server metadata as specified
in RFC 8414. The metadata includes both required and optional fields
based on the application's OAuth configuration.
Required Fields (RFC 8414)
	issuer: The authorization server issuer identifier
	authorization_endpoint: URL of the authorization endpoint
	token_endpoint: URL of the token endpoint

Optional Fields
	jwks_uri: URL of the JWK Set document
	scopes_supported: List of supported OAuth 2.0 scopes
	response_types_supported: List of supported response types
	grant_types_supported: List of supported grant types
	code_challenge_methods_supported: List of supported PKCE methods
	introspection_endpoint: URL of the token introspection endpoint
	revocation_endpoint: URL of the token revocation endpoint

Examples
iex> AuthorizationServerMetadata.build_metadata()
%{
  "issuer" => "https://auth.example.com",
  "authorization_endpoint" => "https://auth.example.com/authorize",
  "token_endpoint" => "https://auth.example.com/token",
  "scopes_supported" => ["mcp:read", "mcp:write"],
  "response_types_supported" => ["code"],
  "grant_types_supported" => ["authorization_code"]
}

  



  
    
      
    
    
      validate_config()



        
          
        

    

  


  

      

          @spec validate_config() :: :ok | {:error, term()}


      


Validates that the authorization server metadata configuration is complete.
Checks that all required fields are present in the application configuration
and returns :ok if valid, or {:error, reason} if configuration is missing
or invalid.
Examples
iex> AuthorizationServerMetadata.validate_config()
:ok

iex> AuthorizationServerMetadata.validate_config()
{:error, {:missing_required_field, :issuer}}

  


        

      


  

    
ExMCP.Authorization.ClientAssertion 
    



      
RFC 7523 Section 2.2 — JWT client assertions for private_key_jwt authentication.
Used to authenticate confidential clients at the token endpoint using
a JWT signed with the client's private key instead of a client secret.

      


      
        Summary


  
    Functions
  


    
      
        assertion_type()

      


        Returns the client assertion type URI.



    


    
      
        build_assertion(opts)

      


        Builds a JWT client assertion for token endpoint authentication.



    


    
      
        build_assertion_params(opts)

      


        Builds form parameters for JWT client authentication at the token endpoint.



    


    
      
        verify_assertion(assertion, expected_client_id, opts)

      


        Server-side: Verifies an incoming client assertion.



    





      


      
        Functions


        


  
    
      
    
    
      assertion_type()



        
          
        

    

  


  

      

          @spec assertion_type() :: String.t()


      


Returns the client assertion type URI.

  



  
    
      
    
    
      build_assertion(opts)



        
          
        

    

  


  

      

          @spec build_assertion(keyword()) :: {:ok, String.t()} | {:error, term()}


      


Builds a JWT client assertion for token endpoint authentication.
Options
	:client_id (required) - The client identifier
	:token_endpoint (required) - The token endpoint URL (used as audience)
	:private_key (required) - JWK private key for signing
	:alg - Signing algorithm (default: "RS256")
	:kid - Key ID to include in header
	:lifetime - Assertion lifetime in seconds (default: 300)
	:additional_claims - Extra claims to include


  



  
    
      
    
    
      build_assertion_params(opts)



        
          
        

    

  


  

      

          @spec build_assertion_params(keyword()) :: {:ok, keyword()} | {:error, term()}


      


Builds form parameters for JWT client authentication at the token endpoint.
Returns a keyword list with client_assertion_type, client_assertion, and client_id
ready to be merged into the token request body.
Accepts the same options as build_assertion/1.

  



  
    
      
    
    
      verify_assertion(assertion, expected_client_id, opts)



        
          
        

    

  


  

      

          @spec verify_assertion(String.t(), String.t(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Server-side: Verifies an incoming client assertion.
Parameters
	assertion - The JWT assertion string
	expected_client_id - The expected client ID (must match iss and sub)
	opts - Verification options:	:token_endpoint (required) - The token endpoint URL (expected audience)
	:client_jwks - List of JWKs for the client, or a single JWK
	:jwks_uri - URL to fetch client JWKS from
	:max_lifetime - Maximum allowed assertion lifetime (default: 600)




  


        

      


  

    
ExMCP.Authorization.ClientIdMetadata 
    



      
OAuth Client ID Metadata Document support for MCP authorization.
Implements the OAuth Client ID Metadata Document mechanism where the
client's client_id is a URL that resolves to a JSON document
containing the client's OAuth metadata.
This enables dynamic client registration-like behavior without
requiring a registration endpoint.
Client IDs are exact HTTPS URLs with a non-root path. The document at that
URL must repeat the exact client ID and provide client_name and
redirect_uris. Authorization servers advertise support with
client_id_metadata_document_supported: true.

      


      
        Summary


  
    Types
  


    
      
        client_metadata()

      


    





  
    Functions
  


    
      
        build_metadata(opts \\ [])

      


        Builds a client metadata document for this application.



    


    
      
        fetch(client_id_url, opts \\ [])

      


        Fetches and parses client metadata from a client_id URL.



    


    
      
        supported?(metadata)

      


        Returns whether authorization-server metadata advertises CIMD support.



    


    
      
        validate(metadata, expected_client_id)

      


        Validates client metadata structure.



    


    
      
        validate_url(client_id_url)

      


        Validates the URL form required for a CIMD client identifier.



    





      


      
        Types


        


  
    
      
    
    
      client_metadata()



        
          
        

    

  


  

      

          @type client_metadata() :: %{required(String.t()) => term()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build_metadata(opts \\ [])



        
          
        

    

  


  

      

          @spec build_metadata(keyword()) :: client_metadata()


      


Builds a client metadata document for this application.
Useful for MCP clients that want to publish their own metadata.

  



    

  
    
      
    
    
      fetch(client_id_url, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch(
  String.t(),
  keyword()
) :: {:ok, client_metadata()} | {:error, term()}


      


Fetches and parses client metadata from a client_id URL.
Parameters
	client_id_url - The client_id URL to fetch metadata from
	opts - Hardened metadata-fetch options. A custom :http_client must
implement get(uri, approved_address, opts) and connect to the supplied
address while preserving uri.host for TLS and HTTP host validation.

Returns
	{:ok, metadata} - Successfully fetched client metadata
	{:error, reason} - Failed to fetch or parse metadata

The default client permits only HTTPS public addresses, revalidates and pins
every redirect hop, bounds time and response bytes, and sends no credentials.

  



  
    
      
    
    
      supported?(metadata)



        
          
        

    

  


  

      

          @spec supported?(map()) :: boolean()


      


Returns whether authorization-server metadata advertises CIMD support.

  



  
    
      
    
    
      validate(metadata, expected_client_id)



        
          
        

    

  


  

      

          @spec validate(client_metadata(), String.t()) :: :ok | {:error, term()}


      


Validates client metadata structure.
Required Fields
	client_id - Must match the URL it was fetched from
	client_name - Human-readable name for the client
	redirect_uris - List of allowed redirect URIs

Optional Fields
	client_uri - URL of the client's home page
	logo_uri - URL of the client's logo
	scope - Space-separated list of requested scopes
	contacts - List of contact emails
	tos_uri - Terms of service URL
	policy_uri - Privacy policy URL


  



  
    
      
    
    
      validate_url(client_id_url)



        
          
        

    

  


  

      

          @spec validate_url(String.t()) :: :ok | {:error, term()}


      


Validates the URL form required for a CIMD client identifier.

  


        

      


  

    
ExMCP.Authorization.ClientRegistration 
    



      
Deprecated Dynamic Client Registration for OAuth 2.1.
Implements RFC 7591 (OAuth 2.0 Dynamic Client Registration Protocol)
to allow MCP clients to register themselves with authorization servers
at runtime.
MCP 2026-07-28 deprecates this mechanism in favor of Client ID Metadata
Documents. Keep DCR only as a compatibility fallback for authorization
servers that advertise registration_endpoint but not a usable CIMD path.
Example
# Register a new client
{:ok, client_info} = ExMCP.Authorization.ClientRegistration.register_client(%{
  registration_endpoint: "https://auth.example.com/register",
  client_name: "My MCP Client",
  application_type: "native",
  redirect_uris: ["https://localhost:8080/callback"],
  grant_types: ["authorization_code"],
  response_types: ["code"],
  scope: "mcp:read mcp:write"
})

# Use the returned client_id and client_secret for authorization flows

      


      
        Summary


  
    Types
  


    
      
        client_information()

      


    


    
      
        registration_request()

      


    





  
    Functions
  


    
      
        build_request(request)

      


        Validates a deprecated DCR request and builds its JSON payload.



    


    
      
        get_client_information(registration_client_uri, registration_access_token)

      


        Retrieves client information using a registration access token.



    


    
      
        register_client(request)

      


        Registers a new client with the authorization server.



    


    
      
        update_client_information(registration_client_uri, registration_access_token, updates)

      


        Updates client information using a registration access token.



    





      


      
        Types


        


  
    
      
    
    
      client_information()



        
          
        

    

  


  

      

          @type client_information() :: %{
  client_id: String.t(),
  client_secret: String.t() | nil,
  client_secret_expires_at: integer() | nil,
  registration_access_token: String.t() | nil,
  registration_client_uri: String.t() | nil,
  client_name: String.t(),
  redirect_uris: [String.t()],
  grant_types: [String.t()],
  response_types: [String.t()],
  scope: String.t()
}


      



  



  
    
      
    
    
      registration_request()



        
          
        

    

  


  

      

          @type registration_request() :: %{
  :registration_endpoint => String.t(),
  :client_name => String.t(),
  :application_type => String.t(),
  :redirect_uris => [String.t()],
  :grant_types => [String.t()],
  :response_types => [String.t()],
  :scope => String.t(),
  optional(:token_endpoint_auth_method) => String.t(),
  optional(:client_uri) => String.t() | nil,
  optional(:logo_uri) => String.t() | nil,
  optional(:contacts) => [String.t()] | nil,
  optional(:tos_uri) => String.t() | nil,
  optional(:policy_uri) => String.t() | nil,
  optional(:software_id) => String.t() | nil,
  optional(:software_version) => String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build_request(request)



        
          
        

    

  


  

      

          @spec build_request(registration_request()) :: {:ok, map()} | {:error, term()}


      


Validates a deprecated DCR request and builds its JSON payload.

  



  
    
      
    
    
      get_client_information(registration_client_uri, registration_access_token)



        
          
        

    

  


  

      

          @spec get_client_information(String.t(), String.t()) ::
  {:ok, client_information()} | {:error, term()}


      


Retrieves client information using a registration access token.
This allows clients to read their current registration information
from the authorization server.

  



  
    
      
    
    
      register_client(request)



        
          
        

    

  


  

      

          @spec register_client(registration_request()) ::
  {:ok, client_information()} | {:error, term()}


      


Registers a new client with the authorization server.
Dynamic Client Registration is deprecated by MCP 2026-07-28. New clients
should use a pre-registered client or Client ID Metadata Document.
This implements the client registration flow from RFC 7591,
sending client metadata to the registration endpoint and
receiving client credentials in response.

  



  
    
      
    
    
      update_client_information(registration_client_uri, registration_access_token, updates)



        
          
        

    

  


  

      

          @spec update_client_information(String.t(), String.t(), map()) ::
  {:ok, client_information()} | {:error, term()}


      


Updates client information using a registration access token.
This allows clients to modify their registration information
at the authorization server.

  


        

      


  

    
ExMCP.Authorization.CredentialStore behaviour
    



      
Pluggable persistence boundary for issuer-bound OAuth credentials.
ExMCP deliberately does not ship a file-backed secret store. Applications
can provide an OS keychain, encrypted database, or other appropriate adapter
as either AdapterModule or {AdapterModule, adapter_state}.
Registration records are stored under a versioned key containing the exact
authorization-server issuer and client ID. Adapters may maintain a separate
index from a non-secret local context (normally the MCP resource URL) to that
key, but fetch_registration/3 validates both the returned key and record
before credentials can be reused.
Token keys include the exact issuer and client ID plus resource, audience,
subject/client identity, and granted scopes. Raw access and refresh tokens
are never part of a key.
Legacy records without an issuer are rejected with
{:credential_migration_required, kind}. Call bind_legacy_registration/2
or bind_legacy_token/2 only after independently establishing the issuer;
ExMCP never attaches an unkeyed record to the currently discovered issuer.
Adapter contract
An adapter implements this behaviour. context must be a stable,
non-secret local identifier. A registration fetch returns the exact storage
key with the record so ExMCP can reject a corrupt or cross-issuer index.

      


      
        Summary


  
    Types
  


    
      
        context()

      


    


    
      
        key()

      


    


    
      
        registration_key()

      


    


    
      
        store()

      


    


    
      
        token_key()

      


    





  
    Callbacks
  


    
      
        fetch_registration(context, issuer, adapter_state)

      


    


    
      
        fetch_token(token_key, adapter_state)

      


    


    
      
        put_registration(context, registration_key, t, adapter_state)

      


    


    
      
        put_token(token_key, t, adapter_state)

      


    





  
    Functions
  


    
      
        bind_legacy_registration(legacy, issuer)

      


        Explicitly binds a legacy registration after its issuer is independently verified.



    


    
      
        bind_legacy_token(legacy, binding)

      


        Explicitly binds a legacy token after every partition field is independently verified.



    


    
      
        fetch_registration(store, context, issuer)

      


        Fetches and validates a registration for an exact issuer.



    


    
      
        fetch_token(store, binding)

      


        Fetches a token only from its complete authorization partition.



    


    
      
        put_registration(store, context, registration)

      


        Persists a validated issuer-bound registration.



    


    
      
        put_token(store, token)

      


        Persists a token under its complete, non-secret authorization key.



    


    
      
        registration_key(issuer, client_id)

      


        Builds the versioned persistence key for a client registration.



    


    
      
        token_key(token_or_binding)

      


        Builds a complete token partition key without including token material.



    





      


      
        Types


        


  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: term()


      



  



  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() :: registration_key() | token_key()


      



  



  
    
      
    
    
      registration_key()



        
          
        

    

  


  

      

          @type registration_key() ::
  {:ex_mcp_oauth_credential, 1, :registration, String.t(), String.t()}


      



  



  
    
      
    
    
      store()



        
          
        

    

  


  

      

          @type store() :: module() | {module(), term()}


      



  



  
    
      
    
    
      token_key()



        
          
        

    

  


  

      

          @type token_key() ::
  {:ex_mcp_oauth_credential, 1, :token, String.t(), String.t(), term(), term(),
   term(), [String.t()]}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      fetch_registration(context, issuer, adapter_state)



        
          
        

    

  


  

      

          @callback fetch_registration(context(), issuer :: String.t(), adapter_state :: term()) ::
  {:ok, key(), ExMCP.Authorization.CredentialStore.Registration.t() | map()}
  | :not_found
  | {:error, term()}


      



  



  
    
      
    
    
      fetch_token(token_key, adapter_state)



        
          
        

    

  


  

      

          @callback fetch_token(token_key(), adapter_state :: term()) ::
  {:ok, ExMCP.Authorization.CredentialStore.Token.t() | map()}
  | :not_found
  | {:error, term()}


      



  



  
    
      
    
    
      put_registration(context, registration_key, t, adapter_state)



        
          
        

    

  


  

      

          @callback put_registration(
  context(),
  registration_key(),
  ExMCP.Authorization.CredentialStore.Registration.t(),
  adapter_state :: term()
) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      put_token(token_key, t, adapter_state)



        
          
        

    

  


  

      

          @callback put_token(
  token_key(),
  ExMCP.Authorization.CredentialStore.Token.t(),
  adapter_state :: term()
) ::
  :ok | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      bind_legacy_registration(legacy, issuer)



        
          
        

    

  


  

      

          @spec bind_legacy_registration(map(), String.t()) ::
  {:ok, ExMCP.Authorization.CredentialStore.Registration.t()} | {:error, term()}


      


Explicitly binds a legacy registration after its issuer is independently verified.

  



  
    
      
    
    
      bind_legacy_token(legacy, binding)



        
          
        

    

  


  

      

          @spec bind_legacy_token(map(), map()) ::
  {:ok, ExMCP.Authorization.CredentialStore.Token.t()} | {:error, term()}


      


Explicitly binds a legacy token after every partition field is independently verified.

  



  
    
      
    
    
      fetch_registration(store, context, issuer)



        
          
        

    

  


  

      

          @spec fetch_registration(store(), context(), String.t()) ::
  {:ok, ExMCP.Authorization.CredentialStore.Registration.t()}
  | :not_found
  | {:error, term()}


      


Fetches and validates a registration for an exact issuer.

  



  
    
      
    
    
      fetch_token(store, binding)



        
          
        

    

  


  

      

          @spec fetch_token(store(), ExMCP.Authorization.CredentialStore.Token.t() | map()) ::
  {:ok, ExMCP.Authorization.CredentialStore.Token.t()}
  | :not_found
  | {:error, term()}


      


Fetches a token only from its complete authorization partition.

  



  
    
      
    
    
      put_registration(store, context, registration)



        
          
        

    

  


  

      

          @spec put_registration(
  store(),
  context(),
  ExMCP.Authorization.CredentialStore.Registration.t() | map()
) ::
  :ok | {:error, term()}


      


Persists a validated issuer-bound registration.

  



  
    
      
    
    
      put_token(store, token)



        
          
        

    

  


  

      

          @spec put_token(store(), ExMCP.Authorization.CredentialStore.Token.t() | map()) ::
  :ok | {:error, term()}


      


Persists a token under its complete, non-secret authorization key.

  



  
    
      
    
    
      registration_key(issuer, client_id)



        
          
        

    

  


  

      

          @spec registration_key(String.t(), String.t()) ::
  {:ok, registration_key()} | {:error, term()}


      


Builds the versioned persistence key for a client registration.

  



  
    
      
    
    
      token_key(token_or_binding)



        
          
        

    

  


  

      

          @spec token_key(ExMCP.Authorization.CredentialStore.Token.t() | map()) ::
  {:ok, token_key()} | {:error, term()}


      


Builds a complete token partition key without including token material.

  


        

      


  

    
ExMCP.Authorization.CredentialStore.Registration 
    



      
An OAuth client registration bound to one authorization-server issuer.
The custom Inspect implementation redacts the client secret so routine
logging and crash reports do not disclose it.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Authorization.CredentialStore.Registration{
  client_id: String.t(),
  client_secret: String.t() | nil,
  issuer: String.t(),
  registration_method: :dynamic | :pre_registered
}


      



  


        

      


  

    
ExMCP.Authorization.CredentialStore.Token 
    



      
OAuth tokens together with their complete, non-secret authorization binding.
Access and refresh tokens are redacted by Inspect.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Authorization.CredentialStore.Token{
  access_token: String.t(),
  audience: String.t() | [String.t()] | nil,
  client_id: String.t(),
  client_identity: String.t() | nil,
  expires_at: integer() | nil,
  granted_scopes: [String.t()],
  issuer: String.t(),
  refresh_token: String.t() | nil,
  resource: String.t() | [String.t()] | nil,
  subject: String.t() | nil,
  token_type: String.t()
}


      



  


        

      


  

    
ExMCP.Authorization.DiscoveryFlow 
    



      
Full 401 -> discovery -> auth orchestrator for MCP OAuth.
Coordinates the complete flow from discovering authorization server
metadata to obtaining an access token, supporting both client_secret
and private_key_jwt authentication methods.

      


      
        Summary


  
    Types
  


    
      
        auth_method()

      


    


    
      
        config()

      


    





  
    Functions
  


    
      
        execute(config)

      


        Executes the full discovery-to-token flow.



    





      


      
        Types


        


  
    
      
    
    
      auth_method()



        
          
        

    

  


  

      

          @type auth_method() :: :client_secret | :private_key_jwt


      



  



  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: %{
  :resource_url => String.t(),
  :client_id => String.t(),
  :auth_method => auth_method(),
  optional(:client_secret) => String.t(),
  optional(:private_key) => JOSE.JWK.t(),
  optional(:alg) => String.t(),
  optional(:kid) => String.t(),
  optional(:scopes) => [String.t()],
  optional(:resource) => String.t() | [String.t()],
  optional(:http_client) => module() | function(),
  optional(:metadata_fetch) => keyword()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      execute(config)



        
          
        

    

  


  

      

          @spec execute(config()) :: {:ok, map()} | {:error, term()}


      


Executes the full discovery-to-token flow.
	Discovers the authorization server via Protected Resource Metadata (RFC 9728)
	Fetches AS metadata via OIDC Discovery / RFC 8414
	Selects authentication method based on config and server capabilities
	Obtains an access token via client credentials flow

Config
	:resource_url (required) - The MCP server resource URL
	:client_id (required) - OAuth client identifier
	:auth_method (required) - :client_secret or :private_key_jwt
	:client_secret - Required when auth_method is :client_secret
	:private_key - Required when auth_method is :private_key_jwt
	:alg - Signing algorithm for JWT auth (default: "RS256")
	:kid - Key ID for JWT auth
	:scopes - Requested scopes
	:resource - RFC 8707 resource parameter(s)
	:http_client - Custom pinned-address HTTP client for metadata discovery
	:metadata_fetch - Metadata timeout, size, DNS and redirect-policy options


  


        

      


  

    
ExMCP.Authorization.EnterpriseFlow 
    



      
Client-side enterprise SSO orchestrator for MCP.
Implements the enterprise-managed authorization flow using ID-JAG:
	(Pre-step) User authenticates with IdP via OIDC → obtains ID token
	Token Exchange at IdP: exchange ID token for ID-JAG
	JWT Bearer Grant at AS: present ID-JAG to get access token


      


      
        Summary


  
    Types
  


    
      
        config()

      


    





  
    Functions
  


    
      
        execute(config)

      


        Executes the enterprise-managed authorization flow.



    


    
      
        prepare_oidc_auth(opts)

      


        Discovers the IdP's OIDC endpoints and builds an authorization URL for Step 1.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: %{
  :id_token => String.t(),
  :idp_token_endpoint => String.t(),
  :as_issuer => String.t(),
  optional(:as_token_endpoint) => String.t(),
  optional(:resource_url) => String.t(),
  optional(:client_id) => String.t(),
  optional(:scope) => String.t(),
  optional(:http_client) => module() | function(),
  optional(:metadata_fetch) => keyword()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      execute(config)



        
          
        

    

  


  

      

          @spec execute(config()) :: {:ok, map()} | {:error, term()}


      


Executes the enterprise-managed authorization flow.
Takes an OIDC ID token (from a prior authentication step) and:
	Discovers the AS token endpoint if not provided
	Exchanges the ID token for an ID-JAG at the IdP
	Presents the ID-JAG to the AS via JWT bearer grant to get an access token

Config
	:id_token (required) - OIDC ID token from prior authentication
	:idp_token_endpoint (required) - IdP's token endpoint for token exchange
	:as_issuer (required) - Authorization server's issuer URI
	:as_token_endpoint - AS token endpoint (discovered if not provided)
	:resource_url - MCP server resource URL
	:client_id - OAuth client identifier
	:scope - Requested scope
	:http_client - Custom pinned-address HTTP client for discovery
	:metadata_fetch - Metadata timeout, size, DNS and redirect-policy options


  



  
    
      
    
    
      prepare_oidc_auth(opts)



        
          
        

    

  


  

      

          @spec prepare_oidc_auth(keyword()) :: {:ok, map()} | {:error, term()}


      


Discovers the IdP's OIDC endpoints and builds an authorization URL for Step 1.
This is a helper for initiating the OIDC authentication step before
the enterprise flow can proceed.
Options
	:idp_issuer (required) - The IdP's issuer URI
	:client_id (required) - OAuth client identifier at the IdP
	:redirect_uri (required) - Callback URI for OIDC code flow
	:scope - Requested OIDC scopes (default: "openid")
	:state - CSRF state parameter
	:nonce - OIDC nonce parameter
	:http_client - Custom HTTP client module


  


        

      


  

    
ExMCP.Authorization.ErrorHandler 
    



      
Handles authorization-related errors and triggers appropriate OAuth flows.
This module implements the MCP specification requirements for handling
401 Unauthorized and 403 Forbidden responses, automatically initiating
OAuth flows when needed.

      


      
        Summary


  
    Functions
  


    
      
        handle_auth_error(status, headers, body, state)

      


        Handles HTTP authorization errors according to MCP specification.



    


    
      
        handle_oauth_error(response)

      


        Processes an OAuth error response according to RFC 6749.



    





      


      
        Functions


        


  
    
      
    
    
      handle_auth_error(status, headers, body, state)



        
          
        

    

  


  

      

          @spec handle_auth_error(integer(), list(), binary(), map()) ::
  {:error, atom() | {atom(), any()}} | {:retry, map()}


      


Handles HTTP authorization errors according to MCP specification.
	401 Unauthorized: Token is invalid or required
	403 Forbidden: Insufficient permissions

Returns {:error, reason} or {:retry, auth_params} to trigger OAuth flow.

  



  
    
      
    
    
      handle_oauth_error(response)



        
          
        

    

  


  

      

          @spec handle_oauth_error(map()) :: {:error, {atom(), String.t()}}


      


Processes an OAuth error response according to RFC 6749.

  


        

      


  

    
ExMCP.Authorization.FullOAuthFlow 
    



      
Full OAuth 2.1 authorization code flow with PKCE for MCP.
Orchestrates the complete browser-based OAuth flow:
	Discover Protected Resource Metadata (RFC 9728)
	Discover Authorization Server metadata (RFC 8414 / OIDC)
	Dynamic Client Registration (RFC 7591) if no client_id
	Authorization Code flow with PKCE (RFC 7636)
	Local redirect URI server to receive callback
	Token exchange at token endpoint

This is used when a server returns 401 and the client has no
pre-existing credentials. For clients with credentials, use
ExMCP.Authorization.DiscoveryFlow instead.
Usage
{:ok, token} = FullOAuthFlow.execute(%{
  resource_url: "http://localhost:3000/mcp",
  client_registration: :auto,
  application_type: :native,
  redirect_port: 8080
})

      


      
        Summary


  
    Types
  


    
      
        config()

      


    





  
    Functions
  


    
      
        execute(config)

      


        Execute the full OAuth flow.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: %{
  :resource_url => String.t(),
  optional(:client_id) => String.t(),
  optional(:client_secret) => String.t(),
  optional(:client_registration) =>
    ExMCP.Authorization.RegistrationPolicy.configured_strategy(),
  optional(:credential_issuer) => String.t(),
  optional(:credential_store) => ExMCP.Authorization.CredentialStore.store(),
  optional(:credential_context) => term(),
  optional(:client_metadata_url) => String.t(),
  optional(:application_type) =>
    ExMCP.Authorization.RegistrationPolicy.application_type(),
  optional(:redirect_port) => non_neg_integer(),
  optional(:private_key) => JOSE.JWK.t(),
  optional(:signing_algorithm) => String.t(),
  optional(:key_id) => String.t(),
  optional(:scopes) => [String.t()],
  optional(:resource) => String.t() | [String.t()],
  optional(:http_client) => module() | function(),
  optional(:metadata_fetch) => keyword(),
  optional(:oauth_http) => keyword(),
  optional(:authorization_max_redirects) => 0..10,
  optional(:authorization_deadline_ms) => 1..60000,
  optional(:www_authenticate) => String.t(),
  optional(:protocol_version) => String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      execute(config)



        
          
        

    

  


  

      

          @spec execute(config()) :: {:ok, map()} | {:error, term()}


      


Execute the full OAuth flow.
Returns {:ok, %{access_token: "...", ...}} on success.

  


        

      


  

    
ExMCP.Authorization.HTTPClient 
    



      
HTTP client functionality for OAuth 2.1 requests.
This module handles the HTTP communication with OAuth authorization servers,
including token requests, introspection, and metadata discovery.

      


      
        Summary


  
    Functions
  


    
      
        fetch_server_metadata(metadata_url, opts \\ [])

      


        Fetches server metadata from the well-known endpoint.



    


    
      
        make_introspection_request(endpoint, body, opts \\ [])

      


        Makes a token introspection request.



    


    
      
        make_token_request(endpoint, body, opts \\ [])

      


        Makes a token request to the authorization server.



    





      


      
        Functions


        


    

  
    
      
    
    
      fetch_server_metadata(metadata_url, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch_server_metadata(
  String.t(),
  keyword()
) :: {:ok, map()} | {:error, term()}


      


Fetches server metadata from the well-known endpoint.
Implements RFC 8414 OAuth 2.0 Authorization Server Metadata discovery.

  



    

  
    
      
    
    
      make_introspection_request(endpoint, body, opts \\ [])



        
          
        

    

  


  

      

          @spec make_introspection_request(String.t(), map() | keyword(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Makes a token introspection request.
Used for validating access tokens with the authorization server.

  



    

  
    
      
    
    
      make_token_request(endpoint, body, opts \\ [])



        
          
        

    

  


  

      

          @spec make_token_request(
  String.t(),
  keyword() | [{String.t(), String.t()}],
  keyword()
) ::
  {:ok, map()} | {:error, term()}


      


Makes a token request to the authorization server.
Handles both token exchange and refresh token requests with proper
error handling and response parsing.

  


        

      


  

    
ExMCP.Authorization.IdJag 
    



      
ID-JAG (Identity JWT Authorization Grant) creation and validation.
ID-JAG is a JWT with typ="oauth-id-jag+jwt" that carries identity information
from an IdP to an authorization server in the enterprise-managed authorization flow.

      


      
        Summary


  
    Functions
  


    
      
        create(opts)

      


        Creates and signs an ID-JAG JWT.



    


    
      
        id_jag?(token)

      


        Checks if a JWT has the ID-JAG typ header.



    


    
      
        typ()

      


        Returns the ID-JAG typ header value.



    


    
      
        validate(token, opts)

      


        Validates an ID-JAG JWT.



    





      


      
        Functions


        


  
    
      
    
    
      create(opts)



        
          
        

    

  


  

      

          @spec create(keyword()) :: {:ok, String.t()} | {:error, term()}


      


Creates and signs an ID-JAG JWT.
Options
	:private_key (required) - JWK private key for signing (IdP's key)
	:issuer (required) - The IdP issuer identifier
	:subject (required) - The user's subject identifier
	:audience (required) - The authorization server's issuer URI
	:resource (required) - The MCP server resource URI
	:client_id (required) - The OAuth client identifier
	:scope - Requested scope (optional)
	:alg - Signing algorithm (default: "RS256")
	:kid - Key ID to include in header
	:lifetime - Token lifetime in seconds (default: 300)
	:additional_claims - Extra claims to include


  



  
    
      
    
    
      id_jag?(token)



        
          
        

    

  


  

      

          @spec id_jag?(String.t()) :: boolean()


      


Checks if a JWT has the ID-JAG typ header.

  



  
    
      
    
    
      typ()



        
          
        

    

  


  

Returns the ID-JAG typ header value.

  



  
    
      
    
    
      validate(token, opts)



        
          
        

    

  


  

      

          @spec validate(
  String.t(),
  keyword()
) :: {:ok, map()} | {:error, term()}


      


Validates an ID-JAG JWT.
Options
	:idp_keys (required) - JWK or list of JWKs from the IdP
	:expected_audience (required) - Expected audience (AS issuer)
	:expected_resource (required) - Expected resource (MCP server URI)
	:max_lifetime - Maximum allowed lifetime in seconds (default: 600)


  


        

      


  

    
ExMCP.Authorization.IdJagHandler 
    



      
Server-side handler for processing ID-JAG tokens in JWT bearer grants.
Used by MCP authorization servers to validate incoming ID-JAG assertions
and issue access tokens in the enterprise-managed authorization flow.

      


      
        Summary


  
    Functions
  


    
      
        fetch_idp_keys(jwks_uri)

      


        Fetches JWKS from an IdP's jwks_uri endpoint.



    


    
      
        handle_grant(opts)

      


        Processes a JWT bearer grant containing an ID-JAG.



    





      


      
        Functions


        


  
    
      
    
    
      fetch_idp_keys(jwks_uri)



        
          
        

    

  


  

      

          @spec fetch_idp_keys(String.t()) :: {:ok, [JOSE.JWK.t()]} | {:error, term()}


      


Fetches JWKS from an IdP's jwks_uri endpoint.

  



  
    
      
    
    
      handle_grant(opts)



        
          
        

    

  


  

      

          @spec handle_grant(keyword()) :: {:ok, map()} | {:error, term()}


      


Processes a JWT bearer grant containing an ID-JAG.
	Extracts and identifies the ID-JAG assertion
	Identifies the IdP from the iss claim
	Fetches/caches IdP JWKS
	Validates the ID-JAG
	Returns validated claims for access token issuance

Options
	:assertion (required) - The JWT bearer assertion (ID-JAG)
	:expected_audience (required) - This AS's issuer URI
	:expected_resource (required) - The MCP server resource URI
	:trusted_idps (required) - Map of trusted IdP issuers to their config
Each IdP config should have :jwks_uri or :jwks (list of JWKs)
	:jwks_cache - Optional cache (map of issuer -> JWKs) for performance
	:max_lifetime - Maximum ID-JAG lifetime (default: 600)


  


        

      


  

    
ExMCP.Authorization.Interceptor 
    



      
Request interceptor that automatically adds authorization headers.
This module provides middleware functionality to ensure all MCP requests
include proper authorization headers when tokens are available.

      


      
        Summary


  
    Functions
  


    
      
        add_auth_headers(request, opts)

      


        Adds authorization headers to a request if a token is available.



    


    
      
        handle_response(response, state)

      


        Processes a response and handles authorization errors.



    


    
      
        wrap_request_fn(request_fn, opts)

      


        Creates an authorization-aware request function.



    





      


      
        Functions


        


  
    
      
    
    
      add_auth_headers(request, opts)



        
          
        

    

  


  

      

          @spec add_auth_headers(
  map() | keyword(),
  keyword()
) :: {:ok, map() | keyword()} | {:error, any()}


      


Adds authorization headers to a request if a token is available.
Options:
	:token_manager - PID or name of TokenManager process
	:token - Static token to use (alternative to token_manager)
	:auth_type - Authorization type (default: "Bearer")


  



  
    
      
    
    
      handle_response(response, state)



        
          
        

    

  


  

      

          @spec handle_response({:ok, any()} | {:error, any()}, map()) ::
  {:ok, any()} | {:retry, map()} | {:error, any()}


      


Processes a response and handles authorization errors.
Returns:
	{:ok, response} - Response is fine, continue processing
	{:retry, auth_params} - Need to retry with authentication
	{:error, reason} - Unrecoverable error


  



  
    
      
    
    
      wrap_request_fn(request_fn, opts)



        
          
        

    

  


  

      

          @spec wrap_request_fn(
  (map() -> {:ok, any()} | {:error, any()}),
  keyword()
) :: (map() -> {:ok, any()} | {:error, any()})


      


Creates an authorization-aware request function.
This wraps a request function to automatically add auth headers and
handle authorization errors with retry logic.

  


        

      


  

    
ExMCP.Authorization.Issuer 
    



      
Exact authorization-server issuer comparison.
OAuth issuer identifiers are compared as identifiers, not as URLs to be
normalized. In particular, ExMCP does not add or remove trailing slashes,
rewrite paths, fold case, or otherwise canonicalize issuer values before
comparing them.

      


      
        Summary


  
    Types
  


    
      
        mismatch()

      


    





  
    Functions
  


    
      
        compare(issuer, issuer)

      


        Compares two issuer identifiers byte-for-byte.



    





      


      
        Types


        


  
    
      
    
    
      mismatch()



        
          
        

    

  


  

      

          @type mismatch() ::
  :missing_expected_issuer
  | :missing_authorization_server_issuer
  | {:issuer_mismatch, keyword(String.t())}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      compare(issuer, issuer)



        
          
        

    

  


  

      

          @spec compare(String.t() | nil, String.t() | nil) :: :ok | {:error, mismatch()}


      


Compares two issuer identifiers byte-for-byte.

  


        

      


  

    
ExMCP.Authorization.JWT 
    



      
General-purpose JWT module wrapping JOSE for MCP authorization.
Provides key loading, JWT signing, verification, and claims validation
used by OAuth client assertions, ID-JAG tokens, and JWT bearer grants.

      


      
        Summary


  
    Functions
  


    
      
        fetch_jwks(url, opts \\ [])

      


        Fetches a JWKS (JSON Web Key Set) from a URL.



    


    
      
        generate_ec_key(opts \\ [])

      


        Generates an EC key pair for development/testing.



    


    
      
        generate_jti()

      


        Generates a unique JWT ID (jti).



    


    
      
        generate_rsa_key(opts \\ [])

      


        Generates an RSA key pair for development/testing.



    


    
      
        load_key(jwk_map)

      


        Loads a JWK from a PEM string, JWK map, or file path.



    


    
      
        peek_header(token)

      


        Reads the unverified header from a JWS token (for typ checking).



    


    
      
        sign(claims, jwk, opts \\ [])

      


        Signs a claims map into a compact JWS string.



    


    
      
        to_map(jwk)

      


        Converts a JWK to a map representation (for JWKS publishing).



    


    
      
        to_public_key(jwk)

      


        Extracts the public key from a JWK.



    


    
      
        validate_claims(claims, expected \\ [])

      


        Validates standard JWT claims against expected values.



    


    
      
        verify(token, jwk_or_jwks)

      


        Verifies the signature of a JWS string and returns the decoded claims.



    


    
      
        verify_and_validate(token, jwk_or_jwks, expected \\ [])

      


        Verifies a JWS string and validates claims against expected values.



    





      


      
        Functions


        


    

  
    
      
    
    
      fetch_jwks(url, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch_jwks(
  String.t(),
  keyword()
) :: {:ok, [JOSE.JWK.t()]} | {:error, term()}


      


Fetches a JWKS (JSON Web Key Set) from a URL.
Uses the same HTTPS-only, public-address, pinned and bounded fetch policy as
authorization-server and client metadata discovery. Custom HTTP clients must
implement get(uri, approved_address, opts).

  



    

  
    
      
    
    
      generate_ec_key(opts \\ [])



        
          
        

    

  


  

      

          @spec generate_ec_key(keyword()) :: JOSE.JWK.t()


      


Generates an EC key pair for development/testing.
Options
	:curve - EC curve name (default: "P-256")


  



  
    
      
    
    
      generate_jti()



        
          
        

    

  


  

      

          @spec generate_jti() :: String.t()


      


Generates a unique JWT ID (jti).

  



    

  
    
      
    
    
      generate_rsa_key(opts \\ [])



        
          
        

    

  


  

      

          @spec generate_rsa_key(keyword()) :: JOSE.JWK.t()


      


Generates an RSA key pair for development/testing.
Options
	:size - Key size in bits (default: 2048)


  



  
    
      
    
    
      load_key(jwk_map)



        
          
        

    

  


  

      

          @spec load_key(map() | String.t() | {:pem_file, String.t()}) ::
  {:ok, JOSE.JWK.t()} | {:error, term()}


      


Loads a JWK from a PEM string, JWK map, or file path.
Examples
{:ok, jwk} = JWT.load_key(%{"kty" => "RSA", ...})
{:ok, jwk} = JWT.load_key("-----BEGIN RSA PRIVATE KEY-----\n...")
{:ok, jwk} = JWT.load_key({:pem_file, "/path/to/key.pem"})

  



  
    
      
    
    
      peek_header(token)



        
          
        

    

  


  

      

          @spec peek_header(String.t()) :: {:ok, map()} | {:error, term()}


      


Reads the unverified header from a JWS token (for typ checking).

  



    

  
    
      
    
    
      sign(claims, jwk, opts \\ [])



        
          
        

    

  


  

      

          @spec sign(map(), JOSE.JWK.t(), keyword()) :: {:ok, String.t()} | {:error, term()}


      


Signs a claims map into a compact JWS string.
Options
	:alg - Signing algorithm (default: "RS256")
	:kid - Key ID to include in header
	:typ - Token type header (default: "JWT")


  



  
    
      
    
    
      to_map(jwk)



        
          
        

    

  


  

      

          @spec to_map(JOSE.JWK.t()) :: map()


      


Converts a JWK to a map representation (for JWKS publishing).

  



  
    
      
    
    
      to_public_key(jwk)



        
          
        

    

  


  

      

          @spec to_public_key(JOSE.JWK.t()) :: JOSE.JWK.t()


      


Extracts the public key from a JWK.

  



    

  
    
      
    
    
      validate_claims(claims, expected \\ [])



        
          
        

    

  


  

      

          @spec validate_claims(
  map(),
  keyword()
) :: {:ok, map()} | {:error, term()}


      


Validates standard JWT claims against expected values.
Time-based claims
exp is required by default and must be a number: a token without an
expiry, or with a non-numeric expiry, is rejected. nbf and iat are
optional, but when present they must be numeric — a non-numeric value is
rejected rather than ignored.
All time comparisons allow :leeway seconds of clock skew (default
30).
Options
	:leeway - Clock skew allowance in seconds (default: 30)
	:require_exp - Require an exp claim (default: true)
	:iss - Expected issuer
	:aud - Expected audience (string or list)
	:sub - Expected subject
	:max_age - Maximum token age in seconds
	:required - List of required claim keys (as strings)

Errors
	{:error, :missing_exp} - no exp claim and require_exp is true
	{:error, {:invalid_claim_type, "exp" | "nbf" | "iat"}} - claim present but not a number

	{:error, :token_expired} / {:error, :token_not_yet_valid} / {:error, :invalid_iat}


  



  
    
      
    
    
      verify(token, jwk_or_jwks)



        
          
        

    

  


  

      

          @spec verify(String.t(), JOSE.JWK.t() | [JOSE.JWK.t()]) ::
  {:ok, map()} | {:error, term()}


      


Verifies the signature of a JWS string and returns the decoded claims.
Accepts a single JWK or a list of JWKs (JWKS).
Signature verification only
This function performs no claims validation: an expired token, a
token that is not yet valid, or a token issued for another audience all
verify successfully as long as the signature is good. Use
verify_and_validate/3 (or validate_claims/2 on the result) for
anything that makes an authorization decision.

  



    

  
    
      
    
    
      verify_and_validate(token, jwk_or_jwks, expected \\ [])



        
          
        

    

  


  

      

          @spec verify_and_validate(String.t(), JOSE.JWK.t() | [JOSE.JWK.t()], keyword()) ::
  {:ok, map()} | {:error, term()}


      


Verifies a JWS string and validates claims against expected values.
Takes the same options as validate_claims/2. Note that exp is required
by default; pass require_exp: false for the rare token profile that
legitimately omits it.

  


        

      


  

    
ExMCP.Authorization.JWTBearerAssertion 
    



      
RFC 7523 Section 2.1 — JWT Bearer Grant.
Uses a JWT assertion as an authorization grant to obtain an access token.
This is used in the enterprise-managed authorization flow (Step 3) where
the ID-JAG is presented to the authorization server as a JWT bearer grant.

      


      
        Summary


  
    Functions
  


    
      
        grant(opts)

      


        Performs a JWT bearer grant at the token endpoint.



    


    
      
        grant_type()

      


        Returns the JWT bearer grant type URI.



    





      


      
        Functions


        


  
    
      
    
    
      grant(opts)



        
          
        

    

  


  

      

          @spec grant(keyword()) :: {:ok, map()} | {:error, term()}


      


Performs a JWT bearer grant at the token endpoint.
Options
	:token_endpoint (required) - The authorization server's token endpoint
	:assertion (required) - The JWT assertion (e.g., an ID-JAG)
	:client_id - Client identifier (optional, may be implicit in assertion)
	:scope - Requested scope
	:resource - Target resource URI (RFC 8707)


  



  
    
      
    
    
      grant_type()



        
          
        

    

  


  

Returns the JWT bearer grant type URI.

  


        

      


  

    
ExMCP.Authorization.MetadataFetcher 
    



      
Fail-closed HTTP fetch boundary for OAuth metadata documents.
Fetches use HTTPS by default, reject userinfo and fragments, resolve and
validate every address on every hop, pin the connection to one approved
public address, and follow only bounded same-origin redirects unless another
exact HTTPS origin is explicitly allowed. Tests and local development may
explicitly allow plain HTTP on loopback addresses. Requests carry fixed
metadata headers and never inherit authorization, cookie, or application
transport headers.

      


      
        Summary


  
    Types
  


    
      
        fetch_error()

      


    


    
      
        response()

      


    





  
    Functions
  


    
      
        fetch(url, opts \\ [])

      


        Fetches one OAuth metadata document through the hardened network boundary.



    


    
      
        validate_url(url, opts \\ [])

      


        Validates the URL form accepted by the metadata fetch boundary.



    





      


      
        Types


        


  
    
      
    
    
      fetch_error()



        
          
        

    

  


  

      

          @type fetch_error() :: {:metadata_fetch_error, atom()}


      



  



  
    
      
    
    
      response()



        
          
        

    

  


  

      

          @type response() :: %{
  status: pos_integer(),
  headers: [{String.t(), String.t()}],
  body: binary(),
  final_url: String.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      fetch(url, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch(
  String.t(),
  keyword()
) :: {:ok, response()} | {:error, fetch_error()}


      


Fetches one OAuth metadata document through the hardened network boundary.

  



    

  
    
      
    
    
      validate_url(url, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_url(
  String.t(),
  keyword()
) :: :ok | {:error, fetch_error()}


      


Validates the URL form accepted by the metadata fetch boundary.

  


        

      


  

    
ExMCP.Authorization.OAuthFlow 
    



      
OAuth 2.1 flow implementations for MCP authorization.
This module handles the core OAuth flows:
	Authorization Code Flow with PKCE
	Client Credentials Flow
	Token refresh flow


      


      
        Summary


  
    Types
  


    
      
        auth_params()

      


    


    
      
        client_credentials_params()

      


    


    
      
        jwt_credentials_params()

      


    


    
      
        token_params()

      


    


    
      
        token_response()

      


    





  
    Functions
  


    
      
        client_credentials_flow(params)

      


        Performs OAuth 2.1 client credentials flow.



    


    
      
        client_credentials_jwt_flow(params)

      


        Performs OAuth 2.1 client credentials flow with JWT client authentication (private_key_jwt).



    


    
      
        exchange_code_for_token(params)

      


        Exchanges an authorization code for tokens.



    


    
      
        reauthorize_with_scopes(params, additional_scopes)

      


        Initiates a full re-authorization flow with an expanded scope set.



    


    
      
        refresh_token(refresh_token, client_id, token_endpoint, opts \\ nil)

      


        Refreshes an access token using a refresh token.



    


    
      
        start_authorization_flow(params)

      


        Starts the OAuth 2.1 authorization code flow with PKCE.



    


    
      
        validate_authorization_response(response, transaction)

      


        Validates an authorization response against its recorded transaction.



    





      


      
        Types


        


  
    
      
    
    
      auth_params()



        
          
        

    

  


  

      

          @type auth_params() :: %{
  optional(:issuer) => String.t(),
  optional(:require_issuer) => boolean(),
  optional(:resource) => String.t() | [String.t()],
  optional(:additional_params) => map(),
  client_id: String.t(),
  redirect_uri: String.t(),
  authorization_endpoint: String.t(),
  scopes: [String.t()]
}


      



  



  
    
      
    
    
      client_credentials_params()



        
          
        

    

  


  

      

          @type client_credentials_params() :: %{
  optional(:scopes) => [String.t()],
  optional(:resource) => String.t() | [String.t()],
  client_id: String.t(),
  client_secret: String.t(),
  token_endpoint: String.t()
}


      



  



  
    
      
    
    
      jwt_credentials_params()



        
          
        

    

  


  

      

          @type jwt_credentials_params() :: %{
  optional(:scopes) => [String.t()],
  optional(:resource) => String.t() | [String.t()],
  optional(:alg) => String.t(),
  optional(:kid) => String.t(),
  client_id: String.t(),
  private_key: JOSE.JWK.t(),
  token_endpoint: String.t()
}


      



  



  
    
      
    
    
      token_params()



        
          
        

    

  


  

      

          @type token_params() :: %{
  optional(:client_secret) => String.t(),
  optional(:resource) => String.t() | [String.t()],
  optional(:transaction_id) => String.t(),
  code: String.t(),
  code_verifier: String.t(),
  client_id: String.t(),
  redirect_uri: String.t(),
  token_endpoint: String.t()
}


      



  



  
    
      
    
    
      token_response()



        
          
        

    

  


  

      

          @type token_response() :: %{
  access_token: String.t(),
  token_type: String.t(),
  expires_in: non_neg_integer() | nil,
  refresh_token: String.t() | nil,
  scope: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      client_credentials_flow(params)



        
          
        

    

  


  

      

          @spec client_credentials_flow(client_credentials_params()) ::
  {:ok, token_response()} | {:error, term()}


      


Performs OAuth 2.1 client credentials flow.

  



  
    
      
    
    
      client_credentials_jwt_flow(params)



        
          
        

    

  


  

      

          @spec client_credentials_jwt_flow(jwt_credentials_params()) ::
  {:ok, token_response()} | {:error, term()}


      


Performs OAuth 2.1 client credentials flow with JWT client authentication (private_key_jwt).
Uses RFC 7523 Section 2.2 client assertions instead of a client secret.

  



  
    
      
    
    
      exchange_code_for_token(params)



        
          
        

    

  


  

      

          @spec exchange_code_for_token(token_params()) ::
  {:ok, token_response()} | {:error, term()}


      


Exchanges an authorization code for tokens.
Include the transaction_id returned by start_authorization_flow/1 to bind
redemption to the validated callback and exact redirect URI. The transaction
is marked redeemed before the network request. If the token response is lost,
retry the complete authorization flow rather than reusing the code.

  



  
    
      
    
    
      reauthorize_with_scopes(params, additional_scopes)



        
          
        

    

  


  

      

          @spec reauthorize_with_scopes(auth_params(), [String.t()]) ::
  {:ok, String.t(), map()} | {:error, term()}


      


Initiates a full re-authorization flow with an expanded scope set.
Used when a refresh token is not available or the server does not support
scope upgrades via refresh. This starts a new authorization code flow
with the combined current + additional scopes.

  



    

  
    
      
    
    
      refresh_token(refresh_token, client_id, token_endpoint, opts \\ nil)



        
          
        

    

  


  

      

          @spec refresh_token(String.t(), String.t(), String.t(), keyword() | String.t() | nil) ::
  {:ok, token_response()} | {:error, term()}


      


Refreshes an access token using a refresh token.
Options
	client_secret - Client secret for confidential clients (default: nil)
	scope - Space-separated scope string to request expanded scopes during refresh.
Used for incremental scope upgrades (2025-11-25). If the authorization server
supports it, the new token will have the expanded scope set.


  



  
    
      
    
    
      start_authorization_flow(params)



        
          
        

    

  


  

      

          @spec start_authorization_flow(auth_params()) ::
  {:ok, String.t(), map()} | {:error, term()}


      


Starts the OAuth 2.1 authorization code flow with PKCE.
Example
{:ok, auth_url, transaction} = OAuthFlow.start_authorization_flow(%{
  client_id: "my-client",
  redirect_uri: "http://localhost:8080/callback",
  authorization_endpoint: "https://auth.example.com/oauth/authorize",
  issuer: "https://auth.example.com",
  scopes: ["mcp:read", "mcp:write"]
})
The returned transaction contains the library-generated state, PKCE verifier,
issuer, exact redirect URI, and an opaque transaction_id. Keep it private,
pass it unchanged to validate_authorization_response/2, and pass either its
transaction_id or the transaction itself through the authorization facade
when exchanging the code.
State is always generated by ExMCP. A top-level :state is rejected, as are
reserved OAuth parameters inside :additional_params; callers cannot replace
the state, PKCE, redirect, resource, client, response-type, or scope fields.

  



  
    
      
    
    
      validate_authorization_response(response, transaction)



        
          
        

    

  


  

      

          @spec validate_authorization_response(map(), map()) ::
  {:ok, String.t()} | {:error, term()}


      


Validates an authorization response against its recorded transaction.
Transactions returned by start_authorization_flow/1 are consumed atomically:
exactly one concurrent callback can succeed. The state value must match.
When the authorization response includes the RFC 9207 iss parameter, it must
exactly equal the issuer recorded when the flow started. If the authorization
server advertised authorization_response_iss_parameter_supported: true, the
transaction requires iss to be present as well. Issuers are identifiers and
are deliberately not URL-normalized. Validation succeeds with the authorization
code only after all checks pass.
Caller-constructed transaction maps without a transaction_id retain the 1.x
validation behavior for compatibility, but cannot provide process-independent
replay protection. Use the transaction returned by start_authorization_flow/1
for all new code.

  


        

      


  

    
ExMCP.Authorization.OAuthTransactionStore 
    



      
Bounded, node-local single-use state for OAuth authorization-code flows.
Transactions move atomically through pending -> code_ready -> redeemed.
The store retains only SHA-256 digests of state values and authorization
codes, so neither value appears in the store's retained process state or
crash reports.
The built-in store is intentionally node-local because the loopback callback
flow is owned by one ExMCP client process. Applications implementing a
distributed browser callback should terminate that callback on the same node
or provide their own end-to-end authorization provider.
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        callback_error()
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        state()

      


    


    
      
        transaction_id()

      


    





  
    Functions
  


    
      
        abort(transaction_id, opts \\ [])

      


        Invalidates a transaction after a failed or abandoned flow.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        redeem_code(transaction_id, code, redirect_uri, opts \\ [])

      


        Atomically marks an authorization code as redeemed with its exact redirect URI.



    


    
      
        register(state, issuer, redirect_uri, opts \\ [])

      


        Registers a new authorization transaction using a digest of its random state.



    


    
      
        start_link(opts \\ [])

      


    


    
      
        validate_callback(transaction_id, callback, opts \\ [])

      


        Atomically validates and consumes one callback for a transaction.
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      callback_error()



        
          
        

    

  


  

      

          @type callback_error() ::
  :state_mismatch
  | :missing_authorization_code
  | :missing_callback_issuer
  | :missing_expected_issuer
  | :authorization_transaction_not_found
  | :authorization_transaction_replayed
  | :oauth_transaction_store_unavailable
  | {:issuer_mismatch, keyword()}


      



  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  state_digest: binary(),
  issuer: String.t() | nil,
  require_issuer: boolean(),
  redirect_uri: String.t(),
  status: :pending | :consumed | :redeemed | {:code_ready, binary()},
  expires_at: integer()
}


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{
  entries: %{optional(transaction_id()) => entry()},
  max_entries: pos_integer(),
  ttl_ms: pos_integer()
}


      



  



  
    
      
    
    
      transaction_id()



        
          
        

    

  


  

      

          @type transaction_id() :: String.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      abort(transaction_id, opts \\ [])



        
          
        

    

  


  

      

          @spec abort(
  transaction_id(),
  keyword()
) :: :ok


      


Invalidates a transaction after a failed or abandoned flow.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      redeem_code(transaction_id, code, redirect_uri, opts \\ [])



        
          
        

    

  


  

      

          @spec redeem_code(transaction_id(), String.t(), String.t(), keyword()) ::
  :ok
  | {:error,
     :authorization_transaction_not_found
     | :authorization_code_not_ready
     | :authorization_code_replayed
     | :authorization_code_mismatch
     | :redirect_uri_mismatch
     | :oauth_transaction_store_unavailable}


      


Atomically marks an authorization code as redeemed with its exact redirect URI.

  



    

  
    
      
    
    
      register(state, issuer, redirect_uri, opts \\ [])



        
          
        

    

  


  

      

          @spec register(String.t(), String.t() | nil, String.t(), keyword()) ::
  {:ok, transaction_id()} | {:error, term()}


      


Registers a new authorization transaction using a digest of its random state.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



    

  
    
      
    
    
      validate_callback(transaction_id, callback, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_callback(transaction_id(), map(), keyword()) ::
  {:ok, String.t()} | {:error, callback_error()}


      


Atomically validates and consumes one callback for a transaction.

  


        

      


  

    
ExMCP.Authorization.OIDCDiscovery 
    



      
OpenID Connect Discovery support for MCP authorization.
Implements OIDC Discovery (OpenID Connect Discovery 1.0) which allows
fetching and parsing .well-known/openid-configuration documents.
This extends the OAuth 2.1 authorization server metadata discovery
with OIDC-specific fields like userinfo_endpoint and
id_token_signing_alg_values_supported.
Available in protocol version 2025-11-25.
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    Functions
  


    
      
        build_metadata()

      


        Builds local OIDC-compatible metadata from application configuration.



    


    
      
        discover(issuer, opts \\ [])

      


        Discovers authorization server metadata using OIDC Discovery with
fallback to OAuth 2.0 Authorization Server Metadata (RFC 8414).



    


    
      
        oidc_compliant?(metadata)

      


        Checks if the metadata is OIDC-compliant (vs plain OAuth 2.0).



    


    
      
        validate_metadata(metadata, expected_issuer, opts \\ [])

      


        Validates that the discovered metadata contains required OIDC fields.
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      oidc_metadata()



        
          
        

    

  


  

      

          @type oidc_metadata() :: %{required(String.t()) => term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build_metadata()



        
          
        

    

  


  

      

          @spec build_metadata() :: oidc_metadata()


      


Builds local OIDC-compatible metadata from application configuration.
Extends the base OAuth metadata from AuthorizationServerMetadata.build_metadata/0
with OIDC-specific fields.

  



    

  
    
      
    
    
      discover(issuer, opts \\ [])



        
          
        

    

  


  

      

          @spec discover(
  String.t(),
  keyword()
) :: {:ok, oidc_metadata()} | {:error, term()}


      


Discovers authorization server metadata using OIDC Discovery with
fallback to OAuth 2.0 Authorization Server Metadata (RFC 8414).
Tries .well-known/openid-configuration first, then falls back to
.well-known/oauth-authorization-server.
Parameters
	issuer - The issuer URL to discover metadata for
	opts - Hardened metadata-fetch options. Custom clients use
get(uri, approved_address, opts) so DNS validation cannot be bypassed by
re-resolving the hostname.

Returns
	{:ok, metadata} - Successfully fetched metadata
	{:error, reason} - Failed to fetch metadata

Discovery metadata is HTTPS-only, bounded, address-pinned, and issuer-checked
before it is returned.

  



  
    
      
    
    
      oidc_compliant?(metadata)



        
          
        

    

  


  

      

          @spec oidc_compliant?(oidc_metadata()) :: boolean()


      


Checks if the metadata is OIDC-compliant (vs plain OAuth 2.0).
Returns true if the metadata contains OIDC-specific fields.

  



    

  
    
      
    
    
      validate_metadata(metadata, expected_issuer, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_metadata(oidc_metadata(), String.t(), keyword()) ::
  :ok | {:error, term()}


      


Validates that the discovered metadata contains required OIDC fields.
Required Fields
	issuer - Must match the expected issuer
	authorization_endpoint - URL of the authorization endpoint
	token_endpoint - URL of the token endpoint

OIDC-specific Fields (optional but recommended)
	userinfo_endpoint
	jwks_uri
	id_token_signing_alg_values_supported
	subject_types_supported


  


        

      


  

    
ExMCP.Authorization.PKCE 
    



      
PKCE (Proof Key for Code Exchange) implementation for OAuth 2.1.
PKCE is required for all authorization code flows in OAuth 2.1 to prevent
authorization code interception attacks.

      


      
        Summary


  
    Functions
  


    
      
        generate_code_challenge(code_verifier)

      


        Generates the code challenge from a code verifier using SHA256.



    


    
      
        generate_code_verifier()

      


        Generates a cryptographically secure code verifier.



    


    
      
        validate_challenge(code_verifier, code_challenge)

      


        Validates a code verifier against a code challenge.



    


    
      
        validate_verifier(code_verifier)

      


        Validates that a code verifier meets the RFC 7636 requirements.



    





      


      
        Functions


        


  
    
      
    
    
      generate_code_challenge(code_verifier)



        
          
        

    

  


  

      

          @spec generate_code_challenge(String.t()) :: String.t()


      


Generates the code challenge from a code verifier using SHA256.
The code challenge is the base64url encoding of the SHA256 hash of the
code verifier.
Example
challenge = PKCE.generate_code_challenge(verifier)
# => "E9Melhoa2OwvFrEMTJguCHaoeK1t8URWbuGJSstw-cM"

  



  
    
      
    
    
      generate_code_verifier()



        
          
        

    

  


  

      

          @spec generate_code_verifier() :: String.t()


      


Generates a cryptographically secure code verifier.
The code verifier is a high-entropy cryptographic random string using
unreserved characters [A-Z] / [a-z] / [0-9] / "-" / "." / "_" / "~"
with a minimum length of 43 characters and maximum of 128 characters.
Example
verifier = PKCE.generate_code_verifier()
# => "dBjftJeZ4CVP-mB92K27uhbUJU1p1r_wW1gFWFOEjXk"

  



  
    
      
    
    
      validate_challenge(code_verifier, code_challenge)



        
          
        

    

  


  

      

          @spec validate_challenge(String.t(), String.t()) :: boolean()


      


Validates a code verifier against a code challenge.
This is typically used by the authorization server to verify the PKCE flow.
Example
PKCE.validate_challenge(verifier, challenge)
# => true

  



  
    
      
    
    
      validate_verifier(code_verifier)



        
          
        

    

  


  

      

          @spec validate_verifier(String.t()) :: :ok | {:error, String.t()}


      


Validates that a code verifier meets the RFC 7636 requirements.
Returns :ok if valid, or {:error, reason} if invalid.

  


        

      


  

    
ExMCP.Authorization.ProtectedResourceMetadata 
    



      
OAuth 2.0 Protected Resource Metadata Discovery (RFC 9728 - Draft).
This module implements the discovery mechanism for protected resources to
advertise their authorization server relationships. This allows MCP servers
to indicate which authorization servers protect their resources.
Example
# Discover authorization servers for a protected resource
{:ok, metadata} = ProtectedResourceMetadata.discover("https://api.example.com/mcp")

# Use discovered authorization server
[auth_server | _] = metadata.authorization_servers
{:ok, auth_metadata} = Authorization.discover_server_metadata(auth_server.issuer)
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        metadata()

      


    


    
      
        www_authenticate_info()

      


    





  
    Functions
  


    
      
        discover(resource_url, opts \\ [])

      


        Discovers protected resource metadata from the resource URL.



    


    
      
        parse_www_authenticate(header)

      


        Parses WWW-Authenticate header for authorization information.



    





      


      
        Types


        


  
    
      
    
    
      authorization_server()



        
          
        

    

  


  

      

          @type authorization_server() :: %{
  issuer: String.t(),
  metadata_endpoint: String.t() | nil,
  scopes_supported: [String.t()] | nil,
  audience: String.t() | [String.t()] | nil
}


      



  



  
    
      
    
    
      metadata()



        
          
        

    

  


  

      

          @type metadata() :: %{authorization_servers: [authorization_server()]}


      



  



  
    
      
    
    
      www_authenticate_info()



        
          
        

    

  


  

      

          @type www_authenticate_info() :: %{
  realm: String.t() | nil,
  as_uri: String.t() | nil,
  resource_uri: String.t() | nil,
  error: String.t() | nil,
  error_description: String.t() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      discover(resource_url, opts \\ [])



        
          
        

    

  


  

      

          @spec discover(
  String.t(),
  keyword()
) :: {:ok, metadata()} | {:error, term()}


      


Discovers protected resource metadata from the resource URL.
Makes a request to /.well-known/oauth-protected-resource to discover
which authorization servers protect this resource. The request uses the
shared HTTPS-only, public-address, pinned metadata fetch boundary. Test and
local-development callers may explicitly enable the loopback-only HTTP
exception supported by ExMCP.Authorization.MetadataFetcher.

  



  
    
      
    
    
      parse_www_authenticate(header)



        
          
        

    

  


  

      

          @spec parse_www_authenticate(String.t()) ::
  {:ok, www_authenticate_info()} | {:error, term()}


      


Parses WWW-Authenticate header for authorization information.
Extracts Bearer authentication parameters including realm, as_uri,
resource_uri, and error information.

  


        

      


  

    
ExMCP.Authorization.Provider behaviour
    



      
Behaviour for pluggable OAuth/auth providers in MCP transports.
Instead of embedding OAuth logic directly in the HTTP transport,
a Provider encapsulates token storage, retrieval, and the authentication
flow. The transport delegates all auth concerns to the provider.
Built-in Providers
	ExMCP.Authorization.Provider.OAuth — Full OAuth 2.1 with PKCE, PRM discovery,
dynamic client registration, and scope step-up. This is the default when
:auth config is provided.

	ExMCP.Authorization.Provider.Static — Simple static token provider for
pre-existing bearer tokens. No refresh or discovery.


Custom Providers
Implement the behaviour to integrate with your own auth system:
defmodule MyAuthProvider do
  @behaviour ExMCP.Authorization.Provider

  @impl true
  def init(config) do
    {:ok, %{api_key: config[:api_key]}}
  end

  @impl true
  def get_token(state) do
    {:ok, state.api_key, state}
  end

  @impl true
  def handle_unauthorized(_www_auth, _scopes, state) do
    {:error, :unauthorized, state}
  end

  @impl true
  def handle_forbidden(_www_auth, _scopes, state) do
    {:error, :forbidden, state}
  end
end
Usage with Transport
{:ok, client} = ExMCP.Client.start_link(
  transport: :http,
  url: "https://api.example.com/mcp",
  auth_provider: {MyAuthProvider, api_key: "sk-..."}
)
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    Callbacks
  


    
      
        get_token(state)

      


        Get the current access token, if available.



    


    
      
        handle_forbidden(www_authenticate, scopes, state)

      


        Handle a 403 Forbidden response (typically scope step-up).



    


    
      
        handle_unauthorized(www_authenticate, scopes, state)

      


        Handle a 401 Unauthorized response from the server.



    


    
      
        init(config)

      


        Initialize the provider with configuration.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: map() | keyword()


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: any()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      get_token(state)



        
          
        

    

  


  

      

          @callback get_token(state()) :: {:ok, String.t() | nil, state()} | {:error, term()}


      


Get the current access token, if available.
Returns {:ok, token, new_state} if a valid token is available,
or {:ok, nil, state} if no token is available yet (pre-auth).

  



  
    
      
    
    
      handle_forbidden(www_authenticate, scopes, state)



        
          
        

    

  


  

      

          @callback handle_forbidden(
  www_authenticate :: String.t() | nil,
  scopes :: [String.t()],
  state()
) :: {:ok, String.t(), state()} | {:error, term(), state()}


      


Handle a 403 Forbidden response (typically scope step-up).
Similar to handle_unauthorized/3 but for scope-related rejections.
The provider should attempt re-authorization with broader scopes.
Returns {:ok, token, new_state} on success, {:error, reason, new_state} on failure.

  



  
    
      
    
    
      handle_unauthorized(www_authenticate, scopes, state)



        
          
        

    

  


  

      

          @callback handle_unauthorized(
  www_authenticate :: String.t() | nil,
  scopes :: [String.t()],
  state()
) :: {:ok, String.t(), state()} | {:error, term(), state()}


      


Handle a 401 Unauthorized response from the server.
The provider should attempt to authenticate (e.g., run OAuth flow,
refresh token, etc.) and return a new token.
	www_authenticate — the WWW-Authenticate header value (may be nil)
	scopes — extracted scopes from the challenge (may be empty)

Returns {:ok, token, new_state} on success, {:error, reason, new_state} on failure.

  



  
    
      
    
    
      init(config)



        
          
        

    

  


  

      

          @callback init(config()) :: {:ok, state()} | {:error, term()}


      


Initialize the provider with configuration.
Called once when the transport is created. Returns initial provider state.

  


        

      


  

    
ExMCP.Authorization.Provider.OAuth 
    



      
OAuth 2.1 authorization provider with PKCE, PRM discovery, and scope step-up.
This is the default provider when OAuth configuration is provided to the transport.
It handles the complete lifecycle:
	On 401 — discovers PRM and AS metadata, selects configured client registration, runs PKCE
	On 403 with insufficient_scope — re-authorizes with broader scopes
	Prevents auth loops via auth_completed flag

Configuration
# Client ID Metadata Document
{ExMCP.Authorization.Provider.OAuth, %{
  resource_url: "http://localhost:3000/mcp",
  client_registration: {:cimd, "https://client.example/oauth/metadata.json"}
}}

# Pre-registered credentials; the secret is resolved only when needed
{ExMCP.Authorization.Provider.OAuth, %{
  resource_url: "http://localhost:3000/mcp",
  client_registration: {:pre_registered, "my-client", {:env, "MCP_CLIENT_SECRET"}},
  credential_issuer: "https://auth.example.com"
}}

# Deprecated DCR fallback (requires explicit application type and stable callback port)
{ExMCP.Authorization.Provider.OAuth, %{
  resource_url: "http://localhost:3000/mcp",
  client_registration: :auto,
  application_type: :native,
  redirect_port: 8080
}}

      




  

    
ExMCP.Authorization.Provider.Static 
    



      
Static token provider for pre-existing bearer tokens.
Use this when you already have a token and don't need OAuth discovery or refresh.
Configuration
{ExMCP.Authorization.Provider.Static, token: "sk-my-api-key"}

      




  

    
ExMCP.Authorization.RegistrationPolicy 
    



      
Selects the OAuth client registration mechanism for an authorization server.
The modern priority is pre-registration, configured Client ID Metadata
Document, deprecated Dynamic Client Registration, then an actionable error.
A metadata URL is never invented and application_type is never inferred.
For modern MCP, pre-registered credentials also require a
:credential_issuer configuration value. It is compared exactly with the
discovered authorization-server issuer before any secret reference is
resolved. Client ID Metadata Document identifiers remain portable across
authorization servers.
Existing client_id, client_secret, and client_metadata_url keys remain
accepted as compatibility aliases for the explicit :client_registration
option.
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        select(as_metadata, config)

      


        Selects and validates a registration mechanism without network calls.
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          @type application_type() :: :native | :web


      



  



  
    
      
    
    
      configured_strategy()



        
          
        

    

  


  

      

          @type configured_strategy() ::
  :auto | {:pre_registered, String.t(), secret_ref()} | {:cimd, String.t()}


      



  



  
    
      
    
    
      secret_ref()



        
          
        

    

  


  

      

          @type secret_ref() ::
  nil
  | String.t()
  | {:env, String.t()}
  | (-> String.t() | nil | {:ok, String.t() | nil} | {:error, term()})
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          @type selection() :: {:pre_registered, map()} | {:cimd, map()} | {:dynamic, map()}
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          @spec select(map(), map()) :: {:ok, selection()} | {:error, term()}


      


Selects and validates a registration mechanism without network calls.

  


        

      


  

    
ExMCP.Authorization.ScopeValidator 
    



      
Maps MCP operations to required OAuth scopes and validates them.
This module provides a centralized way to manage scope requirements for
different MCP methods. It defines a standard set of scopes following the
mcp:<domain>:<action> convention and offers functions to retrieve required
scopes for a method and validate them against the scopes granted in a token.
Standard Scopes
The following standard scopes are defined. Only explicitly declared wildcard
scopes can satisfy more-specific scopes. For example, a token with the
mcp:tools:execute scope can access any tool, satisfying the more specific
mcp:tools:execute:<tool_name> requirement.
Tools
	mcp:tools:list: Allows listing available tools (tools/list).
	mcp:tools:get: Allows retrieving the definition of a specific tool (tools/get).
	mcp:tools:execute: Allows executing any tool. This is a wildcard scope.
	mcp:tools:execute:<tool_name>: Allows executing a specific tool (tools/execute).

Resources
	mcp:resources:list: Allows listing available resources (resources/list).
	mcp:resources:get: Allows retrieving any specific resource (resources/get).
	mcp:resources:create: Allows creating any new resource (resources/create).
	mcp:resources:update: Allows updating any existing resource (resources/update).
	mcp:resources:delete: Allows deleting any resource (resources/delete).
	More granular resource scopes (e.g., mcp:resources:get:<resource_id>) can be
implemented with a custom mapper.

Prompts
	mcp:prompts:execute: Allows executing a prompt (prompts/execute).

Usage
To get the required scopes for an MCP request:
request = %{"method" => "tools/list"}
ExMCP.Authorization.ScopeValidator.get_required_scopes(request)
#=> ["mcp:tools:list"]

execute_request = %{
  "method" => "tools/execute",
  "params" => %{"tool_name" => "my_calculator"}
}
ExMCP.Authorization.ScopeValidator.get_required_scopes(execute_request)
#=> ["mcp:tools:execute:my_calculator"]
To validate scopes from a token:
token_scopes = ["mcp:tools:execute"]
required_scopes = ["mcp:tools:execute:my_calculator"]

ExMCP.Authorization.ScopeValidator.validate(token_scopes, required_scopes)
#=> :ok

token_scopes = ["mcp:tools:list", "mcp:tools:get"]
required_scopes = ["mcp:tools:execute:my_calculator"]
ExMCP.Authorization.ScopeValidator.validate(token_scopes, required_scopes)
#=> {:error, :insufficient_scope}
Extensibility
The scope mapping can be extended by passing a custom mapping function
to get_required_scopes/2. This function receives the request map and should
return a list of required scopes. If it returns nil, the standard mapping
is used as a fallback.
my_mapper = fn
  %{"method" => "custom/op"} -> ["my:custom:scope"]
  %{"method" => "resources/get", "params" => %{"id" => resource_id}} ->
    ["mcp:resources:get:" <> resource_id]
  _ ->
    nil # Fallback to default for other methods
end

ExMCP.Authorization.ScopeValidator.get_required_scopes(request, my_mapper)
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        Returns a list of all standard, statically-defined MCP scopes.
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        Retrieves the list of required OAuth scopes for a given MCP request.
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        Validates that a set of token scopes satisfies a set of required scopes.
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          @type custom_mapper() :: (request() -> required_scopes() | nil)
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          @type mapping_error() :: :unmapped_method | :invalid_scope_mapping
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          @type optional_mapper() :: custom_mapper() | nil
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          @type request() :: map()
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          @type required_scopes() :: [String.t()]
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          @type token_scopes() :: [String.t()]
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          @spec get_all_static_scopes() :: [String.t()]


      


Returns a list of all standard, statically-defined MCP scopes.
This is useful for advertising supported scopes, for example in a
.well-known/oauth-protected-resource endpoint. Note that this list does not
include dynamically generated scopes like mcp:tools:execute:<tool_name>.
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          @spec get_required_scopes(request(), optional_mapper()) ::
  required_scopes() | {:error, mapping_error()}


      


Retrieves the list of required OAuth scopes for a given MCP request.
This function inspects the method and params of the request to determine
the necessary scopes. It can be extended with a custom mapping function.
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          @spec validate(token_scopes(), required_scopes()) ::
  :ok | {:error, :insufficient_scope}


      


Validates that a set of token scopes satisfies a set of required scopes.
This function checks if for every required scope, either the scope itself or a
more general "wildcard" scope exists in the token scopes.
For example, if required_scopes is ["mcp:tools:execute:calculator"], this
function will return :ok if token_scopes contains either
"mcp:tools:execute:calculator" or "mcp:tools:execute".

  


        

      


  

    
ExMCP.Authorization.SecureHTTP 
    



      
Bounded, redirect-free HTTP boundary for OAuth protocol requests.
The destination is resolved once, every returned address is checked against
the network policy, and the request URL is rewritten to the selected address.
The original host is retained in the HTTP Host header and TLS SNI, so DNS
cannot be re-resolved between validation and connection establishment.
Response bodies are read incrementally and the connection is closed as soon
as the configured size limit is exceeded.
Plain HTTP is accepted only for loopback development endpoints. Private
HTTPS endpoints are rejected by default and may be enabled only by listing
their exact hostname in :allowed_private_hosts.
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        Returns the effective configuration after application and call overrides.
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          @type response() ::
  {{String.t() | charlist(), non_neg_integer(), String.t() | charlist()},
   list(), binary()}
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          @spec options(keyword()) :: keyword()


      


Returns the effective configuration after application and call overrides.
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          @spec request(
  atom(),
  String.t(),
  [{String.t(), String.t()}],
  iodata() | nil,
  keyword()
) ::
  {:ok, response()} | {:error, term()}


      


Sends one request through the hardened OAuth HTTP boundary.
The response shape matches :httpc.request/4, but the body is always a
binary. Redirects are returned to the caller and are never followed.
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          @spec resolve_target(
  String.t(),
  keyword()
) :: {:ok, URI.t(), :inet.ip_address()} | {:error, term()}


      


Validates and resolves a URL under the same policy used by request/5.
The returned address is the address that a caller must connect to in order
to preserve the validation result.

  


        

      


  

    
ExMCP.Authorization.ServerConfig 
    



      
Centralized configuration management for OAuth 2.1 authorization server settings.
This module provides a unified interface for managing OAuth authorization server
configurations including validation, runtime updates, and environment-based settings.
It supports multiple authorization servers and provides validation for security
requirements (HTTPS enforcement, etc.).
Configuration Format
The configuration can be specified in multiple ways:
Application Environment
config :ex_mcp, ExMCP.Authorization.ServerConfig,
  default_server: :auth_server,
  servers: %{
    auth_server: %{
      introspection_endpoint: "https://auth.example.com/introspect",
      realm: "mcp-server",
      client_id: "mcp-server-id",
      client_secret: "server-secret"
    },
    backup_server: %{
      introspection_endpoint: "https://backup-auth.example.com/introspect",
      realm: "mcp-backup"
    }
  }
Runtime Configuration
ExMCP.Authorization.ServerConfig.put_server(:my_server, %{
  introspection_endpoint: "https://new-auth.example.com/introspect",
  realm: "my-realm"
})
Usage
# Get default server config
{:ok, config} = ExMCP.Authorization.ServerConfig.get_server()

# Get specific server config
{:ok, config} = ExMCP.Authorization.ServerConfig.get_server(:backup_server)

# Validate configuration
:ok = ExMCP.Authorization.ServerConfig.validate_config(config)

# List all configured servers
servers = ExMCP.Authorization.ServerConfig.list_servers()
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        Returns a specification to start this module under a supervisor.
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        Removes a server configuration.
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        Gets the default server ID.
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        Gets the configuration for the default authorization server.
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        Gets the configuration for a specific authorization server.
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        Lists all configured server IDs.
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        Sets the configuration for a specific authorization server.
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        Reloads configuration from application environment.
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        Sets the default server ID.
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        Starts the ServerConfig GenServer.
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          @type config_error() :: :not_found | :invalid_config | :https_required
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          @type server_config() :: %{
  :introspection_endpoint => String.t(),
  optional(:realm) => String.t(),
  optional(:client_id) => String.t(),
  optional(:client_secret) => String.t(),
  optional(:timeout) => pos_integer(),
  optional(:retries) => non_neg_integer()
}
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec delete_server(server_id()) :: :ok


      


Removes a server configuration.
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Gets the default server ID.
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          @spec get_server() :: {:ok, server_config()} | {:error, config_error()}


      


Gets the configuration for the default authorization server.
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          @spec get_server(server_id()) :: {:ok, server_config()} | {:error, config_error()}


      


Gets the configuration for a specific authorization server.
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          @spec list_servers() :: [server_id()]


      


Lists all configured server IDs.
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          @spec put_server(server_id(), server_config()) :: :ok | {:error, config_error()}


      


Sets the configuration for a specific authorization server.
The configuration is validated before being stored.
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          @spec reload_from_env() :: :ok


      


Reloads configuration from application environment.
This is useful when configuration has been updated at runtime.
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          @spec set_default_server_id(server_id()) :: :ok


      


Sets the default server ID.
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          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the ServerConfig GenServer.
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          @spec validate_config(server_config()) :: :ok | {:error, config_error()}


      


Validates a server configuration.
Validation Rules
	introspection_endpoint must be a valid HTTPS URL (HTTP allowed for localhost/127.0.0.1)
	realm must be a non-empty string if provided
	timeout must be a positive integer if provided
	retries must be a non-negative integer if provided
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OAuth 2.1 Resource Server guard for validating bearer tokens.
This module provides functionality for an MCP server acting as an OAuth 2.1
Resource Server to validate incoming requests containing bearer tokens. It
implements the validation logic as specified in RFC 6750.
Features
	Extracts bearer tokens from the Authorization header.
	Validates tokens using OAuth 2.0 Token Introspection (RFC 7662).
	Authenticates the resource server to the introspection endpoint.
	Binds active tokens to the configured issuer and audience/resource.
	Enforces exp and nbf NumericDate claims with bounded clock skew.
	Performs scope-based access control.
	Generates appropriate WWW-Authenticate error responses.
	Integrates with ExMCP.FeatureFlags to be enabled/disabled.

Usage
This module is typically used in an MCP server's request processing pipeline,
for example, in a Plug or before a message handler.
def handle_request(conn, required_scopes) do
  auth_config = %{
    introspection_endpoint: "https://auth.example.com/introspect",
    realm: "mcp-server",
    client_id: "mcp-server",
    client_secret: System.fetch_env!("MCP_INTROSPECTION_SECRET"),
    expected_issuer: "https://auth.example.com",
    expected_audience: "https://mcp.example.com"
  }

  case ExMCP.Authorization.ServerGuard.authorize(conn.req_headers, required_scopes, auth_config) do
    {:ok, token_info} ->
      # Authorization successful, proceed with processing
      # token_info contains claims about the token
      process_authorized_request(conn, token_info)

    {:error, {status, www_auth_header, body}} ->
      # Authorization failed, send error response
      conn
      |> put_resp_header("www-authenticate", www_auth_header)
      |> send_resp(status, body)
  end
end
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        Authorizes a request by validating the bearer token and checking scopes.



    


    
      
        extract_bearer_token(headers)

      


        Extracts a bearer token from the Authorization header.
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          @type auth_config() :: %{
  :introspection_endpoint => String.t(),
  :client_id => String.t(),
  :client_secret => String.t(),
  :expected_issuer => String.t(),
  optional(:expected_audience) => String.t() | [String.t()],
  optional(:expected_resource) => String.t() | [String.t()],
  optional(:introspection_auth_method) =>
    :client_secret_basic | :client_secret_post,
  optional(:clock_skew_seconds) => non_neg_integer(),
  optional(:oauth_http) => keyword(),
  optional(:realm) => String.t(),
  optional(:legacy_unbound_tokens) => boolean()
}
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          @type error_response() :: {integer(), String.t(), String.t()}
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          @type token_info() :: map()
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          @spec authorize(map() | list(), [String.t()], auth_config()) ::
  {:ok, token_info()} | {:error, error_response()} | :ok


      


Authorizes a request by validating the bearer token and checking scopes.
This is the main entry point for the guard. It performs the following steps:
	Checks if OAuth 2.1 authorization is enabled via feature flags.
	Extracts the bearer token from the Authorization header.
	Validates the token using the introspection endpoint.
	Verifies that the token's scopes include all required scopes.

Parameters
	headers: A map or list of request headers.
	required_scopes: A list of scope strings required for the operation.
	config: Authorization configuration containing the introspection endpoint,
resource-server credentials, expected issuer, and expected audience/resource.

For migration only, legacy_unbound_tokens: true retains the old unauthenticated,
unbound introspection behavior. It disables issuer, audience, and lifetime binding
and must not be used in production.
Return Value
	{:ok, token_info}: If authorization is successful. token_info is the map
returned from the introspection endpoint.
	{:error, error_response}: If authorization fails. error_response is a tuple
{status_code, www_authenticate_header, body}.
	:ok: If authorization is disabled via feature flags.
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          @spec extract_bearer_token(map() | list()) ::
  {:ok, String.t()} | {:error, :missing_token}


      


Extracts a bearer token from the Authorization header.
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RFC 8693 Token Exchange implementation.
Supports exchanging one token for another, used in the enterprise-managed
authorization flow to exchange an OIDC ID token for an ID-JAG.
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        Performs a generic RFC 8693 token exchange.
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        Exchanges an OIDC ID token for an ID-JAG at the IdP's token endpoint.
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        Returns the token exchange grant type URI.
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        Returns the access token type URI.
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        Returns the ID token type URI.



    


    
      
        token_type_id_jag()

      


        Returns the ID-JAG token type URI.
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          @spec exchange(keyword()) :: {:ok, map()} | {:error, term()}


      


Performs a generic RFC 8693 token exchange.
Options
	:token_endpoint (required) - The token endpoint URL
	:subject_token (required) - The token to exchange
	:subject_token_type (required) - Type URI of the subject token
	:requested_token_type - Type URI of the desired token
	:audience - Target audience for the exchanged token
	:scope - Requested scope
	:resource - Target resource URI
	:actor_token - Token representing the acting party
	:actor_token_type - Type URI of the actor token
	:client_id - Client identifier
	:client_secret - Client secret for authentication
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          @spec exchange_id_token_for_id_jag(keyword()) :: {:ok, map()} | {:error, term()}


      


Exchanges an OIDC ID token for an ID-JAG at the IdP's token endpoint.
This is Step 2 in the enterprise-managed authorization flow.
Options
	:token_endpoint (required) - The IdP's token endpoint
	:id_token (required) - The OIDC ID token to exchange
	:audience (required) - The authorization server's issuer URI
	:resource - The MCP server resource URI
	:client_id - Client identifier at the IdP
	:scope - Requested scope for the ID-JAG


  



  
    
      
    
    
      grant_type()



        
          
        

    

  


  

Returns the token exchange grant type URI.
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Returns the access token type URI.
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Returns the ID token type URI.

  



  
    
      
    
    
      token_type_id_jag()



        
          
        

    

  


  

Returns the ID-JAG token type URI.
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Manages OAuth tokens with automatic refresh and expiration tracking.
This GenServer maintains tokens, monitors their expiration, and automatically
refreshes them before they expire, following MCP authorization best practices.
Features
	Automatic token refresh before expiration
	Thread-safe token storage
	Configurable refresh window
	Token rotation support
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        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_token(manager)

      


        Gets the current valid access token.



    


    
      
        get_token_info(manager)

      


        Gets full token information including metadata.



    


    
      
        refresh_now(manager)

      


        Forces an immediate token refresh.



    


    
      
        set_token(manager, token_response)

      


        Sets a new token in the manager.



    


    
      
        start_link(opts)

      


        Starts a token manager process.



    


    
      
        subscribe(manager)

      


        Subscribes to token update notifications.



    


    
      
        unsubscribe(manager)

      


        Unsubscribes from token update notifications.



    


    
      
        upgrade_scopes(manager, additional_scopes, opts \\ [])

      


        Upgrades the token's scopes by merging additional scopes with the current ones.
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          @type auth_method() :: :client_secret | :private_key_jwt | :enterprise_idjag
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          @type t() :: %ExMCP.Authorization.TokenManager{
  access_token: String.t() | nil,
  auth_config: map(),
  auth_method: auth_method() | nil,
  expires_at: DateTime.t() | nil,
  refresh_timer: reference() | nil,
  refresh_token: String.t() | nil,
  scope: String.t() | nil,
  subscribers: MapSet.t(pid()),
  token_type: String.t()
}
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec get_token(GenServer.server()) :: {:ok, String.t()} | {:error, atom()}


      


Gets the current valid access token.
Returns {:ok, token} or {:error, reason} if token is expired/missing.

  



  
    
      
    
    
      get_token_info(manager)



        
          
        

    

  


  

      

          @spec get_token_info(GenServer.server()) :: {:ok, map()} | {:error, atom()}


      


Gets full token information including metadata.
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          @spec refresh_now(GenServer.server()) :: {:ok, map()} | {:error, any()}


      


Forces an immediate token refresh.
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          @spec set_token(GenServer.server(), map()) :: :ok


      


Sets a new token in the manager.
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          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a token manager process.
Options:
	:auth_config - Authorization configuration (client_id, client_secret, token_endpoint, etc.)
	:refresh_window - Seconds before expiration to refresh (default: 300)
	:name - Optional process name


  



  
    
      
    
    
      subscribe(manager)



        
          
        

    

  


  

      

          @spec subscribe(GenServer.server()) :: :ok


      


Subscribes to token update notifications.
Subscribers receive {:token_updated, manager, token_info} messages.

  



  
    
      
    
    
      unsubscribe(manager)



        
          
        

    

  


  

      

          @spec unsubscribe(GenServer.server()) :: :ok


      


Unsubscribes from token update notifications.

  



    

  
    
      
    
    
      upgrade_scopes(manager, additional_scopes, opts \\ [])



        
          
        

    

  


  

      

          @spec upgrade_scopes(GenServer.server(), [String.t()], keyword()) ::
  {:ok, map()} | {:error, atom() | {atom(), [String.t()]}}


      


Upgrades the token's scopes by merging additional scopes with the current ones.
If a refresh token is available, attempts to refresh with the expanded scope set.
If no refresh token is available, returns {:error, :reauthorization_required}
with the combined scope list so the caller can initiate a full re-authorization.
Options
	:timeout - Call timeout in milliseconds (default: 30_000)


  


        

      


  

    
ExMCP.Authorization.TokenRevocation 
    



      
Client-side OAuth 2.0 Token Revocation (RFC 7009).
Provides functionality for clients to revoke access or refresh tokens
at an authorization server's revocation endpoint.
Usage
# Revoke an access token
{:ok, :revoked} = TokenRevocation.revoke(
  "my_access_token",
  "https://auth.example.com/revoke",
  token_type_hint: "access_token",
  client_id: "my_client",
  client_secret: "my_secret"
)

# Revoke a refresh token
{:ok, :revoked} = TokenRevocation.revoke(
  "my_refresh_token",
  "https://auth.example.com/revoke",
  token_type_hint: "refresh_token"
)

      


      
        Summary


  
    Types
  


    
      
        revocation_opts()

      


    





  
    Functions
  


    
      
        revoke(token, revocation_endpoint, opts \\ [])

      


        Revokes a token at the given revocation endpoint.



    





      


      
        Types


        


  
    
      
    
    
      revocation_opts()



        
          
        

    

  


  

      

          @type revocation_opts() :: [
  token_type_hint: String.t(),
  client_id: String.t(),
  client_secret: String.t(),
  auth_method: :client_secret_post | :client_secret_basic
]


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      revoke(token, revocation_endpoint, opts \\ [])



        
          
        

    

  


  

      

          @spec revoke(String.t(), String.t(), revocation_opts()) ::
  {:ok, :revoked} | {:error, term()}


      


Revokes a token at the given revocation endpoint.
Per RFC 7009, the server responds with 200 OK regardless of whether the token
was valid or already revoked. A non-200 response indicates an error.
Options
	:token_type_hint - Either "access_token" or "refresh_token".
Helps the server optimize its lookup.
	:client_id - The client identifier for authentication.
	:client_secret - The client secret for authentication.
	:auth_method - Authentication method. Defaults to :client_secret_post.
Can be :client_secret_basic for HTTP Basic auth.


  


        

      


  

    
ExMCP.Authorization.Validator 
    



      
Validation functions for OAuth 2.1 parameters and endpoints.
This module contains all validation logic extracted from the main
Authorization module, focusing on security and compliance checks.

      


      
        Summary


  
    Functions
  


    
      
        validate_client_credentials(client_id, client_secret)

      


        Validates that client credentials are properly formed.



    


    
      
        validate_grant_params(grant_type, params)

      


        Validates OAuth grant type parameters.



    


    
      
        validate_https_endpoint(url)

      


        Validates that an endpoint URL uses HTTPS (except localhost).



    


    
      
        validate_redirect_uri(uri)

      


        Validates that a redirect URI is properly formed and secure.



    


    
      
        validate_resource_parameters(config)

      


        Validates resource parameters according to RFC 8707.



    


    
      
        validate_scopes(scopes)

      


        Validates that scopes are properly formatted.



    





      


      
        Functions


        


  
    
      
    
    
      validate_client_credentials(client_id, client_secret)



        
          
        

    

  


  

      

          @spec validate_client_credentials(String.t(), String.t() | nil) ::
  :ok | {:error, term()}


      


Validates that client credentials are properly formed.
Ensures client IDs and secrets meet security requirements.

  



  
    
      
    
    
      validate_grant_params(grant_type, params)



        
          
        

    

  


  

      

          @spec validate_grant_params(String.t(), map()) :: :ok | {:error, term()}


      


Validates OAuth grant type parameters.
Ensures all required parameters are present for the specific grant type.

  



  
    
      
    
    
      validate_https_endpoint(url)



        
          
        

    

  


  

      

          @spec validate_https_endpoint(String.t()) :: :ok | {:error, term()}


      


Validates that an endpoint URL uses HTTPS (except localhost).
OAuth 2.1 requires HTTPS for all authorization endpoints except
localhost for development purposes.

  



  
    
      
    
    
      validate_redirect_uri(uri)



        
          
        

    

  


  

      

          @spec validate_redirect_uri(String.t()) :: :ok | {:error, term()}


      


Validates that a redirect URI is properly formed and secure.
Prevents open redirect vulnerabilities by ensuring redirect URIs
are properly validated.

  



  
    
      
    
    
      validate_resource_parameters(config)



        
          
        

    

  


  

      

          @spec validate_resource_parameters(map()) :: :ok | {:error, term()}


      


Validates resource parameters according to RFC 8707.
Resource parameters must be valid URIs without fragments.

  



  
    
      
    
    
      validate_scopes(scopes)



        
          
        

    

  


  

      

          @spec validate_scopes([String.t()]) :: :ok | {:error, term()}


      


Validates that scopes are properly formatted.
Scopes must be space-separated strings according to OAuth 2.1.

  


        

      


  

    
ExMCP.Client.CallbackHandler 
    



      
Callback-based handler for MCP client events.
Routes server-initiated requests (elicitation, sampling, roots) to
user-provided callback functions. This allows any UI framework to
integrate with MCP without implementing the full Handler behaviour.
Usage
{:ok, client} = ExMCP.Client.start_link(
  transport: :http,
  url: "http://localhost:3000/mcp",
  handler: {ExMCP.Client.CallbackHandler, [
    on_elicitation: fn message, schema ->
      # Present to your UI and collect response
      {:ok, %{"name" => "Alice", "age" => 30}}
    end,
    on_sampling: fn params ->
      # Handle sampling/createMessage request
      {:ok, %{"role" => "assistant", "content" => %{"type" => "text", "text" => "Hello"}}}
    end,
    on_roots: fn ->
      # Return list of roots
      {:ok, [%{"uri" => "file:///workspace", "name" => "workspace"}]}
    end
  ]},
  capabilities: %{"elicitation" => %{}, "sampling" => %{}}
)
Callbacks
All callbacks are optional. When not provided, the handler declines
elicitations, returns empty roots, and rejects sampling requests.
on_elicitation
fn message :: String.t(), requested_schema :: map() ->
  {:ok, content :: map()}      # accept with data
  | :decline                    # decline the request
  | :cancel                     # cancel the operation
  | {:error, reason}            # error
end
on_sampling
fn params :: map() ->
  {:ok, result :: map()}        # sampling result
  | {:error, reason}            # error
end
on_roots
fn ->
  {:ok, roots :: [map()]}       # list of root URIs
  | {:error, reason}            # error
end

      




  

    
ExMCP.Client.ConnectionManager 
    



      
Connection lifecycle management for ExMCP client.
This module handles all aspects of connection establishment, transport management,
health checks, and message receiving for MCP clients.

      


      
        Summary


  
    Functions
  


    
      
        establish_connection(state, opts)

      


        Establishes connection using the provided options and updates client state.



    


    
      
        establish_connection_with_retry(state, opts, retry_policy)

      


        Establishes connection with retry logic applied.



    


    
      
        prepare_transport_config(opts)

      


    


    
      
        receive_loop(parent, transport_mod, transport_state)

      


        The message receiving loop.



    





      


      
        Functions


        


  
    
      
    
    
      establish_connection(state, opts)



        
          
        

    

  


  

Establishes connection using the provided options and updates client state.
Takes the current client state and connection options, establishes the connection,
and returns the updated state with connection information.
Supports retry policies for connection establishment through the :retry_policy option.

  



  
    
      
    
    
      establish_connection_with_retry(state, opts, retry_policy)



        
          
        

    

  


  

Establishes connection with retry logic applied.

  



  
    
      
    
    
      prepare_transport_config(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      receive_loop(parent, transport_mod, transport_state)



        
          
        

    

  


  

The message receiving loop.
This function is intended to be run in a separate process (e.g., a Task).
It continuously receives messages from the transport and forwards them to the parent process.

  


        

      


  

    
ExMCP.Client.DefaultHandler 
    



      
This module provides ExMCP extensions beyond the standard MCP specification.
Default implementation of the ExMCP.Client.Handler behaviour.
This handler provides a basic implementation that can be extended or replaced
by applications. It includes support for human-in-the-loop approval through
the ExMCP.Approval behaviour.
Options
	:approval_handler - Module implementing ExMCP.Approval behaviour (required for createMessage)
	:roots - List of root directories to expose (default: current directory)
	:model_selector - Function to select which model to use for sampling

Example
# Start a client with the default handler
{:ok, client} = ExMCP.Client.start_link(
  transport: {:stdio, "my-server"},
  handler: {ExMCP.Client.DefaultHandler, [
    approval_handler: MyApprovalHandler,
    roots: [%{uri: "file:///home/user", name: "Home"}]
  ]}
)

      




  

    
ExMCP.Client.ElicitationHandler 
    



      
Default elicitation handler for MCP clients.
When a server sends an elicitation/create request, it's asking the client
to collect user input (text, numbers, selections, etc.) based on a JSON Schema.
This module provides the handler interface and a configurable default.
Usage
Implement the ExMCP.Client.Handler.handle_elicitation_create/3 callback in
your handler:
defmodule MyApp.MCPHandler do
  use ExMCP.Client.Handler

  @impl true
  def handle_elicitation_create(message, requested_schema, state) do
    # Present the elicitation to your UI
    case MyApp.UI.prompt_user(message, requested_schema) do
      {:ok, user_data} ->
        {:ok, %{"action" => "accept", "content" => user_data}, state}
      :cancelled ->
        {:ok, %{"action" => "cancel"}, state}
      :declined ->
        {:ok, %{"action" => "decline"}, state}
    end
  end
end
Actions
The response action field must be one of:
	"accept" — user provided data (include content with the values)
	"decline" — user chose not to provide data
	"cancel" — user cancelled the operation

Schema Defaults
When auto-accept is enabled (:elicitation_auto_accept config),
the handler populates default values from the schema:
config :ex_mcp, elicitation_auto_accept: true
This is intended for automated testing only. In production, always
present elicitations to the user.

      


      
        Summary


  
    Functions
  


    
      
        accept_with_defaults(requested_schema)

      


        Accept an elicitation with default values from the schema.



    


    
      
        cancel()

      


        Cancel an elicitation.



    


    
      
        decline(message)

      


        Decline an elicitation.



    


    
      
        handle(message, requested_schema)

      


        Process an elicitation request and return a response.



    





      


      
        Functions


        


  
    
      
    
    
      accept_with_defaults(requested_schema)



        
          
        

    

  


  

      

          @spec accept_with_defaults(map()) :: map()


      


Accept an elicitation with default values from the schema.

  



  
    
      
    
    
      cancel()



        
          
        

    

  


  

      

          @spec cancel() :: map()


      


Cancel an elicitation.

  



  
    
      
    
    
      decline(message)



        
          
        

    

  


  

      

          @spec decline(String.t()) :: map()


      


Decline an elicitation.

  



  
    
      
    
    
      handle(message, requested_schema)



        
          
        

    

  


  

      

          @spec handle(String.t(), map()) :: map()


      


Process an elicitation request and return a response.
Called by the request handler when no custom handler is defined.
Behavior depends on :elicitation_auto_accept config:
	true — auto-accept with defaults from schema (testing mode)
	false (default) — decline (no user to present to)


  


        

      


  

    
ExMCP.Client.EraCache 
    



      
Stores protocol-era observations independently of an individual client.
Modern observations do not expire and cannot be replaced by an automatic
legacy fallback. Legacy observations have a bounded lifetime so an upgraded
server will eventually be probed again. Values used to identify HTTP auth
configuration are hashed before they are stored in ETS.
The cache is intentionally process-local. Operators can clear all
observations with clear/0, or clear one connection identity by starting a
client with reset_era_cache: true.

      


      
        Summary


  
    Types
  


    
      
        era()

      


    


    
      
        identity()

      


    


    
      
        observation()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        clear()

      


        Clears all cached protocol-era observations.



    


    
      
        identity(transport_mod, transport_state, opts)

      


        Returns the stable cache identity for a connected transport.



    


    
      
        lookup(identity)

      


        Looks up a non-expired era observation.



    


    
      
        observe(identity, era, version, opts \\ [])

      


        Records a successful protocol-era observation.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      era()



        
          
        

    

  


  

      

          @type era() :: :legacy | :modern


      



  



  
    
      
    
    
      identity()



        
          
        

    

  


  

      

          @type identity() :: :none | {:configured | :http | :process, binary()}


      



  



  
    
      
    
    
      observation()



        
          
        

    

  


  

      

          @type observation() :: %{
  era: era(),
  protocol_version: String.t(),
  observed_at: integer(),
  expires_at: integer() | :infinity
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      clear()



        
          
        

    

  


  

      

          @spec clear() :: :ok


      


Clears all cached protocol-era observations.

  



  
    
      
    
    
      identity(transport_mod, transport_state, opts)



        
          
        

    

  


  

      

          @spec identity(module(), term(), keyword()) :: identity()


      


Returns the stable cache identity for a connected transport.

  



  
    
      
    
    
      lookup(identity)



        
          
        

    

  


  

      

          @spec lookup(identity()) :: {:ok, observation()} | :miss


      


Looks up a non-expired era observation.

  



    

  
    
      
    
    
      observe(identity, era, version, opts \\ [])



        
          
        

    

  


  

      

          @spec observe(identity(), era(), String.t(), keyword()) :: :ok


      


Records a successful protocol-era observation.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
ExMCP.Client.EraProbe 
    



      
Performs the side-effect-free server/discover probe used to establish a
modern MCP connection before any application request is sent.
The probe owns its short timeout and returns the post-probe transport state,
allowing the connection manager to either settle on modern or make an
explicit, policy-controlled legacy fallback decision.

      


      
        Summary


  
    Types
  


    
      
        failure()

      


    


    
      
        result()

      


    





  
    Functions
  


    
      
        probe(transport_mod, transport_state, opts)

      


        Runs a bounded modern discovery probe over a connected transport.



    





      


      
        Types


        


  
    
      
    
    
      failure()



        
          
        

    

  


  

      

          @type failure() ::
  {:invalid_probe_request, term()}
  | {:transport_error, term()}
  | {:probe_timeout, term()}
  | {:http_probe_rejected, map()}
  | {:json_rpc_error, map()}
  | {:unexpected_response, term()}
  | {:invalid_discover_result, term()}
  | {:no_mutually_supported_modern_version, map()}


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{
  protocol_version: String.t(),
  server_info: map() | nil,
  server_capabilities: map(),
  discovery: map()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      probe(transport_mod, transport_state, opts)



        
          
        

    

  


  

      

          @spec probe(module(), term(), keyword()) ::
  {:ok, result(), term()} | {:error, failure(), term()}


      


Runs a bounded modern discovery probe over a connected transport.

  


        

      


  

    
ExMCP.Client.Error 
    



      
Enhanced error formatting and actionable guidance for MCP.
This module transforms low-level MCP protocol errors into developer-friendly
error messages with actionable guidance and debugging context.
Features
	Human-readable error descriptions
	Actionable troubleshooting steps
	Context preservation for debugging
	Error categorization and severity levels
	Common error pattern recognition

Error Categories
	Connection: Transport and connectivity issues
	Protocol: MCP protocol violations or mismatches
	Authentication: Auth and permission problems
	Resource: Tool/resource/prompt related errors
	Timeout: Request timeout and performance issues
	Validation: Input validation and schema errors


      


      
        Summary


  
    Types
  


    
      
        error_category()

      


    


    
      
        error_severity()

      


    


    
      
        formatted_error()

      


    





  
    Functions
  


    
      
        format(error_type, reason, context \\ %{})

      


        Formats an error with enhanced context and actionable guidance.



    


    
      
        format_suggestions(suggestions)

      


        Formats suggestions as a readable list.



    


    
      
        get_suggestions(map)

      


        Gets troubleshooting suggestions for an error.



    


    
      
        summarize(map)

      


        Creates a user-friendly error summary for display.



    





      


      
        Types


        


  
    
      
    
    
      error_category()



        
          
        

    

  


  

      

          @type error_category() ::
  :connection
  | :protocol
  | :authentication
  | :resource
  | :timeout
  | :validation
  | :internal
  | :unknown


      



  



  
    
      
    
    
      error_severity()



        
          
        

    

  


  

      

          @type error_severity() :: :low | :medium | :high | :critical


      



  



  
    
      
    
    
      formatted_error()



        
          
        

    

  


  

      

          @type formatted_error() :: %{
  type: atom(),
  category: error_category(),
  severity: error_severity(),
  message: String.t(),
  details: String.t() | nil,
  suggestions: [String.t()],
  context: map(),
  original_error: any()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      format(error_type, reason, context \\ %{})



        
          
        

    

  


  

      

          @spec format(atom(), any(), map()) :: formatted_error()


      


Formats an error with enhanced context and actionable guidance.
Examples
Error.format(:tool_call_failed, :timeout, %{tool: "slow_tool", args: %{}})
# => %{
#   type: :tool_call_failed,
#   category: :timeout,
#   severity: :medium,
#   message: "Tool call to 'slow_tool' timed out",
#   suggestions: ["Increase timeout value", "Check tool performance"],
#   context: %{tool: "slow_tool", args: %{}}
# }

  



  
    
      
    
    
      format_suggestions(suggestions)



        
          
        

    

  


  

      

          @spec format_suggestions([String.t()]) :: String.t()


      


Formats suggestions as a readable list.

  



  
    
      
    
    
      get_suggestions(map)



        
          
        

    

  


  

      

          @spec get_suggestions(formatted_error()) :: [String.t()]


      


Gets troubleshooting suggestions for an error.

  



  
    
      
    
    
      summarize(map)



        
          
        

    

  


  

      

          @spec summarize(formatted_error()) :: String.t()


      


Creates a user-friendly error summary for display.

  


        

      


  

    
ExMCP.Client.Handler behaviour
    



      
This module implements the standard MCP specification.
Behaviour for handling server-originated interactions and stream events.
Legacy MCP revisions support independent server-to-client JSON-RPC requests.
MCP 2026-07-28 replaces that wire pattern with multi-round-trip result
envelopes (MRTR) and request-owned stream notifications. ExMCP reuses the
specific input callbacks when satisfying compatible MRTR input requests,
while progress and log callbacks receive modern POST-stream events. The
generic handle_server_request/3 callback belongs to the legacy wire path.
Protocol-deprecated callbacks
MCP 2026-07-28 deprecated Roots and Sampling. ExMCP retains
handle_list_roots/1 and handle_create_message/2 throughout 1.x for
compatibility. New clients should pass directories or files explicitly and
integrate with LLM provider APIs directly.
Example
defmodule MyClientHandler do
  @behaviour ExMCP.Client.Handler

  @impl true
  def init(args) do
    {:ok, %{roots: [%{uri: "file:///home/user", name: "Home"}]}}
  end

  @impl true
  def handle_ping(state) do
    {:ok, %{}, state}
  end

  @impl true
  def handle_list_roots(state) do
    {:ok, state.roots, state}
  end

  @impl true
  def handle_create_message(params, state) do
    # Show to user for approval, then sample LLM
    case get_user_approval(params) do
      :approved ->
        result = sample_llm(params)
        {:ok, result, state}
      :denied ->
        {:error, "User denied the request", state}
    end
  end
end

      


      
        Summary


  
    Types
  


    
      
        error_info()

      


    


    
      
        state()

      


    





  
    Callbacks
  


    
      
        handle_create_message(params, state)

      


        Handles a request from the server to sample an LLM.



    


    
      
        handle_elicitation_create(message, requested_schema, state)

      


        Handles an elicitation request from the server.



    


    
      
        handle_list_roots(state)

      


        Handles a request to list the client's root directories.



    


    
      
        handle_log_message(request_id, notification, state)

      


        Handles a request-scoped notifications/message event delivered before the
final response on a modern streamable-HTTP request. The first argument is
the owning JSON-RPC request id, which is required to correlate concurrent
log streams because log notification params do not contain a progress token.



    


    
      
        handle_ping(state)

      


        Handles a ping request from the server.



    


    
      
        handle_progress(request_id, notification, state)

      


        Handles a progress notification delivered on an ordinary request's modern
streamable-HTTP response.



    


    
      
        handle_server_request(method, params, state)

      


        Handles a legacy server-to-client request without a dedicated callback.



    


    
      
        handle_task_status(notification, state)

      


        Handles a task status notification from the server.



    


    
      
        handle_url_elicitation(message, url, state)

      


        Handles a URL-mode elicitation request from the server.



    


    
      
        init(args)

      


        Called when the client handler is started.



    


    
      
        mrtr_input_concurrency()

      


        Opts this handler into bounded parallel dispatch of MRTR input requests.



    


    
      
        terminate(reason, state)

      


        Called when the handler process is about to terminate.



    





      


      
        Types


        


  
    
      
    
    
      error_info()



        
          
        

    

  


  

      

          @type error_info() :: String.t() | map()


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: any()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      handle_create_message(params, state)



        
          
        

    

  


  

      

          @callback handle_create_message(params :: map(), state()) ::
  {:ok, map(), state()} | {:error, error_info(), state()}


      


Handles a request from the server to sample an LLM.
The client has full discretion over which model to select and should
inform the user before beginning sampling (human in the loop).
MCP Sampling is deprecated as of 2026-07-28 and retained throughout ExMCP
1.x. New implementations should integrate directly with an LLM provider API.
Parameters
The params map contains:
	messages - List of messages to send to the LLM
	modelPreferences (optional) - Server's model preferences
	systemPrompt (optional) - System prompt to use
	includeContext (optional) - Whether to include MCP context
	temperature (optional) - Sampling temperature
	maxTokens (optional) - Maximum tokens to sample
	tools (optional, 2025-11-25) - List of tool definitions the LLM may call.
Each tool has name, description, and inputSchema fields.
	toolChoice (optional, 2025-11-25) - Controls how the LLM uses tools.
A map with a type key: "auto", "none", or "tool" (with name).

Response
The result should contain:
	role - The role of the created message (usually "assistant")
	content - The content of the message. May include tool_use and
tool_result content blocks when tools are provided.
	model - The model that was used

Human-in-the-Loop
This callback MUST implement human-in-the-loop approval. The handler can
use the ExMCP.Approval behaviour for this, or implement its own approval
mechanism. The user must be informed about the sampling request and have
the opportunity to approve or deny it.
Example
def handle_create_message(params, state) do
  case get_user_approval(params) do
    :approved ->
      result = %{
        role: "assistant",
        content: %{type: "text", text: "Hello!"},
        model: "gpt-4"
      }
      {:ok, result, state}
    :denied ->
      {:error, "User denied sampling request", state}
  end
end
Example with Tool Calling (2025-11-25)
def handle_create_message(%{"tools" => tools} = params, state) when is_list(tools) do
  # Pass tools to the LLM and handle tool_use responses
  result = %{
    role: "assistant",
    content: %{type: "tool_use", id: "call_1", name: "get_weather", input: %{"city" => "NYC"}},
    model: "gpt-4"
  }
  {:ok, result, state}
end

  



  
    
      
    
    
      handle_elicitation_create(message, requested_schema, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_elicitation_create(
  message :: String.t(),
  requested_schema :: map(),
  state()
) ::
  {:ok, map(), state()} | {:error, error_info(), state()}


      


Handles an elicitation request from the server.
This is a stable protocol feature available in MCP 2025-06-18 and later.
The server is requesting additional information from the user through a 
structured form with JSON schema validation.
Parameters
	message - Human-readable message explaining what information is needed
	requested_schema - JSON schema defining the expected response structure

Response
The result should contain:
	action - One of "accept", "decline", or "cancel"
	content (optional) - The user's response data (only for "accept")

Example
def handle_elicitation_create(message, requested_schema, state) do
  # Present the elicitation to the user
  case present_elicitation_to_user(message, requested_schema) do
    {:accept, data} ->
      {:ok, %{action: "accept", content: data}, state}
    :decline ->
      {:ok, %{action: "decline"}, state}
    :cancel ->
      {:ok, %{action: "cancel"}, state}
  end
end

  



  
    
      
    
    
      handle_list_roots(state)



        
          
        

    

  


  

      

          @callback handle_list_roots(state()) ::
  {:ok, [map()], state()} | {:error, error_info(), state()}


      


Handles a request to list the client's root directories.
This is called when the server needs to understand what file system
locations the client has access to.
MCP Roots is deprecated as of 2026-07-28 and retained throughout ExMCP 1.x.
Prefer passing directories or files via tool parameters, resource URIs, or
server configuration in new implementations.
Response
The roots should be a list of maps with:
	uri (required) - The URI of the root (must start with "file://")
	name (optional) - Human-readable name for the root

Example
def handle_list_roots(state) do
  roots = [
    %{uri: "file:///home/user", name: "Home"},
    %{uri: "file:///projects", name: "Projects"}
  ]
  {:ok, roots, state}
end

  



  
    
      
    
    
      handle_log_message(request_id, notification, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_log_message(ExMCP.Types.request_id(), notification :: map(), state()) ::
  {:ok, state()} | {:error, error_info(), state()}


      


Handles a request-scoped notifications/message event delivered before the
final response on a modern streamable-HTTP request. The first argument is
the owning JSON-RPC request id, which is required to correlate concurrent
log streams because log notification params do not contain a progress token.

  



  
    
      
    
    
      handle_ping(state)



        
          
        

    

  


  

      

          @callback handle_ping(state()) :: {:ok, map(), state()} | {:error, error_info(), state()}


      


Handles a ping request from the server.
The client should respond promptly to indicate it's still alive.
Response
	{:ok, result, new_state} - Success with empty result
	{:error, reason, new_state} - Error occurred


  



  
    
      
    
    
      handle_progress(request_id, notification, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_progress(ExMCP.Types.request_id(), notification :: map(), state()) ::
  {:ok, state()} | {:error, error_info(), state()}


      


Handles a progress notification delivered on an ordinary request's modern
streamable-HTTP response.
The first argument is the JSON-RPC id of the request that owns the stream.
The map contains "progressToken", "progress", and optional "total"
and "message" fields. Keep this callback fast; it runs in the client
process before subsequent events from the same response stream are handled.

  



  
    
      
    
    
      handle_server_request(method, params, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_server_request(method :: String.t(), params :: map(), state()) ::
  {:ok, result :: map(), state()} | {:error, error_info(), state()}


      


Handles a legacy server-to-client request without a dedicated callback.
This is called when an initialize-based peer sends a request that does not
have a dedicated handler callback. Modern MCP 2026-07-28 uses MRTR result
envelopes instead of arbitrary independent server requests.
Parameters
	method — the JSON-RPC method name (e.g., "sampling/createMessage")
	params — the request parameters map
	state — the handler state

Return Values
	{:ok, result, new_state} — success, result is sent back as JSON-RPC response
	{:error, error_info, new_state} — error, sent as JSON-RPC error response


  



  
    
      
    
    
      handle_task_status(notification, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_task_status(notification :: map(), state()) ::
  {:ok, state()} | {:error, error_info(), state()}


      


Handles a task status notification from the server.
Called when the server sends a notification about a task state change.
Available in protocol version 2025-11-25.

  



  
    
      
    
    
      handle_url_elicitation(message, url, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_url_elicitation(message :: String.t(), url :: String.t(), state()) ::
  {:ok, map(), state()} | {:error, error_info(), state()}


      


Handles a URL-mode elicitation request from the server.
Instead of a form schema, the server sends a URL for the client to navigate to.
Available in protocol version 2025-11-25.
URL-mode requests are routed here whenever this callback is implemented. For
compatibility, handlers that only implement handle_elicitation_create/3
continue to receive URL-mode requests through that callback; its second
argument is then a map containing "mode", "url", and
"elicitationId", and ExMCP logs a once-per-handler warning.
Parameters
	message - Human-readable message explaining what information is needed
	url - URL for the client to open/navigate to

Response
Same as handle_elicitation_create - action and optional content.

  



  
    
      
    
    
      init(args)



        
          
        

    

  


  

      

          @callback init(args :: any()) :: {:ok, state()}


      


Called when the client handler is started.
Return {:ok, state} to initialize the handler state.

  



  
    
      
    
    
      mrtr_input_concurrency()


        (optional)


        
          
        

    

  


  

      

          @callback mrtr_input_concurrency() :: 2..16


      


Opts this handler into bounded parallel dispatch of MRTR input requests.
The default is sequential dispatch in deterministic input-request ID order. A
handler may return an integer from 2 through 16 to allow that many callbacks
to run concurrently. Parallel callbacks all receive the same handler state
and must return it unchanged; use sequential dispatch when callbacks need to
update handler state.

  



  
    
      
    
    
      terminate(reason, state)


        (optional)


        
          
        

    

  


  

      

          @callback terminate(reason :: term(), state()) :: :ok


      


Called when the handler process is about to terminate.

  


        

      


  

    
ExMCP.Client.InteractiveHandler 
    



      
Interactive terminal handler for MCP client events.
Presents elicitation requests, sampling requests, and permission prompts
to the user via stdin/stdout. Useful for CLI applications that need
human-in-the-loop interaction with MCP servers.
Usage
{:ok, client} = ExMCP.Client.start_link(
  transport: :http,
  url: "http://localhost:3000/mcp",
  handler: ExMCP.Client.InteractiveHandler,
  capabilities: %{"elicitation" => %{}, "sampling" => %{}}
)
When the server sends elicitation/create, the handler will:
	Display the message and schema to the user
	Prompt for each field in the schema
	Apply defaults when the user presses Enter without input
	Return the collected data or allow cancellation

Schema Rendering
Supports all JSON Schema types:
	string → text prompt (with default, minLength, maxLength)
	integer / number → numeric prompt (with minimum, maximum)
	boolean → yes/no prompt
	enum → numbered selection list
	array → comma-separated values
	object → nested prompts (one level)


      




  

    
ExMCP.Client.Middleware behaviour
    



      
Middleware pipeline for cross-cutting concerns in the ExMCP client.
This module will provide a composable middleware system for:
	Telemetry and metrics
	Rate limiting
	Circuit breaking
	Request/response logging
	Error handling

Currently a placeholder for future implementation.

      


      
        Summary


  
    Types
  


    
      
        context()

      


    


    
      
        middleware()

      


    





  
    Callbacks
  


    
      
        call(context, next)

      


    





  
    Functions
  


    
      
        execute(context, middleware_list)

      


        Executes a pipeline of middleware.



    





      


      
        Types


        


  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: map()


      



  



  
    
      
    
    
      middleware()



        
          
        

    

  


  

      

          @type middleware() :: module()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      call(context, next)



        
          
        

    

  


  

      

          @callback call(context(), next :: fun()) :: {:ok, context()} | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      execute(context, middleware_list)



        
          
        

    

  


  

Executes a pipeline of middleware.

  


        

      


  

    
ExMCP.Client.Operations.Prompts 
    



      
Prompt operations for ExMCP client.
This module handles all prompt-related operations including listing available
prompts and retrieving specific prompts with their arguments.

      


      
        Summary


  
    Functions
  


    
      
        get_prompt(client, prompt_name, arguments \\ %{}, opts \\ [])

      


        Gets a specific prompt from the MCP server, optionally with arguments.



    


    
      
        list_prompts(client, opts \\ [])

      


        Lists all available prompts from the MCP server.



    





      


      
        Functions


        


    

    

  
    
      
    
    
      get_prompt(client, prompt_name, arguments \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec get_prompt(
  ExMCP.Client.Types.client(),
  String.t(),
  map(),
  ExMCP.Client.Types.request_opts()
) ::
  ExMCP.Client.Types.mcp_response()


      


Gets a specific prompt from the MCP server, optionally with arguments.
Parameters
	client - The client process.
	prompt_name - The name of the prompt to retrieve.
	arguments - A map of arguments to pass to the prompt.
	opts - A keyword list of options.

Options
	:timeout - Request timeout (default: 5000)
	:format - Response format (default: :struct)

Examples
{:ok, prompt} = ExMCP.Client.Operations.Prompts.get_prompt(client, "my_prompt")
{:ok, prompt} = ExMCP.Client.Operations.Prompts.get_prompt(client, "my_prompt", %{"name" => "World"})

  



    

  
    
      
    
    
      list_prompts(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_prompts(ExMCP.Client.Types.client(), ExMCP.Client.Types.request_opts()) ::
  ExMCP.Client.Types.mcp_response()


      


Lists all available prompts from the MCP server.
Options
	:cursor - Pagination cursor for retrieving additional results
	:timeout - Request timeout (default: 5000)
	:format - Response format (default: :struct)

Examples
{:ok, prompts} = ExMCP.Client.Operations.Prompts.list_prompts(client)
{:ok, prompts} = ExMCP.Client.Operations.Prompts.list_prompts(client, cursor: "page2")

  


        

      


  

    
ExMCP.Client.Operations.Resources 
    



      
Resource operations for ExMCP client.
This module handles all resource-related operations including listing available
resources, reading resource content, and managing resource subscriptions.

      


      
        Summary


  
    Functions
  


    
      
        list_resources(client, opts \\ [])

      


        Lists all available resources from the MCP server.



    


    
      
        read_resource(client, uri, opts \\ [])

      


        Reads a specific resource by its URI.



    


    
      
        subscribe_resource(client, uri, opts \\ [])

      


        Subscribes to changes for a specific resource.



    


    
      
        unsubscribe_resource(client, uri, opts \\ [])

      


        Unsubscribes from changes for a specific resource.



    





      


      
        Functions


        


    

  
    
      
    
    
      list_resources(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_resources(ExMCP.Client.Types.client(), ExMCP.Client.Types.request_opts()) ::
  ExMCP.Client.Types.mcp_response()


      


Lists all available resources from the MCP server.
Options
	:timeout - Request timeout (default: 5000)
	:format - Response format (default: :struct)

Examples
{:ok, resources} = ExMCP.Client.Operations.Resources.list_resources(client)

  



    

  
    
      
    
    
      read_resource(client, uri, opts \\ [])



        
          
        

    

  


  

      

          @spec read_resource(
  ExMCP.Client.Types.client(),
  ExMCP.Client.Types.uri(),
  ExMCP.Client.Types.request_opts()
) :: ExMCP.Client.Types.mcp_response()


      


Reads a specific resource by its URI.
Parameters
	client - The MCP client process.
	uri - The URI of the resource to read.

Options
	:timeout - Request timeout (default: 10000)
	:format - Response format (default: :struct)

Examples
{:ok, resource_content} = ExMCP.Client.Operations.Resources.read_resource(client, "mcp://example/resource")

  



    

  
    
      
    
    
      subscribe_resource(client, uri, opts \\ [])



        
          
        

    

  


  

      

          @spec subscribe_resource(
  ExMCP.Client.Types.client(),
  ExMCP.Client.Types.uri(),
  ExMCP.Client.Types.request_opts()
) ::
  ExMCP.Client.Types.mcp_response() | {:ok, ExMCP.Client.Subscription.Ref.t()}


      


Subscribes to changes for a specific resource.
The client will receive notifications when the resource is updated.
Parameters
	client - The MCP client process.
	uri - The URI of the resource to subscribe to.

Options
	:timeout - Request timeout (default: 5000)
	:format - Response format (default: :struct)

Examples
{:ok, subscription} = ExMCP.Client.Operations.Resources.subscribe_resource(client, "mcp://example/resource")

  



    

  
    
      
    
    
      unsubscribe_resource(client, uri, opts \\ [])



        
          
        

    

  


  

      

          @spec unsubscribe_resource(
  ExMCP.Client.Types.client(),
  ExMCP.Client.Types.uri(),
  ExMCP.Client.Types.request_opts()
) :: ExMCP.Client.Types.mcp_response()


      


Unsubscribes from changes for a specific resource.
Parameters
	client - The MCP client process.
	uri - The URI of the resource to unsubscribe from.

Options
	:timeout - Request timeout (default: 5000)
	:format - Response format (default: :struct)

Examples
{:ok, result} = ExMCP.Client.Operations.Resources.unsubscribe_resource(client, "mcp://example/resource")

  


        

      


  

    
ExMCP.Client.Operations.Tasks 
    



      
Client operations for legacy tasks and the modern Tasks extension.
tasks/get and tasks/cancel are available in both task eras. The modern
tasks/update method is used to satisfy outstanding inputRequests. Modern
requests are accepted only when the client configured the
io.modelcontextprotocol/tasks extension capability.

      


      
        Summary


  
    Functions
  


    
      
        cancel(client, task_id, opts \\ [])

      


        Requests cooperative cancellation of one task.



    


    
      
        get(client, task_id, opts \\ [])

      


        Reads the full current state of one task.



    


    
      
        update(client, task_id, input_responses, opts \\ [])

      


        Submits responses to a modern task's outstanding input requests.



    





      


      
        Functions


        


    

  
    
      
    
    
      cancel(client, task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec cancel(
  ExMCP.Client.Types.client(),
  String.t(),
  ExMCP.Client.Types.request_opts()
) ::
  ExMCP.Client.Types.mcp_response()


      


Requests cooperative cancellation of one task.

  



    

  
    
      
    
    
      get(client, task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get(ExMCP.Client.Types.client(), String.t(), ExMCP.Client.Types.request_opts()) ::
  ExMCP.Client.Types.mcp_response()


      


Reads the full current state of one task.

  



    

  
    
      
    
    
      update(client, task_id, input_responses, opts \\ [])



        
          
        

    

  


  

      

          @spec update(
  ExMCP.Client.Types.client(),
  String.t(),
  map(),
  ExMCP.Client.Types.request_opts()
) ::
  ExMCP.Client.Types.mcp_response()


      


Submits responses to a modern task's outstanding input requests.

  


        

      


  

    
ExMCP.Client.Operations.Tools 
    



      
Tool operations for ExMCP client.
This module handles all tool-related operations including listing available tools,
calling specific tools, and finding tools by name or pattern.

      


      
        Summary


  
    Functions
  


    
      
        call_tool(client, tool_name, arguments, timeout_or_opts \\ 30000)

      


        Calls a tool on the MCP server.



    


    
      
        find_tool(client, name_or_pattern \\ nil, opts \\ [])

      


        Finds a tool by name or pattern.



    


    
      
        list_tools(client, opts \\ [])

      


        Lists all available tools from the MCP server.



    


    
      
        tools(client, opts \\ [])

      


        Alias for list_tools/2.



    





      


      
        Functions


        


    

  
    
      
    
    
      call_tool(client, tool_name, arguments, timeout_or_opts \\ 30000)



        
          
        

    

  


  

      

          @spec call_tool(
  ExMCP.Client.Types.client(),
  ExMCP.Client.Types.tool_name(),
  ExMCP.Client.Types.tool_arguments(),
  ExMCP.Client.Types.request_opts_or_timeout()
) :: ExMCP.Client.Types.mcp_response()


      


Calls a tool on the MCP server.
Options
	:timeout - Request timeout (default: 30000)
	:format - Response format (default: :struct)
	:progress_token - Token sent as _meta.progressToken, which the server
handler can use with ExMCP.Server.Context.report_progress/3; modern HTTP
clients receive events through ExMCP.Client.Handler.handle_progress/3
	:meta - Additional _meta entries; merged with :progress_token
	:http_stream_retry - :at_least_once (default) retries one ambiguous
modern HTTP response-stream break; :safe_only returns
:outcome_unknown for tools unless :retry_safe is explicitly true
	:retry_safe - Caller attestation that reissuing this operation is safe.
Tool readOnlyHint is intentionally not treated as a security boundary.
	:idempotency_key - Non-empty application key injected into the tool
arguments once, before any retry. The tool must implement deduplication.
	:idempotency_key_path - String or list path for the injected key
(default: ["idempotencyKey"]). If the path already contains a different
value, the call fails instead of silently changing it.

Examples
ExMCP.Client.Operations.Tools.call_tool(client, "my_tool", %{arg1: "value"})
ExMCP.Client.Operations.Tools.call_tool(client, "my_tool", %{arg1: "value"}, timeout: 60_000)

ExMCP.Client.Operations.Tools.call_tool(client, "slow_tool", %{},
  progress_token: "job-42"
)

ExMCP.Client.Operations.Tools.call_tool(client, "charge", %{amount: 100},
  idempotency_key: order_id,
  idempotency_key_path: ["request", "idempotencyKey"]
)

  



    

    

  
    
      
    
    
      find_tool(client, name_or_pattern \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec find_tool(
  ExMCP.Client.Types.client(),
  String.t() | nil,
  ExMCP.Client.Types.request_opts()
) ::
  {:ok, map()} | {:error, :not_found} | {:error, any()}


      


Finds a tool by name or pattern.
If name_or_pattern is nil, it returns the first tool from the list.
Handles both response formats: the default :struct format
(%ExMCP.Response{}) and the raw :map format.
Options
	:fuzzy - If true, performs a fuzzy search (default: false)
	:timeout - Request timeout (default: 5000)
	:format - Response format (default: :struct)

Examples
{:ok, tool} = ExMCP.Client.Operations.Tools.find_tool(client, "my_tool")
{:ok, tool} = ExMCP.Client.Operations.Tools.find_tool(client, "tool", fuzzy: true)

  



    

  
    
      
    
    
      list_tools(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_tools(ExMCP.Client.Types.client(), ExMCP.Client.Types.request_opts()) ::
  ExMCP.Client.Types.mcp_response()


      


Lists all available tools from the MCP server.
Options
	:timeout - Request timeout (default: 5000)
	:format - Response format (default: :struct)

Examples
{:ok, tools} = ExMCP.Client.Operations.Tools.list_tools(client)
{:ok, tools} = ExMCP.Client.Operations.Tools.list_tools(client, timeout: 10_000)

  



    

  
    
      
    
    
      tools(client, opts \\ [])



        
          
        

    

  


  

      

          @spec tools(ExMCP.Client.Types.client(), ExMCP.Client.Types.request_opts()) ::
  ExMCP.Client.Types.mcp_response()


      


Alias for list_tools/2.

  


        

      


  

    
ExMCP.Client.RequestHandler 
    



      
Request/response processing for ExMCP client.
This module handles all request processing, batch operations, message parsing,
and response handling for MCP clients.

      


      
        Summary


  
    Functions
  


    
      
        handle_batch_request(requests, from, state)

      


        Handles batch MCP requests.



    


    
      
        handle_batch_response(responses, state)

      


        Handles a batch of responses from the transport.



    


    
      
        handle_cast_notification(method, params, state)

      


        Handles a notification to be sent to the server.



    


    
      
        handle_request(method, params, from, state, meta \\ %{timeout: :caller_enforced})

      


        Handles individual MCP requests.



    


    
      
        handle_server_request(method, params, request_id, state)

      


        Routes a legacy server-to-client request to the appropriate handler callback.



    


    
      
        handle_single_response(other, state)

      


        Handles a single response from the transport.



    


    
      
        parse_transport_message(message, state)

      


        Parses a message from the transport.



    


    
      
        send_message(message, state)

      


        Encodes and sends a message via the transport.



    


    
      
        send_ping(state)

      


        Sends the era-appropriate liveness request for the client's idle health
check: legacy ping, or an uncached modern server/discover.



    





      


      
        Functions


        


  
    
      
    
    
      handle_batch_request(requests, from, state)



        
          
        

    

  


  

Handles batch MCP requests.
Processes multiple MCP requests in a single batch operation.

  



  
    
      
    
    
      handle_batch_response(responses, state)



        
          
        

    

  


  

Handles a batch of responses from the transport.

  



  
    
      
    
    
      handle_cast_notification(method, params, state)



        
          
        

    

  


  

Handles a notification to be sent to the server.

  



    

  
    
      
    
    
      handle_request(method, params, from, state, meta \\ %{timeout: :caller_enforced})



        
          
        

    

  


  

Handles individual MCP requests.
Processes a single MCP request and returns the appropriate GenServer response.
The optional meta map controls request timeout enforcement:
	%{timeout: nil} - the caller did not specify a timeout, so the client
process enforces its own default_timeout by scheduling a
{:request_timeout, id} message for pending requests
	%{timeout: integer} - the caller enforces the timeout on its side
(via the GenServer.call/3 timeout), so no timer is scheduled
	%{timeout: :caller_enforced} - legacy {:request, method, params}
calls; no timer is scheduled


  



  
    
      
    
    
      handle_server_request(method, params, request_id, state)



        
          
        

    

  


  

Routes a legacy server-to-client request to the appropriate handler callback.
Modern MCP 2026-07-28 supplies client input through MRTR result envelopes;
it does not deliver these as independent JSON-RPC requests on the stream.

  



  
    
      
    
    
      handle_single_response(other, state)



        
          
        

    

  


  

Handles a single response from the transport.

  



  
    
      
    
    
      parse_transport_message(message, state)



        
          
        

    

  


  

Parses a message from the transport.
This function is intended to be called from the client's handle_info/2 callback.
It decodes the message and delegates to the appropriate response handler.

  



  
    
      
    
    
      send_message(message, state)



        
          
        

    

  


  

Encodes and sends a message via the transport.

  



  
    
      
    
    
      send_ping(state)



        
          
        

    

  


  

      

          @spec send_ping(map()) :: {:ok, term() | nil, map()} | {:error, any()}


      


Sends the era-appropriate liveness request for the client's idle health
check: legacy ping, or an uncached modern server/discover.
The ping is deliberately kept out of pending_requests: it has no caller to
reply to and must not show up in ExMCP.Client.get_pending_requests/1.
Returns:
	{:ok, request_id, state} - ping sent, the pong will arrive asynchronously
	{:ok, nil, state} - a synchronous transport answered inline, so the
connection is already proven alive
	{:error, reason} - the ping could not be sent


  


        

      


  

    
ExMCP.Client.Response 
    



      
Response normalization and transformation utilities for MCP.
This module provides consistent, developer-friendly response formats
by normalizing raw MCP protocol responses into standardized structures.
Features
	Standardized field names (snake_case instead of mixed case)
	Type coercion and validation
	Automatic content parsing (JSON, text, etc.)
	Error context enrichment
	Missing field defaults

Response Types
All normalized responses follow consistent patterns:
	Tools: %{name, description, input_schema, metadata}
	Resources: %{uri, name, description, mime_type, metadata}
	Prompts: %{name, description, arguments, metadata}
	Content: Automatic parsing based on type detection


      


      
        Summary


  
    Types
  


    
      
        normalized_prompt()

      


    


    
      
        normalized_resource()

      


    


    
      
        normalized_tool()

      


    





  
    Functions
  


    
      
        from_protocol(response)

      


        Converts a raw protocol response to a normalized format.



    


    
      
        normalize_prompt(raw_prompt)

      


        Normalizes a prompt definition from MCP protocol format.



    


    
      
        normalize_prompt_result(result)

      


        Normalizes a prompt result (messages) from MCP protocol format.



    


    
      
        normalize_resource(raw_resource)

      


        Normalizes a resource definition from MCP protocol format.



    


    
      
        normalize_resource_content(result, opts \\ [])

      


        Normalizes resource content with automatic parsing.



    


    
      
        normalize_server_info(server_info)

      


        Normalizes server information response.



    


    
      
        normalize_tool(raw_tool)

      


        Normalizes a tool definition from MCP protocol format.



    


    
      
        normalize_tool_result(result)

      


        Normalizes a tool call result from MCP protocol format.



    





      


      
        Types


        


  
    
      
    
    
      normalized_prompt()



        
          
        

    

  


  

      

          @type normalized_prompt() :: %{
  name: String.t(),
  description: String.t() | nil,
  arguments: [map()] | nil,
  metadata: map()
}


      



  



  
    
      
    
    
      normalized_resource()



        
          
        

    

  


  

      

          @type normalized_resource() :: %{
  uri: String.t(),
  name: String.t() | nil,
  description: String.t() | nil,
  mime_type: String.t() | nil,
  metadata: map()
}


      



  



  
    
      
    
    
      normalized_tool()



        
          
        

    

  


  

      

          @type normalized_tool() :: %{
  name: String.t(),
  description: String.t() | nil,
  input_schema: map() | nil,
  metadata: map()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_protocol(response)



        
          
        

    

  


  

      

          @spec from_protocol(map()) :: {:ok, any()} | {:error, any()}


      


Converts a raw protocol response to a normalized format.
This is a convenience function that handles the most common response types
and provides a unified interface for response normalization.

  



  
    
      
    
    
      normalize_prompt(raw_prompt)



        
          
        

    

  


  

      

          @spec normalize_prompt(map()) :: normalized_prompt()


      


Normalizes a prompt definition from MCP protocol format.

  



  
    
      
    
    
      normalize_prompt_result(result)



        
          
        

    

  


  

      

          @spec normalize_prompt_result(map()) :: map()


      


Normalizes a prompt result (messages) from MCP protocol format.

  



  
    
      
    
    
      normalize_resource(raw_resource)



        
          
        

    

  


  

      

          @spec normalize_resource(map()) :: normalized_resource()


      


Normalizes a resource definition from MCP protocol format.

  



    

  
    
      
    
    
      normalize_resource_content(result, opts \\ [])



        
          
        

    

  


  

      

          @spec normalize_resource_content(
  map(),
  keyword()
) :: any()


      


Normalizes resource content with automatic parsing.
Options
	:parse_json - Parse JSON content automatically (default: true)
	:encoding - Text encoding to use (default: "utf-8")
	:max_size - Maximum content size to parse (default: 10MB)


  



  
    
      
    
    
      normalize_server_info(server_info)



        
          
        

    

  


  

      

          @spec normalize_server_info(map()) :: map()


      


Normalizes server information response.

  



  
    
      
    
    
      normalize_tool(raw_tool)



        
          
        

    

  


  

      

          @spec normalize_tool(map()) :: normalized_tool()


      


Normalizes a tool definition from MCP protocol format.
Examples
# Raw MCP response
raw = %{
  "name" => "calculator",
  "description" => "Performs calculations",
  "inputSchema" => %{"type" => "object", "properties" => %{...}}
}

# Normalized response
tool = Response.normalize_tool(raw)
# => %{
#   name: "calculator",
#   description: "Performs calculations",
#   input_schema: %{type: "object", properties: %{...}},
#   metadata: %{}
# }

  



  
    
      
    
    
      normalize_tool_result(result)



        
          
        

    

  


  

      

          @spec normalize_tool_result(map()) :: any()


      


Normalizes a tool call result from MCP protocol format.
Handles content parsing, error detection, and metadata extraction.

  


        

      


  

    
ExMCP.Client.Subscription 
    



      
A client-owned MCP 2026-07-28 subscription stream.
Use open/3 with an immutable notification filter. The call returns only
after the server's notifications/subscriptions/acknowledged message. Events
are delivered to the subscribing process as:
{:ex_mcp_subscription, subscription, method, params}
If a transport reconnects, the process re-opens the desired filter with a
fresh JSON-RPC request ID and emits a resynchronization notification.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        cancel(ref, reason \\ nil)

      


    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        current(ref)

      


    


    
      
        open(client, filter, opts \\ [])

      


    


    
      
        status(ref)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: ExMCP.Client.Subscription.Ref.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      cancel(ref, reason \\ nil)



        
          
        

    

  


  

      

          @spec cancel(ExMCP.Client.Subscription.Ref.t(), String.t() | nil) :: :ok


      



  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      current(ref)



        
          
        

    

  


  

      

          @spec current(ExMCP.Client.Subscription.Ref.t()) ::
  {:ok, ExMCP.Client.Subscription.Ref.t()} | {:error, atom()}


      



  



    

  
    
      
    
    
      open(client, filter, opts \\ [])



        
          
        

    

  


  

      

          @spec open(GenServer.server(), map(), keyword()) ::
  {:ok, ExMCP.Client.Subscription.Ref.t()} | {:error, term()}


      



  



  
    
      
    
    
      status(ref)



        
          
        

    

  


  

      

          @spec status(ExMCP.Client.Subscription.Ref.t()) :: map()


      



  


        

      


  

    
ExMCP.Client.Subscription.Ref 
    



      
A reference to an active subscription process.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Client.Subscription.Ref{
  acknowledged_filter: map(),
  client: GenServer.server(),
  pid: pid(),
  request_id: ExMCP.Types.request_id(),
  requested_filter: map()
}


      



  


        

      


  

    
ExMCP.Client.Types 
    



      
Shared type definitions for ExMCP.Client modules.
This module provides common type definitions used across the client
architecture to ensure consistency and type safety.

      


      
        Summary


  
    Types
  


    
      
        client()

      


        A client process reference - can be a PID, registered name, or GenServer reference.



    


    
      
        default_timeout()

      


        Default timeout value in milliseconds.



    


    
      
        mcp_method()

      


        MCP method name used in requests.



    


    
      
        mcp_params()

      


        Parameters map for MCP requests.



    


    
      
        mcp_response()

      


        Standard MCP response format - either success with data or error with reason.



    


    
      
        request_opts()

      


        Options for MCP requests, typically including timeout and format options.



    


    
      
        request_opts_or_timeout()

      


        Request options or timeout value.



    


    
      
        tool_arguments()

      


        Arguments map for tool calls.



    


    
      
        tool_name()

      


        MCP tool name.



    


    
      
        uri()

      


        MCP resource URI - typically a file:// or http:// URI.



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: GenServer.server()


      


A client process reference - can be a PID, registered name, or GenServer reference.

  



  
    
      
    
    
      default_timeout()



        
          
        

    

  


  

      

          @type default_timeout() :: pos_integer()


      


Default timeout value in milliseconds.

  



  
    
      
    
    
      mcp_method()



        
          
        

    

  


  

      

          @type mcp_method() :: String.t()


      


MCP method name used in requests.

  



  
    
      
    
    
      mcp_params()



        
          
        

    

  


  

      

          @type mcp_params() :: map()


      


Parameters map for MCP requests.

  



  
    
      
    
    
      mcp_response()



        
          
        

    

  


  

      

          @type mcp_response() :: {:ok, any()} | {:error, any()}


      


Standard MCP response format - either success with data or error with reason.

  



  
    
      
    
    
      request_opts()



        
          
        

    

  


  

      

          @type request_opts() :: keyword()


      


Options for MCP requests, typically including timeout and format options.

  



  
    
      
    
    
      request_opts_or_timeout()



        
          
        

    

  


  

      

          @type request_opts_or_timeout() :: keyword() | timeout()


      


Request options or timeout value.

  



  
    
      
    
    
      tool_arguments()



        
          
        

    

  


  

      

          @type tool_arguments() :: map()


      


Arguments map for tool calls.

  



  
    
      
    
    
      tool_name()



        
          
        

    

  


  

      

          @type tool_name() :: String.t()


      


MCP tool name.

  



  
    
      
    
    
      uri()



        
          
        

    

  


  

      

          @type uri() :: String.t()


      


MCP resource URI - typically a file:// or http:// URI.

  


        

      


  

    
ExMCP.ClientConfig 
    



      
Configuration builder for ExMCP clients.
This module provides a fluent interface for building client configurations,
ensuring type safety and validation at compile time.
Usage
config = ExMCP.ClientConfig.new()
         |> ExMCP.ClientConfig.put_transport(:http)
         |> ExMCP.ClientConfig.put_url("https://api.example.com")
         |> ExMCP.ClientConfig.put_transport_options(
           timeout: 30_000,
           pool_size: 10
         )

{:ok, client} = ExMCP.Client.connect(config)
Transport Configuration
stdio Transport
config = ExMCP.ClientConfig.new()
         |> ExMCP.ClientConfig.put_transport(:stdio)
         |> ExMCP.ClientConfig.put_command(["python", "server.py"])
         |> ExMCP.ClientConfig.put_args(["--verbose"])
         |> ExMCP.ClientConfig.put_env([{"DEBUG", "1"}])
HTTP Transport
config = ExMCP.ClientConfig.new()
         |> ExMCP.ClientConfig.put_transport(:http)
         |> ExMCP.ClientConfig.put_url("https://api.example.com")
         |> ExMCP.ClientConfig.put_headers([{"Authorization", "Bearer token"}])
         |> ExMCP.ClientConfig.put_transport_options(
           use_sse: true,
           timeout: 10_000
         )
Advanced Options
config = ExMCP.ClientConfig.new()
         |> ExMCP.ClientConfig.put_name(:my_client)
         |> ExMCP.ClientConfig.put_handler(MyClientHandler)
         |> ExMCP.ClientConfig.put_retry_policy(
           max_attempts: 3,
           backoff: :exponential
         )
Basic Usage
# Create a simple HTTP configuration
config = ExMCP.ClientConfig.new(:http, url: "http://localhost:8080")
{:ok, client} = ExMCP.connect(config)
Advanced Usage
# Create a production configuration with full settings
config = ExMCP.ClientConfig.new(:production)
|> ExMCP.ClientConfig.put_transport(:http, url: "https://api.example.com")
|> ExMCP.ClientConfig.put_retry_policy(max_attempts: 5, base_interval: 1000)
|> ExMCP.ClientConfig.put_timeout(connect: 10_000, request: 30_000)
|> ExMCP.ClientConfig.put_auth(:bearer, token: "...")

{:ok, client} = ExMCP.connect(config)
Configuration Profiles
Built-in profiles:
	:development - For local development with debugging
	:test - For testing with fast timeouts
	:production - For production with robust retry policies
	:http - HTTP transport with sensible defaults
	:stdio - Stdio transport configuration
	:beam - BEAM-local transport configuration


      


      
        Summary


  
    Types
  


    
      
        auth_config()

      


    


    
      
        auth_type()

      


    


    
      
        log_level()

      


    


    
      
        observability_config()

      


    


    
      
        pool_config()

      


    


    
      
        profile()

      


    


    
      
        retry_policy()

      


    


    
      
        t()

      


    


    
      
        timeout_config()

      


    


    
      
        transport_config()

      


    


    
      
        transport_type()

      


    





  
    Functions
  


    
      
        %ExMCP.ClientConfig{}

      


        Timeout configuration for ExMCP operations.



    


    
      
        add_fallback(config, transport_type, opts \\ [])

      


        Adds a fallback transport configuration.



    


    
      
        get_all_transports(config)

      


        Gets the list of all transport configurations (primary + fallbacks).



    


    
      
        new()

      


        Creates a new client configuration.



    


    
      
        new(profile_or_transport)

      


    


    
      
        new(transport_type, opts)

      


    


    
      
        put_auth(config, auth_type, opts \\ [])

      


        Configures authentication settings.



    


    
      
        put_client_info(config, opts)

      


        Sets client information.



    


    
      
        put_custom(config, key, value)

      


        Adds custom configuration options.



    


    
      
        put_observability(config, opts)

      


        Configures observability settings.



    


    
      
        put_pool(config, opts)

      


        Configures connection pooling settings.



    


    
      
        put_retry_policy(config, opts)

      


        Configures retry policy settings.



    


    
      
        put_timeout(config, opts)

      


        Configures timeout settings.



    


    
      
        put_transport(config, transport_type, opts \\ [])

      


        Configures the transport settings.



    


    
      
        to_client_opts(config)

      


        Converts the configuration to a keyword list suitable for client APIs.



    


    
      
        validate(config)

      


        Validates the configuration and returns errors if any.



    





      


      
        Types


        


  
    
      
    
    
      auth_config()



        
          
        

    

  


  

      

          @type auth_config() :: %{
  type: auth_type(),
  token: String.t() | nil,
  username: String.t() | nil,
  password: String.t() | nil,
  headers: %{required(String.t()) => String.t()},
  refresh_token: String.t() | nil,
  client_id: String.t() | nil,
  client_secret: String.t() | nil,
  custom_handler: {module(), atom(), [any()]} | nil
}


      



  



  
    
      
    
    
      auth_type()



        
          
        

    

  


  

      

          @type auth_type() :: :none | :bearer | :basic | :oauth | :custom


      



  



  
    
      
    
    
      log_level()



        
          
        

    

  


  

      

          @type log_level() :: :debug | :info | :warn | :error | :none


      



  



  
    
      
    
    
      observability_config()



        
          
        

    

  


  

      

          @type observability_config() :: %{
  logging: %{
    enabled: boolean(),
    level: log_level(),
    format: :text | :json,
    include_request_id: boolean(),
    include_metadata: boolean()
  },
  telemetry: %{
    enabled: boolean(),
    prefix: [atom()],
    include_system_metrics: boolean()
  },
  tracing: %{
    enabled: boolean(),
    sampler: atom() | {module(), atom(), [any()]},
    propagators: [atom()]
  }
}


      



  



  
    
      
    
    
      pool_config()



        
          
        

    

  


  

      

          @type pool_config() :: %{
  enabled: boolean(),
  size: pos_integer(),
  max_overflow: non_neg_integer(),
  checkout_timeout: pos_integer(),
  idle_timeout: pos_integer()
}


      



  



  
    
      
    
    
      profile()



        
          
        

    

  


  

      

          @type profile() :: atom()


      



  



  
    
      
    
    
      retry_policy()



        
          
        

    

  


  

      

          @type retry_policy() :: %{
  enabled: boolean(),
  max_attempts: pos_integer(),
  base_interval: pos_integer(),
  max_interval: pos_integer(),
  backoff_type: :linear | :exponential | :fixed,
  jitter: boolean()
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.ClientConfig{
  auth: auth_config(),
  client_info: %{name: String.t(), version: String.t(), user_agent: String.t()},
  custom_options: %{required(atom()) => any()},
  fallback_transports: [transport_config()],
  observability: observability_config(),
  pool: pool_config(),
  profile: profile() | nil,
  retry_policy: retry_policy(),
  timeouts: timeout_config(),
  transport: transport_config()
}


      



  



  
    
      
    
    
      timeout_config()



        
          
        

    

  


  

      

          @type timeout_config() :: %{
  total: pos_integer(),
  connect: pos_integer(),
  request: pos_integer(),
  stream: %{handshake: pos_integer(), idle: pos_integer()},
  pool: %{checkout: pos_integer(), idle: pos_integer()}
}


      



  



  
    
      
    
    
      transport_config()



        
          
        

    

  


  

      

          @type transport_config() :: %{
  type: transport_type(),
  url: String.t() | nil,
  command: String.t() | [String.t()] | nil,
  host: String.t(),
  port: integer(),
  path: String.t(),
  ssl: boolean(),
  headers: %{required(String.t()) => String.t()},
  options: keyword()
}


      



  



  
    
      
    
    
      transport_type()



        
          
        

    

  


  

      

          @type transport_type() :: :http | :stdio | :beam


      



  


        

      

      
        Functions


        


  
    
      
    
    
      %ExMCP.ClientConfig{}


        (struct)


        
          
        

    

  


  

Timeout configuration for ExMCP operations.
	total: Maximum time for an entire logical operation, including all retries (ms)
	connect: Time to establish initial TCP/TLS connection (ms)
	request: Time for a single request-response cycle (ms)
	stream: Timeouts specific to persistent streams like SSE	handshake: Time to wait for stream handshake after connection (ms)
	idle: Time a stream can be idle before being considered dead (ms)


	pool: Connection pool related timeouts	checkout: Time to wait for a connection from the pool (ms)
	idle: Time a connection can sit idle in the pool (ms)




  



    

  
    
      
    
    
      add_fallback(config, transport_type, opts \\ [])



        
          
        

    

  


  

      

          @spec add_fallback(t(), transport_type(), keyword()) :: t()


      


Adds a fallback transport configuration.
Examples
config = ExMCP.ClientConfig.new(:http, url: "http://primary:8080")
|> ExMCP.ClientConfig.add_fallback(:http, url: "http://backup:8080")
|> ExMCP.ClientConfig.add_fallback(:stdio, command: "local-server")

  



  
    
      
    
    
      get_all_transports(config)



        
          
        

    

  


  

      

          @spec get_all_transports(t()) :: [transport_config()]


      


Gets the list of all transport configurations (primary + fallbacks).
Examples
transports = ExMCP.ClientConfig.get_all_transports(config)
# Try connecting to each transport in order

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: t()


      


Creates a new client configuration.
Examples
# Use a predefined profile
config = ExMCP.ClientConfig.new(:production)

# Create HTTP configuration with custom options
config = ExMCP.ClientConfig.new(:http, url: "http://localhost:8080")

# Create stdio configuration
config = ExMCP.ClientConfig.new(:stdio, command: ["python", "server.py"])

# Start with empty configuration
config = ExMCP.ClientConfig.new()

  



  
    
      
    
    
      new(profile_or_transport)



        
          
        

    

  


  

      

          @spec new(profile() | transport_type()) :: t()


      



  



  
    
      
    
    
      new(transport_type, opts)



        
          
        

    

  


  

      

          @spec new(
  transport_type(),
  keyword()
) :: t()


      



  



    

  
    
      
    
    
      put_auth(config, auth_type, opts \\ [])



        
          
        

    

  


  

      

          @spec put_auth(t(), auth_type(), keyword()) :: t()


      


Configures authentication settings.
Examples
# Bearer token
config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_auth(:bearer, token: "your-token")

# Basic auth
config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_auth(:basic, username: "user", password: "pass")

# Custom headers
config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_auth(:custom, headers: %{"X-API-Key" => "key"})

  



  
    
      
    
    
      put_client_info(config, opts)



        
          
        

    

  


  

      

          @spec put_client_info(
  t(),
  keyword()
) :: t()


      


Sets client information.
Examples
config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_client_info(
  name: "MyApp MCP Client",
  version: "1.0.0"
)

  



  
    
      
    
    
      put_custom(config, key, value)



        
          
        

    

  


  

      

          @spec put_custom(t(), atom(), any()) :: t()


      


Adds custom configuration options.
Examples
config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_custom(:my_option, "value")
|> ExMCP.ClientConfig.put_custom(:another_option, %{key: "value"})

  



  
    
      
    
    
      put_observability(config, opts)



        
          
        

    

  


  

      

          @spec put_observability(
  t(),
  keyword()
) :: t()


      


Configures observability settings.
Examples
config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_observability(
  logging: [enabled: true, level: :info],
  telemetry: [enabled: true, prefix: [:my_app, :mcp]]
)

  



  
    
      
    
    
      put_pool(config, opts)



        
          
        

    

  


  

      

          @spec put_pool(
  t(),
  keyword()
) :: t()


      


Configures connection pooling settings.
Examples
config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_pool(
  enabled: true,
  size: 10,
  max_overflow: 5
)

  



  
    
      
    
    
      put_retry_policy(config, opts)



        
          
        

    

  


  

      

          @spec put_retry_policy(
  t(),
  keyword()
) :: t()


      


Configures retry policy settings.
Examples
config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_retry_policy(
  max_attempts: 5,
  base_interval: 1000,
  backoff_type: :exponential
)

  



  
    
      
    
    
      put_timeout(config, opts)



        
          
        

    

  


  

      

          @spec put_timeout(
  t(),
  keyword()
) :: t()


      


Configures timeout settings.
Examples
# Basic timeouts
config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_timeout(
  total: 120_000,
  connect: 10_000,
  request: 30_000
)

# Advanced timeouts with stream and pool settings
config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_timeout(
  total: 120_000,
  connect: 10_000,
  request: 30_000,
  stream: [handshake: 15_000, idle: 60_000],
  pool: [checkout: 5_000, idle: 300_000]
)
Timeout Types
	total: Maximum time for entire operation including retries (ms)
	connect: Time to establish TCP/TLS connection (ms)
	request: Time for single request-response cycle (ms)
	stream.handshake: Time to wait for SSE handshake completion (ms)
	stream.idle: Time stream can be idle before considered dead (ms)
	pool.checkout: Time to wait for connection from pool (ms)
	pool.idle: Time connection can idle in pool before cleanup (ms)


  



    

  
    
      
    
    
      put_transport(config, transport_type, opts \\ [])



        
          
        

    

  


  

      

          @spec put_transport(t(), transport_type(), keyword()) :: t()


      


Configures the transport settings.
Examples
config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_transport(:http, url: "http://localhost:8080")

config = ExMCP.ClientConfig.new()
|> ExMCP.ClientConfig.put_transport(:stdio, command: ["python", "server.py"])

  



  
    
      
    
    
      to_client_opts(config)



        
          
        

    

  


  

      

          @spec to_client_opts(t()) :: keyword()


      


Converts the configuration to a keyword list suitable for client APIs.
Examples
config = ExMCP.ClientConfig.new(:http, url: "http://localhost:8080")
opts = ExMCP.ClientConfig.to_client_opts(config)
{:ok, client} = ExMCP.Client.start_link(opts)

  



  
    
      
    
    
      validate(config)



        
          
        

    

  


  

      

          @spec validate(t()) :: :ok | {:error, [String.t()]}


      


Validates the configuration and returns errors if any.
Examples
case ExMCP.ClientConfig.validate(config) do
  :ok -> {:ok, client} = ExMCP.connect(config)
  {:error, errors} -> handle_config_errors(errors)
end

  


        

      


  

    
ExMCP.ConsentHandler behaviour
    



      
A behaviour for handling user consent for accessing external resources.

      


      
        Summary


  
    Types
  


    
      
        consent_result()

      


        The result of a consent request.



    


    
      
        expiry()

      


        When a granted consent expires.



    


    
      
        request_context()

      


        Context about the consent request.



    


    
      
        resource_origin()

      


        The origin of the resource being accessed (e.g., "https://api.example.com").



    


    
      
        user_id()

      


        The user identifier.



    





  
    Callbacks
  


    
      
        check_existing_consent(user_id, resource_origin)

      


        Checks if a valid consent already exists.



    


    
      
        request_consent(user_id, resource_origin, request_context)

      


        Requests user consent to access a resource.



    


    
      
        revoke_consent(user_id, resource_origin)

      


        Revokes any existing consent for a user and resource.



    





      


      
        Types


        


  
    
      
    
    
      consent_result()



        
          
        

    

  


  

      

          @type consent_result() ::
  {:ok, expiry()}
  | {:approved, keyword()}
  | {:denied, keyword()}
  | {:error, :denied | :consent_required}


      


The result of a consent request.
	{:ok, expiry}: Consent granted until expiry (see expiry/0).
	{:approved, opts}: Consent granted; opts[:expires_at] is an expiry/0.
When omitted, the :consent_ttl from the request context is used.
	{:denied, opts} / {:error, :denied}: Consent explicitly denied.
	{:error, :consent_required}: Consent needs to be obtained through another channel (e.g., a web UI).

Any other return value is treated as an error and the request is denied.

  



  
    
      
    
    
      expiry()



        
          
        

    

  


  

      

          @type expiry() ::
  DateTime.t()
  | {:ttl, pos_integer()}
  | {:unix, integer()}
  | {:monotonic, integer()}
  | integer()


      


When a granted consent expires.
Prefer one of the explicit forms — they are unambiguous:
	DateTime.t() — absolute wall-clock instant, e.g. DateTime.add(DateTime.utc_now(), 3600)
	{:ttl, seconds} — relative to now, e.g. {:ttl, 3600} for one hour
	{:unix, seconds} — absolute Unix epoch seconds, e.g. {:unix, System.os_time(:second) + 3600}
	{:monotonic, seconds} — absolute System.monotonic_time(:second) value

A bare integer is interpreted as a System.monotonic_time(:second) value for
backwards compatibility. This is easy to get wrong: Unix epoch seconds and
monotonic seconds are not interchangeable, and a Unix timestamp read as a
monotonic value grants consent for decades. Values that are implausible as
monotonic times (already in the past, or more than 365 days in the future)
are rejected and the request fails closed. Use {:unix, seconds} or
{:ttl, seconds} instead of a bare integer.

  



  
    
      
    
    
      request_context()



        
          
        

    

  


  

      

          @type request_context() :: map()


      


Context about the consent request.

  



  
    
      
    
    
      resource_origin()



        
          
        

    

  


  

      

          @type resource_origin() :: String.t()


      


The origin of the resource being accessed (e.g., "https://api.example.com").

  



  
    
      
    
    
      user_id()



        
          
        

    

  


  

      

          @type user_id() :: String.t() | atom()


      


The user identifier.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      check_existing_consent(user_id, resource_origin)



        
          
        

    

  


  

      

          @callback check_existing_consent(
  user_id :: user_id(),
  resource_origin :: resource_origin()
) :: {:ok, expires_at :: non_neg_integer()} | {:not_found} | {:expired}


      


Checks if a valid consent already exists.
This callback is primarily for handlers that might have their own persistent
storage, separate from the global ConsentCache. Most handlers can simply
return {:not_found} and rely on the cache.

  



  
    
      
    
    
      request_consent(user_id, resource_origin, request_context)



        
          
        

    

  


  

      

          @callback request_consent(
  user_id :: user_id(),
  resource_origin :: resource_origin(),
  request_context :: request_context()
) :: consent_result()


      


Requests user consent to access a resource.
The request_context map carries transport-specific information plus
:transport and :consent_ttl. :consent_ttl is the configured consent
lifetime in seconds (the :consent_ttl security setting itself is in
milliseconds); it is a sensible default to hand back:
@impl ExMCP.ConsentHandler
def request_consent(_user_id, origin, context) do
  if approve?(origin) do
    {:ok, {:ttl, Map.get(context, :consent_ttl, 3600)}}
  else
    {:error, :denied}
  end
end

  



  
    
      
    
    
      revoke_consent(user_id, resource_origin)



        
          
        

    

  


  

      

          @callback revoke_consent(user_id :: user_id(), resource_origin :: resource_origin()) ::
  :ok | {:error, String.t()}


      


Revokes any existing consent for a user and resource.

  


        

      


  

    
ExMCP.ConsentHandler.CLI 
    



      
A consent handler that prompts the user for consent via the command line.
Suitable for interactive stdio transport sessions.

      




  

    
ExMCP.ConsentHandler.Deny 
    



      
A consent handler that denies all requests for external resource access.
This is the default, production-safe handler.

      




  

    
ExMCP.ConsentHandler.Web 
    



      
A consent handler for web applications.
This handler indicates that consent must be obtained through a separate
web flow, rather than being handled synchronously.

      




  

    
ExMCP.Content.Builders 
    



      
Smart constructors and builder patterns for ExMCP content creation.
This module provides an intuitive, chainable API for building complex content
structures with validation, type safety, and helpful defaults.
Features
	Chainable API: Fluent interface for building content
	Type Safety: Compile-time type checking and validation
	Smart Defaults: Sensible defaults for common use cases
	File Integration: Direct file loading with automatic type detection
	Batch Operations: Efficient creation of multiple content items
	Template System: Reusable content templates

Usage
use ExMCP.Content.Builders

# Simple text content
content = text("Hello, world!")

# Chainable building
content = text("# Header")
|> as_markdown()
|> with_metadata(%{author: "user"})

# File-based content
content = from_file("image.png")
|> with_alt_text("Product screenshot")
|> resize(800, 600)

# Batch creation
contents = batch([
  text("First message"),
  image_from_file("diagram.png"),
  text("Summary", format: :markdown)
])

      


      
        Summary


  
    Types
  


    
      
        builder()

      


        Content builder state



    


    
      
        file_opts()

      


        File processing options



    





  
    Functions
  


    
      
        annotation(annotation_type, opts \\ [])

      


        Creates a new annotation builder.



    


    
      
        as_code(content, language \\ nil)

      


        Sets content as code format with optional language.



    


    
      
        as_html(content)

      


        Sets content as HTML format.



    


    
      
        as_markdown(content)

      


        Sets content as markdown format.



    


    
      
        audio(base64_data, mime_type, opts \\ [])

      


        Creates a new audio content builder from base64 data.



    


    
      
        audio_from_file(file_path, opts \\ [])

      


        Creates audio content from a file.



    


    
      
        batch(content_specs)

      


        Creates multiple content items efficiently.



    


    
      
        collection(contents, shared_metadata)

      


        Creates a content collection with shared metadata.



    


    
      
        compress(content, opts \\ [])

          deprecated

      


        Compresses image content.



    


    
      
        extract_text(arg1)

      


        Extracts text content from various content types.



    


    
      
        filter_by_type(contents, type)

      


        Filters content by type.



    


    
      
        from_file(file_path, opts \\ [])

      


        Creates content from a file with automatic type detection.



    


    
      
        from_template(template, substitutions)

      


        Creates content from a template with substitutions.



    


    
      
        image(base64_data, mime_type, opts \\ [])

      


        Creates a new image content builder from base64 data.



    


    
      
        image_from_file(file_path, opts \\ [])

      


        Creates image content from a file.



    


    
      
        resize(content, width, height)

          deprecated

      


        Resizes image content data.



    


    
      
        resource(uri, opts \\ [])

      


        Creates a new resource reference builder.



    


    
      
        text(content, opts \\ [])

      


        Creates a new text content builder.



    


    
      
        text_from_file(file_path, opts \\ [])

      


        Creates text content from a file with format detection.



    


    
      
        transform(content, transformer)

      


        Transforms content with a function, handling errors gracefully.



    


    
      
        validate_all(contents)

      


        Validates a list of content items.



    


    
      
        with_alt_text(content, alt_text)

      


        Adds alt text to image content.



    


    
      
        with_confidence(content, confidence)

      


        Adds confidence to annotation content.



    


    
      
        with_dimensions(content, width, height)

      


        Sets dimensions for image content.



    


    
      
        with_duration(content, duration)

      


        Sets duration for audio content.



    


    
      
        with_metadata(content, metadata)

      


        Adds metadata to any content type.



    


    
      
        with_transcript(content, transcript)

      


        Adds transcript to audio content.



    





      


      
        Types


        


  
    
      
    
    
      builder()



        
          
        

    

  


  

      

          @type builder() :: %{
  content: ExMCP.Content.Protocol.content() | nil,
  errors: [String.t()],
  metadata: map()
}


      


Content builder state

  



  
    
      
    
    
      file_opts()



        
          
        

    

  


  

      

          @type file_opts() :: [
  max_size: pos_integer(),
  mime_types: [String.t()],
  auto_resize: {pos_integer(), pos_integer()},
  quality: float()
]


      


File processing options

  


        

      

      
        Functions


        


    

  
    
      
    
    
      annotation(annotation_type, opts \\ [])



        
          
        

    

  


  

      

          @spec annotation(
  String.t(),
  keyword()
) :: ExMCP.Content.Protocol.annotation()


      


Creates a new annotation builder.

  



    

  
    
      
    
    
      as_code(content, language \\ nil)



        
          
        

    

  


  

      

          @spec as_code(ExMCP.Content.Protocol.text(), String.t() | nil) ::
  ExMCP.Content.Protocol.text()


      


Sets content as code format with optional language.
Examples
content = text("console.log()") |> as_code("javascript")
content = text("SELECT * FROM users") |> as_code("sql")

  



  
    
      
    
    
      as_html(content)



        
          
        

    

  


  

      

          @spec as_html(ExMCP.Content.Protocol.text()) :: ExMCP.Content.Protocol.text()


      


Sets content as HTML format.

  



  
    
      
    
    
      as_markdown(content)



        
          
        

    

  


  

      

          @spec as_markdown(ExMCP.Content.Protocol.text()) :: ExMCP.Content.Protocol.text()


      


Sets content as markdown format.
Examples
content = text("# Header") |> as_markdown()

  



    

  
    
      
    
    
      audio(base64_data, mime_type, opts \\ [])



        
          
        

    

  


  

      

          @spec audio(String.t(), String.t(), keyword()) :: ExMCP.Content.Protocol.audio()


      


Creates a new audio content builder from base64 data.

  



    

  
    
      
    
    
      audio_from_file(file_path, opts \\ [])



        
          
        

    

  


  

      

          @spec audio_from_file(
  String.t(),
  keyword()
) :: ExMCP.Content.Protocol.audio() | {:error, String.t()}


      


Creates audio content from a file.

  



  
    
      
    
    
      batch(content_specs)



        
          
        

    

  


  

      

          @spec batch([
  (-> ExMCP.Content.Protocol.content()) | ExMCP.Content.Protocol.content()
]) :: [
  ExMCP.Content.Protocol.content()
]


      


Creates multiple content items efficiently.
Examples
contents = batch([
  text("First message"),
  image_from_file("chart.png"),
  text("Summary", format: :markdown)
])

  



  
    
      
    
    
      collection(contents, shared_metadata)



        
          
        

    

  


  

      

          @spec collection([ExMCP.Content.Protocol.content()], map()) :: [
  ExMCP.Content.Protocol.content()
]


      


Creates a content collection with shared metadata.
Examples
contents = collection([
  text("Message 1"),
  text("Message 2")
], %{conversation_id: "abc123", timestamp: DateTime.utc_now()})

  



    

  
    
      
    
    
      compress(content, opts \\ [])



        
          
        

    

  


    
      This function is deprecated. Not an MCP/ACP API; never implemented. Planned for removal in 2.0.0..
    


  

      

          @spec compress(
  ExMCP.Content.Protocol.image(),
  keyword()
) :: ExMCP.Content.Protocol.image() | {:error, String.t()}


      


Compresses image content.
Deprecated stub — not an MCP requirement.

  



  
    
      
    
    
      extract_text(arg1)



        
          
        

    

  


  

      

          @spec extract_text(ExMCP.Content.Protocol.content()) :: String.t() | nil


      


Extracts text content from various content types.
Examples
text_content = extract_text(image_content)  # Uses alt_text
text_content = extract_text(audio_content)  # Uses transcript

  



  
    
      
    
    
      filter_by_type(contents, type)



        
          
        

    

  


  

      

          @spec filter_by_type([ExMCP.Content.Protocol.content()], atom() | [atom()]) :: [
  ExMCP.Content.Protocol.content()
]


      


Filters content by type.
Examples
text_only = filter_by_type(contents, :text)
media_content = filter_by_type(contents, [:image, :audio])

  



    

  
    
      
    
    
      from_file(file_path, opts \\ [])



        
          
        

    

  


  

      

          @spec from_file(String.t(), file_opts()) ::
  ExMCP.Content.Protocol.content() | {:error, String.t()}


      


Creates content from a file with automatic type detection.
Examples
# Image file
content = from_file("screenshot.png")

# Text file
content = from_file("README.md")

# With options
content = from_file("large_image.jpg", max_size: 1_000_000, auto_resize: {800, 600})

  



  
    
      
    
    
      from_template(template, substitutions)



        
          
        

    

  


  

      

          @spec from_template(ExMCP.Content.Protocol.text(), map()) ::
  ExMCP.Content.Protocol.text()


      


Creates content from a template with substitutions.
Examples
template = text("Hello, {{name}}! Your score is {{score}}")
content = from_template(template, %{name: "Alice", score: 95})
# Results in: text("Hello, Alice! Your score is 95")

  



    

  
    
      
    
    
      image(base64_data, mime_type, opts \\ [])



        
          
        

    

  


  

      

          @spec image(String.t(), String.t(), keyword()) :: ExMCP.Content.Protocol.image()


      


Creates a new image content builder from base64 data.
Examples
iex> image("iVBORw0K...", "image/png")
%{type: :image, data: "iVBORw0K...", mime_type: "image/png", ...}

  



    

  
    
      
    
    
      image_from_file(file_path, opts \\ [])



        
          
        

    

  


  

      

          @spec image_from_file(
  String.t(),
  keyword()
) :: ExMCP.Content.Protocol.image() | {:error, String.t()}


      


Creates image content from a file.
Examples
content = image_from_file("photo.jpg")
content = image_from_file("diagram.png", alt_text: "System architecture", auto_resize: {800, 600})

  



  
    
      
    
    
      resize(content, width, height)



        
          
        

    

  


    
      This function is deprecated. Not an MCP/ACP API; never implemented. Planned for removal in 2.0.0..
    


  

      

          @spec resize(ExMCP.Content.Protocol.image(), pos_integer(), pos_integer()) ::
  ExMCP.Content.Protocol.image() | {:error, String.t()}


      


Resizes image content data.
Deprecated stub — not an MCP requirement. MCP image content is base64 + MIME only.

  



    

  
    
      
    
    
      resource(uri, opts \\ [])



        
          
        

    

  


  

      

          @spec resource(
  String.t(),
  keyword()
) :: ExMCP.Content.Protocol.resource()


      


Creates a new resource reference builder.

  



    

  
    
      
    
    
      text(content, opts \\ [])



        
          
        

    

  


  

      

          @spec text(
  String.t(),
  keyword()
) :: ExMCP.Content.Protocol.text()


      


Creates a new text content builder.
Examples
iex> text("Hello")
%{type: :text, text: "Hello", format: :plain, language: nil, metadata: %{}}

iex> text("console.log('hi')", format: :code, language: "javascript")
%{type: :text, text: "console.log('hi')", format: :code, language: "javascript", metadata: %{}}

  



    

  
    
      
    
    
      text_from_file(file_path, opts \\ [])



        
          
        

    

  


  

      

          @spec text_from_file(
  String.t(),
  keyword()
) :: ExMCP.Content.Protocol.text() | {:error, String.t()}


      


Creates text content from a file with format detection.
Examples
content = text_from_file("README.md")  # Auto-detects markdown
content = text_from_file("script.js")  # Auto-detects code with language

  



  
    
      
    
    
      transform(content, transformer)



        
          
        

    

  


  

      

          @spec transform(ExMCP.Content.Protocol.content(), (ExMCP.Content.Protocol.content() ->
                                               ExMCP.Content.Protocol.content()
                                               | {:error, String.t()})) ::
  ExMCP.Content.Protocol.content() | {:error, String.t()}


      


Transforms content with a function, handling errors gracefully.
Examples
result = transform(content, fn c -> with_metadata(c, %{processed: true}) end)

  



  
    
      
    
    
      validate_all(contents)



        
          
        

    

  


  

      

          @spec validate_all([ExMCP.Content.Protocol.content()]) :: :ok | {:error, [String.t()]}


      


Validates a list of content items.
Examples
contents = [text("Hello"), image(data, "image/png")]
case validate_all(contents) do
  :ok -> contents
  {:error, errors} -> handle_errors(errors)
end

  



  
    
      
    
    
      with_alt_text(content, alt_text)



        
          
        

    

  


  

      

          @spec with_alt_text(ExMCP.Content.Protocol.image(), String.t()) ::
  ExMCP.Content.Protocol.image()


      


Adds alt text to image content.
Examples
content = image(data, "image/png") |> with_alt_text("Product screenshot")

  



  
    
      
    
    
      with_confidence(content, confidence)



        
          
        

    

  


  

      

          @spec with_confidence(ExMCP.Content.Protocol.annotation(), float()) ::
  ExMCP.Content.Protocol.annotation()


      


Adds confidence to annotation content.
Examples
content = annotation("sentiment") |> with_confidence(0.95)

  



  
    
      
    
    
      with_dimensions(content, width, height)



        
          
        

    

  


  

      

          @spec with_dimensions(ExMCP.Content.Protocol.image(), pos_integer(), pos_integer()) ::
  ExMCP.Content.Protocol.image()


      


Sets dimensions for image content.
Examples
content = image(data, "image/png") |> with_dimensions(800, 600)

  



  
    
      
    
    
      with_duration(content, duration)



        
          
        

    

  


  

      

          @spec with_duration(ExMCP.Content.Protocol.audio(), float()) ::
  ExMCP.Content.Protocol.audio()


      


Sets duration for audio content.
Examples
content = audio(data, "audio/wav") |> with_duration(45.5)

  



  
    
      
    
    
      with_metadata(content, metadata)



        
          
        

    

  


  

      

          @spec with_metadata(ExMCP.Content.Protocol.content(), map()) ::
  ExMCP.Content.Protocol.content()


      


Adds metadata to any content type.
Examples
content = text("Hello") |> with_metadata(%{author: "user", timestamp: DateTime.utc_now()})

  



  
    
      
    
    
      with_transcript(content, transcript)



        
          
        

    

  


  

      

          @spec with_transcript(ExMCP.Content.Protocol.audio(), String.t()) ::
  ExMCP.Content.Protocol.audio()


      


Adds transcript to audio content.
Examples
content = audio(data, "audio/wav") |> with_transcript("Hello, this is a recording")

  


        

      


  

    
ExMCP.Content.Protocol 
    



      
Content protocol for ExMCP - type-safe content handling system.
This module defines the core protocol and types for handling different
content types in MCP messages, providing a unified interface for text,
images, audio, and embedded resources.
Content Types
	Text: Plain text, markdown, code, etc.
	Image: Base64-encoded images with metadata
	Audio: Base64-encoded audio with metadata
	Resource: Embedded resource references
	Annotation: Metadata annotations for content

Design Principles
	Type Safety: All content has compile-time type checking
	Extensibility: Easy to add new content types
	Validation: Built-in validation for content structure
	Performance: Efficient serialization/deserialization
	Developer Experience: Intuitive constructors and builders


      


      
        Summary


  
    Types
  


    
      
        annotation()

      


        Annotation content for metadata



    


    
      
        audio()

      


        Audio content with base64 data and metadata



    


    
      
        content()

      


        Base content protocol for all content types



    


    
      
        image()

      


        Image content with base64 data and metadata



    


    
      
        resource()

      


        Resource reference content



    


    
      
        serialize_opts()

      


        Content serialization options



    


    
      
        text()

      


        Text content with optional formatting



    


    
      
        validation_result()

      


        Content validation result



    





  
    Functions
  


    
      
        annotation(annotation_type, opts \\ [])

      


        Creates new annotation content.



    


    
      
        audio(base64_data, mime_type, opts \\ [])

      


        Creates new audio content from base64 data.



    


    
      
        content_type(map)

      


        Gets the content type for given content.



    


    
      
        content_type?(content, type)

      


        Checks if content is of a specific type.



    


    
      
        deserialize(data)

      


        Deserializes content from MCP protocol format.



    


    
      
        image(base64_data, mime_type, opts \\ [])

      


        Creates new image content from base64 data.



    


    
      
        resource(uri, opts \\ [])

      


        Creates new resource reference content.



    


    
      
        serialize(content, opts \\ [])

      


        Serializes content to MCP protocol format.



    


    
      
        text(content, opts \\ [])

      


        Creates new text content.



    


    
      
        validate(content)

      


        Validates content structure and data integrity.



    





      


      
        Types


        


  
    
      
    
    
      annotation()



        
          
        

    

  


  

      

          @type annotation() :: %{
  type: :annotation,
  annotation: %{
    type: String.t(),
    confidence: float() | nil,
    text: String.t() | nil
  },
  metadata: map()
}


      


Annotation content for metadata

  



  
    
      
    
    
      audio()



        
          
        

    

  


  

      

          @type audio() :: %{
  type: :audio,
  data: String.t(),
  mime_type: String.t(),
  duration: float() | nil,
  transcript: String.t() | nil,
  metadata: map()
}


      


Audio content with base64 data and metadata

  



  
    
      
    
    
      content()



        
          
        

    

  


  

      

          @type content() :: text() | image() | audio() | resource() | annotation()


      


Base content protocol for all content types

  



  
    
      
    
    
      image()



        
          
        

    

  


  

      

          @type image() :: %{
  type: :image,
  data: String.t(),
  mime_type: String.t(),
  width: pos_integer() | nil,
  height: pos_integer() | nil,
  alt_text: String.t() | nil,
  metadata: map()
}


      


Image content with base64 data and metadata

  



  
    
      
    
    
      resource()



        
          
        

    

  


  

      

          @type resource() :: %{
  type: :resource,
  resource: %{
    uri: String.t(),
    text: String.t() | nil,
    mime_type: String.t() | nil
  },
  metadata: map()
}


      


Resource reference content

  



  
    
      
    
    
      serialize_opts()



        
          
        

    

  


  

      

          @type serialize_opts() :: [
  format: :mcp | :json | :compact,
  validate: boolean(),
  include_metadata: boolean()
]


      


Content serialization options

  



  
    
      
    
    
      text()



        
          
        

    

  


  

      

          @type text() :: %{
  type: :text,
  text: String.t(),
  format: :plain | :markdown | :code | :html,
  language: String.t() | nil,
  metadata: map()
}


      


Text content with optional formatting

  



  
    
      
    
    
      validation_result()



        
          
        

    

  


  

      

          @type validation_result() :: :ok | {:error, String.t()}


      


Content validation result

  


        

      

      
        Functions


        


    

  
    
      
    
    
      annotation(annotation_type, opts \\ [])



        
          
        

    

  


  

      

          @spec annotation(
  String.t(),
  keyword()
) :: annotation()


      


Creates new annotation content.
Examples
iex> ExMCP.Content.Protocol.annotation("sentiment", confidence: 0.95, text: "positive")
%{type: :annotation, annotation: %{type: "sentiment", confidence: 0.95, text: "positive"}, metadata: %{}}

  



    

  
    
      
    
    
      audio(base64_data, mime_type, opts \\ [])



        
          
        

    

  


  

      

          @spec audio(String.t(), String.t(), keyword()) :: audio()


      


Creates new audio content from base64 data.
Examples
iex> data = Base.encode64("fake audio data")
iex> ExMCP.Content.Protocol.audio(data, "audio/wav")
%{type: :audio, data: data, mime_type: "audio/wav", duration: nil, transcript: nil, metadata: %{}}

  



  
    
      
    
    
      content_type(map)



        
          
        

    

  


  

      

          @spec content_type(content()) :: atom()


      


Gets the content type for given content.
Examples
iex> content = ExMCP.Content.Protocol.text("Hello")
iex> ExMCP.Content.Protocol.content_type(content)
:text

  



  
    
      
    
    
      content_type?(content, type)



        
          
        

    

  


  

      

          @spec content_type?(content(), atom()) :: boolean()


      


Checks if content is of a specific type.
Examples
iex> content = ExMCP.Content.Protocol.text("Hello")
iex> ExMCP.Content.Protocol.content_type?(content, :text)
true
iex> ExMCP.Content.Protocol.content_type?(content, :image)
false

  



  
    
      
    
    
      deserialize(data)



        
          
        

    

  


  

      

          @spec deserialize(map()) :: {:ok, content()} | {:error, String.t()}


      


Deserializes content from MCP protocol format.
Examples
iex> data = %{"type" => "text", "text" => "Hello"}
iex> ExMCP.Content.Protocol.deserialize(data)
{:ok, %{type: :text, text: "Hello", format: :plain, language: nil, metadata: %{}}}

  



    

  
    
      
    
    
      image(base64_data, mime_type, opts \\ [])



        
          
        

    

  


  

      

          @spec image(String.t(), String.t(), keyword()) :: image()


      


Creates new image content from base64 data.
Examples
iex> data = Base.encode64("fake image data")
iex> ExMCP.Content.Protocol.image(data, "image/png")
%{type: :image, data: data, mime_type: "image/png", width: nil, height: nil, alt_text: nil, metadata: %{}}

  



    

  
    
      
    
    
      resource(uri, opts \\ [])



        
          
        

    

  


  

      

          @spec resource(
  String.t(),
  keyword()
) :: resource()


      


Creates new resource reference content.
Examples
iex> ExMCP.Content.Protocol.resource("file://data.txt")
%{type: :resource, resource: %{uri: "file://data.txt", text: nil, mime_type: nil}, metadata: %{}}

iex> ExMCP.Content.Protocol.resource("file://doc.pdf", text: "Important document", mime_type: "application/pdf")
%{type: :resource, resource: %{uri: "file://doc.pdf", text: "Important document", mime_type: "application/pdf"}, metadata: %{}}

  



    

  
    
      
    
    
      serialize(content, opts \\ [])



        
          
        

    

  


  

      

          @spec serialize(content(), serialize_opts()) :: map()


      


Serializes content to MCP protocol format.
Examples
iex> content = ExMCP.Content.Protocol.text("Hello")
iex> ExMCP.Content.Protocol.serialize(content)
%{"type" => "text", "text" => "Hello"}

iex> content2 = ExMCP.Content.Protocol.text("Hello")
iex> ExMCP.Content.Protocol.serialize(content2, format: :compact)
%{"type" => "text", "text" => "Hello"}

  



    

  
    
      
    
    
      text(content, opts \\ [])



        
          
        

    

  


  

      

          @spec text(
  String.t(),
  keyword()
) :: text()


      


Creates new text content.
Examples
iex> ExMCP.Content.Protocol.text("Hello, world!")
%{type: :text, text: "Hello, world!", format: :plain, language: nil, metadata: %{}}

iex> ExMCP.Content.Protocol.text("# Header", format: :markdown)
%{type: :text, text: "# Header", format: :markdown, language: nil, metadata: %{}}

iex> ExMCP.Content.Protocol.text("console.log('hi')", format: :code, language: "javascript")
%{type: :text, text: "console.log('hi')", format: :code, language: "javascript", metadata: %{}}

  



  
    
      
    
    
      validate(content)



        
          
        

    

  


  

      

          @spec validate(content()) :: validation_result()


      


Validates content structure and data integrity.
Examples
iex> content = ExMCP.Content.Protocol.text("Hello")
iex> ExMCP.Content.Protocol.validate(content)
:ok

iex> invalid = %{type: :text, text: nil}
iex> ExMCP.Content.Protocol.validate(invalid)
{:error, "Text content must have non-nil text field"}

  


        

      


  

    
ExMCP.Content.Sanitizer 
    



      
Content sanitization utilities for MCP content.
Experimental
Not part of the core stable Handler/DSL surface. Best-effort text sanitization
only — not a full security sandbox.
Implemented
	:html_escape / html_escape/1
	:strip_scripts / strip_scripts/1
	:normalize_unicode / normalize_unicode/1 (Unicode NFC)
	:limit_size (text truncation; binary content marked on overflow)
	sanitize_path/1, strip_sql_injection/1

Deprecated (not MCP/ACP requirements)
	:remove_metadata / remove_metadata/1 — EXIF stripping was never implemented;
not required by MCP. Prefer app-level media pipelines if needed.
	:compress_media — no-op stub; planned for removal in 2.0.0


      


      
        Summary


  
    Types
  


    
      
        sanitization_op()

      


        Sanitization operation



    





  
    Functions
  


    
      
        html_escape(text)

      


        Escapes HTML entities in text content.



    


    
      
        normalize_unicode(text)

      


        Normalizes Unicode text to NFC form.



    


    
      
        remove_metadata(content)

          deprecated

      


        Removes potentially dangerous metadata from content.



    


    
      
        sanitize(content, operations)

      


        Sanitizes content by applying a list of sanitization operations.



    


    
      
        sanitize_path(path)

      


        Sanitizes file paths to prevent directory traversal.



    


    
      
        sanitize_text(text, operations)

      


        Sanitizes text content specifically.



    


    
      
        strip_scripts(text)

      


        Removes script tags and JavaScript from HTML content.



    


    
      
        strip_sql_injection(text)

      


        Removes SQL injection attempts from text.



    





      


      
        Types


        


  
    
      
    
    
      sanitization_op()



        
          
        

    

  


  

      

          @type sanitization_op() ::
  :html_escape
  | :strip_scripts
  | :normalize_unicode
  | :limit_size
  | :remove_metadata
  | :compress_media
  | {:custom, function()}
  | atom()


      


Sanitization operation

  


        

      

      
        Functions


        


  
    
      
    
    
      html_escape(text)



        
          
        

    

  


  

      

          @spec html_escape(String.t()) :: String.t()


      


Escapes HTML entities in text content.

  



  
    
      
    
    
      normalize_unicode(text)



        
          
        

    

  


  

      

          @spec normalize_unicode(String.t()) :: String.t()


      


Normalizes Unicode text to NFC form.
Uses :unicode.characters_to_nfc_binary/1. This reduces some homograph
confusion but is not a complete security control by itself.

  



  
    
      
    
    
      remove_metadata(content)



        
          
        

    

  


    
      This function is deprecated. Not implemented for EXIF; not an MCP requirement. Planned for removal in 2.0.0..
    


  

      

          @spec remove_metadata(ExMCP.Content.Protocol.content()) ::
  ExMCP.Content.Protocol.content()


      


Removes potentially dangerous metadata from content.
Deprecated
Never implemented for real EXIF stripping. Not required by MCP/ACP.
Returns content unchanged (or clears a :metadata key when present).
Planned for removal in 2.0.0.

  



  
    
      
    
    
      sanitize(content, operations)



        
          
        

    

  


  

      

          @spec sanitize(ExMCP.Content.Protocol.content(), [sanitization_op()]) ::
  ExMCP.Content.Protocol.content()


      


Sanitizes content by applying a list of sanitization operations.
Examples
safe_content = Sanitizer.sanitize(content, [
  :html_escape,
  :strip_scripts,
  {:limit_size, 1_000_000}
])

  



  
    
      
    
    
      sanitize_path(path)



        
          
        

    

  


  

      

          @spec sanitize_path(String.t()) :: String.t()


      


Sanitizes file paths to prevent directory traversal.

  



  
    
      
    
    
      sanitize_text(text, operations)



        
          
        

    

  


  

      

          @spec sanitize_text(String.t(), [sanitization_op()]) :: String.t()


      


Sanitizes text content specifically.

  



  
    
      
    
    
      strip_scripts(text)



        
          
        

    

  


  

      

          @spec strip_scripts(String.t()) :: String.t()


      


Removes script tags and JavaScript from HTML content.

  



  
    
      
    
    
      strip_sql_injection(text)



        
          
        

    

  


  

      

          @spec strip_sql_injection(String.t()) :: String.t()


      


Removes SQL injection attempts from text.

  


        

      


  

    
ExMCP.Content.SchemaPolicy 
    



      
Fail-closed resource policy for JSON Schema compilation and validation.
Cross-document $ref resolution is disabled by default before ExJsonSchema
sees a schema, even if the host application configured ExJsonSchema's global
remote resolver. Local fragment references remain supported. Network
references can be enabled only through ExMCP's allowlisted, IP-pinned resolver.
Schema size, structural depth, composition depth, total subschema count,
resolution time, and validation time are bounded. Defaults can be adjusted
with config :ex_mcp, :json_schema, ... or per call.
The opt-in resolver revalidates every redirect and DNS result, rejects
non-public addresses, pins the connection to an approved address, rejects
compressed responses and proxies, and bounds response bytes, aggregate bytes,
document count, reference depth, redirects, DNS, connection, and request time.
Fetched schemas are scoped to one compilation and are never globally cached.

      


      
        Summary


  
    Types
  


    
      
        compile_result()

      


    


    
      
        policy_error()

      


    


    
      
        validation_result()

      


    





  
    Functions
  


    
      
        compile(schema, opts \\ [])

      


        Preflights and resolves a schema within the configured deadline.



    


    
      
        format_error(arg1)

      


        Formats a policy failure without including remote-reference values.



    


    
      
        json_compatible(map)

      


        Normalizes atom-keyed schema terms to their JSON wire representation.



    


    
      
        options(overrides \\ [])

      


        Returns the effective schema-policy options.



    


    
      
        preflight(schema, opts \\ [])

      


        Checks a raw schema without resolving references.



    


    
      
        validate(data, schema, opts \\ [])

      


        Validates data with a resolved or raw schema within a hard deadline.



    





      


      
        Types


        


  
    
      
    
    
      compile_result()



        
          
        

    

  


  

      

          @type compile_result() :: {:ok, term()} | {:error, policy_error()}


      



  



  
    
      
    
    
      policy_error()



        
          
        

    

  


  

      

          @type policy_error() ::
  :network_ref_forbidden
  | {:schema_limit_exceeded, atom(), non_neg_integer()}
  | {:schema_resolution_timeout, non_neg_integer()}
  | {:schema_validation_timeout, non_neg_integer()}
  | {:invalid_schema_policy_option, atom()}
  | {:invalid_schema, String.t()}
  | {:schema_validation_failed, String.t()}
  | {:network_schema_error, atom()}


      



  



  
    
      
    
    
      validation_result()



        
          
        

    

  


  

      

          @type validation_result() :: :ok | {:error, term()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      compile(schema, opts \\ [])



        
          
        

    

  


  

      

          @spec compile(
  map() | boolean(),
  keyword()
) :: compile_result()


      


Preflights and resolves a schema within the configured deadline.

  



  
    
      
    
    
      format_error(arg1)



        
          
        

    

  


  

      

          @spec format_error(policy_error()) :: String.t()


      


Formats a policy failure without including remote-reference values.

  



  
    
      
    
    
      json_compatible(map)



        
          
        

    

  


  

      

          @spec json_compatible(term()) :: term()


      


Normalizes atom-keyed schema terms to their JSON wire representation.

  



    

  
    
      
    
    
      options(overrides \\ [])



        
          
        

    

  


  

      

          @spec options(keyword()) :: keyword()


      


Returns the effective schema-policy options.

  



    

  
    
      
    
    
      preflight(schema, opts \\ [])



        
          
        

    

  


  

      

          @spec preflight(
  map() | boolean(),
  keyword()
) :: :ok | {:error, policy_error()}


      


Checks a raw schema without resolving references.

  



    

  
    
      
    
    
      validate(data, schema, opts \\ [])



        
          
        

    

  


  

      

          @spec validate(term(), term(), keyword()) :: validation_result()


      


Validates data with a resolved or raw schema within a hard deadline.

  


        

      


  

    
ExMCP.Content.SchemaValidator 
    



      
Schema validation for MCP content.
Experimental
Helper utilities outside the core Handler/DSL path. Prefer tool
output_schema on ExMCP.Server.DSL for structured tool results.
Field/size/MIME helpers are implemented. validate_schema/3 uses
ExJsonSchema behind ExMCP.Content.SchemaPolicy, which rejects remote
references and bounds schema complexity and execution time.

      


      
        Summary


  
    Types
  


    
      
        validation_error()

      


    


    
      
        validation_result()

      


    





  
    Functions
  


    
      
        compile_schema(schema, opts \\ [])

      


        Preflights and resolves a JSON Schema under ExMCP's resource policy.



    


    
      
        validate_format(content)

      


        Validates content format and structure.



    


    
      
        validate_max_size(arg1, max_size)

      


        Validates content size against maximum limits.



    


    
      
        validate_mime_types(arg1, allowed_types)

      


        Validates MIME types against allowed types.



    


    
      
        validate_required_fields(arg1)

      


        Validates that required fields are present and non-empty.



    


    
      
        validate_schema(content, schema, opts \\ [])

      


        Validates content against a JSON Schema using ExJsonSchema.



    





      


      
        Types


        


  
    
      
    
    
      validation_error()



        
          
        

    

  


  

      

          @type validation_error() :: %{
  rule: atom(),
  message: String.t(),
  field: String.t() | nil,
  value: any(),
  severity: :error | :warning | :info
}


      



  



  
    
      
    
    
      validation_result()



        
          
        

    

  


  

      

          @type validation_result() :: :ok | {:error, [validation_error()]}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      compile_schema(schema, opts \\ [])



        
          
        

    

  


  

      

          @spec compile_schema(
  map() | boolean(),
  keyword()
) :: ExMCP.Content.SchemaPolicy.compile_result()


      


Preflights and resolves a JSON Schema under ExMCP's resource policy.

  



  
    
      
    
    
      validate_format(content)



        
          
        

    

  


  

      

          @spec validate_format(ExMCP.Content.Protocol.content()) :: validation_result()


      


Validates content format and structure.

  



  
    
      
    
    
      validate_max_size(arg1, max_size)



        
          
        

    

  


  

      

          @spec validate_max_size(ExMCP.Content.Protocol.content(), pos_integer()) ::
  validation_result()


      


Validates content size against maximum limits.

  



  
    
      
    
    
      validate_mime_types(arg1, allowed_types)



        
          
        

    

  


  

      

          @spec validate_mime_types(ExMCP.Content.Protocol.content(), [String.t()]) ::
  validation_result()


      


Validates MIME types against allowed types.

  



  
    
      
    
    
      validate_required_fields(arg1)



        
          
        

    

  


  

      

          @spec validate_required_fields(ExMCP.Content.Protocol.content()) ::
  validation_result()


      


Validates that required fields are present and non-empty.

  



    

  
    
      
    
    
      validate_schema(content, schema, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_schema(
  ExMCP.Content.Protocol.content() | map(),
  map() | boolean(),
  keyword()
) ::
  validation_result()


      


Validates content against a JSON Schema using ExJsonSchema.
Content maps are converted to JSON-compatible string-keyed maps (atoms
become strings) before validation.

  


        

      


  

    
ExMCP.Content.SecurityScanner 
    



      
Security scanning utilities for MCP content.
This module handles all security-related content analysis including
malware detection, sensitive data scanning, and threat analysis.
Extracted from the original Content.Validation module.

      


      
        Summary


  
    Types
  


    
      
        scan_result()

      


        Security scan result



    


    
      
        scan_type()

      


        Security scan type



    


    
      
        threat()

      


        Detected threat



    


    
      
        threat_level()

      


        Security threat level



    





  
    Functions
  


    
      
        analyze_suspicious_patterns(arg1)

      


        Analyzes content for suspicious patterns.



    


    
      
        detect_sensitive_data(arg1)

      


        Detects sensitive data in content.



    


    
      
        scan_injection_attacks(arg1)

      


        Scans for injection attack patterns.



    


    
      
        scan_malware(arg1)

      


        Scans for malware signatures.



    


    
      
        scan_security(content, scan_types)

      


        Scans content for security threats.



    





      


      
        Types


        


  
    
      
    
    
      scan_result()



        
          
        

    

  


  

      

          @type scan_result() :: %{
  threat_level: threat_level(),
  threats: [threat()],
  metadata: map()
}


      


Security scan result

  



  
    
      
    
    
      scan_type()



        
          
        

    

  


  

      

          @type scan_type() ::
  :malware
  | :sensitive_data
  | :injection_attacks
  | :suspicious_patterns
  | :file_signatures
  | atom()


      


Security scan type

  



  
    
      
    
    
      threat()



        
          
        

    

  


  

      

          @type threat() :: %{
  type: atom(),
  severity: threat_level(),
  description: String.t(),
  location: String.t() | nil,
  confidence: float()
}


      


Detected threat

  



  
    
      
    
    
      threat_level()



        
          
        

    

  


  

      

          @type threat_level() :: :safe | :low | :medium | :high | :critical


      


Security threat level

  


        

      

      
        Functions


        


  
    
      
    
    
      analyze_suspicious_patterns(arg1)



        
          
        

    

  


  

      

          @spec analyze_suspicious_patterns(ExMCP.Content.Protocol.content()) :: [threat()]


      


Analyzes content for suspicious patterns.

  



  
    
      
    
    
      detect_sensitive_data(arg1)



        
          
        

    

  


  

      

          @spec detect_sensitive_data(ExMCP.Content.Protocol.content()) :: [threat()]


      


Detects sensitive data in content.

  



  
    
      
    
    
      scan_injection_attacks(arg1)



        
          
        

    

  


  

      

          @spec scan_injection_attacks(ExMCP.Content.Protocol.content()) :: [threat()]


      


Scans for injection attack patterns.

  



  
    
      
    
    
      scan_malware(arg1)



        
          
        

    

  


  

      

          @spec scan_malware(ExMCP.Content.Protocol.content()) :: [threat()]


      


Scans for malware signatures.

  



  
    
      
    
    
      scan_security(content, scan_types)



        
          
        

    

  


  

      

          @spec scan_security(ExMCP.Content.Protocol.content(), [scan_type()]) ::
  {:ok, scan_result()} | {:error, String.t()}


      


Scans content for security threats.
Examples
case SecurityScanner.scan_security(content, [:malware, :sensitive_data]) do
  {:ok, %{threat_level: :safe}} -> 
    process_content(content)
  {:ok, %{threat_level: level, threats: threats}} -> 
    handle_security_threats(level, threats)
  {:error, reason} -> 
    handle_scan_error(reason)
end

  


        

      


  

    
ExMCP.Content.Transformer 
    



      
Content transformation utilities for MCP content.
Experimental
Prefer ExMCP.Content for constructing MCP content blocks (text, image,
audio, resources). MCP/ACP only require carrying image bytes + MIME
type — not compressing, resizing, or generating thumbnails.
Implemented
	:normalize_whitespace / normalize_whitespace/1
	extract_text/1 (plain, simple HTML tag strip)
	{:custom, fun/1}
	limited text format conversion in convert_format/2

Deprecated stubs (planned for removal in 2.0.0)
Image processing was never part of MCP/ACP and was never implemented:
	compress_image/3, :compress_images
	resize_image/3, :resize_images
	generate_thumbnail/3, :generate_thumbnails
	convert_encoding/2 (needs external encoding libs)


      


      
        Summary


  
    Types
  


    
      
        transformation_op()

      


        Transformation operation



    





  
    Functions
  


    
      
        compress_image(image_data, mime_type, opts \\ [])

          deprecated

      


        Compresses image data.



    


    
      
        convert_encoding(text, from_encoding \\ "auto")

          deprecated

      


        Converts text encoding to UTF-8.



    


    
      
        convert_format(content, to_format)

      


        Converts content from one format to another.



    


    
      
        extract_text(arg1)

      


        Extracts plain text from various content types.



    


    
      
        generate_thumbnail(image_data, mime_type, opts \\ [])

          deprecated

      


        Generates a thumbnail from image content.



    


    
      
        normalize_whitespace(text)

      


        Normalizes whitespace in text content.



    


    
      
        resize_image(image_data, mime_type, opts)

          deprecated

      


        Resizes image to fit within specified dimensions.



    


    
      
        transform(content, operations)

      


        Transforms content by applying a list of transformation operations.



    


    
      
        transform_with_validation(content, operations)

      


        Transforms content with validation after each operation.



    





      


      
        Types


        


  
    
      
    
    
      transformation_op()



        
          
        

    

  


  

      

          @type transformation_op() ::
  :normalize_whitespace
  | :convert_encoding
  | :compress_images
  | :resize_images
  | :extract_text
  | :generate_thumbnails
  | {:custom, function()}
  | atom()


      


Transformation operation

  


        

      

      
        Functions


        


    

  
    
      
    
    
      compress_image(image_data, mime_type, opts \\ [])



        
          
        

    

  


    
      This function is deprecated. Not an MCP/ACP API; never implemented. Planned for removal in 2.0.0. Use app-level image tools..
    


  

      

          @spec compress_image(binary(), String.t(), keyword()) ::
  {:ok, binary()} | {:error, String.t()}


      


Compresses image data.
Deprecated stub — MCP only transports image content blocks; processing is app-level.

  



    

  
    
      
    
    
      convert_encoding(text, from_encoding \\ "auto")



        
          
        

    

  


    
      This function is deprecated. Not implemented; not required by MCP/ACP. Planned for removal in 2.0.0..
    


  

      

          @spec convert_encoding(String.t(), String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Converts text encoding to UTF-8.
Deprecated stub — not an MCP requirement.

  



  
    
      
    
    
      convert_format(content, to_format)



        
          
        

    

  


  

      

          @spec convert_format(ExMCP.Content.Protocol.content(), atom()) ::
  {:ok, ExMCP.Content.Protocol.content()} | {:error, String.t()}


      


Converts content from one format to another.

  



  
    
      
    
    
      extract_text(arg1)



        
          
        

    

  


  

      

          @spec extract_text(ExMCP.Content.Protocol.content()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Extracts plain text from various content types.

  



    

  
    
      
    
    
      generate_thumbnail(image_data, mime_type, opts \\ [])



        
          
        

    

  


    
      This function is deprecated. Not an MCP/ACP API; never implemented. Planned for removal in 2.0.0. Use app-level image tools..
    


  

      

          @spec generate_thumbnail(binary(), String.t(), keyword()) ::
  {:ok, binary()} | {:error, String.t()}


      


Generates a thumbnail from image content.
Deprecated stub — not required by MCP/ACP.

  



  
    
      
    
    
      normalize_whitespace(text)



        
          
        

    

  


  

      

          @spec normalize_whitespace(String.t()) :: String.t()


      


Normalizes whitespace in text content.

  



  
    
      
    
    
      resize_image(image_data, mime_type, opts)



        
          
        

    

  


    
      This function is deprecated. Not an MCP/ACP API; never implemented. Planned for removal in 2.0.0. Use app-level image tools..
    


  

      

          @spec resize_image(binary(), String.t(), keyword()) ::
  {:ok, binary()} | {:error, String.t()}


      


Resizes image to fit within specified dimensions.
Deprecated stub — not required by MCP/ACP.

  



  
    
      
    
    
      transform(content, operations)



        
          
        

    

  


  

      

          @spec transform(ExMCP.Content.Protocol.content(), [transformation_op()]) ::
  {:ok, ExMCP.Content.Protocol.content()} | {:error, String.t()}


      


Transforms content by applying a list of transformation operations.
Deprecated image ops are no-ops in the pipeline for backward compatibility.
Examples
{:ok, transformed} = Transformer.transform(content, [:normalize_whitespace])

  



  
    
      
    
    
      transform_with_validation(content, operations)



        
          
        

    

  


  

      

          @spec transform_with_validation(ExMCP.Content.Protocol.content(), [
  transformation_op()
]) ::
  {:ok, ExMCP.Content.Protocol.content()} | {:error, String.t()}


      


Transforms content with validation after each operation.

  


        

      


  

    
ExMCP.Content.Validation 
    



      
Content validation and transformation utilities for ExMCP.
Experimental
Outside the core Handler/DSL path. Useful helpers for apps that process
untrusted content; not required to speak MCP/ACP.
Features
	Schema Validation: bounded JSON Schema via ExJsonSchema (validate_schema/3)
	Content Sanitization: HTML escape, script stripping, Unicode NFC
	Size / MIME checks: structural validation helpers
	Security scanning: best-effort pattern checks

Image processing (compress/resize/thumbnail/face detection) is not part
of MCP/ACP and is deprecated for removal in 2.0.0. Use ExMCP.Content.image/2
to build protocol image blocks only.
Usage
alias ExMCP.Content.Validation

case Validation.validate(content, rules) do
  :ok -> process_content(content)
  {:error, reasons} -> handle_validation_errors(reasons)
end

safe_content = Validation.sanitize(content, [:html_escape, :strip_scripts, :normalize_unicode])

      


      
        Summary


  
    Types
  


    
      
        sanitization_op()

      


        Sanitization operation



    


    
      
        transformation_op()

      


        Transformation operation



    


    
      
        validation_error()

      


        Validation error with context



    


    
      
        validation_opts()

      


        Validation options



    


    
      
        validation_result()

      


        Validation result with detailed errors



    


    
      
        validation_rule()

      


        Validation rule specification



    





  
    Functions
  


    
      
        analyze(content, analysis_types)

      


        Analyzes content for various properties and metadata.



    


    
      
        custom_rule(validator_fn)

      


        Creates a validation rule from a custom function.



    


    
      
        detect_sensitive_data(content)

      


        Checks if content contains potentially sensitive information.



    


    
      
        extract_metadata(content)

      


        Extracts metadata from content.



    


    
      
        register_validator(name, validator_fn)

      


        Registers a custom validator function.



    


    
      
        sanitize(content, operations)

      


        Sanitizes content to remove potentially dangerous or unwanted elements.



    


    
      
        sanitize_text(text, operations)

      


        Sanitizes text content specifically for safe display.



    


    
      
        scan_security(content, scan_types)

      


        Scans content for security threats.



    


    
      
        transform(content, operations)

      


        Transforms content through a series of operations.



    


    
      
        transform_with_validation(content, operations)

      


        Transforms content with validation at each step.



    


    
      
        validate(content, rules, opts \\ [])

      


        Validates content against a set of validation rules.



    


    
      
        validate_batch(contents, rules, opts \\ [])

      


        Validates multiple content items efficiently using parallel processing.



    


    
      
        validate_schema(content, schema, opts \\ [])

      


        Validates content against a JSON schema using ExJsonSchema.



    





      


      
        Types


        


  
    
      
    
    
      sanitization_op()



        
          
        

    

  


  

      

          @type sanitization_op() ::
  :html_escape
  | :strip_scripts
  | :normalize_unicode
  | :limit_size
  | :remove_metadata
  | :compress_media
  | atom()


      


Sanitization operation

  



  
    
      
    
    
      transformation_op()



        
          
        

    

  


  

      

          @type transformation_op() ::
  :normalize_whitespace
  | :convert_encoding
  | :compress_images
  | :resize_images
  | :extract_text
  | :generate_thumbnails
  | atom()


      


Transformation operation

  



  
    
      
    
    
      validation_error()



        
          
        

    

  


  

      

          @type validation_error() :: %{
  rule: atom(),
  message: String.t(),
  field: String.t() | nil,
  value: any(),
  severity: :error | :warning | :info
}


      


Validation error with context

  



  
    
      
    
    
      validation_opts()



        
          
        

    

  


  

      

          @type validation_opts() :: [
  strict: boolean(),
  max_errors: pos_integer(),
  skip_warnings: boolean(),
  custom_validators: [module()]
]


      


Validation options

  



  
    
      
    
    
      validation_result()



        
          
        

    

  


  

      

          @type validation_result() :: :ok | {:error, [validation_error()]}


      


Validation result with detailed errors

  



  
    
      
    
    
      validation_rule()



        
          
        

    

  


  

      

          @type validation_rule() ::
  atom()
  | {atom(), keyword()}
  | {module(), atom(), keyword()}
  | (ExMCP.Content.Protocol.content() -> :ok | {:error, String.t()})


      


Validation rule specification

  


        

      

      
        Functions


        


  
    
      
    
    
      analyze(content, analysis_types)



        
          
        

    

  


  

      

          @spec analyze(ExMCP.Content.Protocol.content(), [atom()]) :: map()


      


Analyzes content for various properties and metadata.

  



  
    
      
    
    
      custom_rule(validator_fn)



        
          
        

    

  


  

      

          @spec custom_rule((ExMCP.Content.Protocol.content() -> :ok | {:error, String.t()})) ::
  validation_rule()


      


Creates a validation rule from a custom function.

  



  
    
      
    
    
      detect_sensitive_data(content)



        
          
        

    

  


  

      

          @spec detect_sensitive_data(ExMCP.Content.Protocol.content()) ::
  :ok | {:sensitive, [atom()]}


      


Checks if content contains potentially sensitive information.

  



  
    
      
    
    
      extract_metadata(content)



        
          
        

    

  


  

      

          @spec extract_metadata(ExMCP.Content.Protocol.content()) :: map()


      


Extracts metadata from content.

  



  
    
      
    
    
      register_validator(name, validator_fn)



        
          
        

    

  


  

      

          @spec register_validator(atom(), (ExMCP.Content.Protocol.content() ->
                              validation_result())) :: :ok


      


Registers a custom validator function.

  



  
    
      
    
    
      sanitize(content, operations)



        
          
        

    

  


  

      

          @spec sanitize(ExMCP.Content.Protocol.content(), [sanitization_op()]) ::
  ExMCP.Content.Protocol.content()


      


Sanitizes content to remove potentially dangerous or unwanted elements.

  



  
    
      
    
    
      sanitize_text(text, operations)



        
          
        

    

  


  

      

          @spec sanitize_text(String.t(), [sanitization_op()]) :: String.t()


      


Sanitizes text content specifically for safe display.

  



  
    
      
    
    
      scan_security(content, scan_types)



        
          
        

    

  


  

      

          @spec scan_security(ExMCP.Content.Protocol.content(), [atom()]) ::
  :safe | {:threat, [String.t()]}


      


Scans content for security threats.

  



  
    
      
    
    
      transform(content, operations)



        
          
        

    

  


  

      

          @spec transform(ExMCP.Content.Protocol.content(), [transformation_op()]) ::
  {:ok, ExMCP.Content.Protocol.content() | [ExMCP.Content.Protocol.content()]}
  | {:error, String.t()}


      


Transforms content through a series of operations.

  



  
    
      
    
    
      transform_with_validation(content, operations)



        
          
        

    

  


  

      

          @spec transform_with_validation(ExMCP.Content.Protocol.content(), [
  transformation_op() | validation_rule()
]) :: {:ok, ExMCP.Content.Protocol.content()} | {:error, String.t()}


      


Transforms content with validation at each step.

  



    

  
    
      
    
    
      validate(content, rules, opts \\ [])



        
          
        

    

  


  

      

          @spec validate(
  ExMCP.Content.Protocol.content(),
  [validation_rule()],
  validation_opts()
) ::
  validation_result()


      


Validates content against a set of validation rules.

  



    

  
    
      
    
    
      validate_batch(contents, rules, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_batch(
  [ExMCP.Content.Protocol.content()],
  [validation_rule()],
  validation_opts()
) ::
  :ok | {:error, [validation_result()]}


      


Validates multiple content items efficiently using parallel processing.

  



    

  
    
      
    
    
      validate_schema(content, schema, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_schema(ExMCP.Content.Protocol.content(), map() | boolean(), keyword()) ::
  :ok | {:error, [String.t()]}


      


Validates content against a JSON schema using ExJsonSchema.
Content is converted to a JSON-compatible map before validation.

  


        

      


  

    
ExMCP.Content.ValidatorRegistry 
    



      
GenServer-based validator registry that replaces Process dictionary usage.
This module provides a thread-safe registry for content validators
that eliminates the concurrency issues with Process.put/2.

      


      
        Summary


  
    Types
  


    
      
        validator_function()

      


    


    
      
        validator_name()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_validator(registry \\ __MODULE__, name)

      


        Gets a registered validator function.



    


    
      
        list_validators(registry \\ __MODULE__)

      


        Lists all registered validators.



    


    
      
        register_validator(registry \\ __MODULE__, name, validator_fun)

      


        Registers a validator function.



    


    
      
        start_link(opts \\ [])

      


        Starts the validator registry.



    


    
      
        unregister_validator(registry \\ __MODULE__, name)

      


        Unregisters a validator.



    


    
      
        validator_registered?(registry \\ __MODULE__, name)

      


        Checks if a validator is registered.



    





      


      
        Types


        


  
    
      
    
    
      validator_function()



        
          
        

    

  


  

      

          @type validator_function() :: (any() -> :ok | {:error, String.t()})


      



  



  
    
      
    
    
      validator_name()



        
          
        

    

  


  

      

          @type validator_name() :: atom()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      get_validator(registry \\ __MODULE__, name)



        
          
        

    

  


  

      

          @spec get_validator(GenServer.server(), validator_name()) ::
  {:ok, validator_function()} | {:error, :not_found}


      


Gets a registered validator function.

  



    

  
    
      
    
    
      list_validators(registry \\ __MODULE__)



        
          
        

    

  


  

      

          @spec list_validators(GenServer.server()) :: [validator_name()]


      


Lists all registered validators.

  



    

  
    
      
    
    
      register_validator(registry \\ __MODULE__, name, validator_fun)



        
          
        

    

  


  

      

          @spec register_validator(GenServer.server(), validator_name(), validator_function()) ::
  :ok


      


Registers a validator function.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the validator registry.

  



    

  
    
      
    
    
      unregister_validator(registry \\ __MODULE__, name)



        
          
        

    

  


  

      

          @spec unregister_validator(GenServer.server(), validator_name()) :: :ok


      


Unregisters a validator.

  



    

  
    
      
    
    
      validator_registered?(registry \\ __MODULE__, name)



        
          
        

    

  


  

      

          @spec validator_registered?(GenServer.server(), validator_name()) :: boolean()


      


Checks if a validator is registered.

  


        

      


  

    
ExMCP.FeatureFlags 
    



      
Feature flag system for controlling rollout of new MCP features.
This module provides a centralized way to check if specific features
are enabled, allowing for gradual rollout and easy rollback.

      


      
        Summary


  
    Functions
  


    
      
        all()

      


        Get all feature flags and their current status.



    


    
      
        enabled?(arg1)

      


        Check if a specific feature is enabled.



    





      


      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  

      

          @spec all() :: map()


      


Get all feature flags and their current status.
Examples
iex> ExMCP.FeatureFlags.all()
%{
  protocol_version_header: false,
  structured_output: false,
  oauth2_auth: false,
  tasks: false
}

  



  
    
      
    
    
      enabled?(arg1)



        
          
        

    

  


  

      

          @spec enabled?(atom()) :: boolean()


      


Check if a specific feature is enabled.
Features
	:protocol_version_header - Enforce MCP-Protocol-Version header validation
	:structured_output - Enable structured tool output with schema validation
	:oauth2_auth - Enable OAuth 2.1 authorization
	:tasks - Deprecated no-op retained for 1.x source compatibility. Modern
Tasks use extension negotiation; the legacy capability is version-defined.

Examples
iex> ExMCP.FeatureFlags.enabled?(:protocol_version_header)
false

iex> Application.put_env(:ex_mcp, :protocol_version_required, true)
iex> ExMCP.FeatureFlags.enabled?(:protocol_version_header)
true

  


        

      


  

    
ExMCP.Helpers 
    



      
Helper macros and functions for common MCP patterns in ExMCP.
This module provides convenient macros and utilities to reduce boilerplate
and improve developer experience when working with MCP clients and servers.
Features
	Connection management macros with automatic cleanup
	Tool calling with pattern matching and error handling
	Resource reading with automatic parsing
	Batch operation helpers with timeout management
	Testing utilities for MCP development

Usage
use ExMCP.Helpers

# Use helper macros
with_mcp_client "http://localhost:8080" do
  tools = list_tools!()
  result = call_tool!("calculator", %{op: "add", a: 1, b: 2})
end

      


      
        Summary


  
    Functions
  


    
      
        __using__(opts)

      


        Imports helper macros into the calling module.



    


    
      
        batch_execute!(operations, opts \\ [])

      


        Executes batch operations with error handling.



    


    
      
        call_tool!(tool_name, args \\ quote do
  %{}
end, opts \\ [])

      


        Calls a tool with error handling. Raises on failure.



    


    
      
        do_retry(fun, opts \\ [])

      


        Implements retry logic with exponential backoff.



    


    
      
        format_error_message(error)

      


        Formats an error message for display.



    


    
      
        get_prompt!(prompt_name, args \\ quote do
  %{}
end, opts \\ [])

      


        Gets a prompt with error handling. Raises on failure.



    


    
      
        get_status!()

      


        Gets client status with error handling. Raises on failure.



    


    
      
        list_prompts!(opts \\ [])

      


        Lists prompts with error handling. Raises on failure.



    


    
      
        list_resources!(opts \\ [])

      


        Lists resources with error handling. Raises on failure.



    


    
      
        list_tools!(opts \\ [])

      


        Lists tools with error handling. Raises on failure.



    


    
      
        measure(list)

      


        Measures execution time of an operation.



    


    
      
        read_resource!(uri, opts \\ [])

      


        Reads a resource with error handling. Raises on failure.



    


    
      
        retry(opts \\ [], list)

      


        Retries an operation with exponential backoff.



    


    
      
        safe_execute(fun, timeout \\ 5000)

      


        Safely executes an operation with timeout.



    


    
      
        validate_tool_args(args, schema)

      


        Validates tool arguments against schema.



    


    
      
        with_mcp_client(connection_spec, opts \\ [], list)

      


        Establishes an MCP connection and executes a block with automatic cleanup.



    


    
      
        with_mock_server(opts \\ [], list)

      


        Creates a testing context with a mock MCP server.



    





      


      
        Functions


        


  
    
      
    
    
      __using__(opts)


        (macro)


        
          
        

    

  


  

Imports helper macros into the calling module.

  



    

  
    
      
    
    
      batch_execute!(operations, opts \\ [])


        (macro)


        
          
        

    

  


  

Executes batch operations with error handling.
Examples
results = batch_execute!([
  {:call_tool, "greet", %{name: "Alice"}},
  {:call_tool, "greet", %{name: "Bob"}},
  {:list_resources, %{}}
])

  



    

    

  
    
      
    
    
      call_tool!(tool_name, args \\ quote do
  %{}
end, opts \\ [])


        (macro)


        
          
        

    

  


  

Calls a tool with error handling. Raises on failure.
Examples
result = call_tool!("calculator", %{op: "add", a: 1, b: 2})

# With timeout
result = call_tool!("slow_tool", %{data: "..."}, timeout: 30_000)

  



    

  
    
      
    
    
      do_retry(fun, opts \\ [])



        
          
        

    

  


  

      

          @spec do_retry(
  (-> any()),
  keyword()
) :: any()


      


Implements retry logic with exponential backoff.

  



  
    
      
    
    
      format_error_message(error)



        
          
        

    

  


  

      

          @spec format_error_message(map() | any()) :: String.t()


      


Formats an error message for display.

  



    

    

  
    
      
    
    
      get_prompt!(prompt_name, args \\ quote do
  %{}
end, opts \\ [])


        (macro)


        
          
        

    

  


  

Gets a prompt with error handling. Raises on failure.

  



  
    
      
    
    
      get_status!()


        (macro)


        
          
        

    

  


  

Gets client status with error handling. Raises on failure.

  



    

  
    
      
    
    
      list_prompts!(opts \\ [])


        (macro)


        
          
        

    

  


  

Lists prompts with error handling. Raises on failure.

  



    

  
    
      
    
    
      list_resources!(opts \\ [])


        (macro)


        
          
        

    

  


  

Lists resources with error handling. Raises on failure.

  



    

  
    
      
    
    
      list_tools!(opts \\ [])


        (macro)


        
          
        

    

  


  

Lists tools with error handling. Raises on failure.
Must be used within a with_mcp_client block or with an explicit client.

  



  
    
      
    
    
      measure(list)


        (macro)


        
          
        

    

  


  

Measures execution time of an operation.
Examples
{result, time_ms} = measure do
  call_tool!("slow_operation", %{})
end

IO.puts("Operation took #{time_ms}ms")

  



    

  
    
      
    
    
      read_resource!(uri, opts \\ [])


        (macro)


        
          
        

    

  


  

Reads a resource with error handling. Raises on failure.
Examples
content = read_resource!("file://data.txt")

# With JSON parsing
data = read_resource!("file://config.json", parse_json: true)

  



    

  
    
      
    
    
      retry(opts \\ [], list)


        (macro)


        
          
        

    

  


  

Retries an operation with exponential backoff.
Examples
result = retry max_attempts: 3, base_delay: 1000 do
  call_tool!("unreliable_tool", %{})
end

  



    

  
    
      
    
    
      safe_execute(fun, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec safe_execute((-> any()), timeout()) :: {:ok, any()} | {:error, :timeout}


      


Safely executes an operation with timeout.

  



  
    
      
    
    
      validate_tool_args(args, schema)



        
          
        

    

  


  

      

          @spec validate_tool_args(map(), map() | boolean()) :: :ok | {:error, String.t()}


      


Validates tool arguments against schema.

  



    

  
    
      
    
    
      with_mcp_client(connection_spec, opts \\ [], list)


        (macro)


        
          
        

    

  


  

Establishes an MCP connection and executes a block with automatic cleanup.
Examples
with_mcp_client "http://localhost:8080" do
  tools = list_tools!()
  IO.inspect(tools)
end

# With options
with_mcp_client "http://localhost:8080", timeout: 10_000 do
  result = call_tool!("slow_operation", %{})
end

# With fallback
with_mcp_client ["http://primary:8080", "http://backup:8080"] do
  status = get_status!()
end

  



    

  
    
      
    
    
      with_mock_server(opts \\ [], list)


        (macro)


        
          
        

    

  


  

Creates a testing context with a mock MCP server.
Examples
with_mock_server tools: [%{name: "test_tool"}] do
  tools = list_tools!()
  assert length(tools) == 1
end

  


        

      


  

    
ExMCP.HttpPlug.Core 
    



      
Pure request/response decisions for ExMCP.HttpPlug.
The Plug module owns side effects such as reading request bodies, writing
responses, ETS/session management, and SSE processes. This module keeps the
reusable protocol, origin, and host decisions as data transformations.
Origin validation
origin_allowed?/2 implements a strict allow-list:
	Requests without an Origin header are allowed. Non-browser clients
(CLIs, SDKs, server-to-server callers) do not send the header, and
requiring it would break them. DNS rebinding protection for those callers
comes from Host validation (host_allowed?/2).
	Requests with an Origin header are only allowed when the origin is
listed in :allowed_origins (or :allowed_origins is :any). There is
deliberately no "same origin as the request Host" fallback: in a DNS
rebinding attack the Host header is attacker-controlled, so comparing the
Origin against it would always pass.

Host validation
host_allowed?/2 compares the request Host header against an allow-list
(:any disables the check). Ports are ignored and bracketed IPv6 literals
such as "[::1]:8080" match both "[::1]" and "::1" entries.

      


      
        Summary


  
    Types
  


    
      
        allowed_hosts()

      


    


    
      
        origin_context()

      


    





  
    Functions
  


    
      
        cors_response_origin(context, opts)

      


    


    
      
        host_allowed?(host, allowed_hosts)

      


        Checks a request Host header value against an allow-list.



    


    
      
        json_rpc_error(code, message, id \\ nil, data \\ nil)

      


    


    
      
        normalize_host(host)

      


        Normalizes a Host header value: trims, downcases, and strips the port.



    


    
      
        oauth_guard_disabled_error()

      


    


    
      
        origin_allowed?(context, opts)

      


    


    
      
        parse_json(body)

      


    





      


      
        Types


        


  
    
      
    
    
      allowed_hosts()



        
          
        

    

  


  

      

          @type allowed_hosts() :: :any | [String.t()]


      



  



  
    
      
    
    
      origin_context()



        
          
        

    

  


  

      

          @type origin_context() :: %{
  optional(:origin) => String.t() | nil,
  optional(:scheme) => String.t(),
  optional(:host) => String.t(),
  optional(:port) => non_neg_integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cors_response_origin(context, opts)



        
          
        

    

  


  

      

          @spec cors_response_origin(origin_context(), map()) :: String.t() | nil


      



  



  
    
      
    
    
      host_allowed?(host, allowed_hosts)



        
          
        

    

  


  

      

          @spec host_allowed?(String.t() | nil, allowed_hosts()) :: boolean()


      


Checks a request Host header value against an allow-list.
Returns true when allowed_hosts is :any. Otherwise the host must be
present and, after normalization via normalize_host/1, match one of the
allow-list entries (compared case-insensitively, ignoring ports and IPv6
brackets).

  



    

    

  
    
      
    
    
      json_rpc_error(code, message, id \\ nil, data \\ nil)



        
          
        

    

  


  

      

          @spec json_rpc_error(integer(), String.t(), any(), map() | nil) :: map()


      



  



  
    
      
    
    
      normalize_host(host)



        
          
        

    

  


  

      

          @spec normalize_host(String.t()) :: String.t()


      


Normalizes a Host header value: trims, downcases, and strips the port.
Bracketed IPv6 hosts keep their brackets ("[::1]:8080" becomes "[::1]").
Non-bracketed values only lose a port suffix when they contain a single
:, so a raw IPv6 literal such as "::1" is preserved as-is.

  



  
    
      
    
    
      oauth_guard_disabled_error()



        
          
        

    

  


  

      

          @spec oauth_guard_disabled_error() :: map()


      



  



  
    
      
    
    
      origin_allowed?(context, opts)



        
          
        

    

  


  

      

          @spec origin_allowed?(origin_context(), map()) :: boolean()


      



  



  
    
      
    
    
      parse_json(body)



        
          
        

    

  


  

      

          @spec parse_json(binary()) ::
  {:ok, map()} | {:error, :parse_error | :invalid_json_rpc_envelope}


      



  


        

      


  

    
ExMCP.HttpPlug.SSEConnection behaviour
    



      
Connection operations ExMCP.HttpPlug.SSEHandler needs from its socket.
The handler used to sniff its conn at runtime (is_struct/1 plus
Map.has_key?/2 checks for :chunk and :get_req_header function fields)
so that tests could pass a fake connection. That put test-only branches in
the production write path.
Instead the handler calls a connection module resolved once at start-up
from the :conn_module key of its options, defaulting to
ExMCP.HttpPlug.SSEConnection.PlugConn. Tests (or alternative adapters)
supply their own implementation:
SSEHandler.start_link(fake_conn, session_id, %{conn_module: MyFakeConn})

      


      
        Summary


  
    Types
  


    
      
        conn()

      


    





  
    Callbacks
  


    
      
        chunk(conn, iodata)

      


        Writes a chunk to the connection.



    


    
      
        get_req_header(conn, t)

      


        Reads a request header, returning a (possibly empty) list of values.



    





  
    Functions
  


    
      
        resolve(opts)

      


        Resolves the connection module from handler options.



    





      


      
        Types


        


  
    
      
    
    
      conn()



        
          
        

    

  


  

      

          @type conn() :: term()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      chunk(conn, iodata)



        
          
        

    

  


  

      

          @callback chunk(conn(), iodata()) :: {:ok, conn()} | {:error, term()}


      


Writes a chunk to the connection.

  



  
    
      
    
    
      get_req_header(conn, t)



        
          
        

    

  


  

      

          @callback get_req_header(conn(), String.t()) :: [String.t()]


      


Reads a request header, returning a (possibly empty) list of values.

  


        

      

      
        Functions


        


  
    
      
    
    
      resolve(opts)



        
          
        

    

  


  

      

          @spec resolve(map() | keyword()) :: module()


      


Resolves the connection module from handler options.

  


        

      


  

    
ExMCP.HttpPlug.SSEConnection.PlugConn 
    



      
Default ExMCP.HttpPlug.SSEConnection implementation backed by Plug.Conn.

      




  

    
ExMCP.HttpPlug.SSEHandler 
    



      
Server-Sent Events handler with backpressure control.
This module implements a robust SSE handler that prevents memory leaks
through demand-based flow control. It ensures that event producers
cannot overwhelm the SSE connection with unbounded message queues.
Features
	Demand-based backpressure control
	Event buffering with size limits
	Last-Event-ID support for resumption
	Structured error propagation
	Connection health monitoring
	Graceful shutdown

Architecture
The handler uses a GenServer that manages the SSE connection lifecycle.
Event producers must request permission before sending events, preventing
unbounded mailbox growth.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        close(handler)

      


        Closes the SSE connection gracefully.



    


    
      
        request_send(handler)

      


        Requests permission to send an event. This implements backpressure.



    


    
      
        send_error(handler, error)

      


        Sends an error event and closes the connection gracefully.



    


    
      
        send_event(handler, event_type, data, opts \\ [])

      


        Sends an event after permission has been granted.



    


    
      
        start_link(conn, session_id, opts)

      


        Starts an SSE handler for the given connection.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.HttpPlug.SSEHandler{
  conn: Plug.Conn.t() | term(),
  conn_module: module(),
  conn_owner: pid() | nil,
  event_buffer: :queue.queue(),
  event_counter: non_neg_integer(),
  heartbeat_ref: reference() | nil,
  last_event_id: String.t() | nil,
  mailbox_monitor: reference() | nil,
  opts: map(),
  producers: MapSet.t(pid()),
  session_id: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      close(handler)



        
          
        

    

  


  

      

          @spec close(pid()) :: :ok


      


Closes the SSE connection gracefully.

  



  
    
      
    
    
      request_send(handler)



        
          
        

    

  


  

      

          @spec request_send(pid()) :: :ok | {:error, any()}


      


Requests permission to send an event. This implements backpressure.
The caller will block until the handler is ready to accept more events.
Returns :ok when it's safe to send, or {:error, reason} if the
connection is closed or errored.

  



  
    
      
    
    
      send_error(handler, error)



        
          
        

    

  


  

      

          @spec send_error(pid(), any()) :: :ok


      


Sends an error event and closes the connection gracefully.

  



    

  
    
      
    
    
      send_event(handler, event_type, data, opts \\ [])



        
          
        

    

  


  

      

          @spec send_event(pid(), String.t(), any(), keyword()) :: :ok


      


Sends an event after permission has been granted.
This should only be called after request_send/1 returns :ok. When the
handler was started with a session manager, the event is persisted before
it is written to the connection. Internal replay callers pass
persist: false to avoid recording the same event twice.

  



  
    
      
    
    
      start_link(conn, session_id, opts)



        
          
        

    

  


  

      

          @spec start_link(Plug.Conn.t(), String.t(), map()) :: {:ok, pid()} | {:error, any()}


      


Starts an SSE handler for the given connection.
The calling process is treated as the connection owner: when it exits
(client disconnect, timeout, crash), the handler shuts down and cleans up
its session registration.

  


        

      


  

    
ExMCP.HttpPlug.SessionRegistry 
    



      
Supervised owner of the SSE session table used by ExMCP.HttpPlug.
ExMCP.HttpPlug runs inside short-lived HTTP request processes, so the ETS
table mapping session ids to SSE handler pids must be owned by a long-lived
process — otherwise every registration would vanish as soon as the request
process that happened to create the table exits. This GenServer creates the
named public table in init/1 and simply holds it for the lifetime of the
:ex_mcp application, which starts it as part of its supervision tree.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        lookup(session_id)

      


        Looks up the SSE handler pid registered for a session id.



    


    
      
        register(session_id, handler_pid)

      


        Registers the SSE handler pid for a session id.



    


    
      
        start_link(opts \\ [])

      


    


    
      
        table()

      


        Returns the name of the ETS table holding session registrations.



    


    
      
        unregister(session_id)

      


        Removes the registration for a session id.



    


    
      
        unregister(session_id, handler_pid)

      


        Removes the registration for a session id only if it still points at
handler_pid.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      lookup(session_id)



        
          
        

    

  


  

      

          @spec lookup(String.t()) ::
  {:ok, pid()} | {:error, :not_found | :registry_not_started}


      


Looks up the SSE handler pid registered for a session id.

  



  
    
      
    
    
      register(session_id, handler_pid)



        
          
        

    

  


  

      

          @spec register(String.t(), pid()) :: :ok | {:error, :registry_not_started}


      


Registers the SSE handler pid for a session id.
Returns {:error, :registry_not_started} when the owning process (and thus
the table) is not running, which usually means the :ex_mcp application has
not been started.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      table()



        
          
        

    

  


  

      

          @spec table() :: atom()


      


Returns the name of the ETS table holding session registrations.

  



  
    
      
    
    
      unregister(session_id)



        
          
        

    

  


  

      

          @spec unregister(String.t()) :: :ok


      


Removes the registration for a session id.

  



  
    
      
    
    
      unregister(session_id, handler_pid)



        
          
        

    

  


  

      

          @spec unregister(String.t(), pid()) :: :ok


      


Removes the registration for a session id only if it still points at
handler_pid.
Used by handlers cleaning up after themselves in terminate/2 without
clobbering a newer registration made for the same session id.

  


        

      


  

    
ExMCP.MessageProcessor behaviour
    



      
Core message processing abstraction for ExMCP.
The MessageProcessor provides a simple, composable interface for processing MCP messages.
It follows the Plug specification pattern used throughout the Elixir ecosystem.

      


      
        Summary


  
    Types
  


    
      
        conn()

      


    


    
      
        opts()

      


    


    
      
        t()

      


    





  
    Callbacks
  


    
      
        call(conn, opts)

      


        Callback for processing the connection.



    


    
      
        init(opts)

      


        Callback for initializing the plug with options.



    





  
    Functions
  


    
      
        assign(conn, key, value)

      


        Assigns a value to the connection.



    


    
      
        complete_progress(conn)

      


        Completes progress tracking for a connection.



    


    
      
        halt(conn)

      


        Halts the plug pipeline.



    


    
      
        new(request, opts \\ [])

      


        Creates a new connection.



    


    
      
        process(conn, opts)

      


        Process an MCP request using a handler module.



    


    
      
        put_response(conn, response)

      


        Sets the response on the connection.



    


    
      
        run(plugs, conn)

      


        Runs a list of plugs on the connection.



    


    
      
        start_progress_tracking(conn)

      


        Starts progress tracking for a connection if it has a progress token.



    


    
      
        update_progress(conn, progress, total, message)

      


        Updates progress for a connection.



    





      


      
        Types


        


  
    
      
    
    
      conn()



        
          
        

    

  


  

      

          @type conn() :: %ExMCP.MessageProcessor.Conn{
  assigns: term(),
  halted: term(),
  progress_token: term(),
  request: term(),
  response: term(),
  session_id: term(),
  state: term(),
  transport: term()
}


      



  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: term()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: module()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

      

          @callback call(conn(), opts()) :: conn()


      


Callback for processing the connection.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

      

          @callback init(opts()) :: opts()


      


Callback for initializing the plug with options.

  


        

      

      
        Functions


        


  
    
      
    
    
      assign(conn, key, value)



        
          
        

    

  


  

      

          @spec assign(ExMCP.MessageProcessor.Conn.t(), atom(), term()) ::
  ExMCP.MessageProcessor.Conn.t()


      


Assigns a value to the connection.

  



  
    
      
    
    
      complete_progress(conn)



        
          
        

    

  


  

      

          @spec complete_progress(ExMCP.MessageProcessor.Conn.t()) ::
  ExMCP.MessageProcessor.Conn.t()


      


Completes progress tracking for a connection.
This should be called when a long-running operation finishes,
either successfully or with an error.

  



  
    
      
    
    
      halt(conn)



        
          
        

    

  


  

      

          @spec halt(ExMCP.MessageProcessor.Conn.t()) :: ExMCP.MessageProcessor.Conn.t()


      


Halts the plug pipeline.

  



    

  
    
      
    
    
      new(request, opts \\ [])



        
          
        

    

  


  

      

          @spec new(
  map(),
  keyword()
) :: ExMCP.MessageProcessor.Conn.t()


      


Creates a new connection.

  



  
    
      
    
    
      process(conn, opts)



        
          
        

    

  


  

      

          @spec process(ExMCP.MessageProcessor.Conn.t(), map()) ::
  ExMCP.MessageProcessor.Conn.t()


      


Process an MCP request using a handler module.
This is a convenience function that creates a connection, processes it
through a handler, and returns the response.

  



  
    
      
    
    
      put_response(conn, response)



        
          
        

    

  


  

      

          @spec put_response(ExMCP.MessageProcessor.Conn.t(), map()) ::
  ExMCP.MessageProcessor.Conn.t()


      


Sets the response on the connection.

  



  
    
      
    
    
      run(plugs, conn)



        
          
        

    

  


  

      

          @spec run([{module(), opts()}], ExMCP.MessageProcessor.Conn.t()) ::
  ExMCP.MessageProcessor.Conn.t()


      


Runs a list of plugs on the connection.

  



  
    
      
    
    
      start_progress_tracking(conn)



        
          
        

    

  


  

      

          @spec start_progress_tracking(ExMCP.MessageProcessor.Conn.t()) ::
  ExMCP.MessageProcessor.Conn.t()


      


Starts progress tracking for a connection if it has a progress token.
This should be called at the beginning of long-running operations.

  



  
    
      
    
    
      update_progress(conn, progress, total, message)



        
          
        

    

  


  

      

          @spec update_progress(
  ExMCP.MessageProcessor.Conn.t(),
  number(),
  number() | nil,
  String.t() | nil
) ::
  ExMCP.MessageProcessor.Conn.t()


      


Updates progress for a connection.
This is a helper function to send progress notifications during
long-running operations.

  


        

      


  

    
ExMCP.MessageProcessor.Conn 
    



      
Connection struct representing an MCP message processing context.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.MessageProcessor.Conn{
  assigns: map(),
  halted: boolean(),
  progress_token: String.t() | integer() | nil,
  request: map() | nil,
  response: map() | nil,
  session_id: String.t() | nil,
  state: term(),
  transport: atom()
}


      



  


        

      


  

    
ExMCP.Plugs.DnsRebinding 
    



      
Plug for DNS rebinding protection.
Validates that the request Host header is in an allow-list of expected
hostnames, rejecting requests whose Host points anywhere else. This
prevents DNS rebinding attacks where a malicious website resolves its own
domain to a loopback address so the victim's browser sends requests to a
local MCP server.
Ports are ignored when comparing hosts, and bracketed IPv6 forms such as
"[::1]:8080" match both "[::1]" and "::1" allow-list entries.
By default only localhost names are allowed. "0.0.0.0" is deliberately
not in the defaults: it is a bind address, not a name legitimate clients
send in a Host header.
Usage
plug ExMCP.Plugs.DnsRebinding
Or with custom allowed hosts:
plug ExMCP.Plugs.DnsRebinding, allowed_hosts: ["localhost", "myhost.local"]

      




  

    
ExMCP.Plugs.JWKS 
    



      
Serves a JSON Web Key Set (JWKS) for token signature verification.
This plug serves the /.well-known/jwks.json endpoint, allowing clients and
resource servers to discover the public keys used to verify token signatures.
Usage
With static keys:
plug ExMCP.Plugs.JWKS, keys: [%{"kty" => "RSA", "n" => "...", "e" => "..."}]
With a dynamic key provider function:
plug ExMCP.Plugs.JWKS, keys_fn: fn -> MyApp.KeyStore.get_public_keys() end
With JOSE JWK structs (requires :jose dependency):
jwk = JOSE.JWK.generate_key({:rsa, 2048})
plug ExMCP.Plugs.JWKS, keys: [jwk]
Options
	:keys - A static list of key maps or JOSE.JWK structs.
	:keys_fn - A zero-arity function that returns a list of key maps at call time.
Takes precedence over :keys if both are provided.


      


      
        Summary


  
    Functions
  


    
      
        get_keys(arg1)

      


        Retrieves keys from either the static list or the dynamic function.



    


    
      
        to_jwk_map(jose_jwk)

      


        Converts a key to a JWK map suitable for inclusion in a JWKS response.



    





      


      
        Functions


        


  
    
      
    
    
      get_keys(arg1)



        
          
        

    

  


  

      

          @spec get_keys(map()) :: {:ok, [map()]} | {:error, term()}


      


Retrieves keys from either the static list or the dynamic function.

  



  
    
      
    
    
      to_jwk_map(jose_jwk)



        
          
        

    

  


  

      

          @spec to_jwk_map(map() | struct()) :: map()


      


Converts a key to a JWK map suitable for inclusion in a JWKS response.
Handles plain maps (returned as-is), JOSE.JWK structs (converted to public
key map), and other formats.

  


        

      


  

    
ExMCP.Plugs.ProtectedResourceMetadata 
    



      
Serves Protected Resource Metadata per RFC 9728.
This plug serves the /.well-known/oauth-protected-resource endpoint,
allowing clients to discover which authorization servers protect this
resource and what scopes are supported.
Usage
plug ExMCP.Plugs.ProtectedResourceMetadata,
  resource: "https://mcp.example.com",
  authorization_servers: ["https://auth.example.com"],
  scopes_supported: ["mcp:tools:list", "mcp:tools:execute"],
  bearer_methods_supported: ["header"]
Options
	:resource (required) - The resource identifier URI.
	:authorization_servers (required) - List of authorization server issuer URIs.
	:scopes_supported - List of supported OAuth scopes. Defaults to MCP standard scopes.
	:bearer_methods_supported - How bearer tokens can be presented.
Defaults to ["header"].
	:resource_signing_alg_values_supported - Supported signing algorithms.
	:resource_documentation - URL to human-readable documentation.
	:extra_metadata - Additional metadata fields as a map.


      


      
        Summary


  
    Functions
  


    
      
        build_metadata(opts)

      


        Builds the protected resource metadata map from the given options.



    





      


      
        Functions


        


  
    
      
    
    
      build_metadata(opts)



        
          
        

    

  


  

      

          @spec build_metadata(map()) :: map()


      


Builds the protected resource metadata map from the given options.

  


        

      


  

    
ExMCP.Plugs.ProtocolVersion 
    



      
Plug for validating and extracting the MCP-Protocol-Version header.
This plug ensures that incoming HTTP requests carry a protocol version the
server actually supports.
Behavior
	If no header is present, the configured default
(also returned by ExMCP.protocol_version/0) is assumed
	If an unsupported version is provided, returns 400 Bad Request
	Adds the validated version to conn.assigns[:mcp_version]

The supported list and default come from ExMCP's canonical internal version
registry, so clients, server transports, and this plug cannot drift.
Usage
plug ExMCP.Plugs.ProtocolVersion

      


      
        Summary


  
    Functions
  


    
      
        default_version()

      


        Get the default protocol version.



    


    
      
        supported_versions()

      


        Get the list of supported protocol versions.



    





      


      
        Functions


        


  
    
      
    
    
      default_version()



        
          
        

    

  


  

      

          @spec default_version() :: String.t()


      


Get the default protocol version.

  



  
    
      
    
    
      supported_versions()



        
          
        

    

  


  

      

          @spec supported_versions() :: [String.t()]


      


Get the list of supported protocol versions.

  


        

      


  

    
ExMCP.Plugs.TokenIntrospection 
    



      
Server-side token introspection endpoint (RFC 7662).
This plug handles incoming token introspection requests from resource servers
or other authorized parties. It validates the token using a configured callback
and returns the token's metadata.
Usage
plug ExMCP.Plugs.TokenIntrospection,
  introspect_fn: fn token, token_type_hint ->
    case MyApp.TokenStore.lookup(token) do
      {:ok, token_data} ->
        {:ok, %{
          active: true,
          scope: token_data.scope,
          client_id: token_data.client_id,
          exp: token_data.expires_at,
          sub: token_data.subject
        }}
      :error ->
        {:ok, %{active: false}}
    end
  end
Options
	:introspect_fn (required) - A function (token, token_type_hint) -> {:ok, map()} | {:error, term()}.
Must return a map with at least an :active or "active" boolean field.
When the token is invalid or unknown, return {:ok, %{active: false}}.

	:authenticate_client_fn - Optional function (conn) -> {:ok, client_id} | {:error, term()}.
If provided, the requesting client is authenticated before introspection proceeds.
Per RFC 7662, the introspection endpoint SHOULD require authentication.



      




  

    
ExMCP.Plugs.TokenRevocation 
    



      
Server-side token revocation endpoint (RFC 7009).
This plug handles incoming token revocation requests. When a client sends
a POST with a token parameter, the plug calls the configured revocation
callback to invalidate the token.
Per RFC 7009, the endpoint always returns 200 OK, even if the token was
already invalid or unknown, to prevent token scanning attacks.
Usage
plug ExMCP.Plugs.TokenRevocation,
  revoke_fn: fn token, token_type_hint ->
    MyApp.TokenStore.revoke(token, token_type_hint)
  end
Or with a module callback:
plug ExMCP.Plugs.TokenRevocation,
  revoke_fn: &MyApp.TokenStore.revoke/2
Options
	:revoke_fn (required) - A function (token, token_type_hint) -> :ok | {:error, term()}.
Called to actually revoke the token. token_type_hint may be nil,
"access_token", or "refresh_token".

	:authenticate_client_fn - Optional function (conn) -> {:ok, client_id} | {:error, term()}.
If provided, the client is authenticated before processing the revocation.



      




  

    
ExMCP.ProgressTracker 
    



      
Progress tracking for MCP 2025-06-18 specification compliance.
This module manages progress tokens and sends progress notifications
for long-running operations according to the MCP specification.
Features
	Progress token uniqueness validation
	Monotonic progress value enforcement
	Rate limiting to prevent notification flooding
	Automatic cleanup of completed operations
	Support for both string and integer progress tokens

Usage
# Start tracking a new operation
{:ok, tracker} = ProgressTracker.start_progress("abc123", sender_pid)

# Send progress updates
ProgressTracker.update_progress("abc123", 25, 100, "Processing...")
ProgressTracker.update_progress("abc123", 50, 100, "Half way there...")
ProgressTracker.update_progress("abc123", 100, 100, "Complete!")

# Clean up when operation completes
ProgressTracker.complete_progress("abc123")
MCP Specification Compliance
This implementation follows the MCP 2025-06-18 specification:
	Progress tokens must be string or integer values
	Progress tokens must be unique across all active requests
	Progress values must increase with each notification
	Rate limiting prevents notification flooding
	Supports optional total and message fields


      


      
        Summary


  
    Types
  


    
      
        progress_state()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        clear_all()

      


        Clears all progress tracking state.



    


    
      
        complete_progress(progress_token, opts \\ [])

      


        Marks a progress operation as complete and cleans up tracking state.



    


    
      
        get_progress_state(progress_token, opts \\ [])

      


        Gets the current state of a progress operation.



    


    
      
        list_active_tokens(opts \\ [])

      


        Lists all active progress tokens.



    


    
      
        start_link(opts \\ [])

      


        Starts the ProgressTracker GenServer.



    


    
      
        start_progress(progress_token, sender_pid, opts \\ [])

      


        Starts tracking progress for a new operation.



    


    
      
        update_progress(progress_token, progress)

      


        Updates progress for an active operation.



    


    
      
        update_progress(progress_token, progress, total)

      


    


    
      
        update_progress(progress_token, progress, total, message)

      


    


    
      
        update_progress(progress_token, progress, total, message, opts)

      


    





      


      
        Types


        


  
    
      
    
    
      progress_state()



        
          
        

    

  


  

      

          @type progress_state() :: %ExMCP.ProgressTracker{
  current_progress: number(),
  last_message: String.t() | nil,
  last_notification_time: integer(),
  notification_count: non_neg_integer(),
  owner: term(),
  progress_token: ExMCP.Types.progress_token(),
  sender_pid: pid(),
  start_time: integer(),
  total: number() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      clear_all()



        
          
        

    

  


  

      

          @spec clear_all() :: :ok


      


Clears all progress tracking state.
This is primarily useful for testing and cleanup.

  



    

  
    
      
    
    
      complete_progress(progress_token, opts \\ [])



        
          
        

    

  


  

      

          @spec complete_progress(
  ExMCP.Types.progress_token(),
  keyword()
) :: :ok | {:error, :not_found}


      


Marks a progress operation as complete and cleans up tracking state.
Parameters
	progress_token - Token for the operation to complete

Returns
	:ok - Operation completed and cleaned up
	{:error, :not_found} - Progress token not found


  



    

  
    
      
    
    
      get_progress_state(progress_token, opts \\ [])



        
          
        

    

  


  

      

          @spec get_progress_state(
  ExMCP.Types.progress_token(),
  keyword()
) :: {:ok, progress_state()} | {:error, :not_found}


      


Gets the current state of a progress operation.
Parameters
	progress_token - Token for the operation

Returns
	{:ok, progress_state} - Current state of the operation
	{:error, :not_found} - Progress token not found


  



    

  
    
      
    
    
      list_active_tokens(opts \\ [])



        
          
        

    

  


  

      

          @spec list_active_tokens(keyword()) :: [ExMCP.Types.progress_token()]


      


Lists all active progress tokens.
Returns
List of all currently active progress tokens.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts the ProgressTracker GenServer.

  



    

  
    
      
    
    
      start_progress(progress_token, sender_pid, opts \\ [])



        
          
        

    

  


  

      

          @spec start_progress(ExMCP.Types.progress_token(), pid(), keyword()) ::
  {:ok, progress_state()} | {:error, :token_exists | :invalid_token}


      


Starts tracking progress for a new operation.
Parameters
	progress_token - Unique token for this operation (string or integer)
	sender_pid - Process that will receive progress notifications

Returns
	{:ok, progress_state} - Successfully started tracking
	{:error, :token_exists} - Progress token is already in use
	{:error, :invalid_token} - Progress token is not string or integer


  



  
    
      
    
    
      update_progress(progress_token, progress)



        
          
        

    

  


  

Updates progress for an active operation.
Parameters
	progress_token - Token for the operation
	progress - Current progress value (must be > previous value)
	total - Optional total value for the operation
	message - Optional human-readable progress message

Returns
	:ok - Progress updated and notification sent
	{:error, :not_found} - Progress token not found
	{:error, :not_increasing} - Progress value must increase
	{:error, :rate_limited} - Too many notifications too quickly


  



  
    
      
    
    
      update_progress(progress_token, progress, total)



        
          
        

    

  


  


  



  
    
      
    
    
      update_progress(progress_token, progress, total, message)



        
          
        

    

  


  


  



  
    
      
    
    
      update_progress(progress_token, progress, total, message, opts)



        
          
        

    

  


  

      

          @spec update_progress(
  ExMCP.Types.progress_token(),
  number(),
  number() | nil,
  String.t() | nil,
  keyword()
) :: :ok | {:error, :not_found | :not_increasing | :rate_limited}


      



  


        

      


  

    
ExMCP.Protocol.CacheableResult 
    



      
Defines and validates the cache hints required by modern MCP results.
The method set is pinned to the CacheableResult implementors in the
vendored 2026-07-28 schema. A schema-sync test derives that set directly
from schema.json, so a future spec update cannot silently leave this
runtime table stale.
This module validates wire metadata only. It does not store or reuse
responses.

      


      
        Summary


  
    Types
  


    
      
        result_kind()

      


    


    
      
        validation_error()

      


    





  
    Functions
  


    
      
        cacheable_method?(method)

      


        Returns whether a method has a cacheable complete result in MCP 2026-07-28.



    


    
      
        methods()

      


        Returns the schema-defined methods whose complete results carry cache hints.



    


    
      
        validate(method, arg2, result)

      


        Validates cache hints for a classified modern result.



    





      


      
        Types


        


  
    
      
    
    
      result_kind()



        
          
        

    

  


  

      

          @type result_kind() :: :complete | :input_required | {:extension, String.t()}


      



  



  
    
      
    
    
      validation_error()



        
          
        

    

  


  

      

          @type validation_error() ::
  :missing_ttl_ms
  | {:invalid_ttl_ms, term()}
  | :missing_cache_scope
  | {:invalid_cache_scope, term()}
  | :cache_hints_not_allowed


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cacheable_method?(method)



        
          
        

    

  


  

      

          @spec cacheable_method?(term()) :: boolean()


      


Returns whether a method has a cacheable complete result in MCP 2026-07-28.

  



  
    
      
    
    
      methods()



        
          
        

    

  


  

      

          @spec methods() :: [String.t()]


      


Returns the schema-defined methods whose complete results carry cache hints.

  



  
    
      
    
    
      validate(method, arg2, result)



        
          
        

    

  


  

      

          @spec validate(term(), result_kind(), map()) :: :ok | {:error, validation_error()}


      


Validates cache hints for a classified modern result.

  


        

      


  

    
ExMCP.Protocol.ErrorCodes 
    



      
JSON-RPC 2.0 and MCP-specific error codes.
This module provides constants and helper functions for working with
error codes in the MCP protocol. All error codes follow the JSON-RPC 2.0
specification with MCP-specific extensions.
Standard JSON-RPC 2.0 Error Codes
	-32700 - Parse error: Invalid JSON was received
	-32600 - Invalid Request: The JSON sent is not a valid Request object
	-32601 - Method not found: The method does not exist or is not available
	-32602 - Invalid params: Invalid method parameter(s)
	-32603 - Internal error: Internal JSON-RPC error

MCP-Specific Error Codes
	-32001 - Request cancelled: The request was cancelled by the client
	-32002 - Resource not found on legacy MCP versions
	-32003 - Consent denied: User denied consent for the operation
	-32020 - Header mismatch
	-32021 - Missing required client capability
	-32022 - Unsupported protocol version
	-32000 - Generic server error: Catch-all for server-side errors

ExMCP-local Error Codes
	-31002 - Consent required
	-31003 - Prompt processing error

Compatibility note
-32002 and -32042 are historical MCP codes. Legacy peers remain
decodable, but modern emitters use -32602 for a missing resource and must
not emit -32042. ExMCP-local consent and prompt errors live outside the
JSON-RPC reserved range so they cannot be confused with peer protocol
errors.
Usage
iex> ExMCP.Protocol.ErrorCodes.invalid_params()
-32602

iex> ExMCP.Protocol.ErrorCodes.error_message(:invalid_params)
"Invalid params"

iex> ExMCP.Protocol.ErrorCodes.is_protocol_error?(-32602)
true

      


      
        Summary


  
    Functions
  


    
      
        application_error?(code)

      


        Checks if the code is an ExMCP-local application error.



    


    
      
        code_for(atom, version_or_era)

      


        Returns an error code using the negotiated version for era-sensitive errors.



    


    
      
        consent_denied()

      


        Consent denied: User denied consent for the operation



    


    
      
        consent_required()

      


        Consent required: User consent is required for the operation.



    


    
      
        error_message(code)

      


        Returns a human-readable error message for the given error code or atom.



    


    
      
        error_response(code_or_atom, custom_message \\ nil)

      


        Creates an error response map with the given code and message.



    


    
      
        error_response_for_version(atom, version_or_era, custom_message \\ nil)

      


        Builds a version-aware error response for era-sensitive MCP errors.



    


    
      
        header_mismatch()

      


        Header mismatch between negotiated protocol state and the request



    


    
      
        internal_error()

      


        Internal error: Internal JSON-RPC error



    


    
      
        invalid_params()

      


        Invalid params: Invalid method parameter(s)



    


    
      
        invalid_request()

      


        Invalid Request: The JSON sent is not a valid Request object



    


    
      
        is_mcp_error?(code)

      


        Checks if the given error code is an MCP-specific error.



    


    
      
        is_protocol_error?(code)

      


        Checks if the given error code is a standard JSON-RPC protocol error.



    


    
      
        legacy_consent_required()

          deprecated

      


        Legacy ExMCP consent-required code retained only for decoding old local errors.



    


    
      
        method_not_found()

      


        Method not found: The method does not exist or is not available



    


    
      
        missing_required_client_capability()

      


        A required client capability was not declared



    


    
      
        parse_error()

      


        Parse error: Invalid JSON was received by the server



    


    
      
        prompt_error()

      


        ExMCP-local prompt processing error



    


    
      
        request_cancelled()

      


        Request cancelled: The request was cancelled by the client



    


    
      
        resource_not_found()

          deprecated

      


        Legacy resource-not-found code used by MCP 2025-11-25 and earlier.



    


    
      
        resource_not_found(version)

      


        Returns the resource-not-found code appropriate for a protocol era or version.



    


    
      
        resource_not_found_code?(code, version)

      


        Returns whether a code represents resource-not-found for the given era.



    


    
      
        server_error()

      


        Generic server error: Catch-all for server-side errors



    


    
      
        unsupported_protocol_version()

      


        The requested protocol version is not supported



    


    
      
        url_elicitation_required()

          deprecated

      


        Legacy URL-elicitation-required code from MCP 2025-11-25.



    


    
      
        url_elicitation_required(version)

      


        Returns the URL-elicitation code for legacy peers and rejects modern emission.



    





      


      
        Functions


        


  
    
      
    
    
      application_error?(code)



        
          
        

    

  


  

      

          @spec application_error?(integer()) :: boolean()


      


Checks if the code is an ExMCP-local application error.

  



  
    
      
    
    
      code_for(atom, version_or_era)



        
          
        

    

  


  

      

          @spec code_for(atom(), :legacy | :modern | String.t()) ::
  integer() | {:error, :retired_error_code}


      


Returns an error code using the negotiated version for era-sensitive errors.

  



  
    
      
    
    
      consent_denied()



        
          
        

    

  


  

Consent denied: User denied consent for the operation

  



  
    
      
    
    
      consent_required()



        
          
        

    

  


  

Consent required: User consent is required for the operation.
This is an ExMCP-local application error, not an MCP protocol error.

  



  
    
      
    
    
      error_message(code)



        
          
        

    

  


  

      

          @spec error_message(integer() | atom()) :: String.t()


      


Returns a human-readable error message for the given error code or atom.
Examples
iex> ExMCP.Protocol.ErrorCodes.error_message(-32602)
"Invalid params"

iex> ExMCP.Protocol.ErrorCodes.error_message(:invalid_params)
"Invalid params"

  



    

  
    
      
    
    
      error_response(code_or_atom, custom_message \\ nil)



        
          
        

    

  


  

      

          @spec error_response(atom() | integer(), String.t() | nil) :: map()


      


Creates an error response map with the given code and message.
Examples
iex> ExMCP.Protocol.ErrorCodes.error_response(:invalid_params, "Missing required field: name")
%{code: -32602, message: "Invalid params: Missing required field: name"}

  



    

  
    
      
    
    
      error_response_for_version(atom, version_or_era, custom_message \\ nil)



        
          
        

    

  


  

      

          @spec error_response_for_version(
  atom(),
  :legacy | :modern | String.t(),
  String.t() | nil
) ::
  map() | {:error, :retired_error_code}


      


Builds a version-aware error response for era-sensitive MCP errors.

  



  
    
      
    
    
      header_mismatch()



        
          
        

    

  


  

Header mismatch between negotiated protocol state and the request

  



  
    
      
    
    
      internal_error()



        
          
        

    

  


  

Internal error: Internal JSON-RPC error

  



  
    
      
    
    
      invalid_params()



        
          
        

    

  


  

Invalid params: Invalid method parameter(s)

  



  
    
      
    
    
      invalid_request()



        
          
        

    

  


  

Invalid Request: The JSON sent is not a valid Request object

  



  
    
      
    
    
      is_mcp_error?(code)



        
          
        

    

  


  

      

          @spec is_mcp_error?(integer()) :: boolean()


      


Checks if the given error code is an MCP-specific error.
Examples
iex> ExMCP.Protocol.ErrorCodes.is_mcp_error?(-32001)
true

iex> ExMCP.Protocol.ErrorCodes.is_mcp_error?(-32602)
false

  



  
    
      
    
    
      is_protocol_error?(code)



        
          
        

    

  


  

      

          @spec is_protocol_error?(integer()) :: boolean()


      


Checks if the given error code is a standard JSON-RPC protocol error.
Examples
iex> ExMCP.Protocol.ErrorCodes.is_protocol_error?(-32602)
true

iex> ExMCP.Protocol.ErrorCodes.is_protocol_error?(-32001)
false

  



  
    
      
    
    
      legacy_consent_required()



        
          
        

    

  


    
      This function is deprecated. Use consent_required/0; -32002 is reserved as a historical MCP code.
    


  

Legacy ExMCP consent-required code retained only for decoding old local errors.

  



  
    
      
    
    
      method_not_found()



        
          
        

    

  


  

Method not found: The method does not exist or is not available

  



  
    
      
    
    
      missing_required_client_capability()



        
          
        

    

  


  

A required client capability was not declared

  



  
    
      
    
    
      parse_error()



        
          
        

    

  


  

Parse error: Invalid JSON was received by the server

  



  
    
      
    
    
      prompt_error()



        
          
        

    

  


  

ExMCP-local prompt processing error

  



  
    
      
    
    
      request_cancelled()



        
          
        

    

  


  

Request cancelled: The request was cancelled by the client

  



  
    
      
    
    
      resource_not_found()



        
          
        

    

  


    
      This function is deprecated. Use resource_not_found/1 so modern peers receive -32602.
    


  

Legacy resource-not-found code used by MCP 2025-11-25 and earlier.
New code should call resource_not_found/1 with the negotiated version or
protocol era.

  



  
    
      
    
    
      resource_not_found(version)



        
          
        

    

  


  

      

          @spec resource_not_found(:legacy | :modern | String.t()) :: integer()


      


Returns the resource-not-found code appropriate for a protocol era or version.

  



  
    
      
    
    
      resource_not_found_code?(code, version)



        
          
        

    

  


  

      

          @spec resource_not_found_code?(integer(), :legacy | :modern | :unknown | String.t()) ::
  boolean()


      


Returns whether a code represents resource-not-found for the given era.
:unknown accepts both encodings for clients that have not established the
peer's protocol era yet.

  



  
    
      
    
    
      server_error()



        
          
        

    

  


  

Generic server error: Catch-all for server-side errors

  



  
    
      
    
    
      unsupported_protocol_version()



        
          
        

    

  


  

The requested protocol version is not supported

  



  
    
      
    
    
      url_elicitation_required()



        
          
        

    

  


    
      This function is deprecated. MCP 2026-07-28 retired -32042; use MRTR for modern peers.
    


  

Legacy URL-elicitation-required code from MCP 2025-11-25.

  



  
    
      
    
    
      url_elicitation_required(version)



        
          
        

    

  


  

      

          @spec url_elicitation_required(:legacy | :modern | String.t()) ::
  integer() | {:error, :retired_error_code}


      


Returns the URL-elicitation code for legacy peers and rejects modern emission.

  


        

      


  

    
ExMCP.Protocol.Meta 
    



      
Builds and validates MCP _meta objects.
MCP 2026-07-28 moves protocol version and client capabilities into every
request. This module owns those reserved fields and the common metadata key
grammar so outbound and inbound paths cannot drift.

      


      
        Summary


  
    Types
  


    
      
        kind()

      


    


    
      
        validation_error()

      


    





  
    Functions
  


    
      
        build_request_meta(meta, protocol_version, client_capabilities, opts \\ [])

      


        Builds the metadata required on a modern request.



    


    
      
        client_capabilities_key()

      


        Returns the reserved per-request client-capabilities key.



    


    
      
        parse(meta, atom)

      


        Parses a _meta object according to its message kind.



    


    
      
        parse_notification_meta(meta)

      


        Parses optional notification metadata.



    


    
      
        parse_request_meta(meta)

      


        Parses and validates metadata on a modern request.



    


    
      
        parse_result_meta(meta)

      


        Parses optional result metadata.



    


    
      
        protocol_version_key()

      


        Returns the reserved request protocol-version key.



    


    
      
        reserved_key?(key)

      


        Returns whether a key's prefix is reserved for MCP protocol use.



    


    
      
        valid_key?(key)

      


        Returns whether a metadata key follows the MCP key grammar.



    


    
      
        validate(meta)

      


        Validates the keys of a metadata object.



    





      


      
        Types


        


  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() :: :request | :notification | :result


      



  



  
    
      
    
    
      validation_error()



        
          
        

    

  


  

      

          @type validation_error() ::
  {:invalid_meta, :not_an_object}
  | {:invalid_meta_key, term()}
  | {:missing_meta_field, String.t()}
  | {:invalid_meta_field, String.t()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build_request_meta(meta, protocol_version, client_capabilities, opts \\ [])



        
          
        

    

  


  

      

          @spec build_request_meta(map(), String.t(), map(), keyword()) ::
  {:ok, map()} | {:error, validation_error()}


      


Builds the metadata required on a modern request.
Caller metadata is preserved after key validation. ExMCP always overwrites
protocolVersion, clientCapabilities, and clientInfo with the connection
values supplied here. Optional W3C trace-context fields may be supplied via
:trace_context.

  



  
    
      
    
    
      client_capabilities_key()



        
          
        

    

  


  

      

          @spec client_capabilities_key() :: String.t()


      


Returns the reserved per-request client-capabilities key.

  



  
    
      
    
    
      parse(meta, atom)



        
          
        

    

  


  

      

          @spec parse(map() | nil, kind()) :: {:ok, map()} | {:error, validation_error()}


      


Parses a _meta object according to its message kind.

  



  
    
      
    
    
      parse_notification_meta(meta)



        
          
        

    

  


  

      

          @spec parse_notification_meta(map() | nil) ::
  {:ok, map()} | {:error, validation_error()}


      


Parses optional notification metadata.

  



  
    
      
    
    
      parse_request_meta(meta)



        
          
        

    

  


  

      

          @spec parse_request_meta(map()) :: {:ok, map()} | {:error, validation_error()}


      


Parses and validates metadata on a modern request.

  



  
    
      
    
    
      parse_result_meta(meta)



        
          
        

    

  


  

      

          @spec parse_result_meta(map() | nil) :: {:ok, map()} | {:error, validation_error()}


      


Parses optional result metadata.

  



  
    
      
    
    
      protocol_version_key()



        
          
        

    

  


  

      

          @spec protocol_version_key() :: String.t()


      


Returns the reserved request protocol-version key.

  



  
    
      
    
    
      reserved_key?(key)



        
          
        

    

  


  

      

          @spec reserved_key?(term()) :: boolean()


      


Returns whether a key's prefix is reserved for MCP protocol use.

  



  
    
      
    
    
      valid_key?(key)



        
          
        

    

  


  

      

          @spec valid_key?(term()) :: boolean()


      


Returns whether a metadata key follows the MCP key grammar.

  



  
    
      
    
    
      validate(meta)



        
          
        

    

  


  

      

          @spec validate(map()) :: :ok | {:error, validation_error()}


      


Validates the keys of a metadata object.

  


        

      


  

    
ExMCP.Protocol.Methods 
    



      
Canonical registry of MCP methods understood by ExMCP.
Every row records the method name, its inclusive version bounds, whether it
is a request or notification, and the consumer-specific handler functions.
Consumers derive their dispatch maps and version gates from this registry so
method additions do not require parallel string tables.
Unknown methods remain version-available for backward compatibility; the
individual dispatchers still decide whether to invoke a custom-method hook or
return Method not found.

      


      
        Summary


  
    Types
  


    
      
        consumer()

      


    


    
      
        handlers()

      


    


    
      
        kind()

      


    


    
      
        row()

      


    


    
      
        version()

      


    





  
    Functions
  


    
      
        available?(method, version)

      


        Checks the version bounds for a known method. Unknown methods remain allowed.



    


    
      
        handler_map(consumer)

      


        Returns a method-to-handler map for a specific dispatcher.



    


    
      
        introduced_request_methods(version)

      


        Returns request methods introduced by a version after the base revision.



    


    
      
        methods_for(consumer)

      


        Returns the methods handled by a specific dispatcher.



    


    
      
        notification_methods(version)

      


        Returns the notification methods available in a version.



    


    
      
        rows()

      


        Returns every canonical method row.



    





      


      
        Types


        


  
    
      
    
    
      consumer()



        
          
        

    

  


  

      

          @type consumer() :: :server_dispatch | :message_processor | :request_processor


      



  



  
    
      
    
    
      handlers()



        
          
        

    

  


  

      

          @type handlers() :: %{optional(consumer()) => atom()}


      



  



  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() :: :request | :notification


      



  



  
    
      
    
    
      row()



        
          
        

    

  


  

      

          @type row() :: {String.t(), version(), version() | nil, kind(), handlers()}


      



  



  
    
      
    
    
      version()



        
          
        

    

  


  

      

          @type version() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      available?(method, version)



        
          
        

    

  


  

      

          @spec available?(String.t(), version()) :: boolean()


      


Checks the version bounds for a known method. Unknown methods remain allowed.

  



  
    
      
    
    
      handler_map(consumer)



        
          
        

    

  


  

      

          @spec handler_map(consumer()) :: %{required(String.t()) => atom()}


      


Returns a method-to-handler map for a specific dispatcher.

  



  
    
      
    
    
      introduced_request_methods(version)



        
          
        

    

  


  

      

          @spec introduced_request_methods(version()) :: [String.t()]


      


Returns request methods introduced by a version after the base revision.

  



  
    
      
    
    
      methods_for(consumer)



        
          
        

    

  


  

      

          @spec methods_for(consumer()) :: [String.t()]


      


Returns the methods handled by a specific dispatcher.

  



  
    
      
    
    
      notification_methods(version)



        
          
        

    

  


  

      

          @spec notification_methods(version()) :: [String.t()]


      


Returns the notification methods available in a version.

  



  
    
      
    
    
      rows()



        
          
        

    

  


  

      

          @spec rows() :: [row()]


      


Returns every canonical method row.

  


        

      


  

    
ExMCP.Protocol.RequestProcessor 
    



      
Processes JSON-RPC requests for MCP servers.
This module handles:
	Request routing based on method name
	Standard MCP method implementations
	Delegation to custom handlers
	Response building for each method type

Supported Methods
	initialize - Protocol handshake and capability negotiation
	tools/list - List available tools
	tools/call - Execute a tool
	resources/list - List available resources
	resources/read - Read a resource
	prompts/list - List available prompts
	prompts/get - Get a prompt
	notifications/initialized - Client initialization complete


      


      
        Summary


  
    Types
  


    
      
        process_result()

      


    


    
      
        request()

      


    


    
      
        state()

      


    





  
    Functions
  


    
      
        process(request, state)

      


        Processes a JSON-RPC request and returns the appropriate response.



    





      


      
        Types


        


  
    
      
    
    
      process_result()



        
          
        

    

  


  

      

          @type process_result() ::
  {:response, map(), state()} | {:notification, state()} | {:async, state()}


      



  



  
    
      
    
    
      request()



        
          
        

    

  


  

      

          @type request() :: map()


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: map()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      process(request, state)



        
          
        

    

  


  

      

          @spec process(request(), state()) :: process_result()


      


Processes a JSON-RPC request and returns the appropriate response.
Returns:
	{:response, response_map, new_state} - Synchronous response
	{:notification, new_state} - For notifications (no response needed)
	{:async, new_state} - For async operations (response sent separately)

Examples
iex> request = %{"method" => "tools/list", "id" => 123}
iex> RequestProcessor.process(request, state)
{:response, %{"jsonrpc" => "2.0", "id" => 123, "result" => %{"tools" => []}}, state}

  


        

      


  

    
ExMCP.Protocol.RequestTracker 
    



      
Manages tracking of pending requests and cancellations for MCP servers.
This module provides functionality to:
	Track pending requests with their associated GenServer from references
	Track cancelled request IDs
	Handle request completion and cancellation
	Query pending request status

The tracker maintains two data structures:
	pending_requests: Map of request_id => from (GenServer reference)
	cancelled_requests: MapSet of cancelled request_ids


      


      
        Summary


  
    Types
  


    
      
        from()

      


    


    
      
        request_id()

      


    


    
      
        state()

      


    





  
    Functions
  


    
      
        cancel_request(request_id, state)

      


        Marks a request as cancelled.



    


    
      
        cancelled?(request_id, state)

      


        Checks if a request has been cancelled.



    


    
      
        complete_request(request_id, state)

      


        Completes a pending request by removing it from tracking.



    


    
      
        get_pending_request(request_id, state)

      


        Gets the from reference for a pending request.



    


    
      
        get_pending_request_ids(state)

      


        Gets all pending request IDs.



    


    
      
        handle_cancellation(request_id, state)

      


        Handles a cancellation notification.



    


    
      
        init()

      


        Initializes request tracker state.



    


    
      
        init_state(state)

      


        Merges request tracker state into existing state map.



    


    
      
        process_if_not_cancelled(request_id, from, state)

      


        Processes a request with cancellation checking.



    


    
      
        track_request(request_id, from, state)

      


        Tracks a new pending request.



    





      


      
        Types


        


  
    
      
    
    
      from()



        
          
        

    

  


  

      

          @type from() :: GenServer.from()


      



  



  
    
      
    
    
      request_id()



        
          
        

    

  


  

      

          @type request_id() :: String.t() | integer()


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: map()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cancel_request(request_id, state)



        
          
        

    

  


  

      

          @spec cancel_request(request_id(), state()) :: state()


      


Marks a request as cancelled.
Adds the request_id to the cancelled_requests set.
Examples
iex> state = RequestTracker.init()
iex> new_state = RequestTracker.cancel_request("req-123", state)
iex> RequestTracker.cancelled?("req-123", new_state)
true

  



  
    
      
    
    
      cancelled?(request_id, state)



        
          
        

    

  


  

      

          @spec cancelled?(request_id(), state()) :: boolean()


      


Checks if a request has been cancelled.
Examples
iex> state = %{cancelled_requests: MapSet.new(["req-123"])}
iex> RequestTracker.cancelled?("req-123", state)
true

iex> RequestTracker.cancelled?("req-456", state)
false

  



  
    
      
    
    
      complete_request(request_id, state)



        
          
        

    

  


  

      

          @spec complete_request(request_id(), state()) :: state()


      


Completes a pending request by removing it from tracking.
Examples
iex> state = %{pending_requests: %{"req-123" => {self(), :tag}}, cancelled_requests: MapSet.new()}
iex> new_state = RequestTracker.complete_request("req-123", state)
iex> Map.has_key?(new_state.pending_requests, "req-123")
false

  



  
    
      
    
    
      get_pending_request(request_id, state)



        
          
        

    

  


  

      

          @spec get_pending_request(request_id(), state()) :: {:ok, from()} | :error


      


Gets the from reference for a pending request.
Returns {:ok, from} if found, :error if not found.
Examples
iex> from = {self(), :tag}
iex> state = %{pending_requests: %{"req-123" => from}}
iex> RequestTracker.get_pending_request("req-123", state)
{:ok, from}

iex> RequestTracker.get_pending_request("req-456", state)
:error

  



  
    
      
    
    
      get_pending_request_ids(state)



        
          
        

    

  


  

      

          @spec get_pending_request_ids(state()) :: [request_id()]


      


Gets all pending request IDs.
Examples
iex> state = %{pending_requests: %{"req-123" => {self(), :tag}, "req-456" => {self(), :tag2}}}
iex> RequestTracker.get_pending_request_ids(state) |> Enum.sort()
["req-123", "req-456"]

  



  
    
      
    
    
      handle_cancellation(request_id, state)



        
          
        

    

  


  

      

          @spec handle_cancellation(request_id(), state()) ::
  {:reply, from(), state()} | {:noreply, state()}


      


Handles a cancellation notification.
If the request is still pending:
	Marks it as cancelled
	Removes it from pending
	Returns {:reply, from} to send cancellation reply

If the request is not pending:
	Just marks it as cancelled
	Returns {:noreply, state}

Examples
iex> from = {self(), :tag}
iex> state = RequestTracker.init() |> RequestTracker.track_request("req-123", from)
iex> {action, data, new_state} = RequestTracker.handle_cancellation("req-123", state)
iex> action
:reply
iex> data
from
iex> RequestTracker.cancelled?("req-123", new_state)
true

  



  
    
      
    
    
      init()



        
          
        

    

  


  

      

          @spec init() :: map()


      


Initializes request tracker state.
Returns a map with empty pending_requests and cancelled_requests.
Examples
iex> RequestTracker.init()
%{pending_requests: %{}, cancelled_requests: MapSet.new()}

  



  
    
      
    
    
      init_state(state)



        
          
        

    

  


  

      

          @spec init_state(map()) :: map()


      


Merges request tracker state into existing state map.
Examples
iex> RequestTracker.init_state(%{foo: "bar"})
%{foo: "bar", pending_requests: %{}, cancelled_requests: MapSet.new()}

  



  
    
      
    
    
      process_if_not_cancelled(request_id, from, state)



        
          
        

    

  


  

      

          @spec process_if_not_cancelled(request_id(), from(), state()) ::
  {:ok, state()} | {:cancelled, state()}


      


Processes a request with cancellation checking.
This is a convenience function that:
	Checks if the request is already cancelled
	If not, tracks it as pending
	Returns appropriate response

Examples
iex> state = RequestTracker.init() |> RequestTracker.cancel_request("req-123")
iex> RequestTracker.process_if_not_cancelled("req-123", {self(), :tag}, state)
{:cancelled, state}

iex> state = RequestTracker.init()
iex> {:ok, new_state} = RequestTracker.process_if_not_cancelled("req-456", {self(), :tag}, state)
iex> Map.has_key?(new_state.pending_requests, "req-456")
true

  



  
    
      
    
    
      track_request(request_id, from, state)



        
          
        

    

  


  

      

          @spec track_request(request_id(), from(), state()) :: state()


      


Tracks a new pending request.
Adds the request_id and from reference to pending_requests.
Examples
iex> state = RequestTracker.init()
iex> new_state = RequestTracker.track_request("req-123", {self(), :tag}, state)
iex> Map.has_key?(new_state.pending_requests, "req-123")
true

  


        

      


  

    
ExMCP.Protocol.ResponseBuilder 
    



      
Utility module for building JSON-RPC 2.0 responses in MCP.
This module centralizes all response building logic to ensure consistency
across the codebase and reduce duplication.

      


      
        Summary


  
    Functions
  


    
      
        build_batch_error(protocol_version \\ "2025-06-18")

      


        Builds a batch response error (when batch requests are not supported).



    


    
      
        build_error_response(error, id)

      


        Builds an error JSON-RPC response.



    


    
      
        build_error_response(code, message, data \\ nil, id)

      


    


    
      
        build_mcp_error(error_atom, id, custom_message \\ nil, data \\ nil)

      


        Builds a standard MCP error response using error code atoms.



    


    
      
        build_notification(method, params)

      


        Builds a JSON-RPC notification (no id field).



    


    
      
        build_request(method, params, id)

      


        Builds a JSON-RPC request for legacy or compatibility paths.



    


    
      
        build_success_response(result, id)

      


        Builds a successful JSON-RPC response.



    


    
      
        build_tool_error(error_text, is_error \\ true, id)

      


        Builds a tool error response with proper MCP structure.



    


    
      
        error_response?(response)

      


        Checks if a response is an error response.



    


    
      
        notification?(message)

      


        Checks if a response is a notification (has no id).



    





      


      
        Functions


        


    

  
    
      
    
    
      build_batch_error(protocol_version \\ "2025-06-18")



        
          
        

    

  


  

      

          @spec build_batch_error(String.t()) :: map()


      


Builds a batch response error (when batch requests are not supported).
Examples
iex> ResponseBuilder.build_batch_error("2025-06-18")
%{
  "jsonrpc" => "2.0",
  "id" => nil,
  "error" => %{
    "code" => -32600,
    "message" => "Batch requests are not supported in protocol version 2025-06-18"
  }
}

  



  
    
      
    
    
      build_error_response(error, id)



        
          
        

    

  


  

Builds an error JSON-RPC response.
Accepts either raw parameters or an ExMCP.Error struct.
Examples
iex> ResponseBuilder.build_error_response(-32601, "Method not found", nil, 123)
%{
  "jsonrpc" => "2.0",
  "id" => 123,
  "error" => %{
    "code" => -32601,
    "message" => "Method not found"
  }
}

iex> ResponseBuilder.build_error_response(-32602, "Invalid params", %{"expected" => "string"}, 123)
%{
  "jsonrpc" => "2.0",
  "id" => 123,
  "error" => %{
    "code" => -32602,
    "message" => "Invalid params",
    "data" => %{"expected" => "string"}
  }
}

iex> error = %ExMCP.Error.ProtocolError{code: -32601, message: "Method not found"}
iex> ResponseBuilder.build_error_response(error, 123)
%{
  "jsonrpc" => "2.0",
  "id" => 123,
  "error" => %{
    "code" => -32601,
    "message" => "Method not found"
  }
}

  



    

  
    
      
    
    
      build_error_response(code, message, data \\ nil, id)



        
          
        

    

  


  

      

          @spec build_error_response(integer() | struct(), String.t() | any(), any(), any()) ::
  map()


      



  



    

    

  
    
      
    
    
      build_mcp_error(error_atom, id, custom_message \\ nil, data \\ nil)



        
          
        

    

  


  

      

          @spec build_mcp_error(atom(), any(), String.t() | nil, any()) :: map()


      


Builds a standard MCP error response using error code atoms.
Examples
iex> ResponseBuilder.build_mcp_error(:method_not_found, 123)
%{
  "jsonrpc" => "2.0",
  "id" => 123,
  "error" => %{
    "code" => -32601,
    "message" => "Method not found"
  }
}

iex> ResponseBuilder.build_mcp_error(:invalid_params, 123, "Missing required field")
%{
  "jsonrpc" => "2.0",
  "id" => 123,
  "error" => %{
    "code" => -32602,
    "message" => "Missing required field"
  }
}

  



  
    
      
    
    
      build_notification(method, params)



        
          
        

    

  


  

      

          @spec build_notification(String.t(), map()) :: map()


      


Builds a JSON-RPC notification (no id field).
Examples
iex> ResponseBuilder.build_notification("resources/list_changed", %{})
%{
  "jsonrpc" => "2.0",
  "method" => "resources/list_changed",
  "params" => %{}
}

  



  
    
      
    
    
      build_request(method, params, id)



        
          
        

    

  


  

      

          @spec build_request(String.t(), map(), any()) :: map()


      


Builds a JSON-RPC request for legacy or compatibility paths.
Independent server-to-client requests belong to initialize-based MCP
revisions. A modern MCP 2026-07-28 server should return an input_required
MRTR result when it needs client input.
Examples
iex> ResponseBuilder.build_request("tools/call", %{"name" => "test"}, "req-123")
%{
  "jsonrpc" => "2.0",
  "id" => "req-123",
  "method" => "tools/call",
  "params" => %{"name" => "test"}
}

  



  
    
      
    
    
      build_success_response(result, id)



        
          
        

    

  


  

      

          @spec build_success_response(any(), any()) :: map()


      


Builds a successful JSON-RPC response.
Examples
iex> ResponseBuilder.build_success_response(%{"tools" => []}, 123)
%{
  "jsonrpc" => "2.0",
  "id" => 123,
  "result" => %{"tools" => []}
}

  



    

  
    
      
    
    
      build_tool_error(error_text, is_error \\ true, id)



        
          
        

    

  


  

      

          @spec build_tool_error(String.t(), boolean(), any()) :: map()


      


Builds a tool error response with proper MCP structure.
Examples
iex> ResponseBuilder.build_tool_error("Tool execution failed", true, 123)
%{
  "jsonrpc" => "2.0",
  "id" => 123,
  "result" => %{
    "content" => [
      %{
        "type" => "text",
        "text" => "Tool execution failed"
      }
    ],
    "isError" => true
  }
}

  



  
    
      
    
    
      error_response?(response)



        
          
        

    

  


  

      

          @spec error_response?(map()) :: boolean()


      


Checks if a response is an error response.
Examples
iex> ResponseBuilder.error_response?(%{"error" => %{"code" => -32601}})
true

iex> ResponseBuilder.error_response?(%{"result" => %{}})
false

  



  
    
      
    
    
      notification?(message)



        
          
        

    

  


  

      

          @spec notification?(map()) :: boolean()


      


Checks if a response is a notification (has no id).
Examples
iex> ResponseBuilder.notification?(%{"jsonrpc" => "2.0", "method" => "test"})
true

iex> ResponseBuilder.notification?(%{"jsonrpc" => "2.0", "id" => 1, "method" => "test"})
false

  


        

      


  

    
ExMCP.Protocol.ResultEnvelope 
    



      
Classifies result envelopes according to the negotiated MCP protocol era.
Legacy peers may omit resultType; modern and unnegotiated peers may not.
Extension result types are accepted only when the caller explicitly lists
them as negotiated.

      


      
        Summary


  
    Types
  


    
      
        classification_error()

      


    


    
      
        result_kind()

      


    





  
    Functions
  


    
      
        classify(result, version_or_era, opts \\ [])

      


        Classifies a result without changing its wire representation.



    


    
      
        validate(result, version_or_era, opts \\ [])

      


        Validates a result and returns it unchanged with its classification.



    





      


      
        Types


        


  
    
      
    
    
      classification_error()



        
          
        

    

  


  

      

          @type classification_error() ::
  :result_must_be_object
  | :missing_result_type
  | {:invalid_result_type, term()}
  | {:unknown_result_type, String.t()}
  | ExMCP.Protocol.CacheableResult.validation_error()


      



  



  
    
      
    
    
      result_kind()



        
          
        

    

  


  

      

          @type result_kind() :: :complete | :input_required | {:extension, String.t()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      classify(result, version_or_era, opts \\ [])



        
          
        

    

  


  

      

          @spec classify(map(), :legacy | :modern | :unknown | String.t() | nil, keyword()) ::
  {:ok, result_kind()} | {:error, classification_error()}


      


Classifies a result without changing its wire representation.

  



    

  
    
      
    
    
      validate(result, version_or_era, opts \\ [])



        
          
        

    

  


  

      

          @spec validate(map(), :legacy | :modern | :unknown | String.t() | nil, keyword()) ::
  {:ok, result_kind(), map()} | {:error, classification_error()}


      


Validates a result and returns it unchanged with its classification.

  


        

      


  

    
ExMCP.Protocol.TraceContext 
    



      
Validates and bounds W3C trace-context fields carried in MCP _meta.
traceparent and tracestate follow the W3C Trace Context wire grammar.
Baggage is bounded before filtering and only explicitly allowlisted baggage
keys are propagated. This module handles wire values only; it does not attach
them to process-global OpenTelemetry state.

      


      
        Summary


  
    Types
  


    
      
        error_key()

      


    





  
    Functions
  


    
      
        keys()

      


        Returns the trace-context keys used in MCP metadata.



    


    
      
        normalize(context)

      


        Validates, bounds, and filters a trace-context map.



    





      


      
        Types


        


  
    
      
    
    
      error_key()



        
          
        

    

  


  

      

          @type error_key() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      keys()



        
          
        

    

  


  

      

          @spec keys() :: [String.t()]


      


Returns the trace-context keys used in MCP metadata.

  



  
    
      
    
    
      normalize(context)



        
          
        

    

  


  

      

          @spec normalize(map()) :: {:ok, map()} | {:error, error_key()}


      


Validates, bounds, and filters a trace-context map.

  


        

      


  

    
ExMCP.Protocol.VersionNegotiator 
    



      
Negotiates legacy MCP revisions during the initialize handshake.
This compatibility API covers the initialize-based revisions from
2024-11-05 through 2025-11-25. MCP 2026-07-28 is wire-incompatible: clients
select it with :protocol_mode and establish it through server/discover,
not through this module. Consequently, latest_version/0 means the newest
legacy revision rather than the latest upstream MCP revision.

      


      
        Summary


  
    Functions
  


    
      
        build_capabilities(negotiated_version)

          deprecated

      


        Build a legacy initialize-result wrapper using the canonical capability registry.



    


    
      
        latest_version()

      


        Get the newest legacy revision supported by initialize negotiation.



    


    
      
        negotiate(client_versions)

      


        Negotiates a legacy protocol revision from the client's offered versions.



    


    
      
        supported?(version)

      


        Checks whether a revision is supported by legacy initialize negotiation.



    


    
      
        supported_versions()

      


        Returns the initialize-compatible legacy revisions.



    





      


      
        Functions


        


  
    
      
    
    
      build_capabilities(negotiated_version)



        
          
        

    

  


    
      This function is deprecated. Use ExMCP.Protocol.Initialize or ExMCP.Server.Capabilities.
    


  

      

          @spec build_capabilities(String.t()) :: map()


      


Build a legacy initialize-result wrapper using the canonical capability registry.
This function is retained as a 1.x compatibility shim. Initialization is
handled by ExMCP's server dispatchers; code that only needs the capability
map should use ExMCP.Server.Capabilities.build_capabilities/2.

  



  
    
      
    
    
      latest_version()



        
          
        

    

  


  

      

          @spec latest_version() :: String.t()


      


Get the newest legacy revision supported by initialize negotiation.
Modern MCP 2026-07-28 uses server/discover and is selected with a protocol
mode instead of this legacy negotiator.

  



  
    
      
    
    
      negotiate(client_versions)



        
          
        

    

  


  

      

          @spec negotiate([String.t()]) :: {:ok, String.t()} | {:error, :no_compatible_version}


      


Negotiates a legacy protocol revision from the client's offered versions.
Takes the client's supported versions and returns the best matching version
that both client and server support.
Parameters
	client_versions - List of protocol versions supported by the client

Returns
	{:ok, version} - Successfully negotiated version
	{:error, :no_compatible_version} - No compatible version found

Examples
iex> ExMCP.Protocol.VersionNegotiator.negotiate(["2025-11-25", "2025-06-18"])
{:ok, "2025-11-25"}

iex> ExMCP.Protocol.VersionNegotiator.negotiate(["2024-01-01"])
{:error, :no_compatible_version}

  



  
    
      
    
    
      supported?(version)



        
          
        

    

  


  

      

          @spec supported?(String.t()) :: boolean()


      


Checks whether a revision is supported by legacy initialize negotiation.

  



  
    
      
    
    
      supported_versions()



        
          
        

    

  


  

      

          @spec supported_versions() :: [String.t()]


      


Returns the initialize-compatible legacy revisions.
Use ExMCP.Types.V20260728 and a modern-enabled :protocol_mode for MCP
2026-07-28 rather than expecting it in this list.

  


        

      


  

    
ExMCP.Registry 
    



      
Registry for managing tools, resources, and prompts in ExMCP.
The Registry provides a centralized way to register and lookup MCP capabilities.
It supports dynamic registration and efficient lookup operations.

      


      
        Summary


  
    Types
  


    
      
        capability()

      


    


    
      
        capability_type()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        list(registry \\ __MODULE__, type)

      


        Lists all capabilities of a given type.



    


    
      
        list_all(registry \\ __MODULE__)

      


        Lists all capabilities.



    


    
      
        lookup(registry \\ __MODULE__, type, name)

      


        Looks up a capability by type and name.



    


    
      
        register(registry \\ __MODULE__, type, name, module, metadata \\ %{})

      


        Registers a capability.



    


    
      
        start_link(opts \\ [])

      


        Starts the registry.



    


    
      
        unregister(registry \\ __MODULE__, type, name)

      


        Unregisters a capability.



    





      


      
        Types


        


  
    
      
    
    
      capability()



        
          
        

    

  


  

      

          @type capability() :: %{
  name: String.t(),
  type: capability_type(),
  module: module(),
  metadata: map()
}


      



  



  
    
      
    
    
      capability_type()



        
          
        

    

  


  

      

          @type capability_type() :: :tool | :resource | :prompt


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      list(registry \\ __MODULE__, type)



        
          
        

    

  


  

      

          @spec list(GenServer.server(), capability_type()) :: [capability()]


      


Lists all capabilities of a given type.

  



    

  
    
      
    
    
      list_all(registry \\ __MODULE__)



        
          
        

    

  


  

      

          @spec list_all(GenServer.server()) :: [capability()]


      


Lists all capabilities.

  



    

  
    
      
    
    
      lookup(registry \\ __MODULE__, type, name)



        
          
        

    

  


  

      

          @spec lookup(GenServer.server(), capability_type(), String.t()) ::
  {:ok, capability()} | {:error, :not_found}


      


Looks up a capability by type and name.

  



    

    

  
    
      
    
    
      register(registry \\ __MODULE__, type, name, module, metadata \\ %{})



        
          
        

    

  


  

      

          @spec register(GenServer.server(), capability_type(), String.t(), module(), map()) ::
  :ok


      


Registers a capability.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the registry.

  



    

  
    
      
    
    
      unregister(registry \\ __MODULE__, type, name)



        
          
        

    

  


  

      

          @spec unregister(GenServer.server(), capability_type(), String.t()) :: :ok


      


Unregisters a capability.

  


        

      


  

    
ExMCP.Reliability 
    



      
Convenience functions for reliability features.
This module provides easy access to reliability patterns
without manual setup.
Examples
# Wrap a function with retry logic
ExMCP.Reliability.with_retry(fn ->
  ExMCP.Client.call_tool(client, "risky_tool", %{})
end)

# Create a circuit-breaker protected function
protected_call = ExMCP.Reliability.protect(fn ->
  external_service_call()
end, failure_threshold: 5)

# Use the protected function
protected_call.()

      


      
        Summary


  
    Functions
  


    
      
        protect(fun, opts \\ [])

      


        Creates a circuit breaker and retry-protected version of a function.



    


    
      
        with_retry(fun, opts \\ [])

      


        See ExMCP.Reliability.Retry.with_retry/2.



    





      


      
        Functions


        


    

  
    
      
    
    
      protect(fun, opts \\ [])



        
          
        

    

  


  

      

          @spec protect(
  function(),
  keyword()
) :: function()


      


Creates a circuit breaker and retry-protected version of a function.
The function will be protected by a circuit breaker and retried
according to the specified options on failure.
Options
	:name - Name for the circuit breaker process
	:failure_threshold - Number of failures before circuit opens (default: 5)
	:success_threshold - Number of successes to close circuit (default: 2)
	:timeout - Timeout for each call (default: 5000)
	:reset_timeout - Time before attempting to close open circuit (default: 30000)
	Plus all retry options from ExMCP.Reliability.Retry.mcp_defaults/1


  



    

  
    
      
    
    
      with_retry(fun, opts \\ [])



        
          
        

    

  


  

See ExMCP.Reliability.Retry.with_retry/2.

  


        

      


  

    
ExMCP.Reliability.CircuitBreaker 
    



      
Circuit breaker GenServer wrapper.
Provides a GenServer-based interface to the circuit breaker pattern for
protecting MCP services from cascading failures.

      


      
        Summary


  
    Types
  


    
      
        options()

      


    





  
    Functions
  


    
      
        call(server, fun)

      


        Executes a function through the circuit breaker.



    


    
      
        call(server, fun, timeout)

      


        Executes a function through the circuit breaker with timeout.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        close(server)

      


        Manually closes the circuit breaker.



    


    
      
        get_state(server)

      


        Gets the current state of the circuit breaker.



    


    
      
        get_stats(server)

      


        Gets circuit breaker statistics.



    


    
      
        open(server)

      


        Manually opens the circuit breaker.



    


    
      
        reset(server)

      


        Resets the circuit breaker to initial state.



    


    
      
        start_link(opts \\ [])

      


        Starts a circuit breaker process.



    


    
      
        trip(server)

      


        Manually trips (opens) the circuit breaker.
Alias for open/1 to match test expectations.



    





      


      
        Types


        


  
    
      
    
    
      options()



        
          
        

    

  


  

      

          @type options() :: [
  failure_threshold: non_neg_integer(),
  success_threshold: non_neg_integer(),
  timeout: non_neg_integer(),
  reset_timeout: non_neg_integer(),
  error_filter: (any() -> boolean())
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      call(server, fun)



        
          
        

    

  


  

      

          @spec call(GenServer.server(), (-> any())) :: any()


      


Executes a function through the circuit breaker.

  



  
    
      
    
    
      call(server, fun, timeout)



        
          
        

    

  


  

      

          @spec call(GenServer.server(), (-> any()), timeout()) :: any()


      


Executes a function through the circuit breaker with timeout.
The function runs in a process spawned by the caller, never inside the
circuit breaker itself: a raising/exiting function can neither crash the
breaker nor block other callers. The breaker only admits the call and
records its outcome. The effective execution timeout is the breaker's
configured :timeout bounded by timeout (this argument).

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      close(server)



        
          
        

    

  


  

      

          @spec close(GenServer.server()) :: :ok


      


Manually closes the circuit breaker.

  



  
    
      
    
    
      get_state(server)



        
          
        

    

  


  

      

          @spec get_state(GenServer.server()) :: ExMCP.Reliability.CircuitBreaker.Core.state()


      


Gets the current state of the circuit breaker.

  



  
    
      
    
    
      get_stats(server)



        
          
        

    

  


  

      

          @spec get_stats(GenServer.server()) :: map()


      


Gets circuit breaker statistics.

  



  
    
      
    
    
      open(server)



        
          
        

    

  


  

      

          @spec open(GenServer.server()) :: :ok


      


Manually opens the circuit breaker.

  



  
    
      
    
    
      reset(server)



        
          
        

    

  


  

      

          @spec reset(GenServer.server()) :: :ok


      


Resets the circuit breaker to initial state.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(options()) :: GenServer.on_start()


      


Starts a circuit breaker process.

  



  
    
      
    
    
      trip(server)



        
          
        

    

  


  

      

          @spec trip(GenServer.server()) :: :ok


      


Manually trips (opens) the circuit breaker.
Alias for open/1 to match test expectations.

  


        

      


  

    
ExMCP.Reliability.CircuitBreaker.Core 
    



      
Pure circuit-breaker state machine used by ExMCP.Reliability.CircuitBreaker.

      


      
        Summary


  
    Types
  


    
      
        config()

      


    


    
      
        state()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        allow_request?(circuit_breaker)

      


        Checks if a request should be allowed based on the current circuit state.



    


    
      
        allow_request_with_state?(circuit_breaker)

      


        Checks if a request should be allowed and returns both the result and updated state.



    


    
      
        force_state(circuit_breaker, new_state)

      


        Forces the circuit breaker to a specific state.



    


    
      
        get_state(circuit_breaker)

      


        Gets the current state of the circuit breaker.



    


    
      
        get_stats(circuit_breaker)

      


        Gets circuit breaker statistics.



    


    
      
        new(config \\ %{})

      


        Creates a new circuit breaker with the given configuration.



    


    
      
        record_failure(circuit_breaker)

      


        Records a failed operation and updates the circuit breaker state.



    


    
      
        record_success(circuit_breaker)

      


        Records a successful operation and updates the circuit breaker state.



    


    
      
        reset(circuit_breaker)

      


        Resets the circuit breaker to its initial state.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: %{
  failure_threshold: non_neg_integer(),
  success_threshold: non_neg_integer(),
  timeout: non_neg_integer(),
  failure_rate_threshold: float(),
  minimum_throughput: non_neg_integer(),
  reset_timeout: non_neg_integer()
}


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: :closed | :open | :half_open


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Reliability.CircuitBreaker.Core{
  config: map(),
  failure_count: non_neg_integer(),
  last_failure_time: integer() | nil,
  last_success_time: integer() | nil,
  opened_at: integer() | nil,
  state: state(),
  stats: map(),
  success_count: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allow_request?(circuit_breaker)



        
          
        

    

  


  

      

          @spec allow_request?(t()) :: boolean()


      


Checks if a request should be allowed based on the current circuit state.

  



  
    
      
    
    
      allow_request_with_state?(circuit_breaker)



        
          
        

    

  


  

      

          @spec allow_request_with_state?(t()) :: {boolean(), t()}


      


Checks if a request should be allowed and returns both the result and updated state.

  



  
    
      
    
    
      force_state(circuit_breaker, new_state)



        
          
        

    

  


  

      

          @spec force_state(t(), state()) :: t()


      


Forces the circuit breaker to a specific state.

  



  
    
      
    
    
      get_state(circuit_breaker)



        
          
        

    

  


  

      

          @spec get_state(t()) :: state()


      


Gets the current state of the circuit breaker.

  



  
    
      
    
    
      get_stats(circuit_breaker)



        
          
        

    

  


  

      

          @spec get_stats(t()) :: map()


      


Gets circuit breaker statistics.

  



    

  
    
      
    
    
      new(config \\ %{})



        
          
        

    

  


  

      

          @spec new(config() | map()) :: t()


      


Creates a new circuit breaker with the given configuration.

  



  
    
      
    
    
      record_failure(circuit_breaker)



        
          
        

    

  


  

      

          @spec record_failure(t()) :: t()


      


Records a failed operation and updates the circuit breaker state.

  



  
    
      
    
    
      record_success(circuit_breaker)



        
          
        

    

  


  

      

          @spec record_success(t()) :: t()


      


Records a successful operation and updates the circuit breaker state.

  



  
    
      
    
    
      reset(circuit_breaker)



        
          
        

    

  


  

      

          @spec reset(t()) :: t()


      


Resets the circuit breaker to its initial state.

  


        

      


  

    
ExMCP.Reliability.HealthCheck 
    



      
Health check system for MCP clients and servers.
Provides proactive health monitoring, automatic failure detection,
and recovery mechanisms for MCP services.
Features
	Periodic health checks with configurable intervals
	Multiple check strategies (ping, capability check, custom)
	Automatic status updates and notifications
	Integration with circuit breakers and retry logic
	Health metrics and history tracking

Usage
# Start health checker for a client
{:ok, checker} = HealthCheck.start_link(
  name: :my_health_check,
  target: client_pid,
  check_interval: 30_000,
  timeout: 5_000,
  failure_threshold: 3,
  recovery_threshold: 2
)

# Get current health status
HealthCheck.get_status(checker)
#=> {:healthy, %{last_check: ~U[...], consecutive_successes: 5}}

# Subscribe to health events
HealthCheck.subscribe(checker)

# Manual health check
HealthCheck.check_now(checker)

      


      
        Summary


  
    Types
  


    
      
        check_result()

      


    


    
      
        status()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        check_now(checker)

      


        Triggers an immediate health check.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_history(checker, limit \\ 10)

      


        Gets health check history.



    


    
      
        get_status(checker)

      


        Gets the current health status.



    


    
      
        mcp_client_check_fn()

      


        Creates a health check function for MCP clients.



    


    
      
        mcp_server_check_fn()

      


        Creates a health check function for MCP servers.



    


    
      
        pause(checker)

      


        Pauses health checks.



    


    
      
        resume(checker)

      


        Resumes health checks.



    


    
      
        start_link(opts)

      


        Starts a health check process.



    


    
      
        subscribe(checker)

      


        Subscribes to health status changes.



    


    
      
        unsubscribe(checker)

      


        Unsubscribes from health status changes.



    





      


      
        Types


        


  
    
      
    
    
      check_result()



        
          
        

    

  


  

      

          @type check_result() :: %{
  status: status(),
  timestamp: DateTime.t(),
  duration_ms: non_neg_integer(),
  details: map()
}


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :healthy | :unhealthy | :degraded | :unknown


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Reliability.HealthCheck{
  check_fn: (any() -> {:ok, map()} | {:error, any()}) | nil,
  check_interval: pos_integer(),
  consecutive_failures: non_neg_integer(),
  consecutive_successes: non_neg_integer(),
  failure_threshold: pos_integer(),
  history: [check_result()],
  last_check_result: check_result() | nil,
  last_check_time: DateTime.t() | nil,
  metadata: map(),
  name: atom(),
  on_status_change: (status(), status() -> any()) | nil,
  recovery_threshold: pos_integer(),
  status: status(),
  subscribers: MapSet.t(pid()),
  target: pid() | atom(),
  timeout: pos_integer(),
  timer_ref: reference() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check_now(checker)



        
          
        

    

  


  

      

          @spec check_now(GenServer.server()) :: check_result()


      


Triggers an immediate health check.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      get_history(checker, limit \\ 10)



        
          
        

    

  


  

      

          @spec get_history(GenServer.server(), pos_integer()) :: [check_result()]


      


Gets health check history.

  



  
    
      
    
    
      get_status(checker)



        
          
        

    

  


  

      

          @spec get_status(GenServer.server()) :: {status(), map()}


      


Gets the current health status.

  



  
    
      
    
    
      mcp_client_check_fn()



        
          
        

    

  


  

      

          @spec mcp_client_check_fn() :: (pid() -> {:ok, map()} | {:error, any()})


      


Creates a health check function for MCP clients.
This function attempts to list tools as a health check.

  



  
    
      
    
    
      mcp_server_check_fn()



        
          
        

    

  


  

      

          @spec mcp_server_check_fn() :: (pid() -> {:ok, map()} | {:error, any()})


      


Creates a health check function for MCP servers.
This function sends an initialize request to check server health.

  



  
    
      
    
    
      pause(checker)



        
          
        

    

  


  

      

          @spec pause(GenServer.server()) :: :ok


      


Pauses health checks.

  



  
    
      
    
    
      resume(checker)



        
          
        

    

  


  

      

          @spec resume(GenServer.server()) :: :ok


      


Resumes health checks.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a health check process.
Options
	:name - Process name (required)
	:target - PID or name of process to check (required)
	:check_fn - Custom check function (optional, defaults to MCP ping)
	:check_interval - Ms between checks (default: 60000)
	:timeout - Check timeout in ms (default: 5000)
	:failure_threshold - Failures before unhealthy (default: 3)
	:recovery_threshold - Successes before healthy (default: 2)
	:on_status_change - Callback for status changes


  



  
    
      
    
    
      subscribe(checker)



        
          
        

    

  


  

      

          @spec subscribe(GenServer.server()) :: :ok


      


Subscribes to health status changes.
Subscribers receive messages: {:health_status_changed, old_status, new_status, metadata}

  



  
    
      
    
    
      unsubscribe(checker)



        
          
        

    

  


  

      

          @spec unsubscribe(GenServer.server()) :: :ok


      


Unsubscribes from health status changes.

  


        

      


  

    
ExMCP.Reliability.Retry 
    



      
Retry logic with exponential backoff for MCP operations.
Provides configurable retry strategies to handle transient failures
in distributed systems. Supports exponential backoff with jitter
to prevent thundering herd problems.
Usage
# Simple retry with defaults
Retry.with_retry(fn ->
  ExMCP.Client.call_tool(client, "tool", %{})
end)

# Custom configuration
Retry.with_retry(
  fn -> risky_operation() end,
  max_attempts: 5,
  initial_delay: 100,
  max_delay: 10_000,
  backoff_factor: 2,
  jitter: true
)

# With custom retry condition
Retry.with_retry(
  fn -> http_request() end,
  should_retry?: fn
    {:error, %{status: status}} when status in 500..599 -> true
    {:error, :timeout} -> true
    _ -> false
  end
)
Strategies
	Exponential backoff: Delay increases exponentially with each attempt
	Jitter: Random variation to prevent synchronized retries
	Circuit breaker integration: Can be combined with circuit breakers


      


      
        Summary


  
    Types
  


    
      
        retry_opts()

      


    





  
    Functions
  


    
      
        calculate_delay(attempt, opts \\ [])

      


        Calculates the delay for a given attempt using exponential backoff.



    


    
      
        mcp_defaults(overrides \\ [])

      


        Retry configuration specifically for MCP operations.



    


    
      
        merge_policies(client_defaults, operation_overrides)

      


        Merges client default retry policy with operation-specific overrides.



    


    
      
        with_fallback(functions, opts \\ [])

      


        Executes multiple operations with retry, stopping on first success.



    


    
      
        with_linear_retry(fun, opts \\ [])

      


        Executes a function with linear retry (fixed delay).



    


    
      
        with_retry(fun, opts \\ [])

      


        Executes a function with retry logic.



    


    
      
        wrap(fun, opts \\ [])

      


        Creates a retry-wrapped version of a function.



    





      


      
        Types


        


  
    
      
    
    
      retry_opts()



        
          
        

    

  


  

      

          @type retry_opts() :: [
  max_attempts: pos_integer(),
  initial_delay: pos_integer(),
  max_delay: pos_integer(),
  backoff_factor: number(),
  jitter: boolean(),
  should_retry?: (any() -> boolean()),
  on_retry: (pos_integer(), any() -> any())
]


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      calculate_delay(attempt, opts \\ [])



        
          
        

    

  


  

      

          @spec calculate_delay(
  pos_integer(),
  keyword()
) :: pos_integer()


      


Calculates the delay for a given attempt using exponential backoff.
Useful for custom retry implementations.

  



    

  
    
      
    
    
      mcp_defaults(overrides \\ [])



        
          
        

    

  


  

      

          @spec mcp_defaults(keyword()) :: keyword()


      


Retry configuration specifically for MCP operations.
Returns retry options optimized for MCP protocol operations.

  



  
    
      
    
    
      merge_policies(client_defaults, operation_overrides)



        
          
        

    

  


  

      

          @spec merge_policies(keyword(), keyword()) :: keyword()


      


Merges client default retry policy with operation-specific overrides.
Operation-specific values take precedence over client defaults.
Examples
iex> ExMCP.Reliability.Retry.merge_policies(
...>   [max_attempts: 5, initial_delay: 100],
...>   [max_attempts: 3]
...> )
[max_attempts: 3, initial_delay: 100]

  



    

  
    
      
    
    
      with_fallback(functions, opts \\ [])



        
          
        

    

  


  

      

          @spec with_fallback([function()], retry_opts()) ::
  {:ok, any()} | {:error, :all_failed}


      


Executes multiple operations with retry, stopping on first success.
Useful for fallback scenarios where you have multiple ways to achieve
the same result.
Example
Retry.with_fallback([
  fn -> primary_service_call() end,
  fn -> secondary_service_call() end,
  fn -> fallback_local_data() end
])

  



    

  
    
      
    
    
      with_linear_retry(fun, opts \\ [])



        
          
        

    

  


  

      

          @spec with_linear_retry(
  function(),
  keyword()
) :: {:ok, any()} | {:error, any()}


      


Executes a function with linear retry (fixed delay).
Options
	:max_attempts - Maximum number of attempts (default: 3)
	:delay - Fixed delay between attempts in ms (default: 1000)
	:should_retry? - Function to determine if retry should occur
	:on_retry - Callback function called before each retry


  



    

  
    
      
    
    
      with_retry(fun, opts \\ [])



        
          
        

    

  


  

      

          @spec with_retry(function(), retry_opts()) :: {:ok, any()} | {:error, any()}


      


Executes a function with retry logic.
Options
	:max_attempts - Maximum number of attempts (default: 3)
	:initial_delay - Initial delay in ms (default: 100)
	:max_delay - Maximum delay in ms (default: 5000)
	:backoff_factor - Multiplier for exponential backoff (default: 2)
	:jitter - Add randomization to delays (default: true)
	:should_retry? - Function to determine if retry should occur (default: retry on any error)
	:on_retry - Callback function called before each retry with (attempt, error)

Returns
	{:ok, result} if operation succeeds
	{:error, reason} if all retries are exhausted, where reason is the
last underlying error unchanged — callers see the same error shape with
or without a retry policy

Exceptions
Only transport-level exceptions (ExMCP.Error.TransportError) are treated
as retryable errors. All other exceptions are re-raised so bugs are not
silently converted into retry loops. Exits (e.g. from GenServer.call/3)
and throws are caught and treated as {:error, {:exit, reason}} /
{:error, {:throw, value}}.

  



    

  
    
      
    
    
      wrap(fun, opts \\ [])



        
          
        

    

  


  

      

          @spec wrap(function(), retry_opts()) :: function()


      


Creates a retry-wrapped version of a function.
Useful for wrapping functions that should always be retried.
Example
retryable_call = Retry.wrap(fn -> unstable_api_call() end, max_attempts: 5)

# Later...
result = retryable_call.()

  


        

      


  

    
ExMCP.Reliability.Supervisor 
    



      
Supervisor for reliability components in ExMCP.
Manages circuit breakers, health checks, and provides
integrated reliability features for MCP clients and servers.
Usage
# Add to your supervision tree
children = [
  {ExMCP.Reliability.Supervisor, name: MyApp.Reliability}
]

# Or start manually
{:ok, sup} = ExMCP.Reliability.Supervisor.start_link()

# Create reliability-enhanced client
{:ok, client} = ExMCP.Reliability.Supervisor.create_reliable_client(
  sup,
  transport: :stdio,
  circuit_breaker: [
    failure_threshold: 5,
    reset_timeout: 30_000
  ],
  retry: [
    max_attempts: 3,
    backoff_factor: 2
  ],
  health_check: [
    check_interval: 60_000,
    failure_threshold: 3
  ]
)

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        create_reliable_client(supervisor \\ __MODULE__, opts)

      


        Creates a reliability-enhanced MCP client.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      create_reliable_client(supervisor \\ __MODULE__, opts)



        
          
        

    

  


  

      

          @spec create_reliable_client(
  Supervisor.supervisor(),
  keyword()
) :: {:ok, pid()} | {:error, term()}


      


Creates a reliability-enhanced MCP client.
This wraps a standard MCP client with circuit breaker, retry logic,
and health monitoring.
Options
	:transport - Transport configuration for the client
	:circuit_breaker - Circuit breaker options (optional)
	:retry - Retry configuration (optional)
	:health_check - Health check configuration (optional)
	:max_concurrency - Maximum concurrently executing requests through the
wrapper (optional, default: 100)


  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  


  


        

      


  

    
ExMCP.Reliability.Supervisor.ClientWrapper 
    



      
Wrapper process that integrates reliability features for MCP clients.
This process intercepts calls to the underlying client and applies:
	Circuit breaker protection
	Retry logic with exponential backoff
	Health monitoring integration
	A bound on concurrently in-flight requests

Options
	:client - the wrapped ExMCP.Client pid (required)
	:circuit_breaker - circuit breaker pid, or nil to disable
	:retry_opts - retry policy passed to ExMCP.Reliability.Retry
	:max_concurrency - maximum requests executing at once (default: 100).
Calls beyond the limit are rejected with {:error, :too_many_requests}
instead of spawning unbounded work against a struggling server.


      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  


        

      


  

    
ExMCP.Security.CORS 
    



      
Handles Cross-Origin Resource Sharing (CORS) logic.
This module is responsible for validating request origins and building
appropriate CORS headers for responses.

      


      
        Summary


  
    Types
  


    
      
        auth_method()

      


    


    
      
        cors_config()

      


    


    
      
        security_config()

      


    


    
      
        tls_config()

      


    





  
    Functions
  


    
      
        build_cors_headers(cors_config, origin \\ nil)

      


        Builds CORS headers based on configuration.



    


    
      
        validate_origin(origin, allowed_origins)

      


        Validates origin header against allowed origins.



    


    
      
        validate_request_origin(origin, config)

      


        Validates request origin against security policy.



    





      


      
        Types


        


  
    
      
    
    
      auth_method()



        
          
        

    

  


  

      

          @type auth_method() ::
  {:bearer, token :: String.t()}
  | {:api_key, key :: String.t(), opts :: keyword()}
  | {:basic, username :: String.t(), password :: String.t()}
  | {:custom, headers :: [{String.t(), String.t()}]}
  | {:oauth2, map()}


      



  



  
    
      
    
    
      cors_config()



        
          
        

    

  


  

      

          @type cors_config() :: %{
  optional(:allowed_origins) => [String.t()] | :any,
  optional(:allowed_methods) => [String.t()],
  optional(:allowed_headers) => [String.t()],
  optional(:expose_headers) => [String.t()],
  optional(:max_age) => integer(),
  optional(:allow_credentials) => boolean()
}


      



  



  
    
      
    
    
      security_config()



        
          
        

    

  


  

      

          @type security_config() :: %{
  optional(:auth) => auth_method(),
  optional(:headers) => [{String.t(), String.t()}],
  optional(:validate_origin) => boolean(),
  optional(:allowed_origins) => [String.t()],
  optional(:cors) => cors_config(),
  optional(:tls) => tls_config()
}


      



  



  
    
      
    
    
      tls_config()



        
          
        

    

  


  

      

          @type tls_config() :: %{
  optional(:verify) => :verify_peer | :verify_none,
  optional(:cacerts) => [binary()],
  optional(:cert) => binary(),
  optional(:key) => binary(),
  optional(:versions) => [atom()],
  optional(:ciphers) => [String.t()]
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build_cors_headers(cors_config, origin \\ nil)



        
          
        

    

  


  

      

          @spec build_cors_headers(cors_config(), String.t() | nil) :: [
  {String.t(), String.t()}
]


      


Builds CORS headers based on configuration.

  



  
    
      
    
    
      validate_origin(origin, allowed_origins)



        
          
        

    

  


  

      

          @spec validate_origin(String.t() | nil, [String.t()] | :any) ::
  :ok | {:error, :origin_not_allowed}


      


Validates origin header against allowed origins.
Examples
iex> ExMCP.Security.CORS.validate_origin("https://example.com", ["https://example.com"])
:ok

iex> ExMCP.Security.CORS.validate_origin("https://evil.com", ["https://example.com"])
{:error, :origin_not_allowed}

  



  
    
      
    
    
      validate_request_origin(origin, config)



        
          
        

    

  


  

      

          @spec validate_request_origin(String.t() | nil, security_config()) ::
  :ok | {:error, :origin_validation_failed}


      


Validates request origin against security policy.
This implements DNS rebinding attack protection as required by the MCP spec.

  


        

      


  

    
ExMCP.Security.Consent 
    



      
Manages user consent for various operations.
This module is responsible for ensuring that user consent has been
obtained before proceeding with sensitive actions.
Expiry handling
Consent handlers may express a grant's lifetime in any of the forms listed in
ExMCP.ConsentHandler.expiry/0. All of them are normalized here into the
monotonic-seconds value stored by ExMCP's internal consent cache.
Every decision path fails closed: an expiry that cannot be interpreted, is
already in the past, or is implausibly far in the future (the classic
"handler returned Unix epoch seconds where a monotonic value was expected"
bug, which would otherwise grant consent for decades) is logged and the
request is rejected with {:error, :consent_error} rather than cached.

      


      
        Summary


  
    Functions
  


    
      
        ensure_user_consent(user_id, url, transport, handler, config)

      


        Ensures user consent is obtained before accessing an external resource.



    





      


      
        Functions


        


  
    
      
    
    
      ensure_user_consent(user_id, url, transport, handler, config)



        
          
        

    

  


  

      

          @spec ensure_user_consent(
  ExMCP.ConsentHandler.user_id(),
  String.t(),
  atom(),
  module(),
  map()
) :: :ok | {:error, :consent_denied | :consent_required | :consent_error}


      


Ensures user consent is obtained before accessing an external resource.

  


        

      


  

    
ExMCP.Security.TokenHandler 
    



      
Handles outbound credential isolation and exact-origin trust classification.
:trusted_origins entries are exact HTTP(S) origins: scheme, normalized
host, and effective port must all match. The explicitly broader
:trusted_hosts policy exists for loopback compatibility and deployments
that intentionally trust every scheme and port on a host.

      


      
        Summary


  
    Functions
  


    
      
        check_token_passthrough(url, headers, config)

      


        Removes credential headers unless the target matches the configured trust
policy.



    


    
      
        classify_url(url, trusted_origins)

      


        Classifies a URL against exact origins or a complete security config.



    


    
      
        extract_origin(url)

      


        Extracts a canonical scheme://host:port origin.



    


    
      
        strip_sensitive_headers(headers, atom)

      


        Strips sensitive headers from targets outside the trust boundary.



    





      


      
        Functions


        


  
    
      
    
    
      check_token_passthrough(url, headers, config)



        
          
        

    

  


  

      

          @spec check_token_passthrough(String.t(), [{String.t(), String.t()}], map()) ::
  {:ok, [{String.t(), String.t()}]}


      


Removes credential headers unless the target matches the configured trust
policy.

  



  
    
      
    
    
      classify_url(url, trusted_origins)



        
          
        

    

  


  

      

          @spec classify_url(String.t(), [String.t()] | map()) :: :internal | :external


      


Classifies a URL against exact origins or a complete security config.
Passing a list applies exact-origin semantics. Passing a map additionally
applies its explicitly broad :trusted_hosts entries.

  



  
    
      
    
    
      extract_origin(url)



        
          
        

    

  


  

      

          @spec extract_origin(String.t()) :: {:ok, String.t()} | {:error, :invalid_uri}


      


Extracts a canonical scheme://host:port origin.

  



  
    
      
    
    
      strip_sensitive_headers(headers, atom)



        
          
        

    

  


  

      

          @spec strip_sensitive_headers([{String.t(), String.t()}], :internal | :external) :: [
  {String.t(), String.t()}
]


      


Strips sensitive headers from targets outside the trust boundary.

  


        

      


  

    
ExMCP.Security.Validation 
    



      
Handles request and response validation, including transport layer security configurations.
This module is responsible for various validation tasks to ensure that
incoming requests and security configurations meet the required policies.

      


      
        Summary


  
    Types
  


    
      
        auth_method()

      


    


    
      
        security_config()

      


        Security configuration map for transport-level security.



    





  
    Functions
  


    
      
        enforce_https_requirement(url)

      


        Enforces HTTPS requirement for non-localhost URLs.



    


    
      
        validate_certificate_pinning_config(arg1)

      


        Validates certificate pinning configuration.



    


    
      
        validate_cipher_suites(ciphers)

      


        Validates cipher suite configuration.



    


    
      
        validate_config(config)

      


        Validates security configuration.



    


    
      
        validate_localhost_binding(arg1)

      


        Validates that a server binding is localhost-only for security.



    


    
      
        validate_mtls_config(config)

      


        Validates mutual TLS configuration.



    


    
      
        validate_origin(origin, allowed_origins)

      


        Validates origin header against allowed origins.



    


    
      
        validate_request(headers, config \\ %{})

      


        Validates an HTTP request for security compliance.



    


    
      
        validate_security_requirements(config)

      


        Validates that security configuration meets MCP specification requirements.



    


    
      
        validate_tls_config(config)

      


        Validates TLS/SSL configuration.



    


    
      
        validate_transport_security(config)

      


        Validates transport security configuration.



    





      


      
        Types


        


  
    
      
    
    
      auth_method()



        
          
        

    

  


  

      

          @type auth_method() ::
  {:bearer, token :: String.t()}
  | {:api_key, key :: String.t(), opts :: keyword()}
  | {:basic, username :: String.t(), password :: String.t()}
  | {:custom, headers :: [{String.t(), String.t()}]}
  | {:oauth2, map()}


      



  



  
    
      
    
    
      security_config()



        
          
        

    

  


  

      

          @type security_config() :: %{
  optional(:auth) => auth_method(),
  optional(:headers) => [{String.t(), String.t()}],
  optional(:validate_origin) => boolean(),
  optional(:allowed_origins) => [String.t()],
  optional(:cors) => map(),
  optional(:tls) => map()
}


      


Security configuration map for transport-level security.
Supports bearer tokens, API keys, basic auth, OAuth 2.1, custom headers,
origin validation, CORS, and TLS configuration.

  


        

      

      
        Functions


        


  
    
      
    
    
      enforce_https_requirement(url)



        
          
        

    

  


  

      

          @spec enforce_https_requirement(String.t()) :: :ok | {:error, :https_required}


      


Enforces HTTPS requirement for non-localhost URLs.

  



  
    
      
    
    
      validate_certificate_pinning_config(arg1)



        
          
        

    

  


  

      

          @spec validate_certificate_pinning_config(map()) :: :ok | {:error, atom()}


      


Validates certificate pinning configuration.

  



  
    
      
    
    
      validate_cipher_suites(ciphers)



        
          
        

    

  


  

      

          @spec validate_cipher_suites(map() | nil) :: :ok | {:error, atom()}


      


Validates cipher suite configuration.

  



  
    
      
    
    
      validate_config(config)



        
          
        

    

  


  

      

          @spec validate_config(security_config()) :: :ok | {:error, term()}


      


Validates security configuration.

  



  
    
      
    
    
      validate_localhost_binding(arg1)



        
          
        

    

  


  

      

          @spec validate_localhost_binding(map()) ::
  :ok | {:error, :public_binding_requires_security}


      


Validates that a server binding is localhost-only for security.
Accepts the shapes :gen_tcp/:inet understand: binaries ("127.0.0.1"),
charlists (~c"127.0.0.1"), address tuples ({127, 0, 0, 1},
{0, 0, 0, 0, 0, 0, 0, 1}) and the :loopback atom. A configured binding
of any other shape is rejected rather than silently accepted — a
{0, 0, 0, 0} tuple binds every interface just as "0.0.0.0" does.
A config with no :binding key at all is not a binding decision and passes.
Examples
iex> ExMCP.Security.Validation.validate_localhost_binding(%{binding: "127.0.0.1"})
:ok

iex> ExMCP.Security.Validation.validate_localhost_binding(%{binding: "localhost"})
:ok

iex> ExMCP.Security.Validation.validate_localhost_binding(%{binding: {127, 0, 0, 1}})
:ok

iex> ExMCP.Security.Validation.validate_localhost_binding(%{binding: "0.0.0.0"})
{:error, :public_binding_requires_security}

iex> ExMCP.Security.Validation.validate_localhost_binding(%{binding: {0, 0, 0, 0}})
{:error, :public_binding_requires_security}

  



  
    
      
    
    
      validate_mtls_config(config)



        
          
        

    

  


  

      

          @spec validate_mtls_config(map()) :: :ok | {:error, atom()}


      


Validates mutual TLS configuration.

  



  
    
      
    
    
      validate_origin(origin, allowed_origins)



        
          
        

    

  


  

      

          @spec validate_origin(String.t() | nil, [String.t()] | :any) ::
  :ok | {:error, :origin_not_allowed}


      


Validates origin header against allowed origins.
Examples
iex> ExMCP.Security.Validation.validate_origin("https://example.com", ["https://example.com"])
:ok

iex> ExMCP.Security.Validation.validate_origin("https://evil.com", ["https://example.com"])
{:error, :origin_not_allowed}

  



    

  
    
      
    
    
      validate_request(headers, config \\ %{})



        
          
        

    

  


  

      

          @spec validate_request([{String.t(), String.t()}], security_config()) ::
  :ok | {:error, atom()}


      


Validates an HTTP request for security compliance.
This function implements comprehensive security validation including:
	Origin header validation (DNS rebinding protection)
	Required security headers validation
	HTTPS enforcement for non-localhost

Examples
headers = [{"origin", "https://example.com"}, {"host", "api.example.com"}]
config = %{validate_origin: true, allowed_origins: ["https://example.com"]}

:ok = ExMCP.Security.Validation.validate_request(headers, config)

  



  
    
      
    
    
      validate_security_requirements(config)



        
          
        

    

  


  

      

          @spec validate_security_requirements(security_config()) :: :ok | {:error, term()}


      


Validates that security configuration meets MCP specification requirements.

  



  
    
      
    
    
      validate_tls_config(config)



        
          
        

    

  


  

      

          @spec validate_tls_config(map()) :: :ok | {:error, atom()}


      


Validates TLS/SSL configuration.
Examples
config = %{
  verify: :verify_peer,
  versions: [:"tlsv1.2", :"tlsv1.3"],
  ciphers: ["ECDHE-RSA-AES256-GCM-SHA384"]
}

:ok = ExMCP.Security.Validation.validate_tls_config(config)

  



  
    
      
    
    
      validate_transport_security(config)



        
          
        

    

  


  

      

          @spec validate_transport_security(map()) :: :ok | {:error, atom()}


      


Validates transport security configuration.

  


        

      


  

    
ExMCP.Server.CancellationTracker behaviour
    



      
Strategy for propagating notifications/cancelled into handler state.
ExMCP.Server.HandlerServer marks the request cancelled in its own state
and then hands the notification to a tracker module so that servers can
observe cancellation the way their handler is written. The module is chosen
at start-up with the :cancellation_tracker option:
ExMCP.Server.HandlerServer.start_link(
  handler: MyHandler,
  cancellation_tracker: MyApp.CancellationTracker
)
This keeps HandlerServer free of handler-shape-specific branches: it just
calls the configured module.
The default implementation is ExMCP.Server.CancellationTracker.Default.

      


      
        Summary


  
    Callbacks
  


    
      
        mark_cancelled(request_id, handler_state)

      


        Records request_id as cancelled and returns the (possibly updated) handler
state.



    





      


      
        Callbacks


        


  
    
      
    
    
      mark_cancelled(request_id, handler_state)



        
          
        

    

  


  

      

          @callback mark_cancelled(request_id :: term(), handler_state :: term()) ::
  handler_state :: term()


      


Records request_id as cancelled and returns the (possibly updated) handler
state.
Implementations run inside the server process, so they must not block.

  


        

      


  

    
ExMCP.Server.CancellationTracker.Default 
    



      
Default cancellation tracker.
Supports the two conventions ExMCP handlers use to observe cancellation:
	a :cancelled_requests MapSet in the handler state, which is updated
in place, and
	an :active_requests map of request_id => pid, whose worker process is
sent {:cancelled, request_id} so long-running work can stop early.

Handler states that use neither are returned untouched.

      




  

    
ExMCP.Server.Capabilities 
    



      
Helper module to build server capabilities.
Uses the VersionRegistry to return appropriate capabilities
based on the negotiated protocol version.

      


      
        Summary


  
    Functions
  


    
      
        build_capabilities(handler_module, version \\ nil)

      


        Builds server capabilities object based on protocol version.



    





      


      
        Functions


        


    

  
    
      
    
    
      build_capabilities(handler_module, version \\ nil)



        
          
        

    

  


  

      

          @spec build_capabilities(module(), String.t() | nil) :: map()


      


Builds server capabilities object based on protocol version.
Returns version-specific capabilities from the VersionRegistry.
Handlers can still override this in their handle_initialize/2
if they want to advertise different capabilities.
Parameters
	handler_module: The handler module (reserved for future use)
	version: The negotiated protocol version (defaults to latest)

Examples
iex> ExMCP.Server.Capabilities.build_capabilities(MyHandler, "2025-03-26")
%{
  "prompts" => %{"listChanged" => true},
  "resources" => %{"subscribe" => true, "listChanged" => true},
  "tools" => %{},
  "logging" => %{"setLevel" => true},
  "completion" => %{},
  "experimental" => %{}
}

  


        

      


  

    
ExMCP.Server.Context 
    



      
Access to the validated context of the currently executing server callback.
This is primarily useful for MRTR-aware handlers that retain their existing
callback arity. The value is scoped to the callback invocation and must not
be read later from a spawned process.

      


      
        Summary


  
    Functions
  


    
      
        current()

      


    


    
      
        input_responses()

      


    


    
      
        progress_token()

      


    


    
      
        report_progress(progress, total \\ nil, message \\ nil)

      


        Reports progress for the currently executing request callback.



    


    
      
        request_state()

      


    


    
      
        send_log_message(level, message, data \\ %{})

      


        Sends a log notification on the currently executing request's HTTP stream.



    





      


      
        Functions


        


  
    
      
    
    
      current()



        
          
        

    

  


  

      

          @spec current() :: ExMCP.Server.RequestContext.t() | nil


      



  



  
    
      
    
    
      input_responses()



        
          
        

    

  


  

      

          @spec input_responses() :: map() | nil


      



  



  
    
      
    
    
      progress_token()



        
          
        

    

  


  

      

          @spec progress_token() :: ExMCP.Types.progress_token() | nil


      



  



    

    

  
    
      
    
    
      report_progress(progress, total \\ nil, message \\ nil)



        
          
        

    

  


  

      

          @spec report_progress(number(), number() | nil, String.t() | nil) ::
  :ok
  | {:error,
     :no_request_context
     | :progress_not_requested
     | :request_not_streaming
     | :stream_closed
     | :stream_timeout}


      


Reports progress for the currently executing request callback.
Modern streamable-HTTP handlers use this request-scoped helper instead of a
connection-wide server process. The request must include
_meta.progressToken, and its HTTP response must be an active SSE stream.
Delivery is acknowledged before this function returns, which guarantees the
notification is written before the request's final JSON-RPC response.

  



  
    
      
    
    
      request_state()



        
          
        

    

  


  

      

          @spec request_state() :: term()


      



  



    

  
    
      
    
    
      send_log_message(level, message, data \\ %{})



        
          
        

    

  


  

      

          @spec send_log_message(atom() | String.t(), String.t(), map()) ::
  :ok
  | {:error,
     :no_request_context
     | :logging_not_requested
     | :invalid_log_level
     | :request_not_streaming
     | :stream_closed
     | :stream_timeout}


      


Sends a log notification on the currently executing request's HTTP stream.
Request-scoped log delivery is available only while that request owns an
active SSE response. It never falls back to another request or subscription
stream.
MCP protocol Logging is deprecated as of 2026-07-28 and retained throughout
ExMCP 1.x. Prefer stderr for stdio diagnostics or OpenTelemetry for new
structured-observability integrations.

  


        

      


  

    
ExMCP.Server.Discover 
    



      
Assembles and validates server/discover results.
Discovery is the modern, stateless replacement for initialize-time server
metadata. The protocol mode controls the advertised preference order; rc.6
defaults servers to dual-era, modern-preferred discovery.

      


      
        Summary


  
    Types
  


    
      
        parse_error()

      


    





  
    Functions
  


    
      
        build(server_info, capabilities, opts \\ [])

      


        Builds the body of a modern discovery result.



    


    
      
        parse_result(result)

      


        Validates and extracts a discovery result received by a client.



    





      


      
        Types


        


  
    
      
    
    
      parse_error()



        
          
        

    

  


  

      

          @type parse_error() :: :result_must_be_object | {:invalid_discover_field, String.t()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build(server_info, capabilities, opts \\ [])



        
          
        

    

  


  

      

          @spec build(map(), map(), keyword()) :: map()


      


Builds the body of a modern discovery result.

  



  
    
      
    
    
      parse_result(result)



        
          
        

    

  


  

      

          @spec parse_result(term()) :: {:ok, map()} | {:error, parse_error()}


      


Validates and extracts a discovery result received by a client.

  


        

      


  

    
ExMCP.Server.Dispatch 
    



      
Single MCP method table for handler modules invoked with their own state.
ExMCP.Server.HandlerServer (test/BEAM transports) and
ExMCP.Server.StdioServer both drive an ExMCP.Server.Handler module by
calling its callbacks with the handler state and turning the return value
into a JSON-RPC response. They used to carry two independently maintained
copies of that table, which drifted: stdio never implemented
completion/complete, resources/subscribe, roots/list,
logging/setLevel or the task methods, and the two copies normalized tool
results differently.
This module owns the table. Transports keep their own framing (stdout lines
vs. transport send_message/2), batching, and cancellation bookkeeping, and
delegate callback invocation plus result shaping here. Shaping itself lives
in ExMCP.Server.ResultNormalizer, which the HTTP message processor also
shares, so every transport agrees
on tool-result shape and on which error detail is safe to return.
Return value
	{:response, response_map, new_handler_state} for requests
	{:notification, new_handler_state} for notifications (no response)

Callbacks that ExMCP.Server.Handler marks optional are probed with
function_exported?/3; a handler that does not implement one answers
-32601 Method not found.

      


      
        Summary


  
    Types
  


    
      
        handler_state()

      


    


    
      
        result()

      


    





  
    Functions
  


    
      
        dispatch(request, handler_module, handler_state)

      


        Dispatches a decoded JSON-RPC request or notification to handler_module.



    


    
      
        known_method?(method)

      


        Whether method is part of the shared MCP method table.



    


    
      
        methods()

      


        Returns the list of MCP methods handled by this dispatcher.



    


    
      
        tool_arguments(params)

      


        Builds the argument map handed to ExMCP.Server.Handler.handle_call_tool/3.



    





      


      
        Types


        


  
    
      
    
    
      handler_state()



        
          
        

    

  


  

      

          @type handler_state() :: term()


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  {:response, map(), handler_state()} | {:notification, handler_state()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      dispatch(request, handler_module, handler_state)



        
          
        

    

  


  

      

          @spec dispatch(map(), module(), handler_state()) :: result()


      


Dispatches a decoded JSON-RPC request or notification to handler_module.

  



  
    
      
    
    
      known_method?(method)



        
          
        

    

  


  

      

          @spec known_method?(String.t()) :: boolean()


      


Whether method is part of the shared MCP method table.

  



  
    
      
    
    
      methods()



        
          
        

    

  


  

      

          @spec methods() :: [String.t()]


      


Returns the list of MCP methods handled by this dispatcher.

  



  
    
      
    
    
      tool_arguments(params)



        
          
        

    

  


  

      

          @spec tool_arguments(map()) :: map()


      


Builds the argument map handed to ExMCP.Server.Handler.handle_call_tool/3.
Request-level _meta (which carries progressToken) lives beside
arguments in the JSON-RPC params, but ExMCP.Server.Handler documents it
as reachable from the arguments map, so it is merged in here. Arguments that
already carry their own _meta win.

  


        

      


  

    
ExMCP.Server.Handler.Echo 
    



      
This module provides ExMCP extensions beyond the standard MCP specification.
Simple echo handler for testing purposes.
This handler echoes back tool calls and provides basic implementations
for testing server functionality.

      


      
        Summary


  
    Functions
  


    
      
        init(args)

      


        Initializes the echo handler state.



    


    
      
        terminate(reason, state)

      


        Terminates the echo handler.



    





      


      
        Functions


        


  
    
      
    
    
      init(args)



        
          
        

    

  


  

Initializes the echo handler state.

  



  
    
      
    
    
      terminate(reason, state)



        
          
        

    

  


  

Terminates the echo handler.

  


        

      


  

    
ExMCP.Server.HandlerBridge 
    



      
Normalizes ExMCP.Server.Handler callback returns into canonical
GenServer.handle_call/3 replies.
use ExMCP.Server.Handler injects a thin handle_call/3 clause per MCP
message that delegates here. Handler authors may answer with any of the
historical shapes ({:ok, result, state}, {:ok, result}, {:ok, state},
{:error, reason, state}, {:error, reason}); this module collapses them so
callers such as the HTTP message processor see exactly one
shape and handler state never leaks into a reply (audit M13):
	{:ok, result} for single-result calls
	{:ok, entries, next_cursor} for paginated list calls
	{:error, reason} for failures

Keeping the bodies here also keeps the generated __using__ block small and
makes the bridge directly testable.

      


      
        Summary


  
    Types
  


    
      
        reply()

      


    


    
      
        state()

      


    





  
    Functions
  


    
      
        ack(module, fun, args, state)

      


        Invokes a callback whose success carries no meaningful result
(subscriptions, log level), replying {:ok, result_or_empty_map}.



    


    
      
        call(module, fun, args, state)

      


        Invokes a callback that answers with a single result.



    


    
      
        list(module, fun, args, state)

      


        Invokes a paginated list callback, replying {:ok, entries, next_cursor}.



    





      


      
        Types


        


  
    
      
    
    
      reply()



        
          
        

    

  


  

      

          @type reply() :: {:reply, term(), state()}


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: term()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      ack(module, fun, args, state)



        
          
        

    

  


  

      

          @spec ack(module(), atom(), [term()], state()) :: reply()


      


Invokes a callback whose success carries no meaningful result
(subscriptions, log level), replying {:ok, result_or_empty_map}.

  



  
    
      
    
    
      call(module, fun, args, state)



        
          
        

    

  


  

      

          @spec call(module(), atom(), [term()], state()) :: reply()


      


Invokes a callback that answers with a single result.

  



  
    
      
    
    
      list(module, fun, args, state)



        
          
        

    

  


  

      

          @spec list(module(), atom(), [term()], state()) :: reply()


      


Invokes a paginated list callback, replying {:ok, entries, next_cursor}.

  


        

      


  

    
ExMCP.Server.HandlerServer 
    



      
Transport-aware process for ExMCP.Server.Handler modules.
This module runs a handler module behind the MCP transports that need a
server process, including the in-memory test transport.
Usage
# Handler module implementing ExMCP.Server.Handler
defmodule MyHandler do
  use ExMCP.Server.Handler

  @impl true
  def handle_initialize(params, state) do
    {:ok, %{
      protocolVersion: "2025-03-26",
      serverInfo: %{name: "test-server", version: "1.0.0"},
      capabilities: %{tools: %{}}
    }, state}
  end

  @impl true
  def handle_list_tools(_cursor, state) do
    tools = [
      %{
        name: "ping",
        description: "Simple ping tool",
        inputSchema: %{type: "object", properties: %{}}
      }
    ]
    {:ok, tools, nil, state}
  end
end

# Start the server
{:ok, server} = ExMCP.Server.HandlerServer.start_link(transport: :test, handler: MyHandler)

      


      
        Summary


  
    Types
  


    
      
        handler_module()

      


    


    
      
        state()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


        Starts a handler-based server.



    





      


      
        Types


        


  
    
      
    
    
      handler_module()



        
          
        

    

  


  

      

          @type handler_module() :: module()


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{
  handler_module: handler_module(),
  handler_state: any(),
  transport: any(),
  transport_state: any(),
  protocol_version: String.t() | nil,
  validation_state: %{
    seen_request_ids: MapSet.t(String.t() | integer()),
    max_request_ids: pos_integer(),
    protocol_version: String.t() | nil
  },
  protocol_mode: ExMCP.Types.protocol_mode() | nil,
  connection_era: :legacy | :modern | nil,
  instructions: String.t() | nil,
  request_state: keyword() | nil,
  endpoint: String.t() | nil,
  principal_id: String.t() | nil,
  tenant_id: String.t() | nil,
  replay_cache: module() | {module(), keyword()} | nil,
  require_replay_protection: boolean(),
  pending_requests: map(),
  cancelled_requests: MapSet.t(),
  cancellation_tracker: module(),
  subscriptions: map(),
  subscription_options: keyword()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a handler-based server.
Options
	:handler - Module implementing ExMCP.Server.Handler behaviour (required)
	:transport - Transport type (:test, :stdio, :http, etc.)
	:handler_args - Optional term passed to handler.init/1 (default: [])
	:cancellation_tracker - Module implementing
ExMCP.Server.CancellationTracker used to propagate
notifications/cancelled into handler state
(default: ExMCP.Server.CancellationTracker.Default)
	:max_request_ids - Maximum number of distinct client request IDs retained
for this server process (default: 10_000). Once reached, new request IDs
fail closed while already-seen IDs continue to be rejected as duplicates.
	Other options are passed to the transport


  


        

      


  

    
ExMCP.Server.ReplayCache behaviour
    



      
Behaviour for atomically consuming MRTR continuation identifiers.
A replay cache is optional because consuming a token changes ambiguous
network failure semantics. Enable one for resumed handlers that may cause
side effects; otherwise ExMCP.Server.RequestContext.delivery_semantics is
explicitly :at_least_once.

      


      
        Summary


  
    Callbacks
  


    
      
        consume(jti, expires_at, opts)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      consume(jti, expires_at, opts)



        
          
        

    

  


  

      

          @callback consume(jti :: String.t(), expires_at :: integer(), opts :: keyword()) ::
  :ok | {:error, :replayed | term()}


      



  


        

      


  

    
ExMCP.Server.ReplayCache.ETS 
    



      
Node-local atomic replay cache for MRTR request state.
Clustered servers should configure an adapter backed by their shared
consistency store instead.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  


  


        

      


  

    
ExMCP.Server.RequestContext 
    



      
Validated protocol context for one inbound MCP message.
The context separates transport/protocol metadata from application params.
Legacy messages remain valid without modern metadata; a message that uses
either required modern field must provide the complete modern _meta
object.

      


      
        Summary


  
    Types
  


    
      
        context_error()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        error_response(reason, id, protocol_mode \\ nil)

      


        Builds a JSON-RPC error response for a context-validation failure.



    


    
      
        from_message(message)

      


        Extracts context from a JSON-RPC request or notification.



    


    
      
        http_status(error)

      


        Returns the HTTP status required for context-validation errors.



    


    
      
        require_client_capabilities(context, required)

      


        Verifies that a modern request declared every capability an operation needs.



    


    
      
        validate_method(context)

      


        Validates that a method belongs to the selected protocol revision.



    


    
      
        validate_protocol_mode(arg1, mode)

      


        Validates an extracted context against an explicitly configured server mode.



    





      


      
        Types


        


  
    
      
    
    
      context_error()



        
          
        

    

  


  

      

          @type context_error() ::
  ExMCP.Protocol.Meta.validation_error()
  | {:unsupported_protocol_version, String.t()}
  | {:protocol_mode_mismatch, ExMCP.Types.protocol_mode(), :legacy | :modern}
  | {:method_not_available, String.t(), String.t()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Server.RequestContext{
  client_capabilities: map() | nil,
  client_info: map() | nil,
  delivery_semantics: :at_least_once | :single_use | nil,
  endpoint: String.t() | nil,
  era: :legacy | :modern | :unknown,
  input_responses: map() | nil,
  log_level: String.t() | nil,
  meta: map(),
  method: String.t(),
  mrtr_jti: String.t() | nil,
  mrtr_round: non_neg_integer() | nil,
  notification_target: pid() | nil,
  principal_id: String.t() | nil,
  progress_token: ExMCP.Types.progress_token() | nil,
  protocol_version: String.t() | nil,
  request?: boolean(),
  request_id: ExMCP.Types.request_id() | nil,
  request_state: term(),
  sealed_request_state: String.t() | nil,
  tenant_id: String.t() | nil,
  trace_context: map()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      error_response(reason, id, protocol_mode \\ nil)



        
          
        

    

  


  

      

          @spec error_response(
  context_error(),
  ExMCP.Types.request_id() | nil,
  ExMCP.Types.protocol_mode() | nil
) :: map()


      


Builds a JSON-RPC error response for a context-validation failure.

  



  
    
      
    
    
      from_message(message)



        
          
        

    

  


  

      

          @spec from_message(map()) :: {:ok, t()} | {:error, context_error()}


      


Extracts context from a JSON-RPC request or notification.

  



  
    
      
    
    
      http_status(error)



        
          
        

    

  


  

      

          @spec http_status(context_error()) :: 400


      


Returns the HTTP status required for context-validation errors.

  



  
    
      
    
    
      require_client_capabilities(context, required)



        
          
        

    

  


  

      

          @spec require_client_capabilities(t(), map()) ::
  :ok | {:error, ExMCP.Error.ProtocolError.t()}


      


Verifies that a modern request declared every capability an operation needs.
Empty capability objects require presence of that capability. Nested maps
require the corresponding nested keys. On failure, the returned protocol
error can be returned directly as a handler error reason.

  



  
    
      
    
    
      validate_method(context)



        
          
        

    

  


  

      

          @spec validate_method(t()) :: :ok | {:error, context_error()}


      


Validates that a method belongs to the selected protocol revision.

  



  
    
      
    
    
      validate_protocol_mode(arg1, mode)



        
          
        

    

  


  

      

          @spec validate_protocol_mode(t(), ExMCP.Types.protocol_mode() | nil) ::
  :ok | {:error, context_error()}


      


Validates an extracted context against an explicitly configured server mode.

  


        

      


  

    
ExMCP.Server.RequestState 
    



      
Seals and verifies opaque MCP multi-round-trip request state.
State is encoded as bounded JSON and authenticated with AES-256-GCM. The
key ring is runtime configuration; ExMCP never provides or persists a
fallback secret.

      


      
        Summary


  
    Types
  


    
      
        error()

      


    





  
    Functions
  


    
      
        seal(application_state, binding, opts \\ [])

      


    


    
      
        unseal(token, context, params, input_responses, opts \\ [])

      


    


    
      
        validate_configuration(opts \\ [])

      


        Validates that an active 256-bit key is present in the runtime key ring.



    





      


      
        Types


        


  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() ::
  :request_state_not_configured
  | :invalid_request_state_configuration
  | :invalid_request_state
  | :request_state_expired
  | :request_state_not_yet_valid
  | :request_state_key_revoked
  | :request_state_key_unknown
  | :request_state_too_large
  | :request_state_binding_mismatch
  | :input_response_ids_mismatch
  | :request_state_not_json


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      seal(application_state, binding, opts \\ [])



        
          
        

    

  


  

      

          @spec seal(term(), map(), keyword()) :: {:ok, String.t()} | {:error, error()}


      



  



    

  
    
      
    
    
      unseal(token, context, params, input_responses, opts \\ [])



        
          
        

    

  


  

      

          @spec unseal(String.t(), ExMCP.Server.RequestContext.t(), map(), map(), keyword()) ::
  {:ok, map()} | {:error, error()}


      



  



    

  
    
      
    
    
      validate_configuration(opts \\ [])



        
          
        

    

  


  

      

          @spec validate_configuration(keyword()) :: :ok | {:error, error()}


      


Validates that an active 256-bit key is present in the runtime key ring.

  


        

      


  

    
ExMCP.Server.ResultNormalizer 
    



      
Shared result and error normalization for every server dispatch path.
ExMCP.Server.Dispatch (handler-process transports and stdio),
the HTTP message processor, and ExMCP.Protocol.RequestProcessor (DSL
servers) all convert handler return
values into JSON-RPC results. Keeping that conversion here guarantees the
transports agree on tool-result shape, key stringification and, most
importantly, on what is safe to send back to a client.
Client-facing error messages
error_message/2 never runs inspect/1 over an arbitrary term into a
response. Handler-authored detail (a binary reason, or a map/struct with a
message field) is preserved because MCP servers are expected to explain
themselves; anything else is logged with Logger.error/1 and replaced by a
generic message so internal structs, pids, or file paths cannot leak.

      


      
        Summary


  
    Functions
  


    
      
        error_code(reason, default \\ -32000)

      


        Returns the JSON-RPC error code a handler error reason should map to.



    


    
      
        error_message(prefix, reason)

      


        Builds a client-safe error message from a handler error reason.



    


    
      
        paginated(key, entries, next_cursor \\ nil)

      


        Builds a paginated list result such as %{"tools" => [...], "nextCursor" => ...}.



    


    
      
        prepare_tools_list(tools)

      


        Prepares the complete source collection for a modern tools/list page.



    


    
      
        protocol_result(result, request_context, opts \\ [])

      


        Applies the result envelope required by the request's protocol era.



    


    
      
        stringify_keys(list)

      


        Recursively converts atom keys to strings.



    


    
      
        tool_error_result(reason)

      


        Builds an MCP tool result that reports a failure through isError.



    


    
      
        tool_result(result, opts \\ [])

      


        Normalizes a handle_call_tool/3 result into an MCP tools/call result.



    


    
      
        validate_result_capabilities(result, request_context)

      


        Validates that an extension result was enabled by per-request capabilities.



    





      


      
        Functions


        


    

  
    
      
    
    
      error_code(reason, default \\ -32000)



        
          
        

    

  


  

      

          @spec error_code(term(), integer()) :: integer()


      


Returns the JSON-RPC error code a handler error reason should map to.
Cursor complaints map to invalid params (-32602); everything else uses
default. Codes embedded in the reason are deliberately not honoured:
handlers have historically returned %{"code" => ...} maps whose codes do
not match the transport-level meaning of the failure.

  



  
    
      
    
    
      error_message(prefix, reason)



        
          
        

    

  


  

      

          @spec error_message(String.t(), term()) :: String.t()


      


Builds a client-safe error message from a handler error reason.
Detail that the handler clearly authored (a binary, an atom, or a
:message / "message" field) is kept. Everything else is logged and
omitted from the response.

  



    

  
    
      
    
    
      paginated(key, entries, next_cursor \\ nil)



        
          
        

    

  


  

      

          @spec paginated(String.t(), list(), String.t() | nil) :: map()


      


Builds a paginated list result such as %{"tools" => [...], "nextCursor" => ...}.

  



  
    
      
    
    
      prepare_tools_list(tools)



        
          
        

    

  


  

      

          @spec prepare_tools_list([map()]) :: [map()]


      


Prepares the complete source collection for a modern tools/list page.
Custom handlers that paginate tools must call this function before slicing
a page or calculating an opaque cursor. It stringifies protocol keys,
excludes invalid x-mcp-header definitions, removes ExMCP-only execution
metadata, and applies the deterministic modern ordering.
The normal result path applies the same operation defensively, but at that
point it cannot repair a cursor that a custom handler calculated from an
unfiltered collection.

  



    

  
    
      
    
    
      protocol_result(result, request_context, opts \\ [])



        
          
        

    

  


  

      

          @spec protocol_result(map(), map(), keyword()) :: map()


      


Applies the result envelope required by the request's protocol era.
Legacy results are returned unchanged. Modern results receive a
resultType discriminator and result metadata identifying the server.
Handler-supplied input_required (or extension) result types are preserved.

  



  
    
      
    
    
      stringify_keys(list)



        
          
        

    

  


  

      

          @spec stringify_keys(term()) :: term()


      


Recursively converts atom keys to strings.
Known MCP protocol fields such as :input_schema, :mime_type and
:is_error are mapped to their lower-camel-case wire names so raw Handler
implementations may use idiomatic Elixir keys.

  



  
    
      
    
    
      tool_error_result(reason)



        
          
        

    

  


  

      

          @spec tool_error_result(term()) :: map()


      


Builds an MCP tool result that reports a failure through isError.

  



    

  
    
      
    
    
      tool_result(result, opts \\ [])



        
          
        

    

  


  

      

          @spec tool_result(
  term(),
  keyword()
) :: map()


      


Normalizes a handle_call_tool/3 result into an MCP tools/call result.
Accepts a bare content list, a binary (wrapped as a text content item), or a
map that already carries content.
Options
	:wrap_bare_map - when true, a map that carries no content key is
wrapped as %{"content" => map} instead of being used as the result
verbatim. The handler-process transports (ExMCP.Server.Dispatch) have
always done this; the HTTP path has not, and both behaviours are relied
on by existing servers.


  



  
    
      
    
    
      validate_result_capabilities(result, request_context)



        
          
        

    

  


  

      

          @spec validate_result_capabilities(map(), map()) ::
  :ok | {:error, ExMCP.Error.ProtocolError.t()}


      


Validates that an extension result was enabled by per-request capabilities.

  


        

      


  

    
ExMCP.Server.SSESession 
    



      
Server-side SSE session manager for bidirectional MCP communication.
Manages the lifecycle of SSE sessions where the server needs to send
requests to the client (elicitation, sampling) and receive responses.
Architecture
Each MCP session has:
	A POST endpoint for client→server requests
	A GET SSE stream for server→client messages (notifications, requests)
	A pending request tracker for correlating server requests with client responses

Usage
# Initialize session state (call once at server startup)
SSESession.init()

# Register a GET SSE stream for a session
SSESession.register_sse_stream(session_id)

# Send a request to the client and wait for response
{:ok, result} = SSESession.send_request(session_id, "elicitation/create", params)

# Route a client response to the waiting request handler
SSESession.handle_response(request_id, {:ok, result})

      


      
        Summary


  
    Functions
  


    
      
        await_sole_live_session_id(timeout_ms \\ 3000)

      


        Wait until exactly one live SSE stream exists, then return its session id.



    


    
      
        await_sse_stream(session_id, timeout_ms \\ 3000)

      


        Wait until a live SSE stream is registered for session_id.



    


    
      
        cleanup(session_id)

      


        Clean up session state for an SSE stream registration.



    


    
      
        handle_response(request_id, result)

      


        Route a client response back to the waiting request handler.



    


    
      
        has_sse_stream?(session_id)

      


        Check if a session has an active (live) SSE stream.



    


    
      
        init()

      


        Initialize the session ETS table.



    


    
      
        register_sse_stream(session_id)

      


        Register the calling process as the SSE stream for a session.



    


    
      
        run_sse_loop(conn, session_id, opts \\ [])

      


        Run the SSE event loop for a GET connection.



    


    
      
        send_request(session_id, method, params, opts \\ [])

      


        Send a JSON-RPC request to the client via the GET SSE stream.



    


    
      
        sole_live_session_id()

      


        If exactly one live SSE stream is registered, return its session id.



    





      


      
        Functions


        


    

  
    
      
    
    
      await_sole_live_session_id(timeout_ms \\ 3000)



        
          
        

    

  


  

      

          @spec await_sole_live_session_id(non_neg_integer()) ::
  {:ok, String.t()} | {:error, :timeout | :ambiguous}


      


Wait until exactly one live SSE stream exists, then return its session id.
Handles the race where tools/call POST arrives slightly before the client's
GET SSE stream is registered (and the POST may omit mcp-session-id).

  



    

  
    
      
    
    
      await_sse_stream(session_id, timeout_ms \\ 3000)



        
          
        

    

  


  

      

          @spec await_sse_stream(String.t(), non_neg_integer()) :: :ok | {:error, :timeout}


      


Wait until a live SSE stream is registered for session_id.
Returns :ok when ready, or {:error, :timeout} if not registered within
timeout_ms (default 3000ms).

  



  
    
      
    
    
      cleanup(session_id)



        
          
        

    

  


  

      

          @spec cleanup(String.t()) :: :ok


      


Clean up session state for an SSE stream registration.

  



  
    
      
    
    
      handle_response(request_id, result)



        
          
        

    

  


  

      

          @spec handle_response(integer() | String.t(), {:ok, map()} | {:error, map()}) ::
  boolean()


      


Route a client response back to the waiting request handler.
Called when the server receives a POST with a JSON-RPC response
(has id + result/error, no method).
Accepts integer or string request ids (JSON number vs string echo).

  



  
    
      
    
    
      has_sse_stream?(session_id)



        
          
        

    

  


  

      

          @spec has_sse_stream?(String.t()) :: boolean()


      


Check if a session has an active (live) SSE stream.

  



  
    
      
    
    
      init()



        
          
        

    

  


  

      

          @spec init() :: :ok


      


Initialize the session ETS table.

  



  
    
      
    
    
      register_sse_stream(session_id)



        
          
        

    

  


  

      

          @spec register_sse_stream(String.t()) :: :ok


      


Register the calling process as the SSE stream for a session.
Replaces any previous registration for the same session id (including dead pids).

  



    

  
    
      
    
    
      run_sse_loop(conn, session_id, opts \\ [])



        
          
        

    

  


  

      

          @spec run_sse_loop(Plug.Conn.t(), String.t(), keyword()) :: Plug.Conn.t()


      


Run the SSE event loop for a GET connection.
Forwards {:sse_send, data} messages as SSE events.
Returns when :sse_close is received or timeout expires.
Always clears this process's registration for session_id on exit.

  



    

  
    
      
    
    
      send_request(session_id, method, params, opts \\ [])



        
          
        

    

  


  

      

          @spec send_request(String.t(), String.t(), map(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Send a JSON-RPC request to the client via the GET SSE stream.
Options:
	:timeout — wait for client response (default 10000ms)
	:wait_for_stream — wait for SSE registration before send (default 3000ms)

Blocks until the client responds or timeout is reached.
Returns {:ok, result} or {:error, reason}.

  



  
    
      
    
    
      sole_live_session_id()



        
          
        

    

  


  

      

          @spec sole_live_session_id() :: {:ok, String.t()} | :error


      


If exactly one live SSE stream is registered, return its session id.
Used as a last-resort session resolution for bidirectional tools when the
client omits mcp-session-id on tools/call.

  


        

      


  

    
ExMCP.Server.StdioServer 
    



      
STDIO transport server for MCP protocol.
This server reads from stdin and writes to stdout, making it suitable
for command-line tools and scripting environments.
Important: STDIO Transport Requirements
The MCP STDIO transport requires that ONLY JSON-RPC messages appear on stdout.
All other output (logs, debug messages, etc.) MUST go to stderr to avoid
contaminating the protocol stream.
Handling Startup Output
This module implements several strategies to handle startup output from Mix.install
and other sources:
	Automatic logging suppression - Configures all loggers to emergency level
	Startup delay - Waits before reading stdin (configurable via :stdio_startup_delay)
	Graceful non-JSON handling - Ignores non-JSON lines instead of sending errors

Configuration
For scripts using Mix.install, add this before calling Mix.install:
# Configure STDIO mode and startup delay
Application.put_env(:ex_mcp, :stdio_mode, true)
Application.put_env(:ex_mcp, :stdio_startup_delay, 500)  # ms

# Suppress all logging for clean STDIO JSON-RPC
System.put_env("ELIXIR_LOG_LEVEL", "emergency")
Usage
defmodule MyStdioServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL, name: "my-stdio-server", version: "1.0.0"

  tool "hello", "Says hello" do
    param :name, :string, required: true
    run fn %{name: name}, state -> {:ok, "Hello, #{name}!", state} end
  end
end

# Start with STDIO transport
MyStdioServer.start_link(transport: :stdio)

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


        Starts the STDIO server.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

Starts the STDIO server.
Options
	:module - The handler module implementing server callbacks
	:max_request_ids - Maximum number of distinct client request IDs retained
for the lifetime of this stdio server process (default: 10_000)
	Other options are passed to GenServer.start_link


  


        

      


  

    
ExMCP.Server.Subscriptions 
    



      
Registry and publication coordinator for MCP 2026-07-28 subscriptions.
Registrations contain no credential material. Each listener is isolated in a
monitored process with an acknowledgment-first, bounded queue. The default
adapter is node-local; clustered deployments can configure another adapter.

      


      
        Summary


  
    Types
  


    
      
        registry()

      


    





  
    Functions
  


    
      
        cancel(transport_ref, subscription_id, opts \\ [])

      


    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        close(transport_ref, subscription_id, reason \\ :server_closed, opts \\ [])

      


    


    
      
        delivered(listener)

      


    


    
      
        entries(opts \\ [])

      


    


    
      
        listen(subscription_id, requested_filter, transport_ref, opts \\ [])

      


    


    
      
        publish(method, params \\ %{}, opts \\ [])

      


    


    
      
        remove_transport(transport_ref, opts \\ [])

      


    


    
      
        start_link(opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      registry()



        
          
        

    

  


  

      

          @type registry() :: GenServer.server()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      cancel(transport_ref, subscription_id, opts \\ [])



        
          
        

    

  


  

      

          @spec cancel(pid(), ExMCP.Types.request_id(), keyword()) :: :ok


      



  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

    

  
    
      
    
    
      close(transport_ref, subscription_id, reason \\ :server_closed, opts \\ [])



        
          
        

    

  


  

      

          @spec close(pid(), ExMCP.Types.request_id(), atom(), keyword()) ::
  :ok | {:error, :not_found}


      



  



  
    
      
    
    
      delivered(listener)



        
          
        

    

  


  

      

          @spec delivered(pid()) :: :ok


      



  



    

  
    
      
    
    
      entries(opts \\ [])



        
          
        

    

  


  

      

          @spec entries(keyword()) :: [ExMCP.Server.Subscriptions.Entry.t()]


      



  



    

  
    
      
    
    
      listen(subscription_id, requested_filter, transport_ref, opts \\ [])



        
          
        

    

  


  

      

          @spec listen(ExMCP.Types.request_id(), map(), pid(), keyword()) ::
  {:ok, ExMCP.Server.Subscriptions.Entry.t()} | {:error, term()}


      



  



    

    

  
    
      
    
    
      publish(method, params \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec publish(String.t(), map(), keyword()) :: %{
  subscribers: non_neg_integer(),
  enqueued: non_neg_integer(),
  coalesced: non_neg_integer(),
  closed: non_neg_integer()
}


      



  



    

  
    
      
    
    
      remove_transport(transport_ref, opts \\ [])



        
          
        

    

  


  

      

          @spec remove_transport(
  pid(),
  keyword()
) :: :ok


      



  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
ExMCP.Server.Subscriptions.Adapter behaviour
    



      
Storage contract for modern MCP subscription registrations.
The bundled ETS adapter is node-local. Clustered HTTP deployments can use
ExMCP.Server.Subscriptions.PubSub, which combines node-local listener
storage with cluster publication fan-out, or provide their own adapter.
The optional callbacks let an adapter broadcast an untargeted publication
and translate a cluster message back into a local publication. Storage
callbacks are still serialized by the owning subscription registry.

      


      
        Summary


  
    Types
  


    
      
        adapter_state()

      


    





  
    Callbacks
  


    
      
        all(adapter_state)

      


    


    
      
        broadcast(t, map, arg3, adapter_state)

      


    


    
      
        delete(t, adapter_state)

      


    


    
      
        handle_info(term, adapter_state)

      


    


    
      
        init(keyword)

      


    


    
      
        put(t, adapter_state)

      


    





      


      
        Types


        


  
    
      
    
    
      adapter_state()



        
          
        

    

  


  

      

          @type adapter_state() :: term()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      all(adapter_state)



        
          
        

    

  


  

      

          @callback all(adapter_state()) ::
  {[ExMCP.Server.Subscriptions.Entry.t()], adapter_state()}


      



  



  
    
      
    
    
      broadcast(t, map, arg3, adapter_state)


        (optional)


        
          
        

    

  


  

      

          @callback broadcast(String.t(), map(), pid() | nil, adapter_state()) ::
  {:ok, adapter_state()} | {:error, term(), adapter_state()}


      



  



  
    
      
    
    
      delete(t, adapter_state)



        
          
        

    

  


  

      

          @callback delete(String.t(), adapter_state()) :: {:ok, adapter_state()}


      



  



  
    
      
    
    
      handle_info(term, adapter_state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_info(term(), adapter_state()) ::
  {:publish, String.t(), map(), pid() | nil, adapter_state()}
  | {:noreply, adapter_state()}
  | :unhandled


      



  



  
    
      
    
    
      init(keyword)



        
          
        

    

  


  

      

          @callback init(keyword()) :: {:ok, adapter_state()} | {:error, term()}


      



  



  
    
      
    
    
      put(t, adapter_state)



        
          
        

    

  


  

      

          @callback put(ExMCP.Server.Subscriptions.Entry.t(), adapter_state()) ::
  {:ok, adapter_state()} | {:error, term(), adapter_state()}


      



  


        

      


  

    
ExMCP.Server.Subscriptions.ETS 
    



      
Node-local subscription adapter backed by a private ETS table.
The table is owned by ExMCP.Server.Subscriptions; callers interact through
the registry so limit checks and registration remain atomic on one node.

      




  

    
ExMCP.Server.Subscriptions.Entry 
    



      
A modern MCP subscription registration.
subscription_id is the client-chosen JSON-RPC request ID used on the wire.
token is a distinct unguessable internal identifier and is never sent to
the peer.
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        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Server.Subscriptions.Entry{
  expires_at: integer(),
  filter: map(),
  listener_pid: pid(),
  principal_id: String.t() | nil,
  subscription_id: String.t() | integer(),
  tenant_id: String.t() | nil,
  token: String.t(),
  transport_ref: pid()
}


      



  


        

      


  

    
ExMCP.Server.Subscriptions.PubSub 
    



      
Cluster fan-out adapter for modern MCP subscriptions.
The adapter keeps registrations in a configurable storage adapter on the
node that owns each listener and distributes untargeted publications over a
Phoenix.PubSub-compatible module. No Phoenix dependency is required by
ExMCP; applications that select this adapter must provide a module exporting
subscribe/2 and broadcast_from/4.
Publications constrained to a transport_ref remain node-local because a
transport process is owned by exactly one registry.

      




  

    
ExMCP.Server.Tools.Builder.Tool 
    



      
Runtime representation of a tool definition.

      


      
        Summary


  
    Types
  


    
      
        param()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      param()



        
          
        

    

  


  

      

          @type param() :: %{
  name: atom(),
  type: atom() | {atom(), any()},
  required: boolean(),
  default: any(),
  schema: map() | nil
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Server.Tools.Builder.Tool{
  annotations: map(),
  description: String.t(),
  handler: function(),
  input_schema: map() | nil,
  name: String.t(),
  output_schema: map() | nil,
  params: [param()],
  title: String.t() | nil
}


      



  


        

      


  

    
ExMCP.Server.Transport 
    



      
Transport configuration and lifecycle management for ExMCP servers.
This module provides unified transport startup and configuration for MCP servers,
supporting stdio, HTTP, BEAM-local, and test transports.
Usage
# Start with HTTP transport
{:ok, _pid} = ExMCP.Server.Transport.start_server(MyServer, server_info, tools, transport: :http, port: 4000)

# Start with stdio transport
{:ok, _pid} = ExMCP.Server.Transport.start_server(MyServer, server_info, tools, transport: :stdio)

# Explicitly retain the deprecated 2024-11-05 HTTP+SSE transport
{:ok, _pid} = ExMCP.Server.Transport.start_server(MyServer, server_info, tools,
  transport: :http,
  legacy_http_sse: true,
  port: 8080
)

      


      
        Summary


  
    Functions
  


    
      
        list_transports()

      


        Lists all available transports and their status.



    


    
      
        server_info(server)

      


        Gets information about a running server.



    


    
      
        start_beam_server(module, server_info, tools, opts)

      


        Starts a BEAM-local MCP server.



    


    
      
        start_http_server(module, server_info, tools, opts)

      


        Starts an HTTP-based MCP server using Cowboy.



    


    
      
        start_server(module, server_info, tools, opts \\ [])

      


        Starts a server with the specified transport configuration.



    


    
      
        start_stdio_server(module, server_info, tools, opts)

      


        Starts a stdio-based MCP server.



    


    
      
        start_test_server(module, server_info, tools, opts)

      


        Starts a test transport-based MCP server.



    


    
      
        stop_server(server)

      


        Stops a running MCP server.



    





      


      
        Functions


        


  
    
      
    
    
      list_transports()



        
          
        

    

  


  

      

          @spec list_transports() :: map()


      


Lists all available transports and their status.

  



  
    
      
    
    
      server_info(server)



        
          
        

    

  


  

      

          @spec server_info(pid() | atom()) :: {:ok, map()} | {:error, term()}


      


Gets information about a running server.

  



  
    
      
    
    
      start_beam_server(module, server_info, tools, opts)



        
          
        

    

  


  

      

          @spec start_beam_server(module(), map(), list(), keyword()) ::
  {:ok, pid()} | {:error, term()}


      


Starts a BEAM-local MCP server.
The BEAM transport uses Erlang message passing for high-performance local
communication between processes while preserving MCP-shaped messages.

  



  
    
      
    
    
      start_http_server(module, server_info, tools, opts)



        
          
        

    

  


  

      

          @spec start_http_server(module(), map(), list(), keyword()) ::
  {:ok, pid()} | {:error, term()}


      


Starts an HTTP-based MCP server using Cowboy.
The HTTP transport allows integration with web applications and provides
REST-like access to MCP functionality.

  



    

  
    
      
    
    
      start_server(module, server_info, tools, opts \\ [])



        
          
        

    

  


  

      

          @spec start_server(module(), map(), list(), keyword()) ::
  {:ok, pid()} | {:error, term()}


      


Starts a server with the specified transport configuration.
Options
	:transport - The transport type (:stdio, :http, :beam, :test)
	:port - Port number for HTTP transports (default: 4000)
	:host - Host for HTTP transports (default: "localhost")
	:cors_enabled - Enable CORS for HTTP transports (default: false, the
same default ExMCP.HttpPlug uses)
	:legacy_http_sse - Enable the deprecated MCP 2024-11-05 HTTP+SSE
transport (default: false). Retained throughout ExMCP 1.x
	:sse_enabled - Deprecated rc.5 alias for :legacy_http_sse
	:allowed_hosts - Host-header allow-list passed to ExMCP.HttpPlug.
Defaults to the localhost names when binding to a localhost address
(DNS rebinding protection), otherwise :any
	:allowed_origins - Origin allow-list passed to ExMCP.HttpPlug.
Defaults to localhost origins for the bound port when binding to a
localhost address, otherwise [] (reject all cross-origin browsers)

Examples
# HTTP server
ExMCP.Server.Transport.start_server(MyServer, %{name: "my-server", version: "1.0.0"}, [],
  transport: :http, port: 4000)

# Stdio server
ExMCP.Server.Transport.start_server(MyServer, %{name: "my-server", version: "1.0.0"}, [],
  transport: :stdio)

  



  
    
      
    
    
      start_stdio_server(module, server_info, tools, opts)



        
          
        

    

  


  

      

          @spec start_stdio_server(module(), map(), list(), keyword()) ::
  {:ok, pid()} | {:error, term()}


      


Starts a stdio-based MCP server.
The stdio transport communicates via standard input/output, making it suitable
for command-line tools and scripting environments.

  



  
    
      
    
    
      start_test_server(module, server_info, tools, opts)



        
          
        

    

  


  

      

          @spec start_test_server(module(), map(), list(), keyword()) ::
  {:ok, pid()} | {:error, term()}


      


Starts a test transport-based MCP server.
The test transport uses in-memory communication for efficient
testing without external processes or network connections.

  



  
    
      
    
    
      stop_server(server)



        
          
        

    

  


  

      

          @spec stop_server(pid() | atom()) :: :ok


      


Stops a running MCP server.

  


        

      


  

    
ExMCP.SessionManager 
    



      
Legacy session management for Streamable HTTP connections.
This module supports the initialize-based MCP 2025-03-26 through
2025-11-25 transport lifecycle. MCP 2026-07-28 HTTP is stateless and does
not use this manager, Mcp-Session-Id, Last-Event-ID, GET streams, or
DELETE termination.
For legacy connections, this module provides session management for MCP
servers using Streamable HTTP and Server-Sent Events (SSE).
It handles session lifecycle, event buffering, and session resumption
through Last-Event-ID support.
Features
	Session lifecycle management (create, update, terminate)
	Event buffering and replay for connection resumption
	Last-Event-ID support for seamless reconnection
	Session expiration and cleanup
	Memory-efficient event storage with configurable limits
	Session health monitoring and metrics

Session Lifecycle
	Session Creation: Legacy Streamable HTTP creates a server-issued ID
only for initialize; deprecated HTTP+SSE retains its endpoint handshake.
	Initialization: Exactly one monitored request may initialize a session;
success immutably binds the negotiated version and failure terminates it.
	Event Storage: Events are buffered with unique IDs for potential replay.
	Session Resumption: Initialized clients reconnect using the issued ID
and may resume events with Last-Event-ID.
	Session Termination: Sessions terminate on explicit DELETE, abandoned
initialization, or timeout.

Configuration
	:max_events_per_session - Maximum events to buffer per session (default: 1000)
	:max_sessions - Maximum active/retained sessions (default: 10,000)
	:max_request_ids - Maximum claimed JSON-RPC request IDs per session
(default: 10,000)
	:max_event_bytes - Maximum JSON-encoded bytes for one replay event
(default: 1 MiB)
	:max_replay_bytes_per_session - Maximum JSON-encoded replay bytes retained
per session (default: 8 MiB)
	:session_ttl_seconds - Session TTL in seconds (default: 3600)
	:cleanup_interval_ms - Cleanup interval in milliseconds (default: 60000)
	:storage_backend - Storage backend (:ets or :persistent_term, default: :ets)

Usage
# Start the session manager
{:ok, _pid} = ExMCP.SessionManager.start_link([])

# Create a new session
session_id = ExMCP.SessionManager.create_session(%{
  transport: :sse,
  client_info: %{user_agent: "my-client/1.0"}
})

# Store an event
ExMCP.SessionManager.store_event(session_id, %{
  id: "event-123",
  type: "notification",
  data: %{message: "Hello"},
  timestamp: System.system_time(:microsecond)
})

# Replay events after a specific event ID
events = ExMCP.SessionManager.replay_events_after(session_id, "event-122")

# Terminate session
ExMCP.SessionManager.terminate_session(session_id)

      


      
        Summary


  
    Types
  


    
      
        config()

      


    


    
      
        event_data()

      


    


    
      
        event_id()

      


    


    
      
        session_data()

      


    


    
      
        session_id()

      


    





  
    Functions
  


    
      
        append_event(session_id, type, data)

      


        Atomically appends an event using a store-owned, monotonically increasing ID.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        claim_initialization(session_id)

      


        Atomically claims the one initialization attempt allowed for an active
legacy session. This prevents concurrent or repeated initialize requests
from racing into application handlers.



    


    
      
        claim_request_id(session_id, request_id)

      


        Atomically claims a JSON-RPC request ID for an active session.



    


    
      
        complete_initialization(session_id, protocol_version)

      


        Completes a previously claimed initialization and immutably binds its
negotiated protocol version to the session.



    


    
      
        create_session(metadata \\ %{})

      


        Creates a new session with the given metadata.



    


    
      
        ensure_initialized_session(session_id, metadata \\ %{})

      


        Atomically verifies that a session is active, identity-bound to the caller,
and has completed initialization, then refreshes its activity.



    


    
      
        ensure_session(session_id, metadata \\ %{})

      


        Verifies that a server-issued session ID exists, is active, and is bound to
the same authorization identity, then refreshes its activity.



    


    
      
        get_session(session_id)

      


        Gets session information.



    


    
      
        get_stats()

      


        Gets session statistics.



    


    
      
        list_sessions()

      


        Lists all active sessions.



    


    
      
        replay_events_after(session_id, last_event_id \\ nil)

      


        Replays events for a session after the given event ID.



    


    
      
        replay_events_after(session_id, last_event_id, handler_pid)

      


        Replays events for a session after the given event ID and sends them to the handler.



    


    
      
        start_link(opts \\ [])

      


        Starts the session manager with optional configuration.



    


    
      
        store_event(session_id, event_data)

      


        Stores an event for the given session.



    


    
      
        terminate_session(session_id)

      


        Terminates a session and cleans up its events.



    


    
      
        update_session(session_id, updates)

      


        Updates session metadata or activity timestamp.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: %{
  max_sessions: pos_integer(),
  max_request_ids: pos_integer(),
  max_events_per_session: pos_integer(),
  max_event_bytes: pos_integer(),
  max_replay_bytes_per_session: pos_integer(),
  session_ttl_seconds: pos_integer(),
  cleanup_interval_ms: pos_integer(),
  storage_backend: :ets | :persistent_term
}


      



  



  
    
      
    
    
      event_data()



        
          
        

    

  


  

      

          @type event_data() :: %{
  id: event_id(),
  session_id: session_id(),
  type: String.t(),
  data: term(),
  timestamp: integer()
}


      



  



  
    
      
    
    
      event_id()



        
          
        

    

  


  

      

          @type event_id() :: String.t()


      



  



  
    
      
    
    
      session_data()



        
          
        

    

  


  

      

          @type session_data() :: %{
  id: session_id(),
  transport: atom(),
  client_info: map(),
  created_at: integer(),
  last_activity: integer(),
  event_count: non_neg_integer(),
  replay_bytes: non_neg_integer(),
  request_id_count: non_neg_integer(),
  status: :active | :terminated,
  initialized: boolean(),
  initialization_claimed: boolean(),
  protocol_version: String.t() | nil,
  principal_id: String.t() | nil,
  tenant_id: String.t() | nil,
  issuer: String.t() | nil,
  audience: String.t() | [String.t()] | nil
}


      



  



  
    
      
    
    
      session_id()



        
          
        

    

  


  

      

          @type session_id() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      append_event(session_id, type, data)



        
          
        

    

  


  

      

          @spec append_event(session_id(), String.t(), term()) ::
  {:ok, event_data()}
  | {:error, :session_not_found | :event_too_large | :event_not_json_encodable}


      


Atomically appends an event using a store-owned, monotonically increasing ID.
Legacy SSE delivery uses this function before writing to the connection so
events remain replayable when the write races a disconnect. The returned
event is the public representation retained by the session manager.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      claim_initialization(session_id)



        
          
        

    

  


  

      

          @spec claim_initialization(session_id()) ::
  :ok
  | {:error,
     :session_not_found
     | :session_already_initialized
     | :initialization_in_progress}


      


Atomically claims the one initialization attempt allowed for an active
legacy session. This prevents concurrent or repeated initialize requests
from racing into application handlers.

  



  
    
      
    
    
      claim_request_id(session_id, request_id)



        
          
        

    

  


  

      

          @spec claim_request_id(session_id(), String.t() | integer()) ::
  :ok
  | {:error,
     :session_not_found | :duplicate_request_id | :request_id_limit_exceeded}


      


Atomically claims a JSON-RPC request ID for an active session.
IDs remain claimed for the session lifetime. The configured
:max_request_ids bound fails closed once reached.

  



  
    
      
    
    
      complete_initialization(session_id, protocol_version)



        
          
        

    

  


  

      

          @spec complete_initialization(session_id(), String.t()) ::
  :ok
  | {:error,
     :session_not_found
     | :initialization_not_claimed
     | :initialization_owner_mismatch
     | :session_protocol_version_mismatch}


      


Completes a previously claimed initialization and immutably binds its
negotiated protocol version to the session.

  



    

  
    
      
    
    
      create_session(metadata \\ %{})



        
          
        

    

  


  

      

          @spec create_session(map()) :: session_id() | {:error, :session_limit_exceeded}


      


Creates a new session with the given metadata.
Returns a unique session ID that can be used for subsequent operations.

  



    

  
    
      
    
    
      ensure_initialized_session(session_id, metadata \\ %{})



        
          
        

    

  


  

      

          @spec ensure_initialized_session(session_id(), map()) ::
  :ok
  | {:error,
     :session_not_found | :session_identity_mismatch | :session_not_initialized}


      


Atomically verifies that a session is active, identity-bound to the caller,
and has completed initialization, then refreshes its activity.

  



    

  
    
      
    
    
      ensure_session(session_id, metadata \\ %{})



        
          
        

    

  


  

      

          @spec ensure_session(session_id(), map()) ::
  :ok | {:error, :session_not_found | :session_identity_mismatch}


      


Verifies that a server-issued session ID exists, is active, and is bound to
the same authorization identity, then refreshes its activity.
Legacy Streamable HTTP issues the ID on POST before the client opens its SSE
channel. Retaining that exact ID associates later subscriptions and
notifications with one client across both channels.

  



  
    
      
    
    
      get_session(session_id)



        
          
        

    

  


  

      

          @spec get_session(session_id()) ::
  {:ok, session_data()} | {:error, :session_not_found}


      


Gets session information.

  



  
    
      
    
    
      get_stats()



        
          
        

    

  


  

      

          @spec get_stats() :: %{
  total_sessions: non_neg_integer(),
  active_sessions: non_neg_integer(),
  total_events: non_neg_integer(),
  memory_usage: non_neg_integer()
}


      


Gets session statistics.

  



  
    
      
    
    
      list_sessions()



        
          
        

    

  


  

      

          @spec list_sessions() :: [session_data()]


      


Lists all active sessions.

  



    

  
    
      
    
    
      replay_events_after(session_id, last_event_id \\ nil)



        
          
        

    

  


  

      

          @spec replay_events_after(session_id(), event_id() | nil) ::
  [event_data()] | {:error, :session_not_found}


      


Replays events for a session after the given event ID.
This is used when legacy clients reconnect with a Last-Event-ID header
to resume from where they left off.

  



  
    
      
    
    
      replay_events_after(session_id, last_event_id, handler_pid)



        
          
        

    

  


  

      

          @spec replay_events_after(session_id(), event_id() | nil, pid()) ::
  :ok | {:error, :session_not_found}


      


Replays events for a session after the given event ID and sends them to the handler.
This is the callback function referenced in SSEHandler for session replay.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the session manager with optional configuration.

  



  
    
      
    
    
      store_event(session_id, event_data)



        
          
        

    

  


  

      

          @spec store_event(session_id(), event_data()) ::
  :ok
  | {:error, :session_not_found | :event_too_large | :event_not_json_encodable}


      


Stores an event for the given session.
Events are stored with their ID, type, data, and timestamp for potential
replay during session resumption.

  



  
    
      
    
    
      terminate_session(session_id)



        
          
        

    

  


  

      

          @spec terminate_session(session_id()) :: :ok


      


Terminates a session and cleans up its events.
This should be called when a session is explicitly deleted or permanently
abandoned. A transient SSE disconnect alone does not terminate the session,
because its events must remain available for Last-Event-ID replay.

  



  
    
      
    
    
      update_session(session_id, updates)



        
          
        

    

  


  

      

          @spec update_session(session_id(), map()) ::
  :ok
  | {:error,
     :session_not_found
     | :session_identity_mismatch
     | :session_protocol_version_mismatch}


      


Updates session metadata or activity timestamp.

  


        

      


  

    
ExMCP.StdioLauncher 
    



      
Launcher module for STDIO servers that handles Mix.install output.
This module provides a clean way to start STDIO servers that need
to use Mix.install by handling the startup output problem.
Important Note
While this module minimizes output contamination, Mix.install may still
produce some stdout output during dependency resolution that cannot be
completely suppressed. The ExMCP STDIO server is designed to gracefully
handle and ignore such non-JSON lines during startup.
For production use, consider using pre-compiled releases instead of Mix.install
to eliminate all startup output.
Usage
Instead of using Mix.install directly in your script, use:
#!/usr/bin/env elixir

ExMCP.StdioLauncher.start(MyServer, [
  {:ex_mcp, "~> 1.0.0-rc.4"},
  {:jason, "~> 1.4"}
])
This will:
	Install dependencies with minimal output
	Configure logging appropriately for STDIO transport
	Start your server with STDIO transport


      


      
        Summary


  
    Functions
  


    
      
        start(server_module, deps, opts \\ [])

      


        Starts a STDIO server with proper dependency installation.



    





      


      
        Functions


        


    

  
    
      
    
    
      start(server_module, deps, opts \\ [])



        
          
        

    

  


  

Starts a STDIO server with proper dependency installation.
Options
	:deps - List of dependencies for Mix.install (required)
	:mix_install_opts - Options to pass to Mix.install
	:server_opts - Options to pass to server start_link


  


        

      


  

    
ExMCP.SubscriptionRegistry 
    



      
Tracks streamable-HTTP resource subscriptions by MCP session.
The owning process only provides a supervised lifetime for the ETS indexes.
Subscription writes and broadcast lookups operate directly on ETS so one
registry mailbox does not become the notification hot path.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        remove_session(session_id)

      


        Removes every subscription owned by a terminated or expired session.



    


    
      
        sessions(uri)

      


    


    
      
        start_link(opts \\ [])

      


    


    
      
        subscribe(session_id, uri)

      


    


    
      
        subscriptions(session_id)

      


    


    
      
        unsubscribe(session_id, uri)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      remove_session(session_id)



        
          
        

    

  


  

      

          @spec remove_session(String.t()) :: :ok


      


Removes every subscription owned by a terminated or expired session.

  



  
    
      
    
    
      sessions(uri)



        
          
        

    

  


  

      

          @spec sessions(String.t()) :: [String.t()]


      



  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      subscribe(session_id, uri)



        
          
        

    

  


  

      

          @spec subscribe(String.t(), String.t()) :: :ok | {:error, atom()}


      



  



  
    
      
    
    
      subscriptions(session_id)



        
          
        

    

  


  

      

          @spec subscriptions(String.t()) :: [String.t()]


      



  



  
    
      
    
    
      unsubscribe(session_id, uri)



        
          
        

    

  


  

      

          @spec unsubscribe(String.t(), String.t()) :: :ok


      



  


        

      


  

    
ExMCP.Tasks 
    



      
Durable lifecycle helpers for the MCP Tasks extension.
create/3 inserts a task into the configured store before returning its
CreateTaskResult. Server callbacks can use get/2, update/3, and
cancel/2 for the modern task methods, while workers use the transition and
input-response helpers.
The current request principal, tenant, and endpoint are included in the
store owner automatically. A worker outside a server callback should retain
owner/1 from the creating request and pass it back with owner: owner.
Successful creates and wire-visible transitions asynchronously publish the
full modern state to authorized subscriptions/listen task filters. Pass a
non-default registry as subscription_registry: registry; use
notify: false only when the host owns publication.

      


      
        Summary


  
    Types
  


    
      
        task_error()

      


    





  
    Functions
  


    
      
        cancel(task_id, opts \\ [])

      


        Records a cooperative cancellation request and acknowledges it.



    


    
      
        cancellation_requested?(task_id, opts \\ [])

      


        Returns whether cooperative cancellation was requested.



    


    
      
        complete(task_id, result, opts \\ [])

      


        Atomically completes a working task.



    


    
      
        create(tool_name, arguments \\ %{}, opts \\ [])

      


        Synchronously creates and stores a task before returning its wire handle.



    


    
      
        fail(task_id, error, opts \\ [])

      


        Atomically fails a working task with a JSON-RPC error object.



    


    
      
        get(task_id, opts \\ [])

      


        Returns the authorized full wire state for one task.



    


    
      
        mark_cancelled(task_id, opts \\ [])

      


        Atomically marks a cooperatively stopped task as cancelled.



    


    
      
        owner(opts \\ [])

      


        Builds the non-secret authorization owner for the current request.



    


    
      
        put_status_message(task_id, message, opts \\ [])

      


        Atomically changes a non-terminal task's status message.



    


    
      
        require_input(task_id, input_requests, opts \\ [])

      


        Atomically moves a working task to input-required.



    


    
      
        take_input_responses(task_id, opts \\ [])

      


        Atomically drains input responses accepted for a task worker.



    


    
      
        update(task_id, input_responses, opts \\ [])

      


        Idempotently submits responses for currently outstanding task inputs.



    





      


      
        Types


        


  
    
      
    
    
      task_error()



        
          
        

    

  


  

      

          @type task_error() ::
  {:error, ExMCP.Tasks.Store.store_error() | :task_store_unavailable}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      cancel(task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec cancel(
  String.t(),
  keyword()
) :: :ok | task_error()


      


Records a cooperative cancellation request and acknowledges it.

  



    

  
    
      
    
    
      cancellation_requested?(task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec cancellation_requested?(
  String.t(),
  keyword()
) :: {:ok, boolean()} | task_error()


      


Returns whether cooperative cancellation was requested.

  



    

  
    
      
    
    
      complete(task_id, result, opts \\ [])



        
          
        

    

  


  

      

          @spec complete(String.t(), map(), keyword()) ::
  {:ok, ExMCP.Tasks.Task.t()} | task_error()


      


Atomically completes a working task.

  



    

    

  
    
      
    
    
      create(tool_name, arguments \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec create(String.t(), map(), keyword()) :: {:ok, map()} | task_error()


      


Synchronously creates and stores a task before returning its wire handle.

  



    

  
    
      
    
    
      fail(task_id, error, opts \\ [])



        
          
        

    

  


  

      

          @spec fail(String.t(), map(), keyword()) :: {:ok, ExMCP.Tasks.Task.t()} | task_error()


      


Atomically fails a working task with a JSON-RPC error object.

  



    

  
    
      
    
    
      get(task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get(
  String.t(),
  keyword()
) :: {:ok, map()} | task_error()


      


Returns the authorized full wire state for one task.

  



    

  
    
      
    
    
      mark_cancelled(task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec mark_cancelled(
  String.t(),
  keyword()
) :: {:ok, ExMCP.Tasks.Task.t()} | task_error()


      


Atomically marks a cooperatively stopped task as cancelled.

  



    

  
    
      
    
    
      owner(opts \\ [])



        
          
        

    

  


  

      

          @spec owner(keyword()) :: ExMCP.Tasks.Store.owner()


      


Builds the non-secret authorization owner for the current request.

  



    

  
    
      
    
    
      put_status_message(task_id, message, opts \\ [])



        
          
        

    

  


  

      

          @spec put_status_message(String.t(), String.t() | nil, keyword()) ::
  {:ok, ExMCP.Tasks.Task.t()} | task_error()


      


Atomically changes a non-terminal task's status message.

  



    

  
    
      
    
    
      require_input(task_id, input_requests, opts \\ [])



        
          
        

    

  


  

      

          @spec require_input(String.t(), map(), keyword()) ::
  {:ok, ExMCP.Tasks.Task.t()} | task_error()


      


Atomically moves a working task to input-required.

  



    

  
    
      
    
    
      take_input_responses(task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec take_input_responses(
  String.t(),
  keyword()
) :: {:ok, map()} | task_error()


      


Atomically drains input responses accepted for a task worker.

  



    

  
    
      
    
    
      update(task_id, input_responses, opts \\ [])



        
          
        

    

  


  

      

          @spec update(String.t(), map(), keyword()) :: :ok | task_error()


      


Idempotently submits responses for currently outstanding task inputs.

  


        

      


  

    
ExMCP.Tasks.Extension 
    



      
Capability and wire helpers for the MCP Tasks extension.
The extension is defined for the modern protocol era under
io.modelcontextprotocol/tasks. It is deliberately separate from the
experimental tasks capability used by MCP 2025-11-25; declaring one never
implies support for the other.

      


      
        Summary


  
    Types
  


    
      
        validation_error()

      


    





  
    Functions
  


    
      
        allowed_result_types(capabilities)

      


        Returns extension result types enabled by the declared capabilities.



    


    
      
        declared?(capabilities)

      


        Returns whether a capabilities object declares the modern extension.



    


    
      
        identifier()

      


        Returns the canonical extension identifier.



    


    
      
        notification_method()

      


        Returns the task-state notification method.



    


    
      
        put_capability(capabilities \\ %{})

      


        Adds the Tasks extension to a client or server capabilities object.



    


    
      
        request_methods()

      


        Returns the client-to-server methods defined by the extension.



    


    
      
        required_capabilities()

      


        Returns the capability fragment required by modern task operations.



    


    
      
        result_type()

      


        Returns the result discriminator reserved by the extension.



    


    
      
        validate_task_result(result, mode \\ :create)

      


        Validates a task handle or detailed task-state result.



    





      


      
        Types


        


  
    
      
    
    
      validation_error()



        
          
        

    

  


  

      

          @type validation_error() :: {:invalid_task_field, String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allowed_result_types(capabilities)



        
          
        

    

  


  

      

          @spec allowed_result_types(term()) :: [String.t()]


      


Returns extension result types enabled by the declared capabilities.

  



  
    
      
    
    
      declared?(capabilities)



        
          
        

    

  


  

      

          @spec declared?(term()) :: boolean()


      


Returns whether a capabilities object declares the modern extension.

  



  
    
      
    
    
      identifier()



        
          
        

    

  


  

      

          @spec identifier() :: String.t()


      


Returns the canonical extension identifier.

  



  
    
      
    
    
      notification_method()



        
          
        

    

  


  

      

          @spec notification_method() :: String.t()


      


Returns the task-state notification method.

  



    

  
    
      
    
    
      put_capability(capabilities \\ %{})



        
          
        

    

  


  

      

          @spec put_capability(map()) :: map()


      


Adds the Tasks extension to a client or server capabilities object.

  



  
    
      
    
    
      request_methods()



        
          
        

    

  


  

      

          @spec request_methods() :: [String.t()]


      


Returns the client-to-server methods defined by the extension.

  



  
    
      
    
    
      required_capabilities()



        
          
        

    

  


  

      

          @spec required_capabilities() :: map()


      


Returns the capability fragment required by modern task operations.

  



  
    
      
    
    
      result_type()



        
          
        

    

  


  

      

          @spec result_type() :: String.t()


      


Returns the result discriminator reserved by the extension.

  



    

  
    
      
    
    
      validate_task_result(result, mode \\ :create)



        
          
        

    

  


  

      

          @spec validate_task_result(map(), :create | :detailed) ::
  :ok | {:error, validation_error()}


      


Validates a task handle or detailed task-state result.

  


        

      


  

    
ExMCP.Tasks.Server 
    



      
Server-callback adapters for ExMCP.Tasks.
These helpers convert the public task lifecycle API into the return tuples
expected by ExMCP.Server.Handler. use ExMCP.Server.Handler, tasks: :store
installs them as the default modern task callbacks.

      


      
        Summary


  
    Functions
  


    
      
        create(tool_name, arguments, state, opts \\ [])

      


        Creates a stored task result suitable for returning from a request handler.



    





      


      
        Functions


        


    

  
    
      
    
    
      create(tool_name, arguments, state, opts \\ [])



        
          
        

    

  


  

      

          @spec create(String.t(), map(), term(), keyword()) ::
  {:ok, map(), term()} | {:error, term(), term()}


      


Creates a stored task result suitable for returning from a request handler.

  


        

      


  

    
ExMCP.Tasks.Store behaviour
    



      
Persistence contract for the MCP Tasks extension.
A store must make create/3 durable before returning success and must apply
ownership checks to every operation. Implementations should make lifecycle
operations atomic across every node that can serve the same task ID.
ExMCP ships ExMCP.Tasks.Store.ETS as a bounded, node-local reference
implementation. Deployments that require task survival across server or
node restarts should configure a database-backed implementation.

      


      
        Summary


  
    Types
  


    
      
        owner()

      


    


    
      
        store_error()

      


    


    
      
        transition()

      


    





  
    Callbacks
  


    
      
        cancellation_requested?(t, owner, keyword)

      


    


    
      
        create(t, owner, keyword)

      


    


    
      
        fetch(t, owner, keyword)

      


    


    
      
        request_cancel(t, owner, keyword)

      


    


    
      
        submit_input(t, map, owner, keyword)

      


    


    
      
        take_input_responses(t, owner, keyword)

      


    


    
      
        transition(t, transition, owner, keyword)

      


    





      


      
        Types


        


  
    
      
    
    
      owner()



        
          
        

    

  


  

      

          @type owner() :: %{
  principal_id: String.t() | nil,
  tenant_id: String.t() | nil,
  audience: String.t() | nil
}


      



  



  
    
      
    
    
      store_error()



        
          
        

    

  


  

      

          @type store_error() ::
  :already_exists
  | :invalid_task
  | :invalid_input_responses
  | :invalid_transition
  | :not_found_or_unauthorized
  | :store_full
  | :ttl_out_of_range
  | term()


      



  



  
    
      
    
    
      transition()



        
          
        

    

  


  

      

          @type transition() ::
  {:complete, map()}
  | {:fail, map()}
  | {:require_input, map()}
  | {:status_message, String.t() | nil}
  | :cancelled


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      cancellation_requested?(t, owner, keyword)



        
          
        

    

  


  

      

          @callback cancellation_requested?(String.t(), owner(), keyword()) ::
  {:ok, boolean()} | {:error, store_error()}


      



  



  
    
      
    
    
      create(t, owner, keyword)



        
          
        

    

  


  

      

          @callback create(ExMCP.Tasks.Task.t(), owner(), keyword()) ::
  {:ok, ExMCP.Tasks.Task.t()} | {:error, store_error()}


      



  



  
    
      
    
    
      fetch(t, owner, keyword)



        
          
        

    

  


  

      

          @callback fetch(String.t(), owner(), keyword()) ::
  {:ok, ExMCP.Tasks.Task.t()} | {:error, store_error()}


      



  



  
    
      
    
    
      request_cancel(t, owner, keyword)



        
          
        

    

  


  

      

          @callback request_cancel(String.t(), owner(), keyword()) :: :ok | {:error, store_error()}


      



  



  
    
      
    
    
      submit_input(t, map, owner, keyword)



        
          
        

    

  


  

      

          @callback submit_input(String.t(), map(), owner(), keyword()) ::
  :ok | {:error, store_error()}


      



  



  
    
      
    
    
      take_input_responses(t, owner, keyword)



        
          
        

    

  


  

      

          @callback take_input_responses(String.t(), owner(), keyword()) ::
  {:ok, map()} | {:error, store_error()}


      



  



  
    
      
    
    
      transition(t, transition, owner, keyword)



        
          
        

    

  


  

      

          @callback transition(String.t(), transition(), owner(), keyword()) ::
  {:ok, ExMCP.Tasks.Task.t()} | {:error, store_error()}


      



  


        

      


  

    
ExMCP.Tasks.Store.ETS 
    



      
Bounded node-local Tasks store with atomic lifecycle operations.
Entries survive client disconnects, client restarts, connection process
failures, and worker failures while the ExMCP application remains running.
They do not survive an application or node restart. Configure another
ExMCP.Tasks.Store implementation when that stronger durability is needed.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
ExMCP.Tasks.Task 
    



      
Task struct and state machine validation for MCP Tasks.
Tasks represent async operations initiated by tool calls. This module
provides a pure data structure and state transition validation functions.
ExMCP.Tasks and ExMCP.Tasks.Store provide the optional durable lifecycle
boundary; the task struct itself does not own a process.
State Machine
Valid states: :working, :input_required, :completed, :failed, :cancelled
Valid transitions:
	:working -> :input_required | :completed | :failed | :cancelled

	:input_required -> :working | :cancelled

	:completed -> (terminal state)
	:failed -> (terminal state)
	:cancelled -> (terminal state)

Usage
task = ExMCP.Tasks.Task.new("my-tool", %{"arg" => "value"})
{:ok, task} = ExMCP.Tasks.Task.transition(task, :completed)

      


      
        Summary


  
    Types
  


    
      
        state()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        complete(task, result)

      


        Transitions and sets the result (for completed tasks).



    


    
      
        fail(task, error_result)

      


        Transitions to failed state with error info.



    


    
      
        new(tool_name, arguments \\ %{}, opts \\ [])

      


        Creates a new task in the :working state.



    


    
      
        parse_state(other)

      


        Parses a state string to a state atom.



    


    
      
        require_input(task, input_requests)

      


        Transitions a task to input_required with outstanding input requests.



    


    
      
        states()

      


        Returns all valid states.



    


    
      
        terminal?(task)

      


        Checks if the task is in a terminal state.



    


    
      
        terminal_states()

      


        Returns all terminal states.



    


    
      
        to_map(task)

      


        Converts a task to a map suitable for protocol serialization.



    


    
      
        to_map(task, era_or_version)

      


        Converts a task to the wire representation for a protocol era or version.



    


    
      
        transition(task, new_state)

      


        Attempts a state transition.



    


    
      
        valid_transition?(from, to)

      


        Checks if a transition from one state to another is valid.



    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: :working | :input_required | :completed | :failed | :cancelled


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Tasks.Task{
  arguments: map(),
  created_at: String.t(),
  error: map() | nil,
  id: String.t(),
  input_requests: map() | nil,
  last_updated_at: String.t() | nil,
  metadata: map(),
  poll_interval: integer() | nil,
  result: map() | nil,
  state: state(),
  status_message: String.t() | nil,
  tool_name: String.t(),
  ttl: integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      complete(task, result)



        
          
        

    

  


  

      

          @spec complete(t(), map()) :: {:ok, t()} | {:error, String.t()}


      


Transitions and sets the result (for completed tasks).

  



  
    
      
    
    
      fail(task, error_result)



        
          
        

    

  


  

      

          @spec fail(t(), map()) :: {:ok, t()} | {:error, String.t()}


      


Transitions to failed state with error info.

  



    

    

  
    
      
    
    
      new(tool_name, arguments \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec new(String.t(), map(), keyword()) :: t()


      


Creates a new task in the :working state.
Parameters
	tool_name - Name of the tool this task is executing
	arguments - Tool arguments
	opts - Optional fields: :id, :ttl, :metadata


  



  
    
      
    
    
      parse_state(other)



        
          
        

    

  


  

      

          @spec parse_state(String.t()) :: {:ok, state()} | {:error, String.t()}


      


Parses a state string to a state atom.

  



  
    
      
    
    
      require_input(task, input_requests)



        
          
        

    

  


  

      

          @spec require_input(t(), map()) :: {:ok, t()} | {:error, String.t()}


      


Transitions a task to input_required with outstanding input requests.

  



  
    
      
    
    
      states()



        
          
        

    

  


  

      

          @spec states() :: [state()]


      


Returns all valid states.

  



  
    
      
    
    
      terminal?(task)



        
          
        

    

  


  

      

          @spec terminal?(t()) :: boolean()


      


Checks if the task is in a terminal state.

  



  
    
      
    
    
      terminal_states()



        
          
        

    

  


  

      

          @spec terminal_states() :: [state()]


      


Returns all terminal states.

  



  
    
      
    
    
      to_map(task)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Converts a task to a map suitable for protocol serialization.

  



  
    
      
    
    
      to_map(task, era_or_version)



        
          
        

    

  


  

      

          @spec to_map(t(), :legacy | :modern | String.t()) :: map()


      


Converts a task to the wire representation for a protocol era or version.

  



  
    
      
    
    
      transition(task, new_state)



        
          
        

    

  


  

      

          @spec transition(t(), state()) :: {:ok, t()} | {:error, String.t()}


      


Attempts a state transition.
Returns {:ok, updated_task} if the transition is valid,
{:error, reason} if invalid.

  



  
    
      
    
    
      valid_transition?(from, to)



        
          
        

    

  


  

      

          @spec valid_transition?(state(), state()) :: boolean()


      


Checks if a transition from one state to another is valid.

  


        

      


  

    
ExMCP.Telemetry 
    



      
Telemetry integration for ExMCP.
This module defines telemetry events emitted by ExMCP components and provides
convenience functions for attaching handlers.
Events
All events follow the naming convention [:ex_mcp, :component, :action, :status].
Client Events
Connection
	[:ex_mcp, :client, :connected] - Client connection established	Metadata: %{transport: module()}


	[:ex_mcp, :client, :disconnected] - Client disconnected	Metadata: %{}



Request Lifecycle
	[:ex_mcp, :client, :request, :sent] - Request sent to server	Metadata: %{method: String.t()}


	[:ex_mcp, :client, :request, :completed] - Response matched to pending request	Metadata: %{method: String.t() | nil, request_id: integer()}




Receiver
	[:ex_mcp, :client, :receiver, :started] - Receiver task started	Metadata: %{mode: :push | :pull}



	[:ex_mcp, :client, :receiver, :message] - Message received in receive loop	Metadata: %{}



MCP 2026-07-28 Operations
	[:ex_mcp, :client, :era, :settled] - Connection era/version selected
	[:ex_mcp, :client, :era, :fallback] - Modern probe fell back to legacy
	[:ex_mcp, :client, :era, :downgrade_attempt] - A pinned modern endpoint was observed as legacy
	[:ex_mcp, :client, :era, :unsupported_version_retry] - Discovery retried a supported modern version
	[:ex_mcp, :client, :mrtr, :round | :failure] - MRTR progress or bounded failure class

	[:ex_mcp, :client, :subscription, :reconnect] - Subscription reconnect scheduled/completed
	[:ex_mcp, :client, :http, :request, :retry] - Ambiguous HTTP stream reissue

These events use protocol method/version enums and classified reasons. They
never contain request parameters, _meta, inputResponses, request state,
credentials, or subscription identifiers.
State & Progress (via span/3)
	[:ex_mcp, :request, :start] - Request processing starts	Measurements: %{system_time: integer()}
	Metadata: %{request_id: String.t(), method: String.t(), server: atom()}


	[:ex_mcp, :request, :stop] - Request processing completes	Measurements: %{duration: integer()}
	Metadata: %{request_id: String.t(), method: String.t(), server: atom(), status: :ok | :error}



	[:ex_mcp, :request, :exception] - Request processing fails	Measurements: %{duration: integer()}
	Metadata: %{request_id: String.t(), method: String.t(), server: atom(), kind: atom(), error: term(), stacktrace: list()}



Server Events
Request Processing
	[:ex_mcp, :server, :request, :received] - Transport message arrives	Metadata: %{method: String.t()}


	[:ex_mcp, :server, :request, :completed] - Response sent back	Metadata: %{method: String.t()}


	[:ex_mcp, :server, :request, :processed] - MessageProcessor.process/2 completes	Metadata: %{method: String.t(), has_response: boolean()}


	[:ex_mcp, :server, :initialize, :completed] - Server initialization completes	Metadata: %{server_name: String.t()}



Tool Execution
	[:ex_mcp, :server, :tool, :called] - Tool call dispatched	Metadata: %{tool_name: String.t(), mode: :handler}


	[:ex_mcp, :tool, :start] - Tool execution starts (via span/3)	Measurements: %{system_time: integer()}
	Metadata: %{tool_name: String.t(), request_id: String.t()}


	[:ex_mcp, :tool, :stop] - Tool execution completes (via span/3)	Measurements: %{duration: integer()}
	Metadata: %{tool_name: String.t(), request_id: String.t(), status: :ok | :error}




Resource Operations
	[:ex_mcp, :server, :resource, :read] - Resource read dispatched	Metadata: %{uri: String.t(), mode: :handler}


	[:ex_mcp, :resource, :read, :start] - Resource read starts (via span/3)	Measurements: %{system_time: integer()}
	Metadata: %{uri: String.t(), request_id: String.t()}


	[:ex_mcp, :resource, :read, :stop] - Resource read completes (via span/3)	Measurements: %{duration: integer(), bytes: integer() | nil}

	Metadata: %{uri: String.t(), request_id: String.t(), status: :ok | :error}




Prompt Rendering
	[:ex_mcp, :server, :prompt, :rendered] - Prompt get dispatched	Metadata: %{name: String.t(), mode: :handler}



HTTP Transport
	[:ex_mcp, :server, :http, :request] - HTTP request received	Metadata: %{method: String.t(), path: String.t()}


	[:ex_mcp, :server, :http, :response] - HTTP response sent	Metadata: %{status: integer()}



MCP 2026-07-28 Operations
	[:ex_mcp, :server, :mrtr, :failure] - Sealing/resume/replay failure class
	[:ex_mcp, :server, :subscription, :queue_pressure] - Coalescing or slow-consumer closure
	[:ex_mcp, :server, :subscription, :fanout] - PubSub fan-out failure class

MRTR key IDs, JTIs and sealed tokens are deliberately omitted. Subscription
filters, resource URIs, task IDs, principals and wire IDs are also omitted.
Transport Events (via span/3)
	[:ex_mcp, :connection, :established] - Connection established	Measurements: %{system_time: integer()}
	Metadata: %{transport: atom(), server: atom()}


	[:ex_mcp, :connection, :lost] - Connection lost	Measurements: %{system_time: integer(), uptime: integer()}
	Metadata: %{transport: atom(), server: atom(), reason: term()}



Authorization Events
Authorization events are emitted by the OAuth 2.1 subsystem:
	[:ex_mcp, :authorization, :flow, :start | :stop] - OAuth flow lifecycle

	[:ex_mcp, :authorization, :discovery, :start | :stop] - Metadata discovery

	[:ex_mcp, :authorization, :token, :start | :stop] - Token exchange

	[:ex_mcp, :authorization, :authorize, :start | :stop] - Authorization request


ACP Events
Agent Communication Protocol events:
	[:ex_mcp, :acp, :session, :start | :stop] - ACP session lifecycle

	[:ex_mcp, :acp, :prompt, :start | :stop] - ACP prompt processing

	[:ex_mcp, :acp, :transport, :start | :stop] - ACP transport operations


Usage
# Attach a simple logger
ExMCP.Telemetry.attach_default_logger()

# Attach custom handlers
:telemetry.attach(
  "my-handler",
  [:ex_mcp, :server, :tool, :called],
  &MyApp.handle_event/4,
  nil
)

      


      
        Summary


  
    Functions
  


    
      
        attach_default_logger()

      


        Attaches a default logger that logs all ExMCP events.



    


    
      
        detach_default_logger()

      


        Detaches the default logger.



    


    
      
        span(event_prefix, metadata, fun)

      


        Executes a function and emits telemetry events.



    





      


      
        Functions


        


  
    
      
    
    
      attach_default_logger()



        
          
        

    

  


  

Attaches a default logger that logs all ExMCP events.
This is useful for debugging and development.

  



  
    
      
    
    
      detach_default_logger()



        
          
        

    

  


  

Detaches the default logger.

  



  
    
      
    
    
      span(event_prefix, metadata, fun)



        
          
        

    

  


  

Executes a function and emits telemetry events.
This is a convenience function for wrapping operations with telemetry.
Examples
ExMCP.Telemetry.span([:ex_mcp, :custom, :operation], %{id: "123"}, fn ->
  # Do some work
  {:ok, result}
end)

  


        

      


  

    
ExMCP.TestCase 
    



      
Custom test case for ExMCP with MCP-specific testing utilities.
This module provides a comprehensive testing framework specifically designed
for MCP (Model Context Protocol) applications, including:
	Custom assertions for MCP protocol validation
	Mock server and client infrastructure
	Content testing utilities
	DSL testing helpers
	Performance testing tools
	Integration testing support

Usage
defmodule MyMCPTest do
  use ExMCP.TestCase, async: true

  test "tool call validation" do
    tool_result = %{
      "content" => [%{"type" => "text", "text" => "Hello"}]
    }

    assert_valid_tool_result(tool_result)
    assert_content_type(tool_result, :text)
    assert_content_contains(tool_result, "Hello")
  end

  test "server integration" do
    with_mock_server(tools: [sample_tool()]) do |client|
      result = call_tool(client, "sample_tool", %{input: "test"})
      assert_success(result)
    end
  end
end

      


      
        Summary


  
    Functions
  


    
      
        add_cleanup(context, cleanup_fun)

      


        Adds a cleanup function to the test context.



    


    
      
        capture_logs(list)

      


        Captures log output during test execution.



    


    
      
        concurrent_test(description, opts \\ [], list)

      


        Creates a test that runs concurrently with other tests.



    


    
      
        create_test_context(initial_context \\ %{})

      


        Creates a test context with cleanup.



    


    
      
        flush_messages()

      


        Flushes all messages from the test process mailbox.



    


    
      
        measure_time(list)

      


        Measures execution time of a block.



    


    
      
        repeat_test(times, list)

      


        Runs a test multiple times to check for flakiness.



    


    
      
        run_parallel(functions, opts \\ [])

      


        Runs tests in parallel and collects results.



    


    
      
        start_test_supervisor(child_specs)

      


        Creates a supervision tree for testing.



    


    
      
        unique_id(prefix, length \\ 8)

      


        Generates unique test data with a prefix.



    


    
      
        wait_until(condition_fun, opts \\ [])

      


        Waits for a condition to become true within a timeout.



    


    
      
        with_config(config, list)

      


        Runs a test with specific configuration overrides.



    


    
      
        with_mock_server(opts \\ [], list)

      


        Runs a test with a mock MCP server.



    


    
      
        with_temp_file(content, extension \\ "", list)

      


        Creates a temporary file with content for testing.



    


    
      
        with_test_server(server_module, opts \\ [], list)

      


        Runs a test with a real MCP server process.



    


    
      
        with_timeout(timeout_ms, list)

      


        Runs a block with a timeout, failing the test if it takes too long.



    





      


      
        Functions


        


  
    
      
    
    
      add_cleanup(context, cleanup_fun)



        
          
        

    

  


  

      

          @spec add_cleanup(map(), (-> any())) :: map()


      


Adds a cleanup function to the test context.

  



  
    
      
    
    
      capture_logs(list)


        (macro)


        
          
        

    

  


  

Captures log output during test execution.
Examples
logs = capture_logs do
  Logger.info("Test message")
  some_operation()
end

assert logs =~ "Test message"

  



    

  
    
      
    
    
      concurrent_test(description, opts \\ [], list)


        (macro)


        
          
        

    

  


  

Creates a test that runs concurrently with other tests.
Examples
concurrent_test "parallel operation", count: 5 do |index|
  result = parallel_operation(index)
  assert result.id == index
end

  



    

  
    
      
    
    
      create_test_context(initial_context \\ %{})



        
          
        

    

  


  

      

          @spec create_test_context(map()) :: map()


      


Creates a test context with cleanup.
Examples
context = create_test_context(%{
  server_port: 8080,
  temp_dir: "/tmp/test"
})

# Use context in tests
assert context.server_port == 8080

# Cleanup is automatic

  



  
    
      
    
    
      flush_messages()



        
          
        

    

  


  

      

          @spec flush_messages() :: [any()]


      


Flushes all messages from the test process mailbox.

  



  
    
      
    
    
      measure_time(list)


        (macro)


        
          
        

    

  


  

Measures execution time of a block.
Examples
{result, time_ms} = measure_time do
  heavy_computation()
end

assert time_ms < 1000  # Should complete in under 1 second

  



  
    
      
    
    
      repeat_test(times, list)


        (macro)


        
          
        

    

  


  

Runs a test multiple times to check for flakiness.
Examples
repeat_test 10 do
  result = potentially_flaky_operation()
  assert result == :ok
end

  



    

  
    
      
    
    
      run_parallel(functions, opts \\ [])



        
          
        

    

  


  

      

          @spec run_parallel(
  [(-> any())],
  keyword()
) :: [any()]


      


Runs tests in parallel and collects results.
Examples
results = run_parallel([
  fn -> test_operation_1() end,
  fn -> test_operation_2() end,
  fn -> test_operation_3() end
])

assert length(results) == 3
assert Enum.all?(results, &(&1 == :ok))

  



  
    
      
    
    
      start_test_supervisor(child_specs)



        
          
        

    

  


  

      

          @spec start_test_supervisor([Supervisor.child_spec()]) ::
  {:ok, pid()} | {:error, any()}


      


Creates a supervision tree for testing.
Examples
{:ok, supervisor} = start_test_supervisor([
  {MyWorker, [name: :test_worker]},
  {MyServer, [port: 0]}
])

# Test with supervised processes
assert Process.alive?(Process.whereis(:test_worker))

  



    

  
    
      
    
    
      unique_id(prefix, length \\ 8)



        
          
        

    

  


  

      

          @spec unique_id(String.t(), pos_integer()) :: String.t()


      


Generates unique test data with a prefix.
Examples
id = unique_id("test")          # "test_a1b2c3d4"
name = unique_id("user", 8)     # "user_1a2b3c4d"

  



    

  
    
      
    
    
      wait_until(condition_fun, opts \\ [])



        
          
        

    

  


  

      

          @spec wait_until(
  (-> boolean()),
  keyword()
) :: :ok | :timeout


      


Waits for a condition to become true within a timeout.
Examples
wait_until(fn -> Process.alive?(pid) end, timeout: 1000)

  



  
    
      
    
    
      with_config(config, list)


        (macro)


        
          
        

    

  


  

Runs a test with specific configuration overrides.
Examples
with_config([timeout: 10_000, retries: 3]) do
  test_with_custom_config()
end

  



    

  
    
      
    
    
      with_mock_server(opts \\ [], list)


        (macro)


        
          
        

    

  


  

Runs a test with a mock MCP server.
Examples
with_mock_server(tools: [sample_tool()], resources: [sample_resource()]) do |client|
  result = ExMCP.Client.list_tools(client)
  assert {:ok, %{"tools" => tools}} = result
  assert length(tools) == 1
end

  



    

  
    
      
    
    
      with_temp_file(content, extension \\ "", list)


        (macro)


        
          
        

    

  


  

Creates a temporary file with content for testing.
Examples
with_temp_file("test content", ".txt") do |file_path|
  content = File.read!(file_path)
  assert content == "test content"
end

  



    

  
    
      
    
    
      with_test_server(server_module, opts \\ [], list)


        (macro)


        
          
        

    

  


  

Runs a test with a real MCP server process.
Examples
with_test_server(MyServer, port: 8080) do |client|
  result = ExMCP.Client.list_tools(client)
  assert {:ok, %{"tools" => _}} = result
end

  



  
    
      
    
    
      with_timeout(timeout_ms, list)


        (macro)


        
          
        

    

  


  

Runs a block with a timeout, failing the test if it takes too long.
Examples
with_timeout 5000 do
  slow_operation()
end

  


        

      


  

    
ExMCP.Testing.Assertions 
    



      
Custom assertions for MCP protocol testing.
This module provides MCP-specific assertions that go beyond basic ExUnit
assertions, offering detailed validation for protocol compliance, content
structure, and common MCP patterns.
Features
	Protocol Assertions: Validate MCP message structure and compliance
	Content Assertions: Type-safe content validation and inspection
	Tool Assertions: Validate tool definitions and results
	Resource Assertions: Validate resource definitions and responses
	Error Assertions: Structured error validation
	Performance Assertions: Response time and throughput validation

Usage
use ExMCP.TestCase

test "tool call returns valid content" do
  result = call_tool(client, "sample_tool", %{input: "test"})

  assert_success(result)
  assert_valid_tool_result(result)
  assert_content_type(result, :text)
  assert_content_contains(result, "expected output")
end

      


      
        Summary


  
    Types
  


    
      
        assertion_opts()

      


        Assertion options for customizing behavior



    


    
      
        mcp_message_type()

      


        MCP message types for assertion validation



    





  
    Functions
  


    
      
        assert_all_valid(items, validator)

      


        Asserts that all items in a list pass a validation function.



    


    
      
        assert_content_contains(map, expected)

      


        Asserts that text content contains a specific string.



    


    
      
        assert_content_matches(map, pattern)

      


        Asserts that content matches a regular expression.



    


    
      
        assert_content_type(content_list, expected_type)

      


        Asserts that content is of a specific type.



    


    
      
        assert_error(result, validator \\ nil, message \\ nil)

      


        Asserts that a response indicates an error.



    


    
      
        assert_eventually(condition, opts \\ [])

      


        Asserts that a value becomes true within a timeout period.



    


    
      
        assert_has_resource(resources, resource_uri)

      


        Asserts that a list of resources contains a specific resource.



    


    
      
        assert_has_tool(tools, tool_name)

      


        Asserts that a list of tools contains a specific tool.



    


    
      
        assert_mcp_message(message, type, opts \\ [])

      


        Asserts that a value matches MCP message structure.



    


    
      
        assert_performance(operation, opts \\ [])

      


        Asserts that an operation completes within a time limit.



    


    
      
        assert_sequence(operations, list)

      


        Asserts that events occur in a specific order.



    


    
      
        assert_success(result, message \\ nil)

      


        Asserts that a response indicates success.



    


    
      
        assert_throughput(operation, opts \\ [])

      


        Asserts that multiple operations maintain average performance.



    


    
      
        assert_valid_content(content)

      


        Asserts that content is valid according to MCP content protocol.



    


    
      
        assert_valid_prompt(prompt)

      


        Asserts that a prompt definition is valid.



    


    
      
        assert_valid_resource(resource)

      


        Asserts that a resource definition is valid.



    


    
      
        assert_valid_tool(tool)

      


        Asserts that a tool definition is valid.



    


    
      
        assert_valid_tool_result(result)

      


        Asserts that a tool result contains valid content.



    





      


      
        Types


        


  
    
      
    
    
      assertion_opts()



        
          
        

    

  


  

      

          @type assertion_opts() :: [
  strict: boolean(),
  timeout: pos_integer(),
  retry_count: pos_integer(),
  message: String.t()
]


      


Assertion options for customizing behavior

  



  
    
      
    
    
      mcp_message_type()



        
          
        

    

  


  

      

          @type mcp_message_type() ::
  :request
  | :response
  | :notification
  | :error
  | :initialize
  | :list_tools
  | :call_tool
  | :list_resources
  | :read_resource
  | :list_prompts
  | :get_prompt


      


MCP message types for assertion validation

  


        

      

      
        Functions


        


  
    
      
    
    
      assert_all_valid(items, validator)



        
          
        

    

  


  

      

          @spec assert_all_valid([any()], (any() -> any())) :: [any()]


      


Asserts that all items in a list pass a validation function.
Examples
assert_all_valid(tools, &assert_valid_tool/1)
assert_all_valid(content_list, fn content ->
  assert_content_type(content, :text)
  assert_content_contains(content, "required")
end)

  



  
    
      
    
    
      assert_content_contains(map, expected)



        
          
        

    

  


  

      

          @spec assert_content_contains(ExMCP.Content.Protocol.content() | map(), String.t()) ::
  any()


      


Asserts that text content contains a specific string.
Examples
assert_content_contains(text_content, "hello")
assert_content_contains(tool_result, "expected output")

  



  
    
      
    
    
      assert_content_matches(map, pattern)



        
          
        

    

  


  

      

          @spec assert_content_matches(ExMCP.Content.Protocol.content() | map(), Regex.t()) ::
  any()


      


Asserts that content matches a regular expression.
Examples
assert_content_matches(content, ~r/hello \w+/)
assert_content_matches(tool_result, ~r/\d{4}-\d{2}-\d{2}/)

  



  
    
      
    
    
      assert_content_type(content_list, expected_type)



        
          
        

    

  


  

      

          @spec assert_content_type(ExMCP.Content.Protocol.content() | map() | [map()], atom()) ::
  any()


      


Asserts that content is of a specific type.
Examples
assert_content_type(content, :text)
assert_content_type(result, :image)
assert_content_type(result["content"], :text)  # For tool results

  



    

    

  
    
      
    
    
      assert_error(result, validator \\ nil, message \\ nil)



        
          
        

    

  


  

      

          @spec assert_error(any(), (any() -> any()) | nil, String.t() | nil) :: any()


      


Asserts that a response indicates an error.
Examples
assert_error({:error, :timeout})
assert_error(%{"error" => %{"code" => -1}})

# With specific error checking
assert_error(result, fn error ->
  assert error.code == -32601
  assert error.message =~ "Method not found"
end)

  



    

  
    
      
    
    
      assert_eventually(condition, opts \\ [])



        
          
        

    

  


  

      

          @spec assert_eventually((-> boolean()), assertion_opts()) :: :ok


      


Asserts that a value becomes true within a timeout period.
Examples
assert_eventually fn ->
  Process.alive?(pid)
end, timeout: 1000

assert_eventually fn ->
  GenServer.call(server, :is_ready)
end, timeout: 5000, interval: 100

  



  
    
      
    
    
      assert_has_resource(resources, resource_uri)



        
          
        

    

  


  

      

          @spec assert_has_resource([map()], String.t()) :: map()


      


Asserts that a list of resources contains a specific resource.
Examples
resources = [%{"uri" => "file://a.txt"}, %{"uri" => "file://b.txt"}]
assert_has_resource(resources, "file://a.txt")

  



  
    
      
    
    
      assert_has_tool(tools, tool_name)



        
          
        

    

  


  

      

          @spec assert_has_tool([map()], String.t()) :: map()


      


Asserts that a list of tools contains a specific tool.
Examples
tools = [%{"name" => "tool1"}, %{"name" => "tool2"}]
assert_has_tool(tools, "tool1")

  



    

  
    
      
    
    
      assert_mcp_message(message, type, opts \\ [])



        
          
        

    

  


  

      

          @spec assert_mcp_message(map(), mcp_message_type(), keyword()) :: map()


      


Asserts that a value matches MCP message structure.
Examples
assert_mcp_message(message, :request)
assert_mcp_message(message, :response, id: 123)
assert_mcp_message(message, :notification, method: "notifications/message")

  



    

  
    
      
    
    
      assert_performance(operation, opts \\ [])



        
          
        

    

  


  

      

          @spec assert_performance((-> any()), assertion_opts()) :: any()


      


Asserts that an operation completes within a time limit.
Examples
assert_performance fn ->
  slow_operation()
end, max_time: 1000

assert_performance fn ->
  call_tool(client, "tool", %{})
end, max_time: 500, message: "Tool call should be fast"

  



  
    
      
    
    
      assert_sequence(operations, list)


        (macro)


        
          
        

    

  


  

Asserts that events occur in a specific order.
Examples
assert_sequence([
  fn -> send(self(), :event1) end,
  fn -> send(self(), :event2) end,
  fn -> send(self(), :event3) end
]) do
  assert_received :event1
  assert_received :event2
  assert_received :event3
end

  



    

  
    
      
    
    
      assert_success(result, message \\ nil)



        
          
        

    

  


  

      

          @spec assert_success(any(), String.t() | nil) :: any()


      


Asserts that a response indicates success.
Examples
assert_success({:ok, result})
assert_success(%{"status" => "success"})

# With custom message
assert_success(result, "Tool call should succeed")

  



    

  
    
      
    
    
      assert_throughput(operation, opts \\ [])



        
          
        

    

  


  

      

          @spec assert_throughput((-> any()), assertion_opts()) :: [any()]


      


Asserts that multiple operations maintain average performance.
Examples
assert_throughput fn ->
  call_tool(client, "tool", %{})
end, iterations: 10, max_avg_time: 100

  



  
    
      
    
    
      assert_valid_content(content)



        
          
        

    

  


  

      

          @spec assert_valid_content(ExMCP.Content.Protocol.content() | map()) ::
  ExMCP.Content.Protocol.content() | map()


      


Asserts that content is valid according to MCP content protocol.
Examples
assert_valid_content(Protocol.text("Hello"))
assert_valid_content(%{"type" => "text", "text" => "Hello"})

  



  
    
      
    
    
      assert_valid_prompt(prompt)



        
          
        

    

  


  

      

          @spec assert_valid_prompt(map()) :: map()


      


Asserts that a prompt definition is valid.
Examples
prompt = %{
  "name" => "sample_prompt",
  "description" => "A sample prompt",
  "arguments" => [
    %{"name" => "topic", "description" => "The topic", "required" => true}
  ]
}
assert_valid_prompt(prompt)

  



  
    
      
    
    
      assert_valid_resource(resource)



        
          
        

    

  


  

      

          @spec assert_valid_resource(map()) :: map()


      


Asserts that a resource definition is valid.
Examples
resource = %{
  "uri" => "file://data.txt",
  "name" => "Sample Data",
  "description" => "Sample data file",
  "mimeType" => "text/plain"
}
assert_valid_resource(resource)

  



  
    
      
    
    
      assert_valid_tool(tool)



        
          
        

    

  


  

      

          @spec assert_valid_tool(map()) :: map()


      


Asserts that a tool definition is valid.
Examples
tool = %{
  "name" => "sample_tool",
  "description" => "A sample tool",
  "inputSchema" => %{"type" => "object"}
}
assert_valid_tool(tool)

  



  
    
      
    
    
      assert_valid_tool_result(result)



        
          
        

    

  


  

      

          @spec assert_valid_tool_result(map()) :: map()


      


Asserts that a tool result contains valid content.
Examples
result = %{"content" => [%{"type" => "text", "text" => "Hello"}]}
assert_valid_tool_result(result)

  


        

      


  

    
ExMCP.Testing.Builders 
    



      
Test data builders and generators for ExMCP.
This module provides factories and builders for creating test data that
conforms to MCP protocol specifications. It includes builders for all
major MCP entities and supports both fixed and randomized test data.
Features
	Content Builders: Generate valid content for all supported types
	Tool Builders: Create tool definitions and results
	Resource Builders: Generate resource definitions and data
	Prompt Builders: Create prompt templates and arguments
	Message Builders: Generate MCP protocol messages
	Schema Builders: Create JSON schemas for validation
	Randomized Data: Support for property-based testing

Usage
alias ExMCP.Testing.Builders

# Create test content
text_content = Builders.text_content("Hello world")
image_content = Builders.image_content()

# Create test tools
tool = Builders.tool("sample_tool")
tool_with_schema = Builders.tool("complex_tool", schema: Builders.object_schema())

# Create test messages
request = Builders.request("list_tools", id: 1)
response = Builders.success_response(1, %{"tools" => []})

      


      
        Summary


  
    Types
  


    
      
        builder_opts()

      


        Builder options for customizing generated data



    





  
    Functions
  


    
      
        annotation_content(type \\ nil, opts \\ [])

      


        Builds annotation content for testing.



    


    
      
        array_schema(items \\ nil, opts \\ [])

      


        Builds an array JSON Schema for testing.



    


    
      
        audio_content(opts \\ [])

      


        Builds audio content for testing.



    


    
      
        error_response(id, code, message, data \\ nil)

      


        Builds an MCP error response for testing.



    


    
      
        image_content(opts \\ [])

      


        Builds image content for testing.



    


    
      
        integer_schema(opts \\ [])

      


        Builds an integer JSON Schema for testing.



    


    
      
        notification(method, params)

      


        Builds an MCP notification for testing.



    


    
      
        object_schema(properties \\ nil, opts \\ [])

      


        Builds a JSON Schema object for testing.



    


    
      
        prompt(name \\ nil, description \\ nil, opts \\ [])

      


        Builds a prompt definition for testing.



    


    
      
        prompt_argument(name, description, opts \\ [])

      


        Builds a prompt argument for testing.



    


    
      
        prompt_data(content, opts \\ [])

      


        Builds prompt data for testing.



    


    
      
        random_bytes(size)

      


        Generates random bytes.



    


    
      
        random_string(length)

      


        Generates random string of specified length.



    


    
      
        random_text(length)

      


        Generates random text of specified length.



    


    
      
        request(method, opts \\ [])

      


        Builds an MCP request message for testing.



    


    
      
        resource(uri \\ nil, name \\ nil, opts \\ [])

      


        Builds a resource definition for testing.



    


    
      
        resource_content(uri \\ nil, opts \\ [])

      


        Builds resource content for testing.



    


    
      
        resource_data(content \\ nil, mime_type \\ nil, opts \\ [])

      


        Builds resource data for testing.



    


    
      
        string_schema(opts \\ [])

      


        Builds a string JSON Schema for testing.



    


    
      
        success_response(id, result)

      


        Builds an MCP success response for testing.



    


    
      
        text_content(content \\ nil, opts \\ [])

      


        Builds text content for testing.



    


    
      
        tool(name \\ nil, opts \\ [])

      


        Builds a tool definition for testing.



    


    
      
        tool_result(content \\ nil, opts \\ [])

      


        Builds a tool result for testing.



    





      


      
        Types


        


  
    
      
    
    
      builder_opts()



        
          
        

    

  


  

      

          @type builder_opts() :: [
  random: boolean(),
  seed: integer(),
  size: pos_integer(),
  format: atom(),
  metadata: map()
]


      


Builder options for customizing generated data

  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      annotation_content(type \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec annotation_content(String.t() | nil, builder_opts()) ::
  ExMCP.Content.Protocol.annotation()


      


Builds annotation content for testing.
Examples
# Simple annotation
annotation_content("sentiment")

# With confidence and text
annotation_content("sentiment", confidence: 0.95, text: "positive")

# Random annotation
annotation_content(random: true)

  



    

    

  
    
      
    
    
      array_schema(items \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec array_schema(map() | nil, builder_opts()) :: map()


      


Builds an array JSON Schema for testing.
Examples
array_schema(string_schema())
array_schema(object_schema(), min_items: 1, max_items: 10)

  



    

  
    
      
    
    
      audio_content(opts \\ [])



        
          
        

    

  


  

      

          @spec audio_content(builder_opts()) :: ExMCP.Content.Protocol.audio()


      


Builds audio content for testing.
Examples
# Default test audio
audio_content()

# With transcript
audio_content(transcript: "Hello world")

# With duration
audio_content(duration: 10.5)

# Random audio data
audio_content(random: true, size: 2048)

  



    

  
    
      
    
    
      error_response(id, code, message, data \\ nil)



        
          
        

    

  


  

      

          @spec error_response(integer(), integer(), String.t(), any()) :: map()


      


Builds an MCP error response for testing.
Examples
# Method not found error
error_response(1, -32601, "Method not found")

# Custom error with data
error_response(2, -1, "Tool error", %{"details" => "Something went wrong"})

  



    

  
    
      
    
    
      image_content(opts \\ [])



        
          
        

    

  


  

      

          @spec image_content(builder_opts()) :: ExMCP.Content.Protocol.image()


      


Builds image content for testing.
Examples
# Default test image
image_content()

# Custom MIME type
image_content(mime_type: "image/jpeg")

# With dimensions
image_content(width: 800, height: 600)

# Random image data
image_content(random: true, size: 1024)

  



    

  
    
      
    
    
      integer_schema(opts \\ [])



        
          
        

    

  


  

      

          @spec integer_schema(builder_opts()) :: map()


      


Builds an integer JSON Schema for testing.
Examples
integer_schema()
integer_schema(minimum: 0, maximum: 100)
integer_schema(multiple_of: 5)

  



  
    
      
    
    
      notification(method, params)



        
          
        

    

  


  

      

          @spec notification(String.t(), map()) :: map()


      


Builds an MCP notification for testing.
Examples
# Simple notification
notification("notifications/message", %{"level" => "info", "text" => "Hello"})

# Progress notification
notification("notifications/progress", %{
  "progressToken" => "task_1",
  "progress" => 50,
  "total" => 100
})

  



    

    

  
    
      
    
    
      object_schema(properties \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec object_schema(map() | nil, builder_opts()) :: map()


      


Builds a JSON Schema object for testing.
Examples
# Simple object schema
object_schema()

# Object with properties
object_schema(%{
  "name" => string_schema(),
  "age" => integer_schema(minimum: 0),
  "email" => string_schema(format: "email")
})

# Required properties
object_schema(%{"name" => string_schema()}, required: ["name"])

  



    

    

    

  
    
      
    
    
      prompt(name \\ nil, description \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec prompt(String.t() | nil, String.t() | nil, builder_opts()) :: map()


      


Builds a prompt definition for testing.
Examples
# Simple prompt
prompt("sample_prompt", "A test prompt")

# Prompt with arguments
prompt("complex_prompt", "Complex prompt", arguments: [
  prompt_argument("topic", "The topic to discuss", required: true),
  prompt_argument("style", "Writing style", required: false)
])

# Random prompt
prompt(random: true)

  



    

  
    
      
    
    
      prompt_argument(name, description, opts \\ [])



        
          
        

    

  


  

      

          @spec prompt_argument(String.t(), String.t(), builder_opts()) :: map()


      


Builds a prompt argument for testing.
Examples
# Required argument
prompt_argument("topic", "The topic to discuss", required: true)

# Optional argument
prompt_argument("style", "Writing style", required: false)

  



    

  
    
      
    
    
      prompt_data(content, opts \\ [])



        
          
        

    

  


  

      

          @spec prompt_data(String.t() | [map()], builder_opts()) :: map()


      


Builds prompt data for testing.
Examples
# Simple prompt result
prompt_data("Write about: space exploration")

# Prompt with multiple messages
prompt_data([
  %{"role" => "system", "content" => "You are a helpful assistant"},
  %{"role" => "user", "content" => "Hello"}
])

  



  
    
      
    
    
      random_bytes(size)



        
          
        

    

  


  

      

          @spec random_bytes(pos_integer()) :: binary()


      


Generates random bytes.

  



  
    
      
    
    
      random_string(length)



        
          
        

    

  


  

      

          @spec random_string(pos_integer()) :: String.t()


      


Generates random string of specified length.

  



  
    
      
    
    
      random_text(length)



        
          
        

    

  


  

      

          @spec random_text(pos_integer()) :: String.t()


      


Generates random text of specified length.

  



    

  
    
      
    
    
      request(method, opts \\ [])



        
          
        

    

  


  

      

          @spec request(String.t(), builder_opts()) :: map()


      


Builds an MCP request message for testing.
Examples
# Simple request
request("list_tools", id: 1)

# Request with parameters
request("call_tool", id: 2, params: %{
  "name" => "sample_tool",
  "arguments" => %{"input" => "test"}
})

  



    

    

    

  
    
      
    
    
      resource(uri \\ nil, name \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec resource(String.t() | nil, String.t() | nil, builder_opts()) :: map()


      


Builds a resource definition for testing.
Examples
# Simple resource
resource("file://data.txt", "Test Data")

# Resource with metadata
resource("https://api.example.com", "API",
  description: "REST API endpoint",
  mime_type: "application/json"
)

# Random resource
resource(random: true)

  



    

    

  
    
      
    
    
      resource_content(uri \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec resource_content(String.t() | nil, builder_opts()) ::
  ExMCP.Content.Protocol.resource()


      


Builds resource content for testing.
Examples
# File resource
resource_content("file://data.txt")

# HTTP resource with metadata
resource_content("https://example.com/api",
  text: "API endpoint",
  mime_type: "application/json"
)

# Random resource
resource_content(random: true)

  



    

    

    

  
    
      
    
    
      resource_data(content \\ nil, mime_type \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec resource_data(String.t() | nil, String.t() | nil, builder_opts()) :: map()


      


Builds resource data for testing.
Examples
# Text resource data
resource_data("Hello world", "text/plain")

# Binary resource data
resource_data(random: true, mime_type: "application/octet-stream", size: 1024)

  



    

  
    
      
    
    
      string_schema(opts \\ [])



        
          
        

    

  


  

      

          @spec string_schema(builder_opts()) :: map()


      


Builds a string JSON Schema for testing.
Examples
string_schema()
string_schema(min_length: 1, max_length: 100)
string_schema(pattern: "^[a-z]+$")
string_schema(format: "email")

  



  
    
      
    
    
      success_response(id, result)



        
          
        

    

  


  

      

          @spec success_response(integer(), any()) :: map()


      


Builds an MCP success response for testing.
Examples
# Simple success response
success_response(1, %{"tools" => []})

# Tool call response
success_response(2, tool_result("Success"))

  



    

    

  
    
      
    
    
      text_content(content \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec text_content(String.t() | nil, builder_opts()) :: ExMCP.Content.Protocol.text()


      


Builds text content for testing.
Examples
# Fixed content
text_content("Hello world")

# Random content
text_content(random: true)

# Markdown content
text_content("# Header", format: :markdown)

# With metadata
text_content("Test", metadata: %{author: "test"})

  



    

    

  
    
      
    
    
      tool(name \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec tool(String.t() | nil, builder_opts()) :: map()


      


Builds a tool definition for testing.
Examples
# Simple tool
tool("sample_tool")

# Tool with custom description
tool("sample_tool", description: "Custom description")

# Tool with complex schema
tool("complex_tool", schema: object_schema(%{
  "name" => string_schema(),
  "age" => integer_schema()
}))

# Random tool
tool(random: true)

  



    

    

  
    
      
    
    
      tool_result(content \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec tool_result(
  String.t() | [ExMCP.Content.Protocol.content()] | nil,
  builder_opts()
) :: map()


      


Builds a tool result for testing.
Examples
# Simple text result
tool_result("Operation completed")

# Multiple content items
tool_result([
  text_content("Result 1"),
  text_content("Result 2")
])

# Error result
tool_result(error: "Something went wrong")

  


        

      


  

    
ExMCP.Testing.MockServer 
    



      
Mock MCP server implementation for testing.
This module provides a comprehensive mock server that can simulate
various MCP server behaviors for testing client implementations.
It supports all MCP protocol features including tools, resources,
prompts, and streaming.
Features
	Full Protocol Support: All MCP methods and notifications
	Configurable Responses: Customize server behavior for testing
	State Management: Stateful behavior for complex scenarios
	Error Simulation: Test error handling and edge cases
	Performance Testing: Latency and throughput simulation
	Transport Agnostic: Works with all transport implementations

Usage
# Simple mock server
MockServer.with_server([], fn client ->
  {:ok, result} = ExMCP.Client.list_tools(client)
  assert length(result["tools"]) == 0
end)

# Server with predefined tools
MockServer.with_server([
  tools: [MockServer.sample_tool()],
  resources: [MockServer.sample_resource()]
], fn client ->
  # Test with mock data
end)

# Server with custom behavior
MockServer.with_server([
  handler: MyCustomHandler,
  state: %{custom_data: "test"}
], fn client ->
  # Test with custom handler
end)

      


      
        Summary


  
    Types
  


    
      
        mock_config()

      


        Mock server configuration



    


    
      
        server_state()

      


        Mock server state



    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_call_count(server_pid)

      


        Gets the current call count for a mock server.



    


    
      
        get_server_state(server_pid)

      


        Gets the current state of a mock server.



    


    
      
        reset_call_count(server_pid)

      


        Resets the call count for a mock server.



    


    
      
        sample_prompt(opts \\ [])

      


        Creates a sample prompt definition for testing.



    


    
      
        sample_resource(opts \\ [])

      


        Creates a sample resource definition for testing.



    


    
      
        sample_tool(opts \\ [])

      


        Creates a sample tool definition for testing.



    


    
      
        set_custom_state(server_pid, new_state)

      


        Updates the custom state of a mock server.



    


    
      
        start_link(config \\ [])

      


    


    
      
        with_server(config \\ [], test_fun)

      


        Starts a mock server and runs a test function with a connected client.



    





      


      
        Types


        


  
    
      
    
    
      mock_config()



        
          
        

    

  


  

      

          @type mock_config() :: [
  tools: [map()],
  resources: [map()],
  prompts: [map()],
  handler: module() | nil,
  state: map(),
  latency: pos_integer(),
  error_rate: float(),
  capabilities: map()
]


      


Mock server configuration

  



  
    
      
    
    
      server_state()



        
          
        

    

  


  

      

          @type server_state() :: %{
  tools: [map()],
  resources: [map()],
  prompts: [map()],
  handler: module() | nil,
  custom_state: map(),
  latency: pos_integer(),
  error_rate: float(),
  capabilities: map(),
  call_count: map(),
  last_calls: [map()]
}


      


Mock server state

  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      get_call_count(server_pid)



        
          
        

    

  


  

      

          @spec get_call_count(pid()) :: map()


      


Gets the current call count for a mock server.
Examples
with_server([], fn client ->
  ExMCP.Client.list_tools(client)
  ExMCP.Client.list_tools(client)

  count = MockServer.get_call_count(server_pid)
  assert count["tools/list"] == 2
end)

  



  
    
      
    
    
      get_server_state(server_pid)



        
          
        

    

  


  

      

          @spec get_server_state(pid()) :: server_state()


      


Gets the current state of a mock server.

  



  
    
      
    
    
      reset_call_count(server_pid)



        
          
        

    

  


  

      

          @spec reset_call_count(pid()) :: :ok


      


Resets the call count for a mock server.

  



    

  
    
      
    
    
      sample_prompt(opts \\ [])



        
          
        

    

  


  

      

          @spec sample_prompt(keyword()) :: map()


      


Creates a sample prompt definition for testing.
Examples
prompt = sample_prompt()
# %{"name" => "sample_prompt", "description" => "...", "arguments" => [...]}

prompt = sample_prompt(name: "custom_prompt")

  



    

  
    
      
    
    
      sample_resource(opts \\ [])



        
          
        

    

  


  

      

          @spec sample_resource(keyword()) :: map()


      


Creates a sample resource definition for testing.
Examples
resource = sample_resource()
# %{"uri" => "file://sample.txt", "name" => "Sample", ...}

resource = sample_resource(uri: "https://api.example.com", name: "API")

  



    

  
    
      
    
    
      sample_tool(opts \\ [])



        
          
        

    

  


  

      

          @spec sample_tool(keyword()) :: map()


      


Creates a sample tool definition for testing.
Examples
tool = sample_tool()
# %{"name" => "sample_tool", "description" => "...", "inputSchema" => %{...}}

tool = sample_tool(name: "custom_tool", description: "Custom tool")

  



  
    
      
    
    
      set_custom_state(server_pid, new_state)



        
          
        

    

  


  

      

          @spec set_custom_state(pid(), map()) :: :ok


      


Updates the custom state of a mock server.

  



    

  
    
      
    
    
      start_link(config \\ [])



        
          
        

    

  


  

      

          @spec start_link(mock_config()) :: GenServer.on_start()


      



  



    

  
    
      
    
    
      with_server(config \\ [], test_fun)



        
          
        

    

  


  

      

          @spec with_server(mock_config(), (pid() -> any())) :: any()


      


Starts a mock server and runs a test function with a connected client.
Options
	:tools - List of tool definitions to serve
	:resources - List of resource definitions to serve
	:prompts - List of prompt definitions to serve
	:handler - Custom handler module for advanced behavior
	:state - Initial custom state for the handler
	:latency - Simulated response latency in milliseconds
	:error_rate - Probability (0.0-1.0) of returning errors
	:capabilities - Custom server capabilities

Examples
with_server([], fn client ->
  result = ExMCP.Client.list_tools(client)
  assert {:ok, %{"tools" => []}} = result
end)

with_server([
  tools: [sample_tool()],
  latency: 100
], fn client ->
  # Test with 100ms latency
end)

  


        

      


  

    
ExMCP.Testing.MockTransport 
    



      
Mock transport implementation that connects to MockServer.
This transport sends messages directly to a mock server process
instead of using network communication, enabling fast and reliable
testing of MCP protocol interactions.

      


      
        Summary


  
    Functions
  


    
      
        receive(transport, timeout \\ 5000)

      


    


    
      
        recv(transport, timeout)

      


    


    
      
        send(transport, message)

      


    





      


      
        Functions


        


    

  
    
      
    
    
      receive(transport, timeout \\ 5000)



        
          
        

    

  


  


  



  
    
      
    
    
      recv(transport, timeout)



        
          
        

    

  


  


  



  
    
      
    
    
      send(transport, message)



        
          
        

    

  


  


  


        

      


  

    
ExMCP.Testing.SchemaGenerator 
    



      
Generates valid test values from JSON Schema definitions.
Useful for conformance testing, property-based testing, and automated
tool exploration. Given a JSON Schema inputSchema, produces minimal
valid arguments that satisfy the schema constraints.
Examples
iex> schema = %{"type" => "object", "properties" => %{
...>   "name" => %{"type" => "string"},
...>   "age" => %{"type" => "integer"}
...> }, "required" => ["name"]}
iex> ExMCP.Testing.SchemaGenerator.generate_args(schema)
%{"name" => "test", "age" => 1}

      


      
        Summary


  
    Functions
  


    
      
        generate_args(schema)

      


        Generate a map of arguments from a JSON Schema object definition.



    


    
      
        generate_value(schema)

      


        Generate a single value from a JSON Schema type definition.



    





      


      
        Functions


        


  
    
      
    
    
      generate_args(schema)



        
          
        

    

  


  

      

          @spec generate_args(map() | nil) :: map()


      


Generate a map of arguments from a JSON Schema object definition.
Returns a map with generated values for all properties. Required
properties always get values; optional properties get values too
(conformance tests may validate them).

  



  
    
      
    
    
      generate_value(schema)



        
          
        

    

  


  

      

          @spec generate_value(map() | nil) :: term()


      


Generate a single value from a JSON Schema type definition.

  


        

      


  

    
ExMCP.Transport.Error 
    



      
Standardized error handling for MCP transports.
This module provides consistent error patterns and error handling functions
for all MCP transport implementations. It ensures that all transports return
errors in the same format for better client compatibility.
Standard Error Types
	:connection_error - Connection establishment or maintenance failures
	:transport_error - Transport-level communication failures  
	:security_violation - Security policy violations
	:validation_error - Message or parameter validation failures
	:timeout_error - Operation timeout failures
	:protocol_error - Protocol-level violations or incompatibilities

Usage
# In transport implementations
case some_operation() do
  {:ok, result} -> {:ok, result}
  {:error, reason} -> Error.transport_error(reason)
end

# Connection failures
Error.connection_error(:server_not_available)

# Security violations  
Error.security_violation("Invalid origin")

      


      
        Summary


  
    Types
  


    
      
        error_reason()

      


    


    
      
        error_type()

      


    





  
    Functions
  


    
      
        connection_error(reason)

      


        Creates a standardized connection error.



    


    
      
        error_type?(arg1, expected_type)

      


        Checks if an error is of a specific type.



    


    
      
        get_error_reason(error)

      


        Extracts the error reason from a standardized error tuple.



    


    
      
        get_error_type(arg1)

      


        Extracts the error type from a standardized error tuple.



    


    
      
        normalize_error(other)

      


        Normalizes an error tuple to the standard format.



    


    
      
        protocol_error(reason)

      


        Creates a standardized protocol error.



    


    
      
        security_violation(reason)

      


        Creates a standardized security violation error.



    


    
      
        timeout_error(reason)

      


        Creates a standardized timeout error.



    


    
      
        transport_error(reason)

      


        Creates a standardized transport error.



    


    
      
        validate_connection(state, connected_check_fn)

      


        Validates connection state before performing transport operations.



    


    
      
        validate_connection_with_module(state, transport_module)

      


        Validates connection state using the transport's connected?/1 function.



    


    
      
        validation_error(reason)

      


        Creates a standardized validation error.



    


    
      
        wrap_error(type, reason)

      


        Wraps an arbitrary error in the standard transport error format.



    





      


      
        Types


        


  
    
      
    
    
      error_reason()



        
          
        

    

  


  

      

          @type error_reason() :: atom() | String.t() | map()


      



  



  
    
      
    
    
      error_type()



        
          
        

    

  


  

      

          @type error_type() ::
  :connection_error
  | :transport_error
  | :security_violation
  | :validation_error
  | :timeout_error
  | :protocol_error


      



  


        

      

      
        Functions


        


  
    
      
    
    
      connection_error(reason)



        
          
        

    

  


  

      

          @spec connection_error(error_reason()) :: {:error, {error_type(), error_reason()}}


      


Creates a standardized connection error.
Used when transport connection establishment or maintenance fails.

  



  
    
      
    
    
      error_type?(arg1, expected_type)



        
          
        

    

  


  

      

          @spec error_type?(
  {:error, {error_type(), any()}},
  error_type()
) :: boolean()


      


Checks if an error is of a specific type.
Examples
error = Error.connection_error(:timeout)
Error.error_type?(error, :connection_error)  #=> true
Error.error_type?(error, :transport_error)   #=> false

  



  
    
      
    
    
      get_error_reason(error)



        
          
        

    

  


  

      

          @spec get_error_reason({:error, {error_type(), any()}} | any()) :: any()


      


Extracts the error reason from a standardized error tuple.
Returns the original error for non-standard formats.

  



  
    
      
    
    
      get_error_type(arg1)



        
          
        

    

  


  

      

          @spec get_error_type({:error, {error_type(), any()}} | any()) ::
  error_type() | :unknown


      


Extracts the error type from a standardized error tuple.
Returns :unknown for non-standard error formats.

  



  
    
      
    
    
      normalize_error(other)



        
          
        

    

  


  

      

          @spec normalize_error(any()) :: {:error, {error_type(), any()}}


      


Normalizes an error tuple to the standard format.
Converts various error formats into the standardized transport error format.

  



  
    
      
    
    
      protocol_error(reason)



        
          
        

    

  


  

      

          @spec protocol_error(error_reason()) :: {:error, {error_type(), error_reason()}}


      


Creates a standardized protocol error.
Used when protocol-level violations or incompatibilities occur.

  



  
    
      
    
    
      security_violation(reason)



        
          
        

    

  


  

      

          @spec security_violation(error_reason()) :: {:error, {error_type(), error_reason()}}


      


Creates a standardized security violation error.
Used when security policies are violated.

  



  
    
      
    
    
      timeout_error(reason)



        
          
        

    

  


  

      

          @spec timeout_error(error_reason()) :: {:error, {error_type(), error_reason()}}


      


Creates a standardized timeout error.
Used when operations exceed their timeout limits.

  



  
    
      
    
    
      transport_error(reason)



        
          
        

    

  


  

      

          @spec transport_error(error_reason()) :: {:error, {error_type(), error_reason()}}


      


Creates a standardized transport error.
Used for transport-level communication failures.

  



  
    
      
    
    
      validate_connection(state, connected_check_fn)



        
          
        

    

  


  

      

          @spec validate_connection(any(), (any() -> boolean())) ::
  :ok | {:error, {error_type(), any()}}


      


Validates connection state before performing transport operations.
This helper provides consistent connection validation across all transports.
It should be called before send_message and receive_message operations.
Examples
case Error.validate_connection(state, &MyTransport.connected?/1) do
  :ok -> 
    # Proceed with operation
  {:error, reason} -> 
    # Handle disconnected state
end

  



  
    
      
    
    
      validate_connection_with_module(state, transport_module)



        
          
        

    

  


  

      

          @spec validate_connection_with_module(any(), module()) ::
  :ok | {:error, {error_type(), any()}}


      


Validates connection state using the transport's connected?/1 function.
This is a convenience function for transports that implement the standard
connected?/1 callback.

  



  
    
      
    
    
      validation_error(reason)



        
          
        

    

  


  

      

          @spec validation_error(error_reason()) :: {:error, {error_type(), error_reason()}}


      


Creates a standardized validation error.
Used when message or parameter validation fails.

  



  
    
      
    
    
      wrap_error(type, reason)



        
          
        

    

  


  

      

          @spec wrap_error(error_type(), any()) :: {:error, {error_type(), any()}}


      


Wraps an arbitrary error in the standard transport error format.
This is useful for converting legacy error formats or third-party
library errors into the standard format.

  


        

      


  

    
ExMCP.Transport.HTTPServer 
    



      
  HTTP server transport for MCP with security and CORS support.
  This module provides a Plug-compatible HTTP server that handles MCP requests
  with comprehensive security features including:
	Origin header validation (DNS rebinding protection)
	CORS headers with configurable policies
	Security headers (XSS, frame options, etc.)
	HTTPS enforcement
	Request validation

Simplified example transport
This Plug is retained as a simplified example and includes a canned
initialize response. It is not the production HTTP server path. Use
ExMCP.HttpPlug for protocol-complete HTTP deployments.
  ## Usage with Phoenix
  # In your router
  scope "/mcp" do
    forward "/", ExMCP.Transport.HTTPServer,
      handler: MyMCPHandler,
      security: %{
      validate_origin: true,
      allowed_origins: ["https://app.example.com"],
      cors: %{
        allowed_methods: ["GET", "POST", "OPTIONS"],
        allowed_headers: ["Content-Type", "Authorization"],
        allow_credentials: true
      }
    }
end
Usage with Plug.Router
defmodule MyMCPRouter do
  use Plug.Router

  plug :match
  plug :dispatch

  forward "/mcp", to: ExMCP.Transport.HTTPServer,
    init_opts: [
      handler: MyMCPHandler,
      security: %{validate_origin: true}
    ]
end
Security Configuration
The :security option accepts:
	validate_origin: boolean() - Enable origin validation (default: true)
	allowed_origins: [String.t()] - List of allowed origins
	allowed_hosts: [String.t()] - List of allowed host headers
	enforce_https: boolean() - Require HTTPS for non-localhost (default: true)
	cors: map() - CORS configuration
	include_security_headers: boolean() - Include standard security headers (default: true)


      


      
        Summary


  
    Functions
  


    
      
        call(conn, config)

      


        Handles HTTP requests for MCP.



    


    
      
        init(opts)

      


        Initializes the HTTP server with configuration.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, config)



        
          
        

    

  


  

Handles HTTP requests for MCP.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Initializes the HTTP server with configuration.

  


        

      


  

    
ExMCP.Transport.HTTPServerWithVersion 
    



      
Example HTTP server configuration that includes protocol version validation.
This module demonstrates how to integrate the protocol version plug
with the existing HTTP server transport.
Usage Example
# In your Phoenix router
scope "/mcp" do
  forward "/", ExMCP.Transport.HTTPServerWithVersion,
    handler: MyMCPHandler,
    security: %{
      validate_origin: true,
      allowed_origins: ["https://app.example.com"]
    }
end

# Or with Plug.Router
defmodule MyRouter do
  use Plug.Router

  plug ExMCP.Plugs.ProtocolVersion
  plug :match
  plug :dispatch

  forward "/mcp", to: ExMCP.Transport.HTTPServer,
    init_opts: [handler: MyMCPHandler]
end

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Call implementation that forwards to HTTPServer after protocol validation.



    


    
      
        init(opts)

      


        Initialize with HTTPServer options.
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Call implementation that forwards to HTTPServer after protocol validation.
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Initialize with HTTPServer options.

  


        

      


  

    
ExMCP.Transport.ReliabilityWrapper 
    



      
Transport wrapper that adds circuit breaker protection to any MCP transport.
This module provides a transparent reliability layer that can be wrapped around
any transport implementation to add circuit breaker protection, health monitoring,
and retry logic without modifying the underlying transport.
Features
	Circuit breaker protection for transport operations
	Health monitoring integration
	Automatic error classification
	Transport-specific configuration
	Transparent pass-through for unaffected operations

Usage
# Wrap an existing transport with reliability features
{:ok, transport_state} = SomeTransport.connect(opts)

reliability_opts = [
  circuit_breaker: [
    failure_threshold: 5,
    reset_timeout: 30_000
  ],
  health_check: [
    check_interval: 60_000
  ]
]

{:ok, wrapped_state} = ReliabilityWrapper.wrap(
  SomeTransport, 
  transport_state, 
  reliability_opts
)

# Use wrapped transport normally
{:ok, new_state} = ReliabilityWrapper.send_message(message, wrapped_state)
Error Classification
The wrapper automatically classifies transport errors for circuit breaker decisions:
	Connection errors: Always count as failures
	Transport errors: Count as failures  
	Security violations: Do not count as failures (policy issue, not transport failure)
	Validation errors: Do not count as failures (client issue, not transport failure)
	Timeout errors: Count as failures
	Protocol errors: Count as failures
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        reliability_opts()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        close_circuit(reliability_wrapper)

      


        Manually closes the circuit breaker if enabled.



    


    
      
        get_circuit_breaker_stats(reliability_wrapper)

      


        Gets circuit breaker statistics if enabled.



    


    
      
        get_health_status(reliability_wrapper)

      


        Gets health check status if enabled.



    


    
      
        open_circuit(reliability_wrapper)

      


        Manually opens the circuit breaker if enabled.



    


    
      
        receive_message(state, timeout)

      


    


    
      
        reset_circuit(reliability_wrapper)

      


        Resets the circuit breaker if enabled.



    


    
      
        unwrap(state)

      


        Unwraps the reliability wrapper to get the original transport state.



    


    
      
        wrap(transport_module, transport_state, opts \\ [])

      


        Wraps an existing transport with reliability features.
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      reliability_opts()



        
          
        

    

  


  

      

          @type reliability_opts() :: [
  circuit_breaker: keyword() | false,
  health_check: keyword() | false
]


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Transport.ReliabilityWrapper{
  circuit_breaker_pid: pid() | nil,
  config: map(),
  health_check_pid: pid() | nil,
  wrapped_module: module(),
  wrapped_state: any()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      close_circuit(reliability_wrapper)



        
          
        

    

  


  

      

          @spec close_circuit(t()) :: :ok | {:error, :not_enabled}


      


Manually closes the circuit breaker if enabled.

  



  
    
      
    
    
      get_circuit_breaker_stats(reliability_wrapper)



        
          
        

    

  


  

      

          @spec get_circuit_breaker_stats(t()) :: map() | nil


      


Gets circuit breaker statistics if enabled.

  



  
    
      
    
    
      get_health_status(reliability_wrapper)



        
          
        

    

  


  

      

          @spec get_health_status(t()) :: map() | nil


      


Gets health check status if enabled.

  



  
    
      
    
    
      open_circuit(reliability_wrapper)



        
          
        

    

  


  

      

          @spec open_circuit(t()) :: :ok | {:error, :not_enabled}


      


Manually opens the circuit breaker if enabled.

  



  
    
      
    
    
      receive_message(state, timeout)



        
          
        

    

  


  


  



  
    
      
    
    
      reset_circuit(reliability_wrapper)



        
          
        

    

  


  

      

          @spec reset_circuit(t()) :: :ok | {:error, :not_enabled}


      


Resets the circuit breaker if enabled.

  



  
    
      
    
    
      unwrap(state)



        
          
        

    

  


  

      

          @spec unwrap(t()) :: {module(), any()}


      


Unwraps the reliability wrapper to get the original transport state.
Useful for accessing transport-specific functions not part of the Transport behaviour.

  



    

  
    
      
    
    
      wrap(transport_module, transport_state, opts \\ [])



        
          
        

    

  


  

      

          @spec wrap(module(), any(), reliability_opts()) :: {:ok, t()} | {:error, any()}


      


Wraps an existing transport with reliability features.
Options
	:circuit_breaker - Circuit breaker configuration or false to disable
	:health_check - Health check configuration or false to disable

Circuit Breaker Options
	:failure_threshold - Number of failures before opening (default: 5)
	:success_threshold - Number of successes to close half-open circuit (default: 3)
	:reset_timeout - Time before transitioning from open to half-open (default: 30_000)
	:timeout - Operation timeout in milliseconds (default: 5_000)

Health Check Options
	:check_interval - Interval between health checks (default: 60_000)
	:failure_threshold - Health check failures before marking unhealthy (default: 3)
	:recovery_threshold - Health check successes before marking healthy (default: 2)


  


        

      


  

    
ExMCP.Transport.SecurityError 
    



      
Standardized security error handling across transports.
This module provides consistent error formatting and handling
for security violations across all MCP transports.
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        error_type()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        format_for_transport(error, arg2)

      


        Formats a security error for a specific transport.



    


    
      
        new(type, message, details \\ %{})

      


        Creates a new security error.



    


    
      
        security_error?(arg1)

      


        Checks if an error is a security-related error.



    


    
      
        to_error_tuple(error)

      


        Converts a security error to a standard Elixir error tuple.
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          @type error_type() ::
  :token_passthrough_blocked
  | :consent_required
  | :consent_denied
  | :consent_error
  | :security_violation


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Transport.SecurityError{
  details: map(),
  message: String.t(),
  timestamp: DateTime.t(),
  type: atom()
}
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      format_for_transport(error, arg2)



        
          
        

    

  


  

      

          @spec format_for_transport(t(), atom()) :: term()


      


Formats a security error for a specific transport.
Different transports may need different error formats:
	HTTP: Status codes and JSON responses
	Stdio: JSON-RPC error format
	BEAM: Elixir error tuples


  



    

  
    
      
    
    
      new(type, message, details \\ %{})



        
          
        

    

  


  

      

          @spec new(error_type(), String.t(), map()) :: t()


      


Creates a new security error.
Parameters
	type - The type of security violation
	message - Human-readable error message
	details - Additional context about the error

Examples
error = SecurityError.new(:consent_required,
  "User consent required",
  %{url: "https://api.example.com", user_id: "user123"}
)

  



  
    
      
    
    
      security_error?(arg1)



        
          
        

    

  


  

      

          @spec security_error?(term()) :: boolean()


      


Checks if an error is a security-related error.

  



  
    
      
    
    
      to_error_tuple(error)



        
          
        

    

  


  

      

          @spec to_error_tuple(t()) :: {:error, term()}


      


Converts a security error to a standard Elixir error tuple.

  


        

      


  

    
ExMCP.Transport.SecurityGuard 
    



      
Transport-layer security interceptor that enforces MCP security policies.
This module provides consistent security enforcement across all transports
by intercepting outbound requests and applying token passthrough prevention
and user consent validation.
The trust boundary
Every outbound URL is classified as :internal or :external by comparing
its exact (scheme, host, effective port) origin against :trusted_origins.
Deliberately broad host-only matching lives in :trusted_hosts. External requests
	have their credential headers removed (token passthrough prevention), and
	must be approved by the configured :consent_handler.

:trusted_origins defaults to empty, :trusted_hosts defaults to loopback,
and :consent_handler defaults to ExMCP.ConsentHandler.Deny, so a remote
MCP server is blocked until its exact origin is added to :trusted_origins:
config :ex_mcp, :security,
  trusted_origins: ["https://mcp.example.com"]
That single setting covers both checks — a trusted origin is never stripped
and never prompts for consent. Consent then applies only to origins the
application did not declare. See docs/SECURITY.md.
Both checks can be switched off individually with
:enable_token_passthrough_prevention and :enable_user_consent_validation;
prefer declaring :trusted_origins over disabling a control.
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        get_security_config(config \\ %{})

      


        Gets the security configuration, merging provided config with defaults.



    


    
      
        validate_request(request, config \\ %{})

      


        Validates a request against security policies.
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          @type request() :: %{
  url: String.t(),
  headers: [{String.t(), String.t()}],
  method: String.t(),
  transport: atom(),
  user_id: String.t()
}
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          @type security_result() ::
  {:ok, sanitized_request :: map()} | {:error, security_violation :: map()}
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          @spec get_security_config(map()) :: map()


      


Gets the security configuration, merging provided config with defaults.

  



    

  
    
      
    
    
      validate_request(request, config \\ %{})



        
          
        

    

  


  

      

          @spec validate_request(request(), map()) :: security_result()


      


Validates a request against security policies.
This function enforces both token passthrough prevention and user consent
validation for external resource access.
Parameters
	request - Standardized request structure
	config - Security configuration (optional, uses defaults if not provided)

Returns
	{:ok, sanitized_request} - Request is allowed with potentially sanitized headers
	{:error, security_violation} - Request blocked by security policy

Examples
request = %{
  url: "https://api.example.com/data",
  headers: [{"Authorization", "Bearer token"}],
  method: "GET",
  transport: :http,
  user_id: "user123"
}

case SecurityGuard.validate_request(request, config) do
  {:ok, sanitized_request} ->
    # Proceed with sanitized request
    perform_request(sanitized_request)

  {:error, violation} ->
    # Handle security violation
    {:error, violation}
end

  


        

      


  

    
ExMCP.Transport.Test 
    



      
In-memory transport for testing purposes.
This transport allows direct communication between client and server processes
within the same Elixir VM, without requiring external subprocesses or network
connections. It's designed specifically for unit and integration testing.
Usage
# Start a server with test transport
{:ok, server} = ExMCP.Server.HandlerServer.start_link(
  transport: :test,
  handler: MyHandler
)

# Start a client connected to that server
{:ok, client} = ExMCP.Client.start_link(
  transport: :test,
  server: server
)
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        receive_message(state, timeout)

      


    


    
      
        recv(state, timeout \\ 5000)

      


    


    
      
        send(state, message)

      


    


    
      
        subscribe(pid, state)

      


        Subscribe to receive transport events (push model).
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      recv(state, timeout \\ 5000)



        
          
        

    

  


  


  



  
    
      
    
    
      send(state, message)



        
          
        

    

  


  


  



  
    
      
    
    
      subscribe(pid, state)



        
          
        

    

  


  

Subscribe to receive transport events (push model).
For the Test transport, the peer already sends {:transport_message, msg}
to the client process. The Client GenServer handles these directly,
so subscribe just signals that no receiver task is needed.

  


        

      


  

    
ExMCP.TransportManager 
    



      
Transport abstraction layer with fallback mechanisms.
Provides a unified interface for transport selection and automatic fallback
when primary transports fail. Supports configuration-based transport priority
and health checking.
Features
	Smart transport selection: Automatically choose best available transport
	Fallback mechanisms: Try multiple transports in priority order
	Health checking: Verify transport availability before use
	Configuration-driven: Define transport priorities via config
	Error recovery: Handle transport failures gracefully

Example
opts = [
  transports: [
    {ExMCP.Transport.HTTP, [url: "http://localhost:8080"]},
    {ExMCP.Transport.Stdio, [command: "my-server"]}
  ],
  fallback_strategy: :sequential,
  health_check_timeout: 5_000
]

{:ok, {transport_mod, transport_state}} = TransportManager.connect(opts)
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        connect_result()

      


    


    
      
        fallback_strategy()

      


    


    
      
        transport_spec()
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        connect(opts)

      


        Connects using the best available transport from the provided list.



    


    
      
        default_config(atom)

      


        Gets the default transport configuration for common scenarios.



    


    
      
        health_check(transport_mod, transport_opts, timeout \\ 5000)

      


        Checks if a transport module is available and healthy.



    





      


      
        Types


        


  
    
      
    
    
      connect_result()



        
          
        

    

  


  

      

          @type connect_result() :: {:ok, {module(), any()}} | {:error, any()}


      



  



  
    
      
    
    
      fallback_strategy()



        
          
        

    

  


  

      

          @type fallback_strategy() :: :sequential | :parallel | :fastest
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          @type transport_spec() :: {module(), keyword()}
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      connect(opts)



        
          
        

    

  


  

      

          @spec connect(keyword()) :: connect_result()


      


Connects using the best available transport from the provided list.
Options
	:transports - List of {transport_module, opts} tuples in priority order
	:fallback_strategy - How to handle fallbacks (:sequential, :parallel, :fastest)
	:health_check_timeout - Timeout for transport health checks (default: 5000ms)
	:max_retries - Maximum retries per transport (default: 2)
	:retry_interval - Interval between retries (default: 1000ms)


  



  
    
      
    
    
      default_config(atom)



        
          
        

    

  


  

      

          @spec default_config(atom()) :: keyword()


      


Gets the default transport configuration for common scenarios.

  



    

  
    
      
    
    
      health_check(transport_mod, transport_opts, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec health_check(module(), keyword(), timeout()) :: :ok | {:error, any()}


      


Checks if a transport module is available and healthy.

  


        

      


  

    
ExMCP.Types.V20241105 
    



      
Type definitions for MCP protocol version 2024-11-05.
This module contains type definitions specific to the 2024-11-05
version of the Model Context Protocol specification.

      


      
        Summary


  
    Types
  


    
      
        client_capabilities()

      


    


    
      
        content()

      


    


    
      
        create_message_params()

      


    


    
      
        cursor()

      


    


    
      
        error_code()

      


    


    
      
        image_content()

      


    


    
      
        json_schema()

      


    


    
      
        json_value()

      


    


    
      
        message()

      


    


    
      
        model_hint()

      


    


    
      
        model_preferences()

      


    


    
      
        request_id()

      


    


    
      
        resource()

      


    


    
      
        resource_content()

      


    


    
      
        server_capabilities()

      


    


    
      
        text_content()

      


    


    
      
        tool()

      


    





  
    Functions
  


    
      
        protocol_version()

      


    





      


      
        Types


        


  
    
      
    
    
      client_capabilities()



        
          
        

    

  


  

      

          @type client_capabilities() :: %{
  optional(:experimental) => %{required(String.t()) => any()},
  optional(:sampling) => %{required(String.t()) => any()},
  optional(:roots) => %{optional(:listChanged) => boolean()}
}
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          @type content() :: text_content() | image_content() | resource_content()


      



  



  
    
      
    
    
      create_message_params()



        
          
        

    

  


  

      

          @type create_message_params() :: %{
  :messages => [message()],
  optional(:modelPreferences) => model_preferences(),
  optional(:systemPrompt) => String.t(),
  optional(:maxTokens) => pos_integer()
}
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          @type cursor() :: ExMCP.Types.cursor()
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          @type error_code() :: ExMCP.Types.error_code()


      



  



  
    
      
    
    
      image_content()



        
          
        

    

  


  

      

          @type image_content() :: %{type: :image, data: String.t(), mimeType: String.t()}
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          @type json_schema() :: map()
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          @type json_value() :: any()
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          @type message() :: %{role: :user | :assistant, content: content() | [content()]}
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          @type model_hint() :: %{optional(:name) => String.t()}
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          @type model_preferences() :: %{
  optional(:hints) => [model_hint()],
  optional(:costPriority) => float(),
  optional(:speedPriority) => float(),
  optional(:intelligencePriority) => float()
}
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          @type request_id() :: ExMCP.Types.request_id()
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          @type resource() :: %{
  :uri => String.t(),
  optional(:name) => String.t(),
  optional(:description) => String.t(),
  optional(:mimeType) => String.t()
}
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          @type resource_content() :: %{type: :resource, resource: resource()}
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          @type server_capabilities() :: %{
  optional(:experimental) => %{required(String.t()) => any()},
  optional(:prompts) => %{optional(:listChanged) => boolean()},
  optional(:resources) => %{optional(:listChanged) => boolean()},
  optional(:tools) => %{optional(:listChanged) => boolean()},
  optional(:logging) => %{required(String.t()) => any()}
}
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          @type text_content() :: %{type: :text, text: String.t()}
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          @type tool() :: %{
  :name => String.t(),
  optional(:description) => String.t(),
  inputSchema: json_schema()
}
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ExMCP.Types.V20250326 
    



      
Type definitions for MCP protocol version 2025-03-26.
This module contains type definitions specific to the 2025-03-26
version of the Model Context Protocol specification.
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          @type audio_content() :: ExMCP.Types.audio_content()


      



  



  
    
      
    
    
      client_capabilities()



        
          
        

    

  


  

      

          @type client_capabilities() :: %{
  optional(:experimental) => %{required(String.t()) => any()},
  optional(:sampling) => %{required(String.t()) => any()},
  optional(:roots) => %{optional(:listChanged) => boolean()}
}
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          @type content() :: ExMCP.Types.content()
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          @type content_type() :: ExMCP.Types.content_type()
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          @type create_message_params() :: %{
  :messages => [message()],
  optional(:modelPreferences) => model_preferences(),
  optional(:systemPrompt) => String.t(),
  optional(:maxTokens) => pos_integer()
}
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          @type cursor() :: ExMCP.Types.cursor()
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          @type error_code() :: ExMCP.Types.error_code()
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          @type image_content() :: ExMCP.Types.image_content()
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          @type json_schema() :: map()
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          @type json_value() :: any()
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          @type log_level() ::
  :debug | :info | :notice | :warning | :error | :critical | :alert | :emergency
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          @type message() :: %{role: :user | :assistant, content: content() | [content()]}
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          @type model_hint() :: %{optional(:name) => String.t()}


      



  



  
    
      
    
    
      model_preferences()



        
          
        

    

  


  

      

          @type model_preferences() :: %{
  optional(:hints) => [model_hint()],
  optional(:costPriority) => float(),
  optional(:speedPriority) => float(),
  optional(:intelligencePriority) => float()
}
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          @type request_id() :: ExMCP.Types.request_id()
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          @type resource() :: %{
  :uri => String.t(),
  optional(:name) => String.t(),
  optional(:description) => String.t(),
  optional(:mimeType) => String.t()
}
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          @type resource_content() :: %{:uri => String.t(), optional(atom()) => any()}
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          @type resource_updated_notification() :: %{
  method: String.t(),
  params: %{uri: String.t()}
}


      



  



  
    
      
    
    
      server_capabilities()



        
          
        

    

  


  

      

          @type server_capabilities() :: %{
  optional(:experimental) => %{required(String.t()) => any()},
  optional(:prompts) => %{optional(:listChanged) => boolean()},
  optional(:resources) => %{
    optional(:subscribe) => boolean(),
    optional(:listChanged) => boolean()
  },
  optional(:tools) => %{optional(:listChanged) => boolean()},
  optional(:logging) => %{optional(:setLevel) => boolean()}
}


      



  



  
    
      
    
    
      set_level_request()



        
          
        

    

  


  

      

          @type set_level_request() :: %{method: String.t(), params: %{level: log_level()}}


      



  



  
    
      
    
    
      text_content()



        
          
        

    

  


  

      

          @type text_content() :: ExMCP.Types.text_content()


      



  



  
    
      
    
    
      tool()



        
          
        

    

  


  

      

          @type tool() :: %{
  :name => String.t(),
  optional(:description) => String.t(),
  inputSchema: json_schema()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      protocol_version()



        
          
        

    

  


  


  


        

      


  

    
ExMCP.Types.V20250618 
    



      
Type definitions for MCP protocol version 2025-06-18.
This module contains type definitions specific to the 2025-06-18
version of the Model Context Protocol specification.
Key changes from 2025-03-26:
	Removed JSON-RPC batching support
	Added structured tool output (structuredOutput field)
	OAuth 2.1 Resource Server classification
	Elicitation support (now stable)
	Resource links in tool results
	MCP-Protocol-Version header requirement for HTTP
	_meta fields for extensibility
	context field in completion requests
	title fields for human-friendly display names


      


      
        Summary


  
    Types
  


    
      
        call_tool_result()

      


        Enhanced tool result with structured output and resource links.



    


    
      
        client_capabilities()

      


        Client capabilities for 2025-06-18.
Elicitation is now a stable feature.



    


    
      
        completion_request()

      


        Completion request with context field.



    


    
      
        cursor()

      


    


    
      
        elicit_request()

      


        Elicitation request (stable feature).



    


    
      
        elicit_result()

      


        Elicitation result.



    


    
      
        json_schema()

      


    


    
      
        json_value()

      


    


    
      
        log_level()

      


    


    
      
        meta()

      


        Meta field for extensibility. Can be added to most protocol objects.



    


    
      
        primitive_schema()

      


        Primitive schema for elicitation fields.



    


    
      
        progress_token()

      


    


    
      
        prompt()

      


        Prompt with title field.



    


    
      
        protected_resource_metadata()

      


        OAuth 2.1 protected resource metadata.
Server metadata for OAuth 2.1 Resource Server classification.



    


    
      
        request_id()

      


    


    
      
        resource()

      


        Resource with title field.



    


    
      
        resource_link()

      


        Resource link in tool results.



    


    
      
        server_capabilities()

      


        Server capabilities for 2025-06-18.
Note: No batch support in this version.



    


    
      
        tool()

      


        Tool definition with output schema support and title field.



    


    
      
        tool_annotations()

      


    





  
    Functions
  


    
      
        protocol_version()

      


    





      


      
        Types


        


  
    
      
    
    
      call_tool_result()



        
          
        

    

  


  

      

          @type call_tool_result() :: %{
  optional(:content) => [ExMCP.Types.content()],
  optional(:structuredOutput) => any(),
  optional(:resourceLinks) => [resource_link()],
  optional(:isError) => boolean(),
  optional(:_meta) => meta()
}


      


Enhanced tool result with structured output and resource links.

  



  
    
      
    
    
      client_capabilities()



        
          
        

    

  


  

      

          @type client_capabilities() :: %{
  optional(:experimental) => %{required(String.t()) => any()},
  optional(:sampling) => %{required(String.t()) => any()},
  optional(:roots) => %{optional(:listChanged) => boolean()},
  optional(:elicitation) => %{},
  optional(:_meta) => meta()
}


      


Client capabilities for 2025-06-18.
Elicitation is now a stable feature.

  



  
    
      
    
    
      completion_request()



        
          
        

    

  


  

      

          @type completion_request() :: %{
  :ref => String.t(),
  :argument => %{name: String.t(), value: String.t()},
  optional(:context) => %{required(String.t()) => any()},
  optional(:_meta) => meta()
}


      


Completion request with context field.

  



  
    
      
    
    
      cursor()



        
          
        

    

  


  

      

          @type cursor() :: ExMCP.Types.cursor()


      



  



  
    
      
    
    
      elicit_request()



        
          
        

    

  


  

      

          @type elicit_request() :: %{
  :message => String.t(),
  :requestedSchema => %{
    :type => String.t(),
    :properties => %{required(String.t()) => primitive_schema()},
    optional(:required) => [String.t()]
  },
  optional(:_meta) => meta()
}


      


Elicitation request (stable feature).

  



  
    
      
    
    
      elicit_result()



        
          
        

    

  


  

      

          @type elicit_result() :: %{
  :action => String.t(),
  optional(:content) => %{required(String.t()) => any()},
  optional(:_meta) => meta()
}


      


Elicitation result.

  



  
    
      
    
    
      json_schema()



        
          
        

    

  


  

      

          @type json_schema() :: map()


      



  



  
    
      
    
    
      json_value()



        
          
        

    

  


  

      

          @type json_value() :: any()


      



  



  
    
      
    
    
      log_level()



        
          
        

    

  


  

      

          @type log_level() :: ExMCP.Types.log_level()


      



  



  
    
      
    
    
      meta()



        
          
        

    

  


  

      

          @type meta() :: %{optional(String.t()) => any()}


      


Meta field for extensibility. Can be added to most protocol objects.

  



  
    
      
    
    
      primitive_schema()



        
          
        

    

  


  

      

          @type primitive_schema() :: %{
  :type => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:enum) => [String.t()],
  optional(:enumNames) => [String.t()],
  optional(:default) => any(),
  optional(:minLength) => integer(),
  optional(:maxLength) => integer(),
  optional(:minimum) => number(),
  optional(:maximum) => number(),
  optional(:format) => String.t()
}


      


Primitive schema for elicitation fields.

  



  
    
      
    
    
      progress_token()



        
          
        

    

  


  

      

          @type progress_token() :: ExMCP.Types.progress_token()


      



  



  
    
      
    
    
      prompt()



        
          
        

    

  


  

      

          @type prompt() :: %{
  :name => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:arguments) => [ExMCP.Types.prompt_argument()],
  optional(:annotations) => ExMCP.Types.annotations(),
  optional(:_meta) => meta()
}


      


Prompt with title field.

  



  
    
      
    
    
      protected_resource_metadata()



        
          
        

    

  


  

      

          @type protected_resource_metadata() :: %{
  :authorization_server => String.t(),
  :resource => String.t(),
  optional(:scopes) => [String.t()],
  optional(:_meta) => meta()
}


      


OAuth 2.1 protected resource metadata.
Server metadata for OAuth 2.1 Resource Server classification.

  



  
    
      
    
    
      request_id()



        
          
        

    

  


  

      

          @type request_id() :: ExMCP.Types.request_id()


      



  



  
    
      
    
    
      resource()



        
          
        

    

  


  

      

          @type resource() :: %{
  :uri => String.t(),
  optional(:title) => String.t(),
  optional(:name) => String.t(),
  optional(:description) => String.t(),
  optional(:mimeType) => String.t(),
  optional(:annotations) => ExMCP.Types.annotations(),
  optional(:_meta) => meta()
}


      


Resource with title field.

  



  
    
      
    
    
      resource_link()



        
          
        

    

  


  

      

          @type resource_link() :: %{
  :uri => String.t(),
  optional(:title) => String.t(),
  optional(:mimeType) => String.t(),
  optional(:_meta) => meta()
}


      


Resource link in tool results.

  



  
    
      
    
    
      server_capabilities()



        
          
        

    

  


  

      

          @type server_capabilities() :: %{
  optional(:experimental) => %{required(String.t()) => any()},
  optional(:prompts) => %{optional(:listChanged) => boolean()},
  optional(:resources) => %{
    optional(:subscribe) => boolean(),
    optional(:listChanged) => boolean()
  },
  optional(:tools) => %{optional(:listChanged) => boolean()},
  optional(:logging) => %{optional(:setLevel) => boolean()},
  optional(:completions) => %{},
  optional(:_meta) => meta()
}


      


Server capabilities for 2025-06-18.
Note: No batch support in this version.

  



  
    
      
    
    
      tool()



        
          
        

    

  


  

      

          @type tool() :: %{
  :name => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  :inputSchema => json_schema(),
  optional(:outputSchema) => json_schema(),
  optional(:annotations) => tool_annotations(),
  optional(:_meta) => meta()
}


      


Tool definition with output schema support and title field.

  



  
    
      
    
    
      tool_annotations()



        
          
        

    

  


  

      

          @type tool_annotations() :: %{
  optional(:readOnlyHint) => boolean(),
  optional(:destructiveHint) => boolean(),
  optional(:idempotentHint) => boolean(),
  optional(:openWorldHint) => boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      protocol_version()



        
          
        

    

  


  


  


        

      


  

    
ExMCP.Types.V20251125 
    



      
Type definitions for MCP protocol version 2025-11-25.
This module contains type definitions specific to the 2025-11-25
version of the Model Context Protocol specification.
Key changes from 2025-06-18:
	Tasks: experimental async state machines for long-running tool calls
	URL-mode elicitation: server can send URL instead of form schema
	Icons metadata on tools, resources, prompts, and serverInfo
	Tool calling in sampling (tools and toolChoice in createMessage)
	Enhanced OAuth/OIDC authorization with incremental scope
	Tool name validation (alphanumeric, dots, hyphens, underscores)
	title/description fields on Implementation
	size/lastModified fields on resource annotations


      


      
        Summary


  
    Types
  


    
      
        call_tool_result()

      


        Enhanced tool result.



    


    
      
        client_capabilities()

      


        Client capabilities for 2025-11-25.



    


    
      
        create_task_result()

      


        Result of creating a task (immediate response to tools/call with task support).



    


    
      
        cursor()

      


    


    
      
        elicit_result()

      


        Elicitation result (updated for 2025-11-25 to support URL mode).



    


    
      
        icon()

      


        Icon metadata for tools, resources, prompts, and server info.



    


    
      
        implementation()

      


        Implementation info with title and description fields (new in 2025-11-25).



    


    
      
        json_schema()

      


    


    
      
        json_value()

      


    


    
      
        log_level()

      


    


    
      
        meta()

      


        Meta field for extensibility.



    


    
      
        progress_token()

      


    


    
      
        prompt()

      


        Prompt with icons (new in 2025-11-25).



    


    
      
        request_id()

      


    


    
      
        resource()

      


        Resource with icons, size, and lastModified (new in 2025-11-25).



    


    
      
        resource_annotations()

      


        Resource annotations with lastModified (new in 2025-11-25).



    


    
      
        server_capabilities()

      


        Server capabilities for 2025-11-25.
Adds tasks capability.



    


    
      
        task()

      


        Task struct representing an async operation.



    


    
      
        task_state()

      


        Task state enum.



    


    
      
        task_support()

      


        Task support configuration on a tool.



    


    
      
        tool()

      


        Tool definition with icons and execution/task support (new in 2025-11-25).



    


    
      
        tool_annotations()

      


        Tool annotations.



    


    
      
        tool_choice()

      


        Tool choice for sampling/createMessage.



    


    
      
        tool_result_content()

      


        Tool result content type (result of tool execution).



    


    
      
        tool_use_content()

      


        Tool use content type (model using a tool).



    


    
      
        url_elicit_request()

      


        URL-mode elicitation request (new in 2025-11-25).
Server sends a URL for the client to navigate to instead of a form schema.



    





  
    Functions
  


    
      
        protocol_version()

      


    





      


      
        Types


        


  
    
      
    
    
      call_tool_result()



        
          
        

    

  


  

      

          @type call_tool_result() :: %{
  optional(:content) => [ExMCP.Types.content()],
  optional(:structuredContent) => any(),
  optional(:resourceLinks) => [ExMCP.Types.V20250618.resource_link()],
  optional(:isError) => boolean(),
  optional(:_meta) => meta()
}


      


Enhanced tool result.

  



  
    
      
    
    
      client_capabilities()



        
          
        

    

  


  

      

          @type client_capabilities() :: %{
  optional(:experimental) => %{required(String.t()) => any()},
  optional(:sampling) => %{required(String.t()) => any()},
  optional(:roots) => %{optional(:listChanged) => boolean()},
  optional(:elicitation) => %{},
  optional(:_meta) => meta()
}


      


Client capabilities for 2025-11-25.

  



  
    
      
    
    
      create_task_result()



        
          
        

    

  


  

      

          @type create_task_result() :: %{
  :taskId => String.t(),
  :state => task_state(),
  optional(:metadata) => map()
}


      


Result of creating a task (immediate response to tools/call with task support).

  



  
    
      
    
    
      cursor()



        
          
        

    

  


  

      

          @type cursor() :: ExMCP.Types.cursor()


      



  



  
    
      
    
    
      elicit_result()



        
          
        

    

  


  

      

          @type elicit_result() :: %{
  :action => String.t(),
  optional(:content) => %{required(String.t()) => any()},
  optional(:_meta) => meta()
}


      


Elicitation result (updated for 2025-11-25 to support URL mode).

  



  
    
      
    
    
      icon()



        
          
        

    

  


  

      

          @type icon() :: %{
  :src => String.t(),
  optional(:mimeType) => String.t(),
  optional(:sizes) => String.t(),
  optional(:theme) => String.t()
}


      


Icon metadata for tools, resources, prompts, and server info.

  



  
    
      
    
    
      implementation()



        
          
        

    

  


  

      

          @type implementation() :: %{
  :name => String.t(),
  :version => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:websiteUrl) => String.t(),
  optional(:icons) => [icon()]
}


      


Implementation info with title and description fields (new in 2025-11-25).

  



  
    
      
    
    
      json_schema()



        
          
        

    

  


  

      

          @type json_schema() :: map()


      



  



  
    
      
    
    
      json_value()



        
          
        

    

  


  

      

          @type json_value() :: any()


      



  



  
    
      
    
    
      log_level()



        
          
        

    

  


  

      

          @type log_level() :: ExMCP.Types.log_level()


      



  



  
    
      
    
    
      meta()



        
          
        

    

  


  

      

          @type meta() :: %{optional(String.t()) => any()}


      


Meta field for extensibility.

  



  
    
      
    
    
      progress_token()



        
          
        

    

  


  

      

          @type progress_token() :: ExMCP.Types.progress_token()


      



  



  
    
      
    
    
      prompt()



        
          
        

    

  


  

      

          @type prompt() :: %{
  :name => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:arguments) => [ExMCP.Types.prompt_argument()],
  optional(:annotations) => ExMCP.Types.annotations(),
  optional(:icons) => [icon()],
  optional(:_meta) => meta()
}


      


Prompt with icons (new in 2025-11-25).

  



  
    
      
    
    
      request_id()



        
          
        

    

  


  

      

          @type request_id() :: ExMCP.Types.request_id()


      



  



  
    
      
    
    
      resource()



        
          
        

    

  


  

      

          @type resource() :: %{
  :uri => String.t(),
  optional(:title) => String.t(),
  optional(:name) => String.t(),
  optional(:description) => String.t(),
  optional(:mimeType) => String.t(),
  optional(:annotations) => resource_annotations(),
  optional(:icons) => [icon()],
  optional(:size) => integer(),
  optional(:lastModified) => String.t(),
  optional(:_meta) => meta()
}


      


Resource with icons, size, and lastModified (new in 2025-11-25).

  



  
    
      
    
    
      resource_annotations()



        
          
        

    

  


  

      

          @type resource_annotations() :: %{
  optional(:audience) => [ExMCP.Types.role()],
  optional(:priority) => float(),
  optional(:lastModified) => String.t()
}


      


Resource annotations with lastModified (new in 2025-11-25).

  



  
    
      
    
    
      server_capabilities()



        
          
        

    

  


  

      

          @type server_capabilities() :: %{
  optional(:experimental) => %{required(String.t()) => any()},
  optional(:prompts) => %{optional(:listChanged) => boolean()},
  optional(:resources) => %{
    optional(:subscribe) => boolean(),
    optional(:listChanged) => boolean()
  },
  optional(:tools) => %{
    optional(:listChanged) => boolean(),
    optional(:outputSchema) => boolean()
  },
  optional(:logging) => %{},
  optional(:completions) => %{},
  optional(:tasks) => %{},
  optional(:_meta) => meta()
}


      


Server capabilities for 2025-11-25.
Adds tasks capability.

  



  
    
      
    
    
      task()



        
          
        

    

  


  

      

          @type task() :: %{
  :taskId => String.t(),
  :status => task_state(),
  optional(:statusMessage) => String.t(),
  :createdAt => String.t(),
  :lastUpdatedAt => String.t(),
  :ttl => integer(),
  optional(:pollInterval) => integer()
}


      


Task struct representing an async operation.

  



  
    
      
    
    
      task_state()



        
          
        

    

  


  

      

          @type task_state() :: :working | :input_required | :completed | :failed | :cancelled


      


Task state enum.

  



  
    
      
    
    
      task_support()



        
          
        

    

  


  

      

          @type task_support() :: %{
  optional(:taskSupport) => :required | :optional | :forbidden
}


      


Task support configuration on a tool.

  



  
    
      
    
    
      tool()



        
          
        

    

  


  

      

          @type tool() :: %{
  :name => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  :inputSchema => json_schema(),
  optional(:outputSchema) => json_schema(),
  optional(:annotations) => tool_annotations(),
  optional(:icons) => [icon()],
  optional(:execution) => task_support(),
  optional(:_meta) => meta()
}


      


Tool definition with icons and execution/task support (new in 2025-11-25).

  



  
    
      
    
    
      tool_annotations()



        
          
        

    

  


  

      

          @type tool_annotations() :: %{
  optional(:title) => String.t(),
  optional(:readOnlyHint) => boolean(),
  optional(:destructiveHint) => boolean(),
  optional(:idempotentHint) => boolean(),
  optional(:openWorldHint) => boolean()
}


      


Tool annotations.

  



  
    
      
    
    
      tool_choice()



        
          
        

    

  


  

      

          @type tool_choice() :: %{optional(:mode) => String.t()}


      


Tool choice for sampling/createMessage.

  



  
    
      
    
    
      tool_result_content()



        
          
        

    

  


  

      

          @type tool_result_content() :: %{
  :type => String.t(),
  :toolUseId => String.t(),
  :content => [ExMCP.Types.content()],
  optional(:isError) => boolean()
}


      


Tool result content type (result of tool execution).

  



  
    
      
    
    
      tool_use_content()



        
          
        

    

  


  

      

          @type tool_use_content() :: %{
  type: String.t(),
  id: String.t(),
  name: String.t(),
  input: map()
}


      


Tool use content type (model using a tool).

  



  
    
      
    
    
      url_elicit_request()



        
          
        

    

  


  

      

          @type url_elicit_request() :: %{
  :message => String.t(),
  :url => String.t(),
  :mode => String.t(),
  :elicitationId => String.t(),
  optional(:_meta) => meta()
}


      


URL-mode elicitation request (new in 2025-11-25).
Server sends a URL for the client to navigate to instead of a form schema.

  


        

      

      
        Functions


        


  
    
      
    
    
      protocol_version()



        
          
        

    

  


  


  


        

      


  

    
ExMCP.Types.V20260728 
    



      
Type definitions for MCP protocol version 2026-07-28.
This revision is a breaking, stateless protocol era. These types describe
its wire surface. Runtime support is selected through the dual-era protocol
modes, and rc.6 defaults new connections to :prefer_modern.
Important changes represented here include per-request protocol metadata,
typed result envelopes, discovery, caching hints, subscriptions, and
multi-round-trip input requests.

      


      
        Summary


  
    Types
  


    
      
        cacheable_result()

      


        A complete result with mandatory client-side caching hints.



    


    
      
        call_tool_result()

      


        A modern tool result whose structured content may be any JSON value.



    


    
      
        cancel_task_request_params()

      


        Parameters for cooperatively cancelling one task.



    


    
      
        client_capabilities()

      


        Capabilities declared by a modern client on each request.



    


    
      
        create_task_result()

      


        A server-directed task handle returned instead of an immediate result.



    


    
      
        detailed_task()

      


        Full task state embedded in tasks/get and notifications/tasks.



    


    
      
        discover_result()

      


        The result of server/discover.



    


    
      
        get_task_request_params()

      


        Parameters for idempotently reading one task.



    


    
      
        get_task_result()

      


        A complete result returned by tasks/get.



    


    
      
        header_mismatch_error()

      


        A JSON-RPC header/body mismatch response (-32020).



    


    
      
        implementation()

      


        Client or server implementation identity.



    


    
      
        input_request()

      


        A server-initiated request embedded in an MRTR result.



    


    
      
        input_requests()

      


        Server-assigned input IDs mapped to requests.



    


    
      
        input_required_result()

      


        An interim result requesting additional client input.



    


    
      
        input_response()

      


        A client result satisfying one server-initiated MRTR request.



    


    
      
        input_response_request_params()

      


        Retry fields accepted on client-initiated requests after an MRTR result.



    


    
      
        input_responses()

      


        Server-assigned input IDs mapped to client results.



    


    
      
        json_object()

      


        A JSON object with string keys.



    


    
      
        json_schema()

      


        Any JSON Schema 2020-12 object, including extension keywords.



    


    
      
        json_value()

      


        A value representable in JSON.



    


    
      
        log_level()

      


    


    
      
        meta_object()

      


        An extensible MCP _meta object.



    


    
      
        missing_required_client_capability_error()

      


        A missing per-request client capability response (-32021).



    


    
      
        notification_meta_object()

      


        Metadata carried by notifications, including subscription correlation.



    


    
      
        number_schema()

      


        The numeric elicitation schema from the 2026-07-28 generator.



    


    
      
        progress_token()

      


    


    
      
        request_id()

      


    


    
      
        request_meta_object()

      


        Metadata required on every modern request.



    


    
      
        result()

      


        Common fields present on every modern result.



    


    
      
        result_meta_object()

      


        Metadata carried by results.



    


    
      
        result_type()

      


        A recognized or negotiated extension result discriminator.



    


    
      
        server_capabilities()

      


        Capabilities returned by a modern server from server/discover.



    


    
      
        subscription_filter()

      


        Notification categories selected by subscriptions/listen.



    


    
      
        subscriptions_listen_request()

      


        A request that opens a long-lived notification stream.



    


    
      
        subscriptions_listen_request_params()

      


        Parameters for subscriptions/listen.



    


    
      
        subscriptions_listen_result()

      


        The graceful close result for subscriptions/listen.



    


    
      
        subscriptions_listen_result_meta_object()

      


        Metadata on the graceful close result of a subscription stream.



    


    
      
        task()

      


        Fields common to task handles and detailed task state.



    


    
      
        task_status()

      


        Lifecycle state of a task in the official Tasks extension.



    


    
      
        tool()

      


        A tool definition using unrestricted JSON Schema 2020-12 objects.



    


    
      
        unsupported_protocol_version_error()

      


        An unsupported protocol version response (-32022).



    


    
      
        update_task_request_params()

      


        Parameters for submitting responses to outstanding task inputs.



    





  
    Functions
  


    
      
        protocol_version()

      


        Returns the protocol version described by this module.



    





      


      
        Types


        


  
    
      
    
    
      cacheable_result()



        
          
        

    

  


  

      

          @type cacheable_result() :: %{
  :resultType => result_type(),
  :ttlMs => non_neg_integer(),
  :cacheScope => :public | :private,
  optional(:_meta) => result_meta_object(),
  optional(atom() | String.t()) => any()
}


      


A complete result with mandatory client-side caching hints.

  



  
    
      
    
    
      call_tool_result()



        
          
        

    

  


  

      

          @type call_tool_result() :: %{
  :resultType => result_type(),
  :content => [ExMCP.Types.content()],
  optional(:structuredContent) => json_value(),
  optional(:isError) => boolean(),
  optional(:_meta) => result_meta_object()
}


      


A modern tool result whose structured content may be any JSON value.

  



  
    
      
    
    
      cancel_task_request_params()



        
          
        

    

  


  

      

          @type cancel_task_request_params() :: %{
  _meta: request_meta_object(),
  taskId: String.t()
}


      


Parameters for cooperatively cancelling one task.

  



  
    
      
    
    
      client_capabilities()



        
          
        

    

  


  

      

          @type client_capabilities() :: %{
  optional(:experimental) => %{optional(String.t()) => json_object()},
  optional(:roots) => %{},
  optional(:sampling) => %{
    optional(:context) => json_object(),
    optional(:tools) => json_object()
  },
  optional(:elicitation) => %{
    optional(:form) => json_object(),
    optional(:url) => json_object()
  },
  optional(:extensions) => %{optional(String.t()) => json_object()}
}


      


Capabilities declared by a modern client on each request.

  



  
    
      
    
    
      create_task_result()



        
          
        

    

  


  

      

          @type create_task_result() :: %{
  :resultType => :task,
  :taskId => String.t(),
  :status => task_status(),
  :createdAt => String.t(),
  :lastUpdatedAt => String.t(),
  :ttlMs => non_neg_integer(),
  optional(:pollIntervalMs) => non_neg_integer(),
  optional(:statusMessage) => String.t(),
  optional(:_meta) => result_meta_object()
}


      


A server-directed task handle returned instead of an immediate result.

  



  
    
      
    
    
      detailed_task()



        
          
        

    

  


  

      

          @type detailed_task() :: %{
  :taskId => String.t(),
  :status => task_status(),
  :createdAt => String.t(),
  :lastUpdatedAt => String.t(),
  :ttlMs => non_neg_integer(),
  optional(:pollIntervalMs) => non_neg_integer(),
  optional(:statusMessage) => String.t(),
  optional(:inputRequests) => input_requests(),
  optional(:result) => json_object(),
  optional(:error) => json_object()
}


      


Full task state embedded in tasks/get and notifications/tasks.

  



  
    
      
    
    
      discover_result()



        
          
        

    

  


  

      

          @type discover_result() :: %{
  :resultType => result_type(),
  :ttlMs => non_neg_integer(),
  :cacheScope => :public | :private,
  :supportedVersions => [String.t()],
  :capabilities => server_capabilities(),
  optional(:instructions) => String.t(),
  optional(:_meta) => result_meta_object()
}


      


The result of server/discover.

  



  
    
      
    
    
      get_task_request_params()



        
          
        

    

  


  

      

          @type get_task_request_params() :: %{_meta: request_meta_object(), taskId: String.t()}


      


Parameters for idempotently reading one task.

  



  
    
      
    
    
      get_task_result()



        
          
        

    

  


  

      

          @type get_task_result() :: %{
  :resultType => :complete,
  :taskId => String.t(),
  :status => task_status(),
  :createdAt => String.t(),
  :lastUpdatedAt => String.t(),
  :ttlMs => non_neg_integer(),
  optional(:pollIntervalMs) => non_neg_integer(),
  optional(:statusMessage) => String.t(),
  optional(:inputRequests) => input_requests(),
  optional(:result) => json_object(),
  optional(:error) => json_object(),
  optional(:_meta) => result_meta_object()
}


      


A complete result returned by tasks/get.

  



  
    
      
    
    
      header_mismatch_error()



        
          
        

    

  


  

      

          @type header_mismatch_error() :: %{
  :jsonrpc => String.t(),
  optional(:id) => request_id(),
  error: %{:code => -32020, :message => String.t(), optional(:data) => any()}
}


      


A JSON-RPC header/body mismatch response (-32020).

  



  
    
      
    
    
      implementation()



        
          
        

    

  


  

      

          @type implementation() :: %{
  :name => String.t(),
  :version => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:websiteUrl) => String.t(),
  optional(:icons) => [ExMCP.Types.V20251125.icon()]
}


      


Client or server implementation identity.

  



  
    
      
    
    
      input_request()



        
          
        

    

  


  

      

          @type input_request() :: %{method: String.t(), params: map()}


      


A server-initiated request embedded in an MRTR result.

  



  
    
      
    
    
      input_requests()



        
          
        

    

  


  

      

          @type input_requests() :: %{optional(String.t()) => input_request()}


      


Server-assigned input IDs mapped to requests.

  



  
    
      
    
    
      input_required_result()



        
          
        

    

  


  

      

          @type input_required_result() :: %{
  :resultType => result_type(),
  optional(:inputRequests) => input_requests(),
  optional(:requestState) => String.t(),
  optional(:_meta) => result_meta_object()
}


      


An interim result requesting additional client input.

  



  
    
      
    
    
      input_response()



        
          
        

    

  


  

      

          @type input_response() :: map()


      


A client result satisfying one server-initiated MRTR request.

  



  
    
      
    
    
      input_response_request_params()



        
          
        

    

  


  

      

          @type input_response_request_params() :: %{
  :_meta => request_meta_object(),
  optional(:inputResponses) => input_responses(),
  optional(:requestState) => String.t(),
  optional(atom() | String.t()) => any()
}


      


Retry fields accepted on client-initiated requests after an MRTR result.

  



  
    
      
    
    
      input_responses()



        
          
        

    

  


  

      

          @type input_responses() :: %{optional(String.t()) => input_response()}


      


Server-assigned input IDs mapped to client results.

  



  
    
      
    
    
      json_object()



        
          
        

    

  


  

      

          @type json_object() :: %{optional(String.t()) => json_value()}


      


A JSON object with string keys.

  



  
    
      
    
    
      json_schema()



        
          
        

    

  


  

      

          @type json_schema() :: map()


      


Any JSON Schema 2020-12 object, including extension keywords.

  



  
    
      
    
    
      json_value()



        
          
        

    

  


  

      

          @type json_value() ::
  String.t()
  | number()
  | boolean()
  | nil
  | [json_value()]
  | %{optional(String.t()) => json_value()}


      


A value representable in JSON.

  



  
    
      
    
    
      log_level()



        
          
        

    

  


  

      

          @type log_level() :: ExMCP.Types.log_level()


      



  



  
    
      
    
    
      meta_object()



        
          
        

    

  


  

      

          @type meta_object() :: %{optional(String.t()) => any()}


      


An extensible MCP _meta object.

  



  
    
      
    
    
      missing_required_client_capability_error()



        
          
        

    

  


  

      

          @type missing_required_client_capability_error() :: %{
  :jsonrpc => String.t(),
  optional(:id) => request_id(),
  error: %{
    code: -32021,
    message: String.t(),
    data: %{requiredCapabilities: client_capabilities()}
  }
}


      


A missing per-request client capability response (-32021).

  



  
    
      
    
    
      notification_meta_object()



        
          
        

    

  


  

      

          @type notification_meta_object() :: %{
  optional(:"io.modelcontextprotocol/subscriptionId") => request_id(),
  optional(String.t()) => any()
}


      


Metadata carried by notifications, including subscription correlation.

  



  
    
      
    
    
      number_schema()



        
          
        

    

  


  

      

          @type number_schema() :: %{
  :type => :number | :integer,
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:minimum) => number(),
  optional(:maximum) => number(),
  optional(:default) => number()
}


      


The numeric elicitation schema from the 2026-07-28 generator.

  



  
    
      
    
    
      progress_token()



        
          
        

    

  


  

      

          @type progress_token() :: ExMCP.Types.progress_token()


      



  



  
    
      
    
    
      request_id()



        
          
        

    

  


  

      

          @type request_id() :: ExMCP.Types.request_id()


      



  



  
    
      
    
    
      request_meta_object()



        
          
        

    

  


  

      

          @type request_meta_object() :: %{
  :"io.modelcontextprotocol/protocolVersion" => String.t(),
  :"io.modelcontextprotocol/clientCapabilities" => client_capabilities(),
  optional(:"io.modelcontextprotocol/clientInfo") => implementation(),
  optional(:"io.modelcontextprotocol/logLevel") => log_level(),
  optional(:progressToken) => progress_token(),
  optional(String.t()) => any()
}


      


Metadata required on every modern request.

  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{
  :resultType => result_type(),
  optional(:_meta) => result_meta_object(),
  optional(atom() | String.t()) => any()
}


      


Common fields present on every modern result.

  



  
    
      
    
    
      result_meta_object()



        
          
        

    

  


  

      

          @type result_meta_object() :: %{
  optional(:"io.modelcontextprotocol/serverInfo") => implementation(),
  optional(String.t()) => any()
}


      


Metadata carried by results.

  



  
    
      
    
    
      result_type()



        
          
        

    

  


  

      

          @type result_type() :: String.t()


      


A recognized or negotiated extension result discriminator.

  



  
    
      
    
    
      server_capabilities()



        
          
        

    

  


  

      

          @type server_capabilities() :: %{
  optional(:experimental) => %{optional(String.t()) => json_object()},
  optional(:logging) => json_object(),
  optional(:completions) => json_object(),
  optional(:prompts) => %{optional(:listChanged) => boolean()},
  optional(:resources) => %{
    optional(:subscribe) => boolean(),
    optional(:listChanged) => boolean()
  },
  optional(:tools) => %{optional(:listChanged) => boolean()},
  optional(:extensions) => %{optional(String.t()) => json_object()}
}


      


Capabilities returned by a modern server from server/discover.

  



  
    
      
    
    
      subscription_filter()



        
          
        

    

  


  

      

          @type subscription_filter() :: %{
  optional(:toolsListChanged) => boolean(),
  optional(:promptsListChanged) => boolean(),
  optional(:resourcesListChanged) => boolean(),
  optional(:resourceSubscriptions) => [String.t()],
  optional(:taskIds) => [String.t()]
}


      


Notification categories selected by subscriptions/listen.

  



  
    
      
    
    
      subscriptions_listen_request()



        
          
        

    

  


  

      

          @type subscriptions_listen_request() :: %{
  jsonrpc: String.t(),
  id: request_id(),
  method: String.t(),
  params: subscriptions_listen_request_params()
}


      


A request that opens a long-lived notification stream.

  



  
    
      
    
    
      subscriptions_listen_request_params()



        
          
        

    

  


  

      

          @type subscriptions_listen_request_params() :: %{
  _meta: request_meta_object(),
  notifications: subscription_filter()
}


      


Parameters for subscriptions/listen.

  



  
    
      
    
    
      subscriptions_listen_result()



        
          
        

    

  


  

      

          @type subscriptions_listen_result() :: %{
  resultType: result_type(),
  _meta: subscriptions_listen_result_meta_object()
}


      


The graceful close result for subscriptions/listen.

  



  
    
      
    
    
      subscriptions_listen_result_meta_object()



        
          
        

    

  


  

      

          @type subscriptions_listen_result_meta_object() :: %{
  :"io.modelcontextprotocol/subscriptionId" => request_id(),
  optional(:"io.modelcontextprotocol/serverInfo") => implementation(),
  optional(String.t()) => any()
}


      


Metadata on the graceful close result of a subscription stream.

  



  
    
      
    
    
      task()



        
          
        

    

  


  

      

          @type task() :: %{
  :taskId => String.t(),
  :status => task_status(),
  :createdAt => String.t(),
  :lastUpdatedAt => String.t(),
  :ttlMs => non_neg_integer(),
  optional(:pollIntervalMs) => non_neg_integer(),
  optional(:statusMessage) => String.t()
}


      


Fields common to task handles and detailed task state.

  



  
    
      
    
    
      task_status()



        
          
        

    

  


  

      

          @type task_status() :: :working | :input_required | :completed | :failed | :cancelled


      


Lifecycle state of a task in the official Tasks extension.

  



  
    
      
    
    
      tool()



        
          
        

    

  


  

      

          @type tool() :: %{
  :name => String.t(),
  :inputSchema => json_schema(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:outputSchema) => json_schema(),
  optional(:annotations) => ExMCP.Types.tool_annotations(),
  optional(:icons) => [ExMCP.Types.V20251125.icon()],
  optional(:_meta) => meta_object()
}


      


A tool definition using unrestricted JSON Schema 2020-12 objects.

  



  
    
      
    
    
      unsupported_protocol_version_error()



        
          
        

    

  


  

      

          @type unsupported_protocol_version_error() :: %{
  :jsonrpc => String.t(),
  optional(:id) => request_id(),
  error: %{
    code: -32022,
    message: String.t(),
    data: %{supported: [String.t()], requested: String.t()}
  }
}


      


An unsupported protocol version response (-32022).

  



  
    
      
    
    
      update_task_request_params()



        
          
        

    

  


  

      

          @type update_task_request_params() :: %{
  _meta: request_meta_object(),
  taskId: String.t(),
  inputResponses: input_responses()
}


      


Parameters for submitting responses to outstanding task inputs.

  


        

      

      
        Functions


        


  
    
      
    
    
      protocol_version()



        
          
        

    

  


  

      

          @spec protocol_version() :: String.t()


      


Returns the protocol version described by this module.

  


        

      


  

    
ExMCP.Validation.ToolName 
    



      
Validates MCP tool names according to the 2025-11-25 specification.
Tool names must:
	Be 1-128 characters long
	Only contain alphanumeric characters, dots, hyphens, and underscores
	Match the pattern: ^[a-zA-Z0-9_.\-]+$


      


      
        Summary


  
    Functions
  


    
      
        valid?(name)

      


        Returns true if the tool name is valid.



    


    
      
        validate(name)

      


        Validates a tool name.



    





      


      
        Functions


        


  
    
      
    
    
      valid?(name)



        
          
        

    

  


  

      

          @spec valid?(String.t()) :: boolean()


      


Returns true if the tool name is valid.

  



  
    
      
    
    
      validate(name)



        
          
        

    

  


  

      

          @spec validate(String.t()) :: {:ok, String.t()} | {:error, String.t()}


      


Validates a tool name.
Returns {:ok, name} if valid, {:error, reason} if invalid.
Examples
iex> ExMCP.Validation.ToolName.validate("my_tool")
{:ok, "my_tool"}

iex> ExMCP.Validation.ToolName.validate("my tool")
{:error, "Tool name contains invalid characters. Must match [a-zA-Z0-9_.\\-]+"}

iex> ExMCP.Validation.ToolName.validate("")
{:error, "Tool name must be between 1 and 128 characters"}

  


        

      


  

    
ExMCP 
    



      
ExMCP - Complete Elixir implementation of the Model Context Protocol.
ExMCP enables AI models to securely interact with local and remote resources through
a standardized protocol. It provides both client and server implementations with
multiple transport options.
Public API
ExMCP provides a clean, focused public API. Only use these modules in your applications:
Core Modules
	ExMCP - This module (convenience functions and metadata)
	ExMCP.Client - MCP client implementation
	ExMCP.Server - MCP server helper functions
	ExMCP.Server.Handler - Callback behaviour for MCP servers
	ExMCP.Server.DSL - Declarative tool/resource/prompt definitions
	ExMCP.Transport - Transport behaviour definition

Optional Features
	ExMCP.Authorization - OAuth 2.1 authorization flows (MCP optional feature)
	ExMCP.ACP - Agent Client Protocol client and native agent helpers

Supporting Modules
	ExMCP.Content - Content type helpers (builders; advanced transform/sanitize is experimental)
	ExMCP.Types - Type definitions (stable across versions)
	ExMCP.HttpPlug - Phoenix/Plug MCP endpoint
	ExMCP.Error / ExMCP.Response - Error and response helpers

Deprecated (retained through 1.x; planned for removal in 2.0.0)
	ExMCP.Server.Tools and related modules — use ExMCP.Server.DSL

Internal Modules
All other modules under the ExMCP namespace are internal implementation details
and may change without notice. Do not depend on them directly in your applications.
Stability
Stable for 1.0: Client, Server Handler/DSL, documented transports, HttpPlug,
Types, Content builders, Authorization entry points, ACP client/agent/adapters.
May change in minors: experimental content transformers and anything marked
deprecated. MCP 2026-07-28 is the latest stable revision and is available through
:prefer_modern and :modern_only. Starting in rc.6, new connections default
to :prefer_modern; :legacy_only preserves the legacy protocol era, not an
exact rc.5 package rollback. The zero-arity
compatibility helpers continue to report the newest initialize-compatible
legacy revision, 2025-11-25.
Quick Start
Start a Client
# Connect to stdio server
{:ok, client} = ExMCP.start_client(
  transport: :stdio,
  command: ["python", "mcp-server.py"],
  protocol_mode: :prefer_modern
)

# Connect with HTTP
{:ok, client} = ExMCP.start_client(
  transport: :http,
  url: "https://api.example.com",
  protocol_mode: :prefer_modern
)
Start a Server
{:ok, server} = ExMCP.start_server(
  handler: MyApp.MCPHandler,
  transport: :stdio,
  protocol_mode: :prefer_modern
)
BEAM-Local Communication
{:ok, server} = MyServer.start_link(transport: :beam)

{:ok, client} = ExMCP.start_client(
  transport: :beam,
  server: server,
  protocol_mode: :prefer_modern
)

{:ok, tools} = ExMCP.Client.list_tools(client)
Protocol Versions
ExMCP supports two wire-incompatible MCP eras:
	2026-07-28 - Latest stable revision; stateless discovery, per-request
context, result envelopes, MRTR, and subscriptions/listen
	2025-11-25 - Newest legacy revision; tasks, icons, and URL elicitation
	2025-06-18 - Structured output, OAuth 2.1, elicitation, no batch
	2025-03-26 - Subscriptions, roots, logging, and batch support
	2024-11-05 - Initial stable MCP revision

rc.7 defaults to protocol_mode: :prefer_modern, which tries the modern
revision first and retains evidence-based legacy fallback. Use
protocol_mode: :modern_only for a closed modern ecosystem or
protocol_mode: :legacy_only to preserve the legacy protocol era. Exact
rc.5 wire and session behavior still requires package rollback to
1.0.0-rc.5.
See the Configuration and Migration guides for the era comparison and
rollout policy.
Features
	Tools - Register and execute functions with parameters
	Resources - List and read data from various sources
	Prompts - Manage reusable prompt templates
	Sampling - Protocol-deprecated in MCP 2026-07-28; retained throughout
ExMCP 1.x for compatibility. Prefer direct LLM provider APIs for new code
	Roots - Protocol-deprecated in MCP 2026-07-28; retained throughout
ExMCP 1.x. Prefer tool parameters, resource URIs, or server configuration
	Subscriptions - Monitor resources for changes
	Progress - Track long-running operations
	Notifications - Real-time updates for changes
	BEAM-local MCP - High-performance Elixir-to-Elixir communication

Transport Options
	stdio - Process communication (standard MCP)
	Streamable HTTP - Web-friendly transport (standard MCP)
	BEAM-local MCP - Direct Erlang process communication (ExMCP extension)

Examples
Basic Client Usage
{:ok, client} =
  ExMCP.start_client(
    transport: :stdio,
    command: ["mcp-server"],
    protocol_mode: :prefer_modern
  )

# List and call tools
{:ok, %{tools: tools}} = ExMCP.Client.list_tools(client)
{:ok, result} = ExMCP.Client.call_tool(client, "search", %{query: "elixir"})

# Read resources
{:ok, content} = ExMCP.Client.read_resource(client, "file:///data.json")
Basic Server Usage
Tip
Most servers are easier to write with the DSL:
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL, name: "my-server", version: "1.0.0"

  tool "echo", "Echo the message" do
    param :message, :string, required: true
    run fn %{message: msg}, state ->
      {:ok, %{content: [%{type: "text", text: msg}]}, state}
    end
  end
end

{:ok, server} =
  MyServer.start_link(transport: :stdio, protocol_mode: :prefer_modern)

defmodule MyHandler do
  use ExMCP.Server.Handler

  @impl true
  def handle_initialize(_params, state) do
    {:ok, %{
      protocolVersion: ExMCP.protocol_version(),
      serverInfo: %{name: "my-handler", version: "1.0.0"},
      capabilities: %{tools: %{}}
    }, state}
  end

  @impl true
  def handle_list_tools(_cursor, state) do
    tools = [%{name: "echo", description: "Echo input", inputSchema: %{type: "object"}}]
    {:ok, tools, nil, state}
  end

  @impl true
  def handle_call_tool("echo", params, state) do
    {:ok, %{content: [%{type: "text", text: params["message"]}]}, state}
  end
end

{:ok, server} =
  ExMCP.start_server(
    handler: MyHandler,
    transport: :stdio,
    protocol_mode: :prefer_modern
  )
BEAM-Local Service
defmodule MyService do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL

  tool "ping", "Health check" do
    run fn _args, state ->
      {:ok, %{content: [%{type: "text", text: "pong"}]}, state}
    end
  end
end

{:ok, server} =
  MyService.start_link(transport: :beam, protocol_mode: :prefer_modern)

{:ok, client} =
  ExMCP.start_client(
    transport: :beam,
    server: server,
    protocol_mode: :prefer_modern
  )
{:ok, result} = ExMCP.Client.call_tool(client, "ping", %{})

      


      
        Summary


  
    Types
  


    
      
        client()

      


    


    
      
        connection_spec()

      


    





  
    Functions
  


    
      
        call(client, tool_name, args \\ %{}, opts \\ [])

      


        Calls a tool on the connected server.



    


    
      
        connect(connection_spec, opts \\ [])

      


        Connects to an MCP server using the unified client implementation.



    


    
      
        disconnect(client)

      


        Disconnects from an MCP server.



    


    
      
        info()

      


        Gets library configuration and capabilities.



    


    
      
        ping(connection_spec, opts \\ [])

      


        Tests connectivity to an MCP server without establishing a persistent connection.



    


    
      
        protocol_version()

      


        Returns the legacy protocol revision used by zero-arity compatibility paths.



    


    
      
        read(client, uri, opts \\ [])

      


        Reads a resource from the connected server.



    


    
      
        resources(client, opts \\ [])

      


        Lists available resources from the connected server.



    


    
      
        start_acp_client(opts)

      


        Starts an ACP client connected to an agent subprocess.



    


    
      
        start_client(opts)

      


        Convenience function to start an MCP client.



    


    
      
        start_server(opts)

      


        Convenience function to start an MCP server.



    


    
      
        status(client)

      


        Gets connection status and server information.



    


    
      
        supported_versions()

      


        Returns the initialize-compatible legacy protocol revisions.



    


    
      
        tools(client, opts \\ [])

      


        Lists available tools from the connected server.



    


    
      
        version()

      


        Returns the version of the ExMCP library.



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: pid()


      



  



  
    
      
    
    
      connection_spec()



        
          
        

    

  


  

      

          @type connection_spec() ::
  String.t() | {atom(), keyword()} | [any()] | ExMCP.ClientConfig.t()


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      call(client, tool_name, args \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec call(client(), String.t(), map(), keyword()) :: {:ok, any()} | {:error, any()}


      


Calls a tool on the connected server.
Returns {:ok, result} on success or {:error, reason} if the request
fails or the client is dead/unresponsive. With normalize: true (the
default) result is the extracted text content; with normalize: false
it is the raw response.
Options
	:timeout - Request timeout in milliseconds (default: 30_000)
	:normalize - Whether to normalize the response (default: true)

Examples
# Simple call
{:ok, result} = ExMCP.call(client, "calculator", %{op: "add", a: 1, b: 2})

# With options
{:ok, result} = ExMCP.call(client, "slow_tool", %{data: "..."}, timeout: 60_000)

  



    

  
    
      
    
    
      connect(connection_spec, opts \\ [])



        
          
        

    

  


  

      

          @spec connect(
  connection_spec(),
  keyword()
) :: {:ok, client()} | {:error, any()}


      


Connects to an MCP server using the unified client implementation.
This function provides a simplified interface to the MCP client with
automatic connection configuration and transport selection.
Options
	:timeout - Connection timeout in milliseconds (default: 10_000)
	:retry_attempts - Number of retry attempts (default: 3)
	Transport-specific options (see ExMCP.Client docs)

Examples
# HTTP connection
{:ok, client} = ExMCP.connect("http://localhost:8080")

# Stdio connection
{:ok, client} = ExMCP.connect({:stdio, command: "my-server"})

# Multiple transports with fallback (uses first available)
{:ok, client} = ExMCP.connect([
  "http://primary:8080",
  "http://backup:8080"
])

# Using ClientConfig for advanced configuration
config = ExMCP.ClientConfig.new(:production)
|> ExMCP.ClientConfig.put_transport(:http, url: "https://api.example.com")
|> ExMCP.ClientConfig.put_auth(:bearer, token: "secret")
|> ExMCP.ClientConfig.put_retry_policy(max_attempts: 5)
{:ok, client} = ExMCP.connect(config)

  



  
    
      
    
    
      disconnect(client)



        
          
        

    

  


  

      

          @spec disconnect(client()) :: :ok


      


Disconnects from an MCP server.

  



  
    
      
    
    
      info()



        
          
        

    

  


  

      

          @spec info() :: map()


      


Gets library configuration and capabilities.

  



    

  
    
      
    
    
      ping(connection_spec, opts \\ [])



        
          
        

    

  


  

      

          @spec ping(
  connection_spec(),
  keyword()
) :: :ok | {:error, any()}


      


Tests connectivity to an MCP server without establishing a persistent connection.

  



  
    
      
    
    
      protocol_version()



        
          
        

    

  


  

      

          @spec protocol_version() :: String.t()


      


Returns the legacy protocol revision used by zero-arity compatibility paths.
This returns "2025-11-25", the newest initialize-based legacy revision.
MCP 2026-07-28 is the latest stable revision but is selected through
:protocol_mode, not this scalar helper.

  



    

  
    
      
    
    
      read(client, uri, opts \\ [])



        
          
        

    

  


  

      

          @spec read(client(), String.t(), keyword()) :: {:ok, any()} | {:error, any()}


      


Reads a resource from the connected server.
Returns {:ok, content} on success, or {:error, reason} if the request
fails or the client is dead/unresponsive.
Options
	:timeout - Request timeout in milliseconds (default: 10_000)
	:parse_json - Automatically parse JSON content (default: false)

Examples
# Read text content
{:ok, content} = ExMCP.read(client, "file://data.txt")

# Read and parse JSON
{:ok, data} = ExMCP.read(client, "file://config.json", parse_json: true)

  



    

  
    
      
    
    
      resources(client, opts \\ [])



        
          
        

    

  


  

      

          @spec resources(
  client(),
  keyword()
) :: {:ok, [map()]} | {:error, any()}


      


Lists available resources from the connected server.
Returns {:ok, resources} on success, or {:error, reason} if the
request fails or the client is dead/unresponsive.

  



  
    
      
    
    
      start_acp_client(opts)



        
          
        

    

  


  

Starts an ACP client connected to an agent subprocess.
See ExMCP.ACP.start_client/1 for details.

  



  
    
      
    
    
      start_client(opts)



        
          
        

    

  


  

      

          @spec start_client(keyword()) :: {:ok, pid()} | {:error, term()}


      


Convenience function to start an MCP client.
This is equivalent to ExMCP.Client.start_link/1 but provides a simpler
entry point for common use cases.
Examples
# stdio transport
{:ok, client} = ExMCP.start_client(
  transport: :stdio,
  command: ["python", "mcp-server.py"]
)

# HTTP transport
{:ok, client} = ExMCP.start_client(
  transport: :http,
  url: "https://api.example.com"
)

  



  
    
      
    
    
      start_server(opts)



        
          
        

    

  


  

      

          @spec start_server(keyword()) :: {:ok, pid()} | {:error, term()}


      


Convenience function to start an MCP server.
This is equivalent to ExMCP.Server.HandlerServer.start_link/1 but provides a simpler
entry point for common use cases.
Examples
{:ok, server} = ExMCP.start_server(
  handler: MyApp.Handler,
  transport: :stdio
)

  



  
    
      
    
    
      status(client)



        
          
        

    

  


  

      

          @spec status(client()) :: {:ok, map()} | {:error, any()}


      


Gets connection status and server information.
Returns {:ok, status} on success, or {:error, reason} if the client
is dead/unresponsive.

  



  
    
      
    
    
      supported_versions()



        
          
        

    

  


  

      

          @spec supported_versions() :: [String.t()]


      


Returns the initialize-compatible legacy protocol revisions.
Modern 2026-07-28 support is enabled through :prefer_modern or
:modern_only and is intentionally not added to this legacy compatibility
list during the RC soak.

  



    

  
    
      
    
    
      tools(client, opts \\ [])



        
          
        

    

  


  

      

          @spec tools(
  client(),
  keyword()
) :: {:ok, [map()]} | {:error, any()}


      


Lists available tools from the connected server.
Returns {:ok, tools} where tools is a list of tool definitions with
their schemas and descriptions, or {:error, reason} if the request fails
or the client is dead/unresponsive.

  



  
    
      
    
    
      version()



        
          
        

    

  


  

      

          @spec version() :: String.t()


      


Returns the version of the ExMCP library.

  


        

      


  

    
ExMCP.Client 
    



      
Unified MCP client combining the best features of all implementations.
This module provides a clean, consistent API for interacting with MCP servers
while maintaining backward compatibility with existing code.
Features
	Simple connection with URL strings or transport specs
	Automatic transport fallback via TransportManager
	Automatic reconnection with exponential backoff after unexpected
transport closure (see start_link/1)
	Consistent return values with optional normalization
	Convenience methods for common operations
	Clean separation of concerns

Examples
# Connect with URL
{:ok, client} = ExMCP.Client.connect("http://localhost:8080/mcp")

# Connect with transport spec
{:ok, client} = ExMCP.Client.start_link(
  transport: :stdio,
  command: "mcp-server"
)

# List and call tools
{:ok, %{"tools" => tools}} = ExMCP.Client.list_tools(client)
{:ok, result} = ExMCP.Client.call_tool(client, "weather", %{location: "NYC"})

      


      
        Summary


  
    Types
  


    
      
        connection_spec()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        batch_request(client, requests, timeout \\ 30000)

      


        Sends a batch of requests to the server.



    


    
      
        call(client, tool_name, args \\ %{}, opts \\ [])

      


        Convenience alias for call_tool/4.



    


    
      
        call_tool(client, tool_name, arguments, timeout_or_opts \\ 30000)

      


        Calls a tool with the given arguments.



    


    
      
        cancel_task(client, task_id, opts \\ [])

      


        Requests cooperative cancellation of a task.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        clear_era_observations()

      


        Clears all remembered protocol-era observations.



    


    
      
        complete(client, ref, argument, opts \\ [])

      


        Requests completion suggestions from the server.



    


    
      
        connect(connection_spec, opts \\ [])

      


        Connects to an MCP server using a URL or connection spec.



    


    
      
        disconnect(client)

      


        Disconnects the client gracefully, cleaning up all resources.



    


    
      
        discover(client, opts \\ [])

      


        Discovers a modern MCP server's versions, capabilities, and identity.



    


    
      
        find_matching_tool(tools, name, opts \\ [])

      


        Finds a matching tool from a list of tools.



    


    
      
        find_tool(client, name_or_pattern \\ nil, opts \\ [])

      


        Finds a tool by name or pattern.



    


    
      
        get_pending_requests(client)

      


        Gets the list of pending request IDs.



    


    
      
        get_prompt(client, prompt_name, arguments \\ %{}, timeout_or_opts \\ [])

      


        Gets a prompt with the given arguments.



    


    
      
        get_status(client)

      


        Gets the client status.



    


    
      
        get_task(client, task_id, opts \\ [])

      


        Reads the current full state of a task.



    


    
      
        list_prompts(client, timeout_or_opts \\ [])

      


        Lists available prompts.



    


    
      
        list_resource_templates(client, timeout_or_opts \\ [])

      


        Lists available resource templates.



    


    
      
        list_resources(client, timeout_or_opts \\ [])

      


        Lists available resources.



    


    
      
        list_roots(client, timeout_or_opts \\ [])

      


        Lists available roots.



    


    
      
        list_tools(client, timeout_or_opts \\ [])

      


        Lists available tools from the server.



    


    
      
        listen(client, notification_filter, opts \\ [])

      


        Opens a modern immutable notification subscription and waits for the
server's acknowledgment.



    


    
      
        log_message(client, level, message)

      


        Sends a log message to the server as a notification.



    


    
      
        log_message(client, level, message, data)

      


        Sends a log message with additional data to the server as a notification.



    


    
      
        negotiated_version(client)

      


        Gets the negotiated protocol version with the server.



    


    
      
        notify(client, method, params \\ %{})

      


        Sends a notification to the server.



    


    
      
        ping(client, opts_or_timeout \\ [])

      


        Pings the server.



    


    
      
        read_resource(client, uri, timeout_or_opts \\ [])

      


        Reads a resource by URI.



    


    
      
        send_batch(client, requests, timeout \\ 30000)

      


        Convenience alias for batch_request/3.



    


    
      
        send_cancelled(client, request_id, reason \\ nil)

      


        Sends a cancellation notification for a pending request.



    


    
      
        server_capabilities(client)

      


        Gets server capabilities.



    


    
      
        server_info(client)

      


        Gets server information.



    


    
      
        set_log_level(client, level)

      


        Sets the log level for the server.



    


    
      
        start_link(opts)

      


        Starts a client process with the given options.



    


    
      
        stop(client, reason \\ :normal)

      


        Stops the client.



    


    
      
        subscribe_resource(client, uri, opts \\ [])

      


        Subscribes to notifications for a resource.



    


    
      
        tools(client, opts \\ [])

      


        Convenience alias for list_tools/2.



    


    
      
        unsubscribe_resource(client, uri, opts \\ [])

      


        Unsubscribes from notifications for a resource.



    


    
      
        update_task(client, task_id, input_responses, opts \\ [])

      


        Submits responses to a modern task's outstanding input requests.
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      connection_spec()



        
          
        

    

  


  

      

          @type connection_spec() :: String.t() | {atom(), keyword()} | [{atom(), keyword()}]


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: GenServer.server()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      batch_request(client, requests, timeout \\ 30000)



        
          
        

    

  


  

      

          @spec batch_request(t(), [{String.t(), map()}], timeout()) ::
  {:ok, [any()]} | {:error, any()}


      


Sends a batch of requests to the server.
This function allows sending multiple requests in a single batch, which can
be more efficient than sending them individually. The server processes the
requests and returns a batch of responses.
Parameters
	client - Client process reference
	requests - A list of {method, params} tuples for each request.
	timeout - Timeout for the entire batch operation (default: 30_000).

Returns
	{:ok, results} - On success, where results is a list of {:ok, result}
or {:error, error} tuples, in the same order as the original requests.
	{:error, reason} - If the batch request fails (e.g., timeout).

Example
requests = [
  {"tools/list", %{}},
  {"prompts/list", %{}}
]
{:ok, [tools_result, prompts_result]} = ExMCP.Client.batch_request(client, requests)

  



    

    

  
    
      
    
    
      call(client, tool_name, args \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec call(t(), String.t(), map(), keyword()) :: {:ok, any()} | {:error, any()}


      


Convenience alias for call_tool/4.

  



    

  
    
      
    
    
      call_tool(client, tool_name, arguments, timeout_or_opts \\ 30000)



        
          
        

    

  


  

      

          @spec call_tool(t(), String.t(), map(), keyword() | timeout()) ::
  {:ok, any()} | {:error, any()}


      


Calls a tool with the given arguments.
Options
	:timeout - Request timeout (default: 30000)
	:format - Return format (:map or :struct, default: :struct)


  



    

  
    
      
    
    
      cancel_task(client, task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec cancel_task(t(), String.t(), keyword()) :: {:ok, map()} | {:error, any()}


      


Requests cooperative cancellation of a task.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      clear_era_observations()



        
          
        

    

  


  

      

          @spec clear_era_observations() :: :ok


      


Clears all remembered protocol-era observations.
This is an operator action intended for configuration changes or recovery
from a previously pinned modern endpoint. To clear only the identity used by
one new connection, pass reset_era_cache: true to start_link/1.

  



    

  
    
      
    
    
      complete(client, ref, argument, opts \\ [])



        
          
        

    

  


  

      

          @spec complete(t(), map(), map(), keyword()) :: {:ok, map()} | {:error, any()}


      


Requests completion suggestions from the server.
Sends a completion/complete request to get completion suggestions based on
a reference (prompt or resource) and partial input.
Parameters
	client - Client process reference
	ref - Reference map describing what to complete:	For prompts: %{"type" => "ref/prompt", "name" => "prompt_name"}
	For resources: %{"type" => "ref/resource", "uri" => "resource_uri"}


	argument - Argument map with completion context:	%{"name" => "argument_name", "value" => "partial_value"}



Options
	:timeout - Request timeout (default: 5000)
	:format - Return format (:map or :struct, default: :struct)

Returns
	{:ok, result} - Success with completion suggestions:%{
  completion: %{
    values: ["suggestion1", "suggestion2", ...],
    total: 10,
    hasMore: false
  }
}

	{:error, error} - Request failed with error details

Examples
# Complete prompt argument
{:ok, result} = ExMCP.Client.complete(
  client,
  %{"type" => "ref/prompt", "name" => "code_generator"},
  %{"name" => "language", "value" => "java"}
)

# Complete resource URI
{:ok, result} = ExMCP.Client.complete(
  client,
  %{"type" => "ref/resource", "uri" => "file:///"},
  %{"name" => "path", "value" => "/src"}
)

  



    

  
    
      
    
    
      connect(connection_spec, opts \\ [])



        
          
        

    

  


  

      

          @spec connect(
  connection_spec(),
  keyword()
) :: {:ok, t()} | {:error, any()}


      


Connects to an MCP server using a URL or connection spec.
Examples
# URL string
{:ok, client} = ExMCP.Client.connect("http://localhost:8080/mcp")

# Transport spec
{:ok, client} = ExMCP.Client.connect({:stdio, command: "mcp-server"})

# Multiple transports with fallback
{:ok, client} = ExMCP.Client.connect([
  "http://localhost:8080/mcp",
  "stdio://mcp-server"
])
Returns {:error, {:invalid_transport_config, reason}} when the connection
spec cannot be normalized into a valid transport configuration.

  



  
    
      
    
    
      disconnect(client)



        
          
        

    

  


  

      

          @spec disconnect(t()) :: :ok


      


Disconnects the client gracefully, cleaning up all resources.
This function performs a clean shutdown by:
	Closing the transport connection
	Cancelling health checks
	Stopping the receiver task
	Replying to any pending requests with an error

Examples
{:ok, client} = ExMCP.Client.connect("http://localhost:8080/mcp")
:ok = ExMCP.Client.disconnect(client)

  



    

  
    
      
    
    
      discover(client, opts \\ [])



        
          
        

    

  


  

      

          @spec discover(
  t(),
  keyword()
) :: {:ok, map()} | {:error, any()}


      


Discovers a modern MCP server's versions, capabilities, and identity.
A successful discovery also updates the client's protocol version,
server_info, and server_capabilities state. Automatic discovery during
connection establishment is handled separately by the era probe.

  



    

  
    
      
    
    
      find_matching_tool(tools, name, opts \\ [])



        
          
        

    

  


  

      

          @spec find_matching_tool([map()], String.t() | nil, keyword()) ::
  {:ok, map()} | {:error, :not_found}


      


Finds a matching tool from a list of tools.
Parameters
	tools - List of tool maps
	name - Tool name to find (exact match) or pattern (fuzzy match)
	opts - Options including :fuzzy for fuzzy matching

Examples
tools = [%{"name" => "calculator"}, %{"name" => "weather"}]
{:ok, tool} = ExMCP.Client.find_matching_tool(tools, "calculator", [])
{:ok, tool} = ExMCP.Client.find_matching_tool(tools, "calc", fuzzy: true)

  



    

    

  
    
      
    
    
      find_tool(client, name_or_pattern \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec find_tool(t(), String.t() | nil, keyword()) ::
  {:ok, map()} | {:error, :not_found} | {:error, any()}


      


Finds a tool by name or pattern.
Options
	:fuzzy - Enable fuzzy matching (default: false)
	:timeout - Request timeout (default: 5000)


  



  
    
      
    
    
      get_pending_requests(client)



        
          
        

    

  


  

      

          @spec get_pending_requests(t()) :: [ExMCP.Types.request_id()]


      


Gets the list of pending request IDs.
Returns a list of request IDs for requests that are currently in progress.
This can be used with send_cancelled/3 to cancel specific requests.
Examples
{:ok, client} = ExMCP.Client.connect("http://localhost:8080/mcp")

# Start a long-running request
task = Task.async(fn -> 
  ExMCP.Client.call_tool(client, "slow_tool", %{})
end)

# Get pending requests  
pending = ExMCP.Client.get_pending_requests(client)
# => ["req_123", "req_456"]

# Cancel a specific request
ExMCP.Client.send_cancelled(client, "req_123", "User cancelled")

  



    

    

  
    
      
    
    
      get_prompt(client, prompt_name, arguments \\ %{}, timeout_or_opts \\ [])



        
          
        

    

  


  

      

          @spec get_prompt(t(), String.t(), map(), keyword() | timeout()) ::
  {:ok, any()} | {:error, any()}


      


Gets a prompt with the given arguments.

  



  
    
      
    
    
      get_status(client)



        
          
        

    

  


  

      

          @spec get_status(t()) :: {:ok, map()}


      


Gets the client status.

  



    

  
    
      
    
    
      get_task(client, task_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_task(t(), String.t(), keyword()) :: {:ok, map()} | {:error, any()}


      


Reads the current full state of a task.

  



    

  
    
      
    
    
      list_prompts(client, timeout_or_opts \\ [])



        
          
        

    

  


  

      

          @spec list_prompts(t(), keyword() | timeout()) ::
  {:ok, %{required(String.t()) => [map()]}} | {:error, any()}


      


Lists available prompts.

  



    

  
    
      
    
    
      list_resource_templates(client, timeout_or_opts \\ [])



        
          
        

    

  


  

      

          @spec list_resource_templates(t(), keyword() | timeout()) ::
  {:ok, %{required(String.t()) => [map()]}} | {:error, any()}


      


Lists available resource templates.
Sends a resources/templates/list request to the server to retrieve the list of
available resource templates.

  



    

  
    
      
    
    
      list_resources(client, timeout_or_opts \\ [])



        
          
        

    

  


  

      

          @spec list_resources(t(), keyword() | timeout()) ::
  {:ok, %{required(String.t()) => [map()]}} | {:error, any()}


      


Lists available resources.

  



    

  
    
      
    
    
      list_roots(client, timeout_or_opts \\ [])



        
          
        

    

  


  

      

          @spec list_roots(t(), keyword() | timeout()) ::
  {:ok, %{required(String.t()) => [map()]}} | {:error, any()}


      


Lists available roots.
Sends a roots/list request to the server to retrieve the list of
available root URIs.
MCP Roots is deprecated as of 2026-07-28 and retained throughout ExMCP 1.x.
New implementations should pass directories or files via tool parameters,
resource URIs, or server configuration.

  



    

  
    
      
    
    
      list_tools(client, timeout_or_opts \\ [])



        
          
        

    

  


  

      

          @spec list_tools(t(), keyword() | timeout()) ::
  {:ok, %{required(String.t()) => [map()]}} | {:error, any()}


      


Lists available tools from the server.
Options
	:timeout - Request timeout (default: 5000)
	:format - Return format (:map or :struct, default: :struct)


  



    

  
    
      
    
    
      listen(client, notification_filter, opts \\ [])



        
          
        

    

  


  

      

          @spec listen(t(), map(), keyword()) ::
  {:ok, ExMCP.Client.Subscription.Ref.t()} | {:error, term()}


      


Opens a modern immutable notification subscription and waits for the
server's acknowledgment.
The Tasks extension adds a "taskIds" filter whose values receive full
notifications/tasks states. The client must declare
io.modelcontextprotocol/tasks in its configured capabilities.

  



  
    
      
    
    
      log_message(client, level, message)



        
          
        

    

  


  

      

          @spec log_message(t(), String.t(), String.t()) :: :ok | {:error, any()}


      


Sends a log message to the server as a notification.
This function sends log messages from the client to the server for centralized
logging and monitoring. The message is sent as a notification (fire-and-forget)
following the MCP specification.
MCP protocol Logging is deprecated as of 2026-07-28 and retained throughout
ExMCP 1.x. Prefer stderr for stdio or OpenTelemetry for new observability
integrations.
Parameters
	client - Client process reference
	level - Log level string (e.g., "debug", "info", "warning", "error")
	message - Log message text

Returns
	:ok - Message sent successfully
	{:error, reason} - Failed to send message

Example
{:ok, client} = ExMCP.Client.start_link(transport: :http, url: "...")
:ok = ExMCP.Client.log_message(client, "info", "Operation completed")

  



  
    
      
    
    
      log_message(client, level, message, data)



        
          
        

    

  


  

      

          @spec log_message(t(), String.t(), String.t(), any()) :: :ok | {:error, any()}


      


Sends a log message with additional data to the server as a notification.
This function sends detailed log messages from the client to the server for
centralized logging and monitoring. The message is sent as a notification
(fire-and-forget) following the MCP specification.
MCP protocol Logging is deprecated as of 2026-07-28 and retained throughout
ExMCP 1.x. Prefer stderr for stdio or OpenTelemetry for new observability
integrations.
Parameters
	client - Client process reference
	level - Log level string (e.g., "debug", "info", "warning", "error")
	message - Log message text
	data - Optional additional data (map or any JSON-serializable value)

Supported Log Levels
Standard RFC 5424 levels: "debug", "info", "notice", "warning", "error",
"critical", "alert", "emergency"
Returns
	:ok - Message sent successfully
	{:error, reason} - Failed to send message

Examples
{:ok, client} = ExMCP.Client.start_link(transport: :http, url: "...")

# Simple log message
:ok = ExMCP.Client.log_message(client, "info", "User logged in")

# Log message with additional context
:ok = ExMCP.Client.log_message(client, "error", "Database connection failed", %{
  host: "db.example.com",
  port: 5432,
  error_code: "CONNECTION_TIMEOUT"
})

  



  
    
      
    
    
      negotiated_version(client)



        
          
        

    

  


  

      

          @spec negotiated_version(t()) :: {:ok, String.t() | nil} | {:error, any()}


      


Gets the negotiated protocol version with the server.

  



    

  
    
      
    
    
      notify(client, method, params \\ %{})



        
          
        

    

  


  

      

          @spec notify(t(), String.t(), map()) :: :ok


      


Sends a notification to the server.
Notifications are fire-and-forget messages that don't expect a response.
Parameters
	client - Client process reference
	method - The method name to notify
	params - Parameters for the notification (map)

Returns
	:ok - Notification sent

Examples
:ok = ExMCP.Client.notify(client, "resource_updated", %{"uri" => "file://test.txt"})

  



    

  
    
      
    
    
      ping(client, opts_or_timeout \\ [])



        
          
        

    

  


  

      

          @spec ping(t(), keyword() | integer()) :: {:ok, map()} | {:error, any()}


      


Pings the server.

  



    

  
    
      
    
    
      read_resource(client, uri, timeout_or_opts \\ [])



        
          
        

    

  


  

      

          @spec read_resource(t(), String.t(), keyword() | timeout()) ::
  {:ok, any()} | {:error, any()}


      


Reads a resource by URI.

  



    

  
    
      
    
    
      send_batch(client, requests, timeout \\ 30000)



        
          
        

    

  


  

      

          @spec send_batch(t(), [map()], timeout()) :: {:ok, [any()]} | {:error, any()}


      


Convenience alias for batch_request/3.
Sends a batch of JSON-RPC requests. Available in protocol version 2025-03-26 only.

  



    

  
    
      
    
    
      send_cancelled(client, request_id, reason \\ nil)



        
          
        

    

  


  

      

          @spec send_cancelled(t(), ExMCP.Types.request_id(), String.t() | nil) ::
  :ok | {:error, :cannot_cancel_initialize}


      


Sends a cancellation notification for a pending request.
For modern streamable HTTP, this closes only the pending request's POST
response stream, which is the protocol-defined cancellation signal. Other
transports send notifications/cancelled. The server MAY stop processing
the request if it hasn't completed yet.
Parameters
	client - Client process reference
	request_id - The ID of the request to cancel
	reason - Optional human-readable reason for cancellation

Returns
	:ok - Cancellation notification sent
	{:error, :cannot_cancel_initialize} - Cannot cancel initialize request

Examples
:ok = ExMCP.Client.send_cancelled(client, "req_123", "User cancelled")
:ok = ExMCP.Client.send_cancelled(client, 12345, nil)

  



  
    
      
    
    
      server_capabilities(client)



        
          
        

    

  


  

      

          @spec server_capabilities(t()) :: {:ok, map()} | {:error, any()}


      


Gets server capabilities.

  



  
    
      
    
    
      server_info(client)



        
          
        

    

  


  

      

          @spec server_info(t()) :: {:ok, map()} | {:error, any()}


      


Gets server information.

  



  
    
      
    
    
      set_log_level(client, level)



        
          
        

    

  


  

      

          @spec set_log_level(GenServer.server(), String.t()) :: {:ok, map()} | {:error, any()}


      


Sets the log level for the server.
Sends a logging/setLevel request to configure the server's log verbosity.
This is part of the MCP specification for controlling server logging behavior.
MCP protocol Logging is deprecated as of 2026-07-28 and retained throughout
ExMCP 1.x. This legacy RPC remains available for compatible peers. Prefer
stderr for stdio or OpenTelemetry for new observability integrations.
Parameters
	client - Client process reference
	level - Log level string: "debug", "info", "warning", or "error"

Returns
	{:ok, result} - Success with any server response data
	{:error, error} - Request failed with error details

Example
{:ok, client} = ExMCP.Client.start_link(transport: :http, url: "...")
{:ok, _} = ExMCP.Client.set_log_level(client, "debug")

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a client process with the given options.
Options
	:transport - Transport type (:stdio, :http, :beam, etc.)
	:transports - List of transports for fallback
	:name - Optional GenServer name
	:handshake_timeout - Maximum time in milliseconds to wait for the
server's initialize response during connection (default: 10_000).
On expiry start_link/1 fails with {:error, :handshake_timeout}.
	:protocol_mode - Era policy: :modern_only, :legacy_only,
:prefer_modern, or :prefer_legacy.
	:era_probe_timeout - Dedicated timeout for the side-effect-free modern
discovery probe (default: 2_000 milliseconds).
	:era_cache_legacy_ttl - How long a successful legacy observation is
reused before probing for an upgrade again (default: 300_000 milliseconds).
	:reset_era_cache - Clear the observation for this exact transport,
endpoint, and auth configuration before connecting (default: false).
	:trace_context - Optional W3C traceparent, tracestate, and allowlisted
baggage values to attach to modern requests.
	:health_check_interval - Interval in milliseconds between idle health
check pings (default: 30_000). Set to nil or 0 to disable.
	:reliability - Reliability features configuration (optional)
	:retry_policy - Default retry policy for all client operations (optional)
	:reconnect - Automatically reconnect when the transport closes
unexpectedly (default: true)
	:max_reconnect_attempts - Consecutive failed reconnection attempts
before giving up (default: 10)
	:reconnect_backoff - Reconnection backoff policy (keyword list):	:initial - Delay before the first attempt in ms (default: 1000)
	:max - Maximum delay between attempts in ms (default: 60_000)
	:multiplier - Exponential backoff multiplier (default: 2)



Automatic Reconnection
When the transport closes unexpectedly while the client is connected, all
pending requests fail with a connection error and the client transitions to
:reconnecting. It then re-establishes the connection (including the MCP
handshake) with exponential backoff and jitter. After
:max_reconnect_attempts consecutive failures the client gives up and
settles in :disconnected. Requests made while reconnecting return
{:error, :not_connected}.
Explicit disconnect/1 or stop/2 calls never trigger reconnection.
Passing reconnect: false disables the behavior entirely.
Health Checks
While connected and idle, the client sends a protocol ping every
:health_check_interval milliseconds. If a ping is still unanswered one
full interval later, the transport is treated as closed: pending requests
fail and the reconnection path takes over. Health checks are skipped while
requests are in flight, since those already prove the connection is alive.
The reconnection lifecycle emits telemetry:
	[:ex_mcp, :client, :reconnect, :attempt] - measurements
%{attempt: n, delay_ms: ms}, emitted when an attempt is scheduled
	[:ex_mcp, :client, :reconnect, :success] - reconnected and re-initialized
	[:ex_mcp, :client, :reconnect, :error] - a single attempt failed
	[:ex_mcp, :client, :reconnect, :timeout] - gave up after the final attempt

Reliability Options
The :reliability option accepts a keyword list with the following options:
	:circuit_breaker - Circuit breaker configuration or false to disable	:failure_threshold - Number of failures before opening (default: 5)
	:success_threshold - Number of successes to close half-open circuit (default: 3)  
	:reset_timeout - Time before transitioning from open to half-open (default: 30_000)
	:timeout - Operation timeout in milliseconds (default: 5_000)


	:health_check - Health check configuration or false to disable	:check_interval - Interval between health checks (default: 60_000)
	:failure_threshold - Health check failures before marking unhealthy (default: 3)
	:recovery_threshold - Health check successes before marking healthy (default: 2)



Reliability Examples
# Client with circuit breaker protection
{:ok, client} = ExMCP.Client.start_link(
  transport: :stdio,
  command: "my-server",
  reliability: [
    circuit_breaker: [
      failure_threshold: 3,
      reset_timeout: 10_000
    ]
  ]
)

# Client with both circuit breaker and health monitoring
{:ok, client} = ExMCP.Client.start_link(
  transport: :http,
  url: "http://localhost:8080/mcp",
  reliability: [
    circuit_breaker: [failure_threshold: 5],
    health_check: [check_interval: 30_000]
  ]
)
Retry Policy Options
The :retry_policy option accepts a keyword list with the following options:
	:max_attempts - Maximum number of retry attempts (default: 3)
	:initial_delay - Initial delay between retries in milliseconds (default: 200)
	:max_delay - Maximum delay between retries in milliseconds (default: 5000)
	:backoff_factor - Exponential backoff multiplier (default: 2)
	:jitter - Add random jitter to prevent thundering herd (default: true)

Modern HTTP response-stream recovery is deliberately separate from this
generic policy because a broken response has ambiguous delivery semantics.
Operations accept these options:
	:http_stream_retry - :at_least_once (default) reissues one broken
request stream with a new JSON-RPC id. :safe_only reissues only built-in
read operations or operations explicitly marked retry_safe: true, and
otherwise returns a transport error whose reason is :outcome_unknown.
	:http_stream_retry_delay - Delay before the one reissue (default: 200ms),
bounded by the operation's original deadline.
	:retry_safe - Caller-owned safety attestation. Tool annotations such as
readOnlyHint are advisory and are never used as the security decision.

:safe_only is intentionally non-conforming and is rejected when the client
is started with conformance_mode: true. JSON-RPC ids do not deduplicate
application side effects; tool authors should use an application
idempotency key and server-side deduplication where reissue is possible.
Retry Policy Examples
# Client with default retry policy for all operations
{:ok, client} = ExMCP.Client.start_link(
  transport: :stdio,
  command: "my-server",
  retry_policy: [
    max_attempts: 5,
    initial_delay: 200
  ]
)

# Individual operation with custom retry policy
{:ok, tools} = ExMCP.Client.list_tools(client, 
  retry_policy: [max_attempts: 2, backoff_factor: 1.5])

# Operation with no retries (override client default)
{:ok, result} = ExMCP.Client.call_tool(client, "tool", %{}, 
  retry_policy: false)

  



    

  
    
      
    
    
      stop(client, reason \\ :normal)



        
          
        

    

  


  

      

          @spec stop(t(), term()) :: :ok


      


Stops the client.

  



    

  
    
      
    
    
      subscribe_resource(client, uri, opts \\ [])



        
          
        

    

  


  

      

          @spec subscribe_resource(t(), String.t(), keyword()) ::
  {:ok, map() | ExMCP.Client.Subscription.Ref.t()} | {:error, any()}


      


Subscribes to notifications for a resource.
Sends a resources/subscribe request to receive notifications when the
specified resource changes. The server will send notifications/resources/updated
messages when the subscribed resource is modified.
Parameters
	client - Client process reference
	uri - Resource URI to subscribe to (e.g., "file:///path/to/file")

Options
	:timeout - Request timeout (default: 5000)
	:format - Return format (:map or :struct, default: :struct)

Returns
	{:ok, result} - Subscription successful
	{:error, error} - Subscription failed with error details

Examples
{:ok, _result} = ExMCP.Client.subscribe_resource(client, "file:///config.json")

  



    

  
    
      
    
    
      tools(client, opts \\ [])



        
          
        

    

  


  

      

          @spec tools(
  t(),
  keyword()
) :: {:ok, %{required(String.t()) => [map()]}} | {:error, any()}


      


Convenience alias for list_tools/2.

  



    

  
    
      
    
    
      unsubscribe_resource(client, uri, opts \\ [])



        
          
        

    

  


  

      

          @spec unsubscribe_resource(t(), String.t(), keyword()) ::
  {:ok, map()} | {:error, any()}


      


Unsubscribes from notifications for a resource.
Sends a resources/unsubscribe request to stop receiving notifications
for the specified resource.
Parameters
	client - Client process reference
	uri - Resource URI to unsubscribe from

Options
	:timeout - Request timeout (default: 5000)
	:format - Return format (:map or :struct, default: :struct)

Returns
	{:ok, result} - Unsubscription successful
	{:error, error} - Unsubscription failed with error details

Examples
{:ok, _result} = ExMCP.Client.unsubscribe_resource(client, "file:///config.json")

  



    

  
    
      
    
    
      update_task(client, task_id, input_responses, opts \\ [])



        
          
        

    

  


  

      

          @spec update_task(t(), String.t(), map(), keyword()) :: {:ok, map()} | {:error, any()}


      


Submits responses to a modern task's outstanding input requests.

  


        

      


  

    
ExMCP.Content 
    



      
Content handling utilities for MCP messages.
Builds and validates protocol content blocks used in tool results, prompts,
sampling, and resources:
	text — plain text
	image — base64 payload + MIME type (MCP content type, not image processing)
	audio — base64 payload + MIME type
	resource — embedded resource reference
	tool_use / tool_result — sampling content (2025-11-25)

MCP and ACP specify how to carry images (and icons with URLs). They do not
require compress/resize/thumbnail APIs. Those stubs live under experimental
modules (ExMCP.Content.Transformer, Builders) and are deprecated for 2.0.0.

      


      
        Summary


  
    Functions
  


    
      
        audio(data, mime_type, annotations \\ nil)

      


        Creates an audio content object.



    


    
      
        get_type(map)

      


        Extracts the type of a content object.



    


    
      
        image(data, mime_type, annotations \\ nil)

      


        Creates an image content object.



    


    
      
        resource(resource, annotations \\ nil)

      


        Creates a resource content object.



    


    
      
        text(text, annotations \\ nil)

      


        Creates a text content object.



    


    
      
        tool_result(tool_use_id, content, opts \\ [])

      


        Creates a tool result content object (new in 2025-11-25).



    


    
      
        tool_use(id, name, input)

      


        Creates a tool use content object (new in 2025-11-25).



    


    
      
        type?(map, expected_type)

      


        Checks if content is of a specific type.



    


    
      
        validate(content)

      


        Validates content object structure.



    





      


      
        Functions


        


    

  
    
      
    
    
      audio(data, mime_type, annotations \\ nil)



        
          
        

    

  


  

      

          @spec audio(String.t(), String.t(), map() | nil) :: ExMCP.Types.audio_content()


      


Creates an audio content object.
Parameters
	data: Base64-encoded audio data
	mime_type: MIME type of the audio (e.g., "audio/mp3", "audio/wav", "audio/ogg")
	annotations: Optional annotations

Examples
iex> ExMCP.Content.audio(base64_data, "audio/mp3")
%{type: :audio, data: base64_data, mimeType: "audio/mp3"}

  



  
    
      
    
    
      get_type(map)



        
          
        

    

  


  

      

          @spec get_type(ExMCP.Types.content()) :: ExMCP.Types.content_type()


      


Extracts the type of a content object.

  



    

  
    
      
    
    
      image(data, mime_type, annotations \\ nil)



        
          
        

    

  


  

      

          @spec image(String.t(), String.t(), map() | nil) :: ExMCP.Types.image_content()


      


Creates an image content object.
Parameters
	data: Base64-encoded image data
	mime_type: MIME type of the image (e.g., "image/png", "image/jpeg")
	annotations: Optional annotations

Examples
iex> ExMCP.Content.image(base64_data, "image/png")
%{type: :image, data: base64_data, mimeType: "image/png"}

  



    

  
    
      
    
    
      resource(resource, annotations \\ nil)



        
          
        

    

  


  

      

          @spec resource(map(), map() | nil) :: ExMCP.Types.embedded_resource()


      


Creates a resource content object.
Parameters
	resource: Resource object with uri, name, description, etc.
	annotations: Optional annotations

Examples
iex> resource = %{uri: "file:///example.txt", name: "Example"}
iex> ExMCP.Content.resource(resource)
%{type: :resource, resource: %{uri: "file:///example.txt", name: "Example"}}

  



    

  
    
      
    
    
      text(text, annotations \\ nil)



        
          
        

    

  


  

      

          @spec text(String.t(), map() | nil) :: ExMCP.Types.text_content()


      


Creates a text content object.
Examples
iex> ExMCP.Content.text("Hello, world!")
%{type: :text, text: "Hello, world!"}

  



    

  
    
      
    
    
      tool_result(tool_use_id, content, opts \\ [])



        
          
        

    

  


  

      

          @spec tool_result(String.t(), [map()], keyword()) :: ExMCP.Types.tool_result_content()


      


Creates a tool result content object (new in 2025-11-25).
Used in sampling/createMessage to provide the result of a tool call.
Parameters
	tool_use_id: The ID of the tool_use this is a result for
	content: List of content items (the tool's output)
	opts: Optional keyword list with :is_error boolean


  



  
    
      
    
    
      tool_use(id, name, input)



        
          
        

    

  


  

      

          @spec tool_use(String.t(), String.t(), map()) :: ExMCP.Types.tool_use_content()


      


Creates a tool use content object (new in 2025-11-25).
Used in sampling/createMessage responses when the model wants to call a tool.
Parameters
	id: Unique identifier for this tool use
	name: Name of the tool to call
	input: Arguments to pass to the tool


  



  
    
      
    
    
      type?(map, expected_type)



        
          
        

    

  


  

      

          @spec type?(ExMCP.Types.content(), ExMCP.Types.content_type()) :: boolean()


      


Checks if content is of a specific type.

  



  
    
      
    
    
      validate(content)



        
          
        

    

  


  

      

          @spec validate(map()) :: {:ok, ExMCP.Types.content()} | {:error, String.t()}


      


Validates content object structure.
Returns {:ok, content} if valid, {:error, reason} otherwise.

  


        

      


  

    
ExMCP.Error exception
    



      
Error types and utilities for ExMCP.
This module provides structured error handling with proper error types
that can be pattern matched and provide useful debugging information.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        application_error?(arg1)

      


    


    
      
        authentication_error(details)

      


    


    
      
        authorization_error(details)

      


    


    
      
        category(arg1)

      


    


    
      
        connection_error(details)

      


        Creates a connection error.



    


    
      
        connection_error(details, opts)

      


    


    
      
        connection_error_struct(details)

      


    


    
      
        connection_error_struct(details, opts)

      


    


    
      
        exception(value)

      


    


    
      
        from_json_rpc_error(json_error, opts \\ [])

      


        Creates an error struct from a JSON-RPC error response.



    


    
      
        internal_error(details, opts \\ [])

      


        Creates a JSON-RPC internal error.



    


    
      
        invalid_params(details, opts \\ [])

      


        Creates a JSON-RPC invalid params error.



    


    
      
        invalid_request(details, opts \\ [])

      


        Creates a JSON-RPC invalid request error.



    


    
      
        json_rpc_error?(arg1)

      


    


    
      
        mcp_error?(arg1)

      


    


    
      
        message(error)

      


    


    
      
        method_not_found(method, opts \\ [])

      


        Creates a JSON-RPC method not found error.



    


    
      
        missing_required_client_capability(required_capabilities)

      


        Creates the MCP 2026-07-28 error returned when a server operation requires
client capabilities that were not declared on the request.



    


    
      
        parse_error(details \\ "", opts \\ [])

      


        Creates a JSON-RPC parse error.



    


    
      
        prompt_error(details, prompt_name, opts \\ [])

      


        Creates an MCP prompt error.



    


    
      
        protocol_error(code, message, data \\ nil)

      


        Creates a protocol error exception with the given JSON-RPC error code.



    


    
      
        resource_error(details, uri)

      


    


    
      
        resource_error(uri, operation, error)

      


    


    
      
        to_json_rpc(error)

      


    


    
      
        tool_error(details)

      


    


    
      
        tool_error(details, tool_name)

      


    


    
      
        tool_error(details, tool_name, opts)

      


    


    
      
        transport_error(details)

      


        Creates a transport error exception.



    


    
      
        transport_error(details, opts)

      


    


    
      
        transport_error(transport, reason, details)

      


    


    
      
        validation_error(field, value, reason)

      


        Creates a validation error.



    


    
      
        wrap(fun)

      


        Wraps a function call and converts exceptions to proper error tuples.



    


    
      
        wrap_with(fun, error_transformer)

      


        Wraps a function call with a custom error transformer.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Error{
  __exception__: true,
  code: integer(),
  data: any(),
  message: String.t(),
  request_id: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      application_error?(arg1)



        
          
        

    

  


  


  



  
    
      
    
    
      authentication_error(details)



        
          
        

    

  


  


  



  
    
      
    
    
      authorization_error(details)



        
          
        

    

  


  


  



  
    
      
    
    
      category(arg1)



        
          
        

    

  


  


  



  
    
      
    
    
      connection_error(details)



        
          
        

    

  


  

Creates a connection error.

  



  
    
      
    
    
      connection_error(details, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      connection_error_struct(details)



        
          
        

    

  


  


  



  
    
      
    
    
      connection_error_struct(details, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      exception(value)



        
          
        

    

  


  


  



    

  
    
      
    
    
      from_json_rpc_error(json_error, opts \\ [])



        
          
        

    

  


  

Creates an error struct from a JSON-RPC error response.

  



    

  
    
      
    
    
      internal_error(details, opts \\ [])



        
          
        

    

  


  

Creates a JSON-RPC internal error.

  



    

  
    
      
    
    
      invalid_params(details, opts \\ [])



        
          
        

    

  


  

Creates a JSON-RPC invalid params error.

  



    

  
    
      
    
    
      invalid_request(details, opts \\ [])



        
          
        

    

  


  

Creates a JSON-RPC invalid request error.

  



  
    
      
    
    
      json_rpc_error?(arg1)



        
          
        

    

  


  


  



  
    
      
    
    
      mcp_error?(arg1)



        
          
        

    

  


  


  



  
    
      
    
    
      message(error)



        
          
        

    

  


  


  



    

  
    
      
    
    
      method_not_found(method, opts \\ [])



        
          
        

    

  


  

Creates a JSON-RPC method not found error.

  



  
    
      
    
    
      missing_required_client_capability(required_capabilities)



        
          
        

    

  


  

      

          @spec missing_required_client_capability(map()) :: ExMCP.Error.ProtocolError.t()


      


Creates the MCP 2026-07-28 error returned when a server operation requires
client capabilities that were not declared on the request.
Handlers may return this value as their normal error reason; every ExMCP
server dispatcher preserves its code and requiredCapabilities data.

  



    

    

  
    
      
    
    
      parse_error(details \\ "", opts \\ [])



        
          
        

    

  


  

Creates a JSON-RPC parse error.

  



    

  
    
      
    
    
      prompt_error(details, prompt_name, opts \\ [])



        
          
        

    

  


  

Creates an MCP prompt error.

  



    

  
    
      
    
    
      protocol_error(code, message, data \\ nil)



        
          
        

    

  


  

Creates a protocol error exception with the given JSON-RPC error code.
Standard JSON-RPC Error Codes
	-32700 - Parse error
	-32600 - Invalid Request
	-32601 - Method not found
	-32602 - Invalid params
	-32603 - Internal error
	-32000 to -32099 - Server error


  



  
    
      
    
    
      resource_error(details, uri)



        
          
        

    

  


  


  



  
    
      
    
    
      resource_error(uri, operation, error)



        
          
        

    

  


  


  



  
    
      
    
    
      to_json_rpc(error)



        
          
        

    

  


  


  



  
    
      
    
    
      tool_error(details)



        
          
        

    

  


  


  



  
    
      
    
    
      tool_error(details, tool_name)



        
          
        

    

  


  


  



  
    
      
    
    
      tool_error(details, tool_name, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      transport_error(details)



        
          
        

    

  


  

Creates a transport error exception.

  



  
    
      
    
    
      transport_error(details, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      transport_error(transport, reason, details)



        
          
        

    

  


  


  



  
    
      
    
    
      validation_error(field, value, reason)



        
          
        

    

  


  

Creates a validation error.

  



  
    
      
    
    
      wrap(fun)



        
          
        

    

  


  

Wraps a function call and converts exceptions to proper error tuples.
Examples
ExMCP.Error.wrap(fn ->
  do_something_dangerous()
end)
# => {:ok, result} or {:error, %ExMCP.Error.SomeError{}}

  



  
    
      
    
    
      wrap_with(fun, error_transformer)



        
          
        

    

  


  

Wraps a function call with a custom error transformer.
Examples
ExMCP.Error.wrap_with(fn ->
  read_file(path)
end, fn
  {:error, :enoent} -> ExMCP.Error.resource_error(path, :read, :not_found)
  error -> error
end)

  


        

      


  

    
ExMCP.HttpPlug 
    



      
HTTP Plug for MCP (Model Context Protocol) requests.
Compatible with Phoenix and Cowboy servers.
This plug provides Streamable HTTP transport for MCP servers, allowing
integration with standard Elixir web applications. Modern SSE responses are
owned by the POST request that opened them and require no transport flag.
The deprecated MCP 2024-11-05 HTTP+SSE transport remains available throughout
ExMCP 1.x by explicitly setting legacy_http_sse: true. The rc.5
sse_enabled: true option remains an alias for compatibility. New servers do
not enable this deprecated transport by default.
Handler options
:handler_opts configures the argument passed to a handler module's
init/1. It may be a static term, a one-arity function called with the
Plug.Conn, a two-arity function called with the Plug.Conn and decoded
JSON-RPC request, or an {module, function, extra_args} tuple. MFA handlers
are called as apply(module, function, [conn, request | extra_args]).
:handler_call_timeout is the server-side deadline, in milliseconds, for
each call from the plug into a Handler process (default: 10_000). It is
independent of client request and stream timeouts.
Usage
# With Cowboy
{:ok, _} = Plug.Cowboy.http(ExMCP.HttpPlug, [
  handler: MyApp.MCPServer,
  server_info: %{name: "my-app", version: "1.0.0"}
], port: 4000)

# With Phoenix
plug ExMCP.HttpPlug,
  handler: MyApp.MCPServer,
  server_info: %{name: "my-app", version: "1.0.0"}
OAuth 2.1 Integration
To enable OAuth 2.1 bearer token validation:
plug ExMCP.HttpPlug,
  handler: MyApp.MCPServer,
  server_info: %{name: "my-app"},
  oauth_enabled: true,
  resource: "https://mcp.example.com/mcp",
  authorization_servers: ["https://auth.example.com"],
  auth_config: %{
    introspection_endpoint: "https://auth.example.com/introspect",
    realm: "my-mcp-server" # Optional, defaults to server_info.name
  }
Security
Origin validation (:validate_origin, :allowed_origins)
With validate_origin: true (the default), any request carrying an
Origin header is rejected with 403 unless the origin is listed in
:allowed_origins (or :allowed_origins is :any). There is no
"same origin as the Host header" fallback: in a DNS rebinding attack the
Host header is attacker-controlled, so such a comparison would always pass.
Requests without an Origin header are allowed. Non-browser clients
(CLIs, SDKs, server-to-server callers) do not send the header; use
:allowed_hosts to protect them against DNS rebinding.
Host validation (:allowed_hosts)
:allowed_hosts is either :any (default, no restriction) or a list of
hostnames. When a list is given, requests whose Host header does not
match an entry are rejected with 421 before any processing. Ports are
ignored and IPv6 hosts match with or without brackets, so
allowed_hosts: ["localhost", "127.0.0.1", "[::1]", "::1"] accepts
localhost:4000 and [::1]:8080. Servers started via
ExMCP.Server.Transport with a localhost bind get this allow-list by
default.
Deprecated HTTP+SSE (:legacy_http_sse, :sse_mode)
:legacy_http_sse explicitly enables the standalone GET transport used by
legacy MCP revisions. It defaults to false. :sse_enabled is a retained
1.x alias and is planned for removal in ExMCP 2.0.
:sse_mode is :stream (default) or :oneshot. :stream starts an
ExMCP.HttpPlug.SSEHandler and holds the request open for the lifetime of
the stream; :oneshot writes a single connected event and returns, which
suits test harnesses and health checks.
MCP 2026-07-28 does not use that GET stream. A modern
subscriptions/listen POST owns its SSE response directly. The response
process closes its registry entry when the client disconnects and emits SSE
comment keepalives every :subscription_keepalive_interval_ms milliseconds
(default: 15_000; set :infinity to disable).
An ordinary modern request that opts into progress or request logs also owns
its POST response stream. notifications/progress and
notifications/message are written only there, followed by one final
JSON-RPC response that closes the stream. A disconnect or chunk failure
cancels that request's worker and temporary handler without affecting other
requests or subscriptions.
Session ids
Session IDs are issued by the server. Client-supplied mcp-session-id (and
legacy x-session-id) header values are validated and must identify an
existing session bound to the same authorization identity. Values are at
most 128 bytes from the character set
A-Z a-z 0-9 . _ ~ + / = - (covering UUIDs and base64/base64url tokens).
Invalid values are rejected with a 400 JSON-RPC error and are never
echoed back.
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        broadcast_resource_update(uri)

      


        Broadcasts a resource update to each live SSE client subscribed to uri.



    


    
      
        call(conn, opts)

      


        Processes HTTP connections for MCP protocol.



    


    
      
        init(opts)

      


        Initializes the plug with configuration options.



    


    
      
        start_link(opts \\ [])

          deprecated
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          @spec broadcast_resource_update(String.t()) :: %{
  subscribers: non_neg_integer(),
  delivered: non_neg_integer()
}


      


Broadcasts a resource update to each live SSE client subscribed to uri.
Subscription lookup is performed directly against ETS, and delivery uses
independent tasks so backpressure from one client does not block the rest.
The event is persisted before live delivery; sessions without a live SSE
connection remain subscribed and receive it through Last-Event-ID replay
after reconnecting. Expired sessions are removed by ExMCP.SessionManager.
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Processes HTTP connections for MCP protocol.
Host validation (:allowed_hosts) runs before any routing so that DNS
rebinding attempts are rejected before request processing.
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Initializes the plug with configuration options.
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      This function is deprecated. The session table is owned by ExMCP.HttpPlug.SessionRegistry, started with the :ex_mcp application.
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Structured response types for MCP operations.
This module provides structured response handling for MCP tool calls,
resource reads, and other operations, giving callers type-safe responses
instead of raw maps.
Response Types
	:text - Simple text responses
	:json - Structured JSON data
	:error - Error responses with detailed information
	:tools - Tool listing responses
	:resources - Resource listing responses
	:prompts - Prompt listing responses
	:server_info - Server information responses
	:mixed - Responses with multiple content types

Usage
# Create a text response
response = ExMCP.Response.text("Hello, world!", "greeting_tool")

# Create a JSON response
response = ExMCP.Response.json(%{result: 42}, "calculator")

# Create an error response
response = ExMCP.Response.error("Invalid input", "validation_tool")

# Extract content
text = ExMCP.Response.text_content(response)
json = ExMCP.Response.json_content(response)
Protocol Data Handling
Protocol data from MCP servers is kept as string-keyed maps to maintain
compatibility with the MCP JSON-RPC protocol and avoid atom exhaustion issues.
# Tools, resources, and prompts use string keys
response.tools
#=> [%{"name" => "hello", "description" => "Says hello", "inputSchema" => %{...}}]

# Use accessor functions for convenience
tool = hd(response.tools)
ExMCP.Response.tool_name(tool)        #=> "hello"
ExMCP.Response.tool_description(tool)  #=> "Says hello"
ExMCP.Response.tool_input_schema(tool) #=> %{"type" => "object", ...}
Design Rationale
The structured response type provides:
	Type safety and consistency across all MCP operations
	Clear extraction functions for different content types
	Metadata support for tracing and debugging
	Unified error handling
	Protocol fidelity by keeping MCP data as strings
	Protection against atom exhaustion attacks


      


      
        Summary


  
    Types
  


    
      
        content_item()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        all_text_content(response)

      


        Gets all text content from the response as a concatenated string.



    


    
      
        completion(response)

      


        Gets completion data from response.



    


    
      
        data_content(response)

      


        Gets the data content from the response.



    


    
      
        error(message, tool_name \\ nil, opts \\ [])

      


        Creates an error response.



    


    
      
        error?(response)

      


        Checks if the response represents an error.



    


    
      
        from_map(response)

      


        Creates a Response struct from a plain map (backward compatibility).



    


    
      
        from_raw_response(raw_response, opts \\ [])

      


        Creates a response from a raw MCP response.



    


    
      
        json(data, tool_name \\ nil, opts \\ [])

      


        Creates a response with JSON data content.



    


    
      
        resource_content(response)

      


        Gets the resource content from the response.



    


    
      
        schema_property(arg1, key)

      


        Gets a property from a schema properties map.



    


    
      
        text(text_content, tool_name \\ nil, opts \\ [])

      


        Creates a success response with text content.



    


    
      
        text_content(response)

      


        Gets the text content from the response.



    


    
      
        to_raw(response)

      


        Converts the response back to raw MCP format.



    


    
      
        to_test_map(response)

      


        Converts the response to a map that excludes nil pagination fields.



    


    
      
        tool_description(arg1)

      


        Gets the tool description from a tool definition.



    


    
      
        tool_input_schema(arg1)

      


        Gets the input schema from a tool definition.



    


    
      
        tool_name(arg1)

      


        Gets the tool name from a tool definition.
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          @type content_item() :: %{
  type: String.t(),
  text: String.t() | nil,
  data: any() | nil,
  annotations: map() | nil
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Response{
  cacheScope: String.t() | nil,
  completion: map() | nil,
  content: [content_item()],
  contents: [map()] | nil,
  description: String.t() | nil,
  is_error: boolean(),
  messages: [map()] | nil,
  meta: map() | nil,
  nextCursor: String.t() | nil,
  prompts: [map()] | nil,
  request_id: String.t() | nil,
  resourceLinks: [map()] | nil,
  resourceTemplates: [map()] | nil,
  resources: [map()] | nil,
  resultType: String.t() | nil,
  roots: [map()] | nil,
  server_info: map() | nil,
  structuredOutput: any() | nil,
  tool_name: String.t() | nil,
  tools: [map()] | nil,
  ttlMs: non_neg_integer() | nil
}
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      all_text_content(response)



        
          
        

    

  


  

      

          @spec all_text_content(t()) :: String.t()


      


Gets all text content from the response as a concatenated string.
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          @spec completion(t()) :: map() | nil


      


Gets completion data from response.
Handles both direct completion field and structuredOutput.completion.

  



  
    
      
    
    
      data_content(response)



        
          
        

    

  


  

      

          @spec data_content(t()) :: any()


      


Gets the data content from the response.
Returns the first data content item, or nil if none exists.

  



    

    

  
    
      
    
    
      error(message, tool_name \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec error(String.t(), String.t() | nil, keyword()) :: t()


      


Creates an error response.
Examples
iex> ExMCP.Response.error("Tool execution failed", "calculate_sum")
%ExMCP.Response{
  content: [%{type: "text", text: "Error: Tool execution failed", data: nil, annotations: nil}],
  meta: nil,
  tool_name: "calculate_sum",
  request_id: nil,
  server_info: nil,
  is_error: true
}

  



  
    
      
    
    
      error?(response)



        
          
        

    

  


  

      

          @spec error?(t()) :: boolean()


      


Checks if the response represents an error.

  



  
    
      
    
    
      from_map(response)



        
          
        

    

  


  

      

          @spec from_map(map() | t()) :: t()


      


Creates a Response struct from a plain map (backward compatibility).
This is useful for tests that expect to work with plain maps.
If the input is already a Response struct, returns it unchanged.
Examples
iex> map = %{"tools" => [%{"name" => "test"}], "nextCursor" => "abc"}
iex> response = ExMCP.Response.from_map(map)
iex> response.tools
[%{"name" => "test"}]
iex> response.nextCursor
"abc"

  



    

  
    
      
    
    
      from_raw_response(raw_response, opts \\ [])



        
          
        

    

  


  

      

          @spec from_raw_response(
  map(),
  keyword()
) :: t()


      


Creates a response from a raw MCP response.
Examples
iex> raw = %{"content" => [%{"type" => "text", "text" => "Hello"}]}
iex> ExMCP.Response.from_raw_response(raw)
%ExMCP.Response{
  content: [%{type: "text", text: "Hello", data: nil, annotations: nil}],
  meta: nil,
  tool_name: nil,
  request_id: nil,
  server_info: nil,
  is_error: false
}

  



    

    

  
    
      
    
    
      json(data, tool_name \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec json(any(), String.t() | nil, keyword()) :: t()


      


Creates a response with JSON data content.
Examples
iex> data = %{"result" => 42}
iex> ExMCP.Response.json(data, "calculate")
%ExMCP.Response{
  content: [%{type: "text", text: nil, data: %{"result" => 42}, annotations: nil}],
  meta: nil,
  tool_name: "calculate",
  request_id: nil,
  server_info: nil,
  is_error: false
}

  



  
    
      
    
    
      resource_content(response)



        
          
        

    

  


  

      

          @spec resource_content(t()) :: String.t() | nil


      


Gets the resource content from the response.
Returns the text from the first resource content item, or nil if none exists.
This is used for resource read responses that have a contents field.

  



  
    
      
    
    
      schema_property(arg1, key)



        
          
        

    

  


  

Gets a property from a schema properties map.
Examples
iex> schema = %{"properties" => %{"name" => %{"type" => "string"}}}
iex> ExMCP.Response.schema_property(schema, "name")
%{"type" => "string"}

  



    

    

  
    
      
    
    
      text(text_content, tool_name \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec text(String.t(), String.t() | nil, keyword()) :: t()


      


Creates a success response with text content.
Examples
iex> ExMCP.Response.text("Hello, World!", "say_hello")
%ExMCP.Response{
  content: [%{type: "text", text: "Hello, World!", data: nil, annotations: nil}],
  meta: nil,
  tool_name: "say_hello",
  request_id: nil,
  server_info: nil,
  is_error: false
}

  



  
    
      
    
    
      text_content(response)



        
          
        

    

  


  

      

          @spec text_content(t()) :: String.t() | nil


      


Gets the text content from the response.
Returns the first text content item, or nil if none exists.

  



  
    
      
    
    
      to_raw(response)



        
          
        

    

  


  

      

          @spec to_raw(t()) :: map()


      


Converts the response back to raw MCP format.

  



  
    
      
    
    
      to_test_map(response)



        
          
        

    

  


  

      

          @spec to_test_map(t()) :: map()


      


Converts the response to a map that excludes nil pagination fields.
This is useful for tests that expect Map.has_key?/2 to return false
for pagination fields when they are not present in the original response.

  



  
    
      
    
    
      tool_description(arg1)



        
          
        

    

  


  

Gets the tool description from a tool definition.
Examples
iex> tool = %{"name" => "hello", "description" => "Says hello"}
iex> ExMCP.Response.tool_description(tool)
"Says hello"

  



  
    
      
    
    
      tool_input_schema(arg1)



        
          
        

    

  


  

Gets the input schema from a tool definition.
Examples
iex> tool = %{"name" => "hello", "inputSchema" => %{"type" => "object"}}
iex> ExMCP.Response.tool_input_schema(tool)
%{"type" => "object"}

  



  
    
      
    
    
      tool_name(arg1)



        
          
        

    

  


  

Gets the tool name from a tool definition.
Examples
iex> tool = %{"name" => "hello", "description" => "Says hello"}
iex> ExMCP.Response.tool_name(tool)
"hello"
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Public server-side helpers for running MCP servers.
Server implementations should use ExMCP.Server.Handler directly. For a
declarative handler DSL, combine it with ExMCP.Server.DSL:
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL

  tool "echo", "Echo input" do
    param :message, :string, required: true

    run fn %{message: message}, state ->
      {:ok, %{text: message}, state}
    end
  end
end
Use ExMCP.Server.HandlerServer.start_link/1 when you need a transport-aware
process for a handler module.
Deprecated API
ExMCP.Server.Tools (and Tools.Simplified) are deprecated, retained
throughout 1.x, and planned for removal in 2.0.0. Prefer
ExMCP.Server.DSL for new code.
Protocol-deprecated features
MCP 2026-07-28 deprecated Roots, Sampling, and protocol Logging. ExMCP
retains their public APIs throughout 1.x for legacy and 2026-07-28
compatibility. New implementations should pass directories through tool
parameters, resource URIs, or server configuration; call LLM provider APIs
directly; and use stderr or OpenTelemetry for operational logs.
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    Functions
  


    
      
        cancel_request(server, request_id, reason \\ nil)

      


        Sends a cancellation notification to the server.



    


    
      
        create_message(server, params)

      


        Sends a sampling/createMessage request to the connected client.



    


    
      
        get_pending_requests(server)

      


        Gets the list of pending request IDs on the server.



    


    
      
        list_roots(server, timeout \\ 5000)

      


        Lists roots available from the connected client.



    


    
      
        notify_progress(server, progress_token, progress)

      


        Sends a progress notification to the client.



    


    
      
        notify_progress(server, progress_token, progress, total)

      


        Sends a progress notification with a total to the client.



    


    
      
        notify_prompts_changed(server)

      


        Notifies subscribed clients that the prompts list has changed.



    


    
      
        notify_resource_update(uri)

      


        Sends a resource update to streamable-HTTP clients subscribed to uri.



    


    
      
        notify_resource_update(server, uri)

      


        Sends a resource update notification for subscribed clients.



    


    
      
        notify_resources_changed(server)

      


        Notifies subscribed clients that the resource list has changed.



    


    
      
        notify_roots_changed(server)

      


        Notifies the client that the server's roots have changed.



    


    
      
        notify_tools_changed(server)

      


        Notifies subscribed clients that the tools list has changed.



    


    
      
        ping(server, timeout \\ 5000)

      


        Sends a ping request to the connected client.



    


    
      
        send_log_message(server, level, message, data)

      


        Sends a log message through the server.
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      cancel_request(server, request_id, reason \\ nil)



        
          
        

    

  


  

      

          @spec cancel_request(GenServer.server(), ExMCP.Types.request_id(), String.t() | nil) ::
  :ok


      


Sends a cancellation notification to the server.

  



  
    
      
    
    
      create_message(server, params)



        
          
        

    

  


  

      

          @spec create_message(GenServer.server(), map()) :: {:ok, map()} | {:error, term()}


      


Sends a sampling/createMessage request to the connected client.
MCP Sampling is deprecated as of 2026-07-28. This API remains available
throughout ExMCP 1.x for compatibility. New implementations should integrate
directly with an LLM provider API.

  



  
    
      
    
    
      get_pending_requests(server)



        
          
        

    

  


  

      

          @spec get_pending_requests(GenServer.server()) :: [ExMCP.Types.request_id()]


      


Gets the list of pending request IDs on the server.

  



    

  
    
      
    
    
      list_roots(server, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec list_roots(GenServer.server(), timeout()) ::
  {:ok, %{roots: [map()]}} | {:error, any()}


      


Lists roots available from the connected client.
MCP Roots is deprecated as of 2026-07-28. This API remains available
throughout ExMCP 1.x for compatibility. New implementations should pass
directories or files via tool parameters, resource URIs, or server
configuration.

  



  
    
      
    
    
      notify_progress(server, progress_token, progress)



        
          
        

    

  


  

      

          @spec notify_progress(GenServer.server(), any(), number()) :: :ok


      


Sends a progress notification to the client.

  



  
    
      
    
    
      notify_progress(server, progress_token, progress, total)



        
          
        

    

  


  

      

          @spec notify_progress(GenServer.server(), any(), number(), number()) :: :ok


      


Sends a progress notification with a total to the client.
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          @spec notify_prompts_changed(GenServer.server()) :: :ok


      


Notifies subscribed clients that the prompts list has changed.

  



  
    
      
    
    
      notify_resource_update(uri)



        
          
        

    

  


  

      

          @spec notify_resource_update(String.t()) :: %{
  subscribers: non_neg_integer(),
  delivered: non_neg_integer()
}


      


Sends a resource update to streamable-HTTP clients subscribed to uri.

  



  
    
      
    
    
      notify_resource_update(server, uri)



        
          
        

    

  


  

      

          @spec notify_resource_update(GenServer.server(), String.t()) :: :ok


      


Sends a resource update notification for subscribed clients.
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          @spec notify_resources_changed(GenServer.server()) :: :ok


      


Notifies subscribed clients that the resource list has changed.

  



  
    
      
    
    
      notify_roots_changed(server)



        
          
        

    

  


  

      

          @spec notify_roots_changed(GenServer.server()) :: :ok


      


Notifies the client that the server's roots have changed.
MCP Roots is deprecated as of 2026-07-28 and retained throughout ExMCP 1.x.
Prefer explicit tool parameters, resource URIs, or server configuration for
new implementations.
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          @spec notify_tools_changed(GenServer.server()) :: :ok


      


Notifies subscribed clients that the tools list has changed.
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          @spec ping(GenServer.server(), timeout()) :: {:ok, map()} | {:error, any()}


      


Sends a ping request to the connected client.

  



  
    
      
    
    
      send_log_message(server, level, message, data)



        
          
        

    

  


  

      

          @spec send_log_message(GenServer.server(), atom() | String.t(), String.t(), map()) ::
  :ok


      


Sends a log message through the server.
MCP protocol Logging is deprecated as of 2026-07-28. This API remains
available throughout ExMCP 1.x for compatibility. Prefer stderr on stdio or
OpenTelemetry for new observability integrations.

  


        

      


  

    
ExMCP.Server.DSL 
    



      
Modern DSL for defining MCP server primitives next to their handlers.
Use this module with ExMCP.Server.Handler:
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL, name: "my-server", version: "1.0.0"

  tool "echo", "Echo back the input" do
    param :message, :string, required: true
    param :tags, {:array, :string}, default: []

    run fn %{message: message}, state ->
      {:ok, message, state}
    end
  end
end
Param types include :string, :integer, :number, :boolean,
:object/:map, and {:array, item_type}. Bare :array is rejected at
compile time.
Invalid declarations fail at compile time with file/line and fix hints
(missing handlers, duplicate names, wrong instructions per kind, etc.).
Inside DSL modules, ToolResult is an alias for ExMCP.Server.DSL.Result.
See the project DSL guide for full details.
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        param(name, type, opts \\ [])

      


    


    
      
        prompt(name, description \\ nil, list)

      


        Defines a prompt with a co-located renderer.
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        resource(uri, description \\ nil, list)

      


        Defines a static resource with a co-located read handler.



    


    
      
        resource_template(uri_template, description \\ nil, list)

      


        Defines a resource template with a co-located read handler.
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        tool(name, description \\ nil, list)

      


        Defines a tool with a co-located handler.
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      prompt(name, description \\ nil, list)


        (macro)


        
          
        

    

  


  

Defines a prompt with a co-located renderer.

  



  
    
      
    
    
      read(handler)
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      render(handler)
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      resource(uri, description \\ nil, list)


        (macro)


        
          
        

    

  


  

Defines a static resource with a co-located read handler.

  



    

  
    
      
    
    
      resource_template(uri_template, description \\ nil, list)
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Defines a resource template with a co-located read handler.

  



  
    
      
    
    
      run(handler)
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      size(size)
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      title(title)
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      tool(name, description \\ nil, list)


        (macro)


        
          
        

    

  


  

Defines a tool with a co-located handler.

  


        

      


  

    
ExMCP.Server.DSL.Result 
    



      
Response helpers for the modern server DSL.
When a module uses ExMCP.Server.DSL, this module is aliased as ToolResult.
Outside DSL modules, call the functions via ExMCP.Server.DSL.Result.
Building results
ToolResult.text("hello")
ToolResult.error("something went wrong")
ToolResult.structured("done", %{count: 1})
Normalization
Handlers may also return plain values; the DSL normalizes them:
	binaries and %{text: ...} → text content
	%{content: ...} maps → used as tool results
	{:ok, result} / {:ok, result, state} / {:error, reason} tuples
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    Functions
  


    
      
        error(reason)

      


        Builds an error tool result.



    


    
      
        input_required(input_requests, request_state \\ nil)

      


        Suspends a modern tool, resource, or prompt result for MRTR input.



    


    
      
        structured(text, data)

      


        Builds a tool result with both text and structured content.



    


    
      
        text(text)

      


        Builds a text tool result.



    





      


      
        Functions


        


  
    
      
    
    
      error(reason)



        
          
        

    

  


  

      

          @spec error(any()) :: map()


      


Builds an error tool result.

  



    

  
    
      
    
    
      input_required(input_requests, request_state \\ nil)



        
          
        

    

  


  

      

          @spec input_required(map(), term()) :: ExMCP.Server.MRTR.InputRequired.t()


      


Suspends a modern tool, resource, or prompt result for MRTR input.
The optional application state must be JSON encodable. ExMCP seals it into
an opaque requestState; handlers can read it on the retry through
ExMCP.Server.Context.request_state/0.

  



  
    
      
    
    
      structured(text, data)



        
          
        

    

  


  

      

          @spec structured(String.t(), map()) :: map()


      


Builds a tool result with both text and structured content.

  



  
    
      
    
    
      text(text)



        
          
        

    

  


  

      

          @spec text(String.t()) :: map()


      


Builds a text tool result.

  


        

      


  

    
ExMCP.Server.Handler behaviour
    



      
This module implements the standard MCP specification.
Behaviour for implementing MCP server handlers.
This behaviour defines callbacks for handling MCP protocol operations,
including tools, resources, prompts, and retained compatibility features.
Protocol-deprecated callbacks
MCP 2026-07-28 deprecated Roots, Sampling, and protocol Logging. ExMCP
retains handle_list_roots/1, handle_create_message/2, and
handle_set_log_level/2 throughout 1.x. For new implementations, pass
directories explicitly, call LLM provider APIs directly, and use stderr or
OpenTelemetry for logging.
The handler behaviour pattern is an implementation detail but all callbacks
correspond to official MCP protocol methods.
Metadata (_meta) Support
Handlers receive metadata passed by clients through the _meta field:
	For handle_call_tool/3: The _meta field is included in the arguments map
	For list operations: The cursor parameter may be a map containing _meta
	For other operations: Check the params for _meta field

Modern handlers can inspect the validated callback context and report
progress on the originating request's response stream:
def handle_call_tool("my_tool", arguments, state) do
  if ExMCP.Server.Context.progress_token() do
    :ok = ExMCP.Server.Context.report_progress(25, 100, "Working")
  end

  # Process arguments and return the final response...
end
Required client capabilities
A modern handler that cannot continue without a capability declared in the
request may return the standard -32021 error reason:
{:error,
 ExMCP.Error.missing_required_client_capability(%{"sampling" => %{}}),
 state}
ExMCP preserves that protocol error, including its
data.requiredCapabilities field, across every server transport.
Basic Example
Tip
For most servers, prefer the declarative DSL instead of implementing
these callbacks by hand:
defmodule MyServer do
  use ExMCP.Server.Handler
  use ExMCP.Server.DSL, name: "my-server", version: "1.0.0"

  tool "calculate", "Perform calculations" do
    param :expression, :string, required: true
    run fn %{expression: expr}, state ->
      # ... compute ...
      {:ok, %{content: [%{type: "text", text: "Result: ..."}]}, state}
    end
  end
end
Raw callbacks are useful when capabilities are fully dynamic.

defmodule MyServer do
  use ExMCP.Server.Handler

  @impl true
  def handle_initialize(params, state) do
    # Check client's protocol version
    client_version = params["protocolVersion"]

    # Accept 2025-03-26 or propose 2024-11-05 as fallback
    negotiated_version = case client_version do
      "2025-03-26" -> "2025-03-26"
      "2024-11-05" -> "2024-11-05"
      _ -> "2025-03-26"  # Propose latest as default
    end

    {:ok, %{
      protocolVersion: negotiated_version,
      serverInfo: %{
        name: "my-server",
        version: "1.0.0"
      },
      capabilities: %{
        tools: %{},
        resources: %{},
        prompts: %{},
        sampling: %{}  # Enable LLM features
      }
    }, state}
  end

  @impl true
  def handle_list_tools(_cursor, state) do
    tools = [
      %{
        name: "calculate",
        description: "Perform calculations",
        inputSchema: %{
          type: "object",
          properties: %{
            expression: %{type: "string"}
          },
          required: ["expression"]
        }
      }
    ]
    {:ok, tools, nil, state}
  end

  @impl true
  def handle_call_tool("calculate", params, state) do
    # Your tool implementation
    case eval_expression(params["expression"]) do
      {:ok, result} ->
        # Send progress updates if token provided
        if ExMCP.Server.Context.progress_token() do
          :ok = ExMCP.Server.Context.report_progress(100, 100, "Complete")
        end

        {:ok, %{content: [%{type: "text", text: "Result: #{result}"}]}, state}

      {:error, reason} ->
        # Return tool execution error with isError flag
        error_result = %{
          content: [%{type: "text", text: "Calculation failed: #{reason}"}],
          isError: true
        }
        {:ok, error_result, state}
    end
  end
end
Advanced Features
Structured Tool Output (Draft Feature)
Draft Feature
This implements the MCP specification feature from version 2025-06-18.
Example implementation:
defmodule WeatherServer do
  use ExMCP.Server.Handler

  @impl true
  def handle_list_tools(_cursor, state) do
    tools = [
      %{
        name: "get_weather",
        description: "Get current weather data",
        inputSchema: %{
          type: "object",
          properties: %{
            location: %{type: "string", description: "City name"}
          },
          required: ["location"]
        },
        # Draft feature: declare expected output structure
        outputSchema: %{
          type: "object",
          properties: %{
            temperature: %{type: "number", description: "Temperature in Celsius"},
            conditions: %{type: "string", description: "Weather conditions"},
            humidity: %{type: "number", description: "Humidity percentage"}
          },
          required: ["temperature", "conditions"]
        }
      }
    ]
    {:ok, tools, nil, state}
  end

  @impl true
  def handle_call_tool("get_weather", %{"location" => location}, state) do
    # Fetch weather data (example implementation)
    # In real code, this would call an actual weather API
    temp = 22.5
    conditions = "Partly cloudy"
    humidity = 65

    # Return both unstructured and structured content
    result = %{
      content: [%{
        type: "text",
        text: "Current weather in #{location}: #{temp}°C, #{conditions}"
      }],
      # Draft feature: structured content matching outputSchema
      structuredContent: %{
        "temperature" => temp,
        "conditions" => conditions,
        "humidity" => humidity
      }
    }

    {:ok, result, state}
  end

  # ... other callbacks ...
end
Sampling/LLM Integration
@impl ExMCP.Server.Handler
def handle_create_message(params, state) do
  messages = params["messages"]
  model_prefs = params["modelPreferences"]

  # Integrate with your LLM provider
  response = call_llm_api(messages, model_prefs)

  result = %{
    content: %{type: "text", text: response.text},
    model: response.model,
    stopReason: "stop"
  }

  {:ok, result, state}
end
Progress Notifications
For a modern streamable-HTTP request, report progress synchronously from the
callback. Each notification is written to that request's SSE response before
the final JSON-RPC response. The callback context is intentionally not
inherited by detached processes, because they could outlive or lose the
association with the originating request.
@impl true
def handle_call_tool("process_file", params, state) do
  file_path = params["path"]

  if ExMCP.Server.Context.progress_token() do
    :ok = ExMCP.Server.Context.report_progress(10, 100, "Starting")
  end

  result = process_file(file_path)

  if ExMCP.Server.Context.progress_token() do
    :ok = ExMCP.Server.Context.report_progress(100, 100, "Complete")
  end

  {:ok, %{content: [%{type: "text", text: result}]}, state}
end
Transport-aware legacy servers may continue to use
ExMCP.Server.notify_progress/4 with their server process and explicit
progress token.
Dynamic Content Notifications
Notify clients when your server's content changes:
def add_new_tool(server, tool_def) do
  # Add tool to your server state
  # Then notify clients
  ExMCP.Server.notify_tools_changed(server)
end

def update_resource(server, uri) do
  # Update the resource
  # Then notify clients
  ExMCP.Server.notify_resource_update(server, uri)
end
Callback Reference
The use macro provides default implementations for optional callbacks.
You only need to implement the callbacks for features your server supports.
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        initialize_result()

      


    


    
      
        input_required_return()

      


    


    
      
        prompt()

      


    


    
      
        resource()

      


    


    
      
        state()

      


    


    
      
        tool()

      


    





  
    Callbacks
  


    
      
        handle_call_tool(name, arguments, state)

      


        Handles a tool call.



    


    
      
        handle_complete(ref, params, state)

      


        Handles a completion request for argument autocompletion.



    


    
      
        handle_create_message(params, state)

      


        Handles a sampling create message request.



    


    
      
        handle_elicitation_complete(elicitation_id, state)

      


        Handles a notifications/elicitation/complete notification.



    


    
      
        handle_get_prompt(name, arguments, state)

      


        Handles getting a prompt.



    


    
      
        handle_initialize(params, state)

      


        Handles the initialize request from a client.



    


    
      
        handle_list_prompts(cursor, state)

      


        Handles listing available prompts.



    


    
      
        handle_list_resource_templates(cursor, state)

      


        Handles listing resource templates.



    


    
      
        handle_list_resources(cursor, state)

      


        Handles listing available resources.



    


    
      
        handle_list_roots(state)

      


        Handles listing available roots.



    


    
      
        handle_list_tools(cursor, state)

      


        Handles listing available tools.



    


    
      
        handle_read_resource(uri, state)

      


        Handles reading a resource.



    


    
      
        handle_set_log_level(level, state)

      


        Handles setting the log level for the server.



    


    
      
        handle_subscribe_resource(uri, state)

      


        Handles resource subscription.



    


    
      
        handle_task_cancel(task_id, state)

      


        Handles a tasks/cancel request.



    


    
      
        handle_task_get(task_id, state)

      


        Handles a tasks/get request.



    


    
      
        handle_task_list(cursor, state)

      


        Handles a tasks/list request.



    


    
      
        handle_task_result(task_id, state)

      


        Handles a tasks/result request.



    


    
      
        handle_task_update(task_id, input_responses, state)

      


        Handles a modern tasks/update request.



    


    
      
        handle_unsubscribe_resource(uri, state)

      


        Handles resource unsubscription.



    





  
    Functions
  


    
      
        build_capabilities(handler_module)

      


        Builds server capabilities based on which callbacks are implemented.



    





      


      
        Types


        


  
    
      
    
    
      initialize_result()



        
          
        

    

  


  

      

          @type initialize_result() :: ExMCP.Types.initialize_result()


      



  



  
    
      
    
    
      input_required_return()



        
          
        

    

  


  

      

          @type input_required_return() ::
  {:input_required, %{required(String.t()) => map()}, state()}
  | {:input_required, %{required(String.t()) => map()}, request_state :: term(),
     state()}


      



  



  
    
      
    
    
      prompt()



        
          
        

    

  


  

      

          @type prompt() :: ExMCP.Types.prompt()


      



  



  
    
      
    
    
      resource()



        
          
        

    

  


  

      

          @type resource() :: ExMCP.Types.resource()


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: any()


      



  



  
    
      
    
    
      tool()



        
          
        

    

  


  

      

          @type tool() :: ExMCP.Types.tool()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      handle_call_tool(name, arguments, state)



        
          
        

    

  


  

      

          @callback handle_call_tool(name :: String.t(), arguments :: map(), state()) ::
  {:ok,
   ExMCP.Types.tool_result() | [map()] | ExMCP.Server.MRTR.InputRequired.t(),
   state()}
  | {:error, any(), state()}
  | input_required_return()


      


Handles a tool call.
The result can be returned in multiple formats:
	Simple format (array of content items):
 {:ok, [%{type: "text", text: "Success"}], state}

	Extended format (with isError flag):
 {:ok, %{content: [%{type: "text", text: "Error occurred"}], isError: true}, state}

	Structured output format (2025-06-18 feature):
 {:ok, %{
   content: [%{type: "text", text: "Weather data"}],
   structuredContent: %{
 "temperature" => 22.5,
 "conditions" => "Partly cloudy",
 "humidity" => 65
   }
 }, state}


Draft Feature
Structured tool output is available in MCP specification 2025-06-18.
Use the extended format with isError: true to indicate tool execution errors
that should be reported to the client as part of the result (not protocol errors).
When returning structured content, tools should provide both unstructured content
(for backwards compatibility) and structured content that conforms to the tool's
declared outputSchema.

  



  
    
      
    
    
      handle_complete(ref, params, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_complete(ref :: String.t(), params :: map(), state()) ::
  {:ok, result :: map(), state()} | {:error, any(), state()}


      


Handles a completion request for argument autocompletion.
This callback is invoked when a client requests completion suggestions
for tool arguments, resource URIs, or prompt arguments.
Parameters
	ref: Reference type (e.g., "argument")
	params: Map containing:	name: The argument/parameter name to complete
	value: The partial value to complete



Return Value
  Should return a map with:
	completion: List of completion suggestion strings

Example
def handle_complete("argument", %{"name" => "file_path", "value" => "/home/"}, state) do
  completions = ["/home/user/", "/home/documents/", "/home/downloads/"]
  {:ok, %{completion: completions}, state}
end
Note: Servers should declare the completion capability to advertise support.

  



  
    
      
    
    
      handle_create_message(params, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_create_message(params :: ExMCP.Types.create_message_params(), state()) ::
  {:ok, ExMCP.Types.create_message_result(), state()} | {:error, any(), state()}


      


Handles a sampling create message request.
MCP Sampling is deprecated as of 2026-07-28 and retained throughout ExMCP
1.x. New implementations should integrate directly with an LLM provider API.

  



  
    
      
    
    
      handle_elicitation_complete(elicitation_id, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_elicitation_complete(elicitation_id :: String.t(), state()) ::
  {:ok, state()} | {:error, any(), state()}


      


Handles a notifications/elicitation/complete notification.
Called when the client notifies that a URL-mode elicitation has completed.

  



  
    
      
    
    
      handle_get_prompt(name, arguments, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_get_prompt(name :: String.t(), arguments :: map(), state()) ::
  {:ok, ExMCP.Types.prompt_message() | ExMCP.Server.MRTR.InputRequired.t(),
   state()}
  | {:error, any(), state()}
  | input_required_return()


      


Handles getting a prompt.

  



  
    
      
    
    
      handle_initialize(params, state)



        
          
        

    

  


  

      

          @callback handle_initialize(params :: map(), state()) ::
  {:ok, initialize_result(), state()} | {:error, any(), state()}


      


Handles the initialize request from a client.
The params map contains:
	"protocolVersion" - The client's requested protocol version
	"capabilities" - The client's declared capabilities
	"clientInfo" - Information about the client implementation

Version Negotiation
The server should check the client's protocol version and either:
	Accept it by returning the same version
	Propose an alternative supported version
	Return an error if no compatible version exists

Example
def handle_initialize(params, state) do
  client_version = params["protocolVersion"]

  # Accept supported versions or propose latest
  negotiated_version = case client_version do
    "2025-03-26" -> "2025-03-26"
    "2024-11-05" -> "2024-11-05"
    _ -> "2025-03-26"  # Propose latest for unknown versions
  end

  # Use version-aware capabilities
  capabilities = ExMCP.Server.Capabilities.build_capabilities(__MODULE__, negotiated_version)

  {:ok, %{
    protocolVersion: negotiated_version,
    serverInfo: %{name: "my-server", version: "1.0.0"},
    capabilities: capabilities
  }, state}
end

  



  
    
      
    
    
      handle_list_prompts(cursor, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_prompts(cursor :: String.t() | nil, state()) ::
  {:ok, prompts :: [prompt()], next_cursor :: String.t() | nil, state()}
  | {:error, any(), state()}


      


Handles listing available prompts.
Supports pagination via optional cursor parameter.
Should return prompts and optional nextCursor for pagination.

  



  
    
      
    
    
      handle_list_resource_templates(cursor, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_resource_templates(cursor :: String.t() | nil, state()) ::
  {:ok, resource_templates :: [ExMCP.Types.resource_template()],
   next_cursor :: String.t() | nil, state()}
  | {:error, any(), state()}


      


Handles listing resource templates.
Supports pagination via optional cursor parameter.
Should return resource templates and optional nextCursor for pagination.

  



  
    
      
    
    
      handle_list_resources(cursor, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_resources(cursor :: String.t() | nil, state()) ::
  {:ok, resources :: [resource()], next_cursor :: String.t() | nil, state()}
  | {:error, any(), state()}


      


Handles listing available resources.
Supports pagination via optional cursor parameter.
Should return resources and optional nextCursor for pagination.

  



  
    
      
    
    
      handle_list_roots(state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_roots(state()) ::
  {:ok, [ExMCP.Types.root()], state()} | {:error, any(), state()}


      


Handles listing available roots.
MCP Roots is deprecated as of 2026-07-28 and retained throughout ExMCP 1.x.
Prefer tool parameters, resource URIs, or server configuration for new
implementations.

  



  
    
      
    
    
      handle_list_tools(cursor, state)



        
          
        

    

  


  

      

          @callback handle_list_tools(cursor :: String.t() | nil, state()) ::
  {:ok, tools :: [tool()], next_cursor :: String.t() | nil, state()}
  | {:error, any(), state()}


      


Handles listing available tools.
Supports pagination via optional cursor parameter.
Should return tools and optional nextCursor for pagination.

  



  
    
      
    
    
      handle_read_resource(uri, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_read_resource(uri :: String.t(), state()) ::
  {:ok, ExMCP.Types.resource_contents() | ExMCP.Server.MRTR.InputRequired.t(),
   state()}
  | {:error, any(), state()}
  | input_required_return()


      


Handles reading a resource.

  



  
    
      
    
    
      handle_set_log_level(level, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_set_log_level(level :: String.t(), state()) ::
  {:ok, state()} | {:error, any(), state()}


      


Handles setting the log level for the server.
This callback is called when the client sends a logging/setLevel request.
The level parameter will be one of: "debug", "info", "warning", "error".
The implementation should adjust the server's logging verbosity accordingly.
Protocol-deprecated feature
MCP protocol Logging is deprecated as of 2026-07-28 and retained
throughout ExMCP 1.x. logging/setLevel remains applicable to legacy
connections. Prefer stderr for stdio or OpenTelemetry for new
observability integrations.
@doc api: :public

  



  
    
      
    
    
      handle_subscribe_resource(uri, state)
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          @callback handle_subscribe_resource(uri :: String.t(), state()) ::
  {:ok, map(), state()} | {:error, any(), state()}


      


Handles resource subscription.

  



  
    
      
    
    
      handle_task_cancel(task_id, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_task_cancel(task_id :: String.t(), state()) ::
  {:ok, map(), state()} | {:error, any(), state()}


      


Handles a tasks/cancel request.
Cancels a running task.

  



  
    
      
    
    
      handle_task_get(task_id, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_task_get(task_id :: String.t(), state()) ::
  {:ok, map(), state()} | {:error, any(), state()}


      


Handles a tasks/get request.
Returns the current state of a task by ID.

  



  
    
      
    
    
      handle_task_list(cursor, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_task_list(cursor :: String.t() | nil, state()) ::
  {:ok, tasks :: [map()], next_cursor :: String.t() | nil, state()}
  | {:error, any(), state()}


      


Handles a tasks/list request.
Returns a list of known tasks.

  



  
    
      
    
    
      handle_task_result(task_id, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_task_result(task_id :: String.t(), state()) ::
  {:ok, map(), state()} | {:error, any(), state()}


      


Handles a tasks/result request.
Returns the result of a completed task.

  



  
    
      
    
    
      handle_task_update(task_id, input_responses, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_task_update(task_id :: String.t(), input_responses :: map(), state()) ::
  {:ok, map(), state()} | {:error, any(), state()}


      


Handles a modern tasks/update request.
Accepts client responses to the task's currently outstanding input requests.
A successful update is acknowledged with an empty modern result.

  



  
    
      
    
    
      handle_unsubscribe_resource(uri, state)
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          @callback handle_unsubscribe_resource(uri :: String.t(), state()) ::
  {:ok, map(), state()} | {:error, any(), state()}


      


Handles resource unsubscription.
ExMCP Extension
This callback handles the resources/unsubscribe method which is an ExMCP extension.
The MCP specification does not define this method.
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          @spec build_capabilities(module()) :: map()


      


Builds server capabilities based on which callbacks are implemented.
This is a convenience function that can be used in your handle_initialize/2
callback to automatically generate capabilities based on your handler's
implemented functions.
Example
def handle_initialize(params, state) do
  capabilities = ExMCP.Server.Handler.build_capabilities(__MODULE__)

  {:ok, %{
    protocolVersion: "2025-03-26",
    serverInfo: %{name: "my-server", version: "1.0.0"},
    capabilities: capabilities
  }, state}
end

  


        

      


  

    
ExMCP.Server.MRTR.InputRequired 
    



      
A server result that suspends a modern MCP operation for client input.
Build this struct with ExMCP.Server.DSL.Result.input_required/2 or return
the equivalent {:input_required, input_requests, state} handler tuple.
ExMCP validates the requested input capabilities and seals application
state into the modern requestState continuation envelope.
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          @type t() :: %ExMCP.Server.MRTR.InputRequired{
  input_requests: map(),
  request_state: term()
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ExMCP.Types 
    



      
Type definitions for the Model Context Protocol.
MCP 2026-07-28 is the latest stable protocol revision. This module holds
the shared type surface used across both protocol eras. Version-specific
modules document the wire differences for each revision.
Version-specific modules
	ExMCP.Types.V20241105 — initial stable version
	ExMCP.Types.V20250326 — subscriptions / batch era
	ExMCP.Types.V20250618 — structured tool output; batching removed
	ExMCP.Types.V20251125 — tasks, icons, URL elicitation, sampling tool calls
	ExMCP.Types.V20260728 — latest stable stateless era, MRTR, discovery, caching

Prefer the documented :protocol_mode client/server option for negotiation
rather than hard-coding version strings in application code.
Unqualified initialize results, roots, sampling, session, and legacy task
types remain here for 1.x source compatibility. For fields that changed on
the wire, use ExMCP.Types.V20260728 as the modern reference instead of
assuming the shared legacy shape applies to MCP 2026-07-28.
Protocol-mode rollout
rc.6 defaults new connections to :prefer_modern, with evidence-based
fallback to legacy peers. The zero-arity legacy compatibility accessor
continues to return 2025-11-25 during the soak and throughout 1.x.
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        internal_error()

      


    


    
      
        invalid_params()

      


    


    
      
        invalid_request()

      


    


    
      
        jsonrpc_version()

      


    


    
      
        latest_protocol_version()

      


        Returns the newest legacy protocol revision used by compatibility helpers.



    


    
      
        log_level_to_string(atom)

      


        Converts a log level atom to a string.
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  optional(:audience) => [role()],
  optional(:priority) => float(),
  optional(:lastModified) => String.t()
}
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  :protocolVersion => String.t(),
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  :serverInfo => server_info(),
  optional(:instructions) => String.t()
}
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  :type => :audio,
  :data => String.t(),
  :mimeType => String.t(),
  optional(:annotations) => annotations()
}
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  :uri => String.t(),
  :blob => String.t(),
  optional(:mimeType) => String.t()
}
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  optional(:resultType) => String.t(),
  optional(:ttlMs) => non_neg_integer(),
  optional(:cacheScope) => cache_scope()
}
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  :name => String.t(),
  optional(:arguments) => %{required(String.t()) => any()}
}


      



  



  
    
      
    
    
      call_tool_result()



        
          
        

    

  


  

      

          @type call_tool_result() :: tool_result()
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  :requestId => request_id(),
  optional(:reason) => String.t()
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  optional(:experimental) => %{required(String.t()) => map()},
  optional(:roots) => %{optional(:listChanged) => boolean()},
  optional(:sampling) => %{},
  optional(:elicitation) => %{},
  optional(:extensions) => %{required(String.t()) => map()}
}
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          @type client_info() :: implementation()
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  cancelled_notification()
  | progress_notification()
  | list_changed_notification()
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  | list_resources_request()
  | read_resource_request()
  | list_prompts_request()
  | get_prompt_request()
  | list_tools_request()
  | call_tool_request()
  | complete_request()
  | set_level_request()
  | subscribe_request()
  | unsubscribe_request()
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  | create_message_result()
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  | elicit_result()
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          @type complete_request() :: %{
  ref: completion_reference(),
  argument: completion_argument()
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          @type completion_result() :: %{
  completion: %{
    :values => [String.t()],
    optional(:total) => integer(),
    optional(:hasMore) => boolean()
  }
}
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  text_content() | image_content() | audio_content() | embedded_resource()
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          @type content_type() :: :text | :image | :audio | :resource
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          @type create_message_params() :: %{
  :messages => [sampling_message()],
  :maxTokens => integer(),
  optional(:modelPreferences) => model_preferences(),
  optional(:systemPrompt) => String.t(),
  optional(:includeContext) => include_context(),
  optional(:temperature) => float(),
  optional(:stopSequences) => [String.t()],
  optional(:metadata) => map(),
  optional(:tools) => [tool()],
  optional(:toolChoice) => tool_choice()
}
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  :role => role(),
  :content => text_content() | image_content() | audio_content(),
  :model => String.t(),
  optional(:stopReason) => String.t()
}
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          @type cursor() :: String.t()
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          @type elicit_request() :: %{
  message: String.t(),
  requestedSchema: %{
    :type => String.t(),
    :properties => %{required(String.t()) => primitive_schema()},
    optional(:required) => [String.t()]
  }
}
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          @type elicit_result() :: %{
  :action => :accept | :decline | :cancel,
  optional(:content) => %{required(String.t()) => any()}
}
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          @type embedded_resource() :: %{
  :type => :resource,
  :resource => resource_contents(),
  optional(:annotations) => annotations()
}
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          @type empty_result() :: %{}
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          @type error_code() :: integer()
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          @type error_data() :: any()
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          @type get_prompt_request() :: %{
  :name => String.t(),
  optional(:arguments) => %{required(String.t()) => String.t()}
}


      



  



  
    
      
    
    
      get_prompt_result()



        
          
        

    

  


  

      

          @type get_prompt_result() :: %{
  optional(:description) => String.t(),
  messages: [prompt_message()]
}
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          @type icon() :: %{
  :type => String.t(),
  :uri => String.t(),
  optional(:mediaType) => String.t()
}
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          @type image_content() :: %{
  :type => :image,
  :data => String.t(),
  :mimeType => String.t(),
  optional(:annotations) => annotations()
}
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          @type implementation() :: %{
  :name => String.t(),
  :version => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t()
}
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          @type include_context() :: :none | :thisServer | :allServers
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          @type initialize_request() :: %{
  protocolVersion: String.t(),
  capabilities: client_capabilities(),
  clientInfo: client_info()
}


      



  



  
    
      
    
    
      initialize_result()



        
          
        

    

  


  

      

          @type initialize_result() :: atom_initialize_result() | wire_initialize_result()
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          @type json_schema() :: map()
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          @type jsonrpc_error() :: %{
  :code => error_code(),
  :message => String.t(),
  optional(:data) => error_data()
}
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          @type jsonrpc_error_response() :: %{
  jsonrpc: String.t(),
  id: request_id(),
  error: jsonrpc_error()
}
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          @type jsonrpc_message() ::
  jsonrpc_request()
  | jsonrpc_notification()
  | jsonrpc_response()
  | jsonrpc_error_response()
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          @type jsonrpc_notification() :: %{
  :jsonrpc => String.t(),
  :method => String.t(),
  optional(:params) => map()
}


      



  



  
    
      
    
    
      jsonrpc_request()



        
          
        

    

  


  

      

          @type jsonrpc_request() :: %{
  :jsonrpc => String.t(),
  :id => request_id(),
  :method => String.t(),
  optional(:params) => map()
}


      



  



  
    
      
    
    
      jsonrpc_response()



        
          
        

    

  


  

      

          @type jsonrpc_response() :: %{jsonrpc: String.t(), id: request_id(), result: any()}
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          @type list_changed_notification() :: %{}


      



  



  
    
      
    
    
      list_prompts_request()



        
          
        

    

  


  

      

          @type list_prompts_request() :: paginated_request()


      



  



  
    
      
    
    
      list_prompts_result()



        
          
        

    

  


  

      

          @type list_prompts_result() :: %{
  :prompts => [prompt()],
  optional(:nextCursor) => cursor()
}
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          @type list_resource_templates_request() :: paginated_request()


      



  



  
    
      
    
    
      list_resource_templates_result()



        
          
        

    

  


  

      

          @type list_resource_templates_result() :: %{
  :resourceTemplates => [resource_template()],
  optional(:nextCursor) => cursor()
}
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          @type list_resources_request() :: paginated_request()


      



  



  
    
      
    
    
      list_resources_result()



        
          
        

    

  


  

      

          @type list_resources_result() :: %{
  :resources => [resource()],
  optional(:nextCursor) => cursor()
}
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          @type list_roots_request() :: %{}


      



  



  
    
      
    
    
      list_roots_result()



        
          
        

    

  


  

      

          @type list_roots_result() :: %{roots: [root()]}


      



  



  
    
      
    
    
      list_tools_request()



        
          
        

    

  


  

      

          @type list_tools_request() :: paginated_request()


      



  



  
    
      
    
    
      list_tools_result()



        
          
        

    

  


  

      

          @type list_tools_result() :: %{:tools => [tool()], optional(:nextCursor) => cursor()}
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          @type log_level() ::
  :debug | :info | :notice | :warning | :error | :critical | :alert | :emergency
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          @type log_level_string() :: String.t()


      



  



  
    
      
    
    
      log_notification()



        
          
        

    

  


  

      

          @type log_notification() :: %{
  :level => log_level_string(),
  optional(:logger) => String.t(),
  data: any()
}


      



  



  
    
      
    
    
      model_hint()



        
          
        

    

  


  

      

          @type model_hint() :: %{optional(:name) => String.t()}


      



  



  
    
      
    
    
      model_preferences()



        
          
        

    

  


  

      

          @type model_preferences() :: %{
  optional(:hints) => [model_hint()],
  optional(:costPriority) => float(),
  optional(:speedPriority) => float(),
  optional(:intelligencePriority) => float()
}


      



  



  
    
      
    
    
      paginated_request()



        
          
        

    

  


  

      

          @type paginated_request() :: %{optional(:cursor) => cursor()}


      



  



  
    
      
    
    
      paginated_result()



        
          
        

    

  


  

      

          @type paginated_result() :: %{optional(:nextCursor) => cursor()}
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          @type ping_request() :: %{}
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          @type primitive_schema() :: %{
  :type => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:enum) => [String.t()],
  optional(:enumNames) => [String.t()],
  optional(:default) => any(),
  optional(:minLength) => integer(),
  optional(:maxLength) => integer(),
  optional(:minimum) => number(),
  optional(:maximum) => number(),
  optional(:format) => String.t()
}


      



  



  
    
      
    
    
      progress_notification()



        
          
        

    

  


  

      

          @type progress_notification() :: %{
  :progressToken => progress_token(),
  :progress => number(),
  optional(:total) => number(),
  optional(:message) => String.t()
}


      



  



  
    
      
    
    
      progress_token()



        
          
        

    

  


  

      

          @type progress_token() :: String.t() | integer()


      



  



  
    
      
    
    
      prompt()



        
          
        

    

  


  

      

          @type prompt() :: %{
  :name => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:arguments) => [prompt_argument() | map()],
  optional(:icons) => [icon()],
  optional(:_meta) => map()
}


      



  



  
    
      
    
    
      prompt_argument()



        
          
        

    

  


  

      

          @type prompt_argument() :: %{
  :name => String.t(),
  optional(:description) => String.t(),
  optional(:required) => boolean()
}


      



  



  
    
      
    
    
      prompt_message()



        
          
        

    

  


  

      

          @type prompt_message() :: %{role: role(), content: content()}


      



  



  
    
      
    
    
      prompt_reference()



        
          
        

    

  


  

      

          @type prompt_reference() :: %{type: :"ref/prompt", name: String.t()}
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          @type protocol_mode() :: :legacy_only | :modern_only | :prefer_legacy | :prefer_modern


      



  



  
    
      
    
    
      read_resource_request()



        
          
        

    

  


  

      

          @type read_resource_request() :: %{uri: String.t()}


      



  



  
    
      
    
    
      read_resource_result()



        
          
        

    

  


  

      

          @type read_resource_result() :: %{contents: [resource_contents()]}
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          @type request_id() :: String.t() | integer()


      



  



  
    
      
    
    
      resource()



        
          
        

    

  


  

      

          @type resource() :: %{
  :uri => String.t(),
  :name => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:mimeType) => String.t(),
  optional(:annotations) => annotations(),
  optional(:size) => integer(),
  optional(:icons) => [icon()],
  optional(:_meta) => map()
}
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          @type resource_contents() :: text_resource_contents() | blob_resource_contents()


      



  



  
    
      
    
    
      resource_reference()



        
          
        

    

  


  

      

          @type resource_reference() :: %{type: :"ref/resource", uri: String.t()}


      



  



  
    
      
    
    
      resource_template()



        
          
        

    

  


  

      

          @type resource_template() :: %{
  :uriTemplate => String.t(),
  :name => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:mimeType) => String.t(),
  optional(:annotations) => annotations(),
  optional(:icons) => [icon()],
  optional(:_meta) => map()
}


      



  



  
    
      
    
    
      resource_updated_notification()



        
          
        

    

  


  

      

          @type resource_updated_notification() :: %{uri: String.t()}


      



  



  
    
      
    
    
      role()



        
          
        

    

  


  

      

          @type role() :: :user | :assistant


      



  



  
    
      
    
    
      role_string()



        
          
        

    

  


  

      

          @type role_string() :: String.t()


      



  



  
    
      
    
    
      root()



        
          
        

    

  


  

      

          @type root() :: %{:uri => String.t(), optional(:name) => String.t()}


      



  



  
    
      
    
    
      sampling_message()



        
          
        

    

  


  

      

          @type sampling_message() :: %{
  role: role(),
  content: text_content() | image_content() | audio_content()
}


      



  



  
    
      
    
    
      server_capabilities()



        
          
        

    

  


  

      

          @type server_capabilities() :: %{
  optional(:experimental) => %{required(String.t()) => map()},
  optional(:logging) => %{},
  optional(:completions) => %{},
  optional(:prompts) => %{optional(:listChanged) => boolean()},
  optional(:resources) => %{
    optional(:subscribe) => boolean(),
    optional(:listChanged) => boolean()
  },
  optional(:tools) => %{optional(:listChanged) => boolean()},
  optional(:extensions) => %{required(String.t()) => map()}
}


      



  



  
    
      
    
    
      server_info()



        
          
        

    

  


  

      

          @type server_info() :: implementation()


      



  



  
    
      
    
    
      server_notification()



        
          
        

    

  


  

      

          @type server_notification() ::
  cancelled_notification()
  | progress_notification()
  | log_notification()
  | resource_updated_notification()
  | list_changed_notification()


      



  



  
    
      
    
    
      server_request()



        
          
        

    

  


  

      

          @type server_request() ::
  ping_request()
  | create_message_params()
  | list_roots_request()
  | elicit_request()


      



  



  
    
      
    
    
      server_result()



        
          
        

    

  


  

      

          @type server_result() ::
  empty_result()
  | initialize_result()
  | complete_result()
  | get_prompt_result()
  | list_prompts_result()
  | list_resource_templates_result()
  | list_resources_result()
  | read_resource_result()
  | call_tool_result()
  | list_tools_result()


      



  



  
    
      
    
    
      set_level_request()



        
          
        

    

  


  

      

          @type set_level_request() :: %{level: log_level_string()}


      



  



  
    
      
    
    
      subscribe_request()



        
          
        

    

  


  

      

          @type subscribe_request() :: %{uri: String.t()}


      



  



  
    
      
    
    
      subscribe_result()



        
          
        

    

  


  

      

          @type subscribe_result() :: %{}


      



  



  
    
      
    
    
      task()



        
          
        

    

  


  

      

          @type task() :: %{
  :id => String.t(),
  :state => task_state(),
  optional(:toolName) => String.t(),
  optional(:arguments) => map(),
  optional(:createdAt) => String.t(),
  optional(:ttl) => integer(),
  optional(:result) => tool_result(),
  optional(:metadata) => map()
}


      



  



  
    
      
    
    
      task_state()



        
          
        

    

  


  

      

          @type task_state() :: :working | :input_required | :completed | :failed | :cancelled


      



  



  
    
      
    
    
      text_content()



        
          
        

    

  


  

      

          @type text_content() :: %{
  :type => :text,
  :text => String.t(),
  optional(:annotations) => annotations()
}


      



  



  
    
      
    
    
      text_resource_contents()



        
          
        

    

  


  

      

          @type text_resource_contents() :: %{
  :uri => String.t(),
  :text => String.t(),
  optional(:mimeType) => String.t()
}


      



  



  
    
      
    
    
      tool()



        
          
        

    

  


  

      

          @type tool() :: %{
  :name => String.t(),
  optional(:description) => String.t(),
  optional(:title) => String.t(),
  :inputSchema => json_schema(),
  optional(:outputSchema) => json_schema(),
  optional(:annotations) => tool_annotations(),
  optional(:icons) => [icon()],
  optional(:execution) => map(),
  optional(:_meta) => map()
}


      



  



  
    
      
    
    
      tool_annotations()



        
          
        

    

  


  

      

          @type tool_annotations() :: %{
  optional(:title) => String.t(),
  optional(:readOnlyHint) => boolean(),
  optional(:destructiveHint) => boolean(),
  optional(:idempotentHint) => boolean(),
  optional(:openWorldHint) => boolean()
}


      



  



  
    
      
    
    
      tool_choice()



        
          
        

    

  


  

      

          @type tool_choice() :: %{type: String.t()}


      



  



  
    
      
    
    
      tool_result()



        
          
        

    

  


  

      

          @type tool_result() :: %{
  :content => [content()],
  optional(:isError) => boolean(),
  optional(:structuredContent) => any()
}


      



  



  
    
      
    
    
      tool_result_content()



        
          
        

    

  


  

      

          @type tool_result_content() :: %{
  :type => String.t(),
  :tool_use_id => String.t(),
  :content => [content()],
  optional(:isError) => boolean()
}


      



  



  
    
      
    
    
      tool_use_content()



        
          
        

    

  


  

      

          @type tool_use_content() :: %{
  type: String.t(),
  id: String.t(),
  name: String.t(),
  input: map()
}
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          @type transport() :: :stdio | :http | module()


      



  



  
    
      
    
    
      unsubscribe_request()



        
          
        

    

  


  

      

          @type unsubscribe_request() :: %{uri: String.t()}


      



  



  
    
      
    
    
      unsubscribe_result()



        
          
        

    

  


  

      

          @type unsubscribe_result() :: %{}


      



  



  
    
      
    
    
      wire_initialize_result()



        
          
        

    

  


  

      

          @type wire_initialize_result() :: %{required(String.t()) => any()}
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      content_type_to_string(atom)



        
          
        

    

  


  

      

          @spec content_type_to_string(content_type()) :: String.t()


      


Converts a content type atom to a string.

  



  
    
      
    
    
      include_context_to_string(atom)



        
          
        

    

  


  

      

          @spec include_context_to_string(include_context()) :: String.t()


      


Converts an include context atom to a string.

  



  
    
      
    
    
      internal_error()



        
          
        

    

  


  


  



  
    
      
    
    
      invalid_params()



        
          
        

    

  


  


  



  
    
      
    
    
      invalid_request()



        
          
        

    

  


  


  



  
    
      
    
    
      jsonrpc_version()



        
          
        

    

  


  


  



  
    
      
    
    
      latest_protocol_version()



        
          
        

    

  


  

      

          @spec latest_protocol_version() :: String.t()


      


Returns the newest legacy protocol revision used by compatibility helpers.

  



  
    
      
    
    
      log_level_to_string(atom)



        
          
        

    

  


  

      

          @spec log_level_to_string(log_level()) :: String.t()


      


Converts a log level atom to a string.

  



  
    
      
    
    
      method_not_found()
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      role_to_string(atom)



        
          
        

    

  


  

      

          @spec role_to_string(role()) :: String.t()


      


Converts a role atom to a string.

  



  
    
      
    
    
      string_to_content_type(binary)



        
          
        

    

  


  

      

          @spec string_to_content_type(String.t()) :: content_type()


      


Converts a string content type to an atom.

  



  
    
      
    
    
      string_to_include_context(binary)



        
          
        

    

  


  

      

          @spec string_to_include_context(String.t()) :: include_context()


      


Converts a string include context to an atom.

  



  
    
      
    
    
      string_to_log_level(binary)



        
          
        

    

  


  

      

          @spec string_to_log_level(String.t()) :: log_level()


      


Converts a string log level to an atom.

  



  
    
      
    
    
      string_to_role(binary)



        
          
        

    

  


  

      

          @spec string_to_role(String.t()) :: role()


      


Converts a string role to an atom.

  


        

      


  

    
ExMCP.Transport behaviour
    



      
Behaviour definition for MCP transport implementations.
A transport is responsible for sending and receiving MCP protocol messages
over a specific communication channel. ExMCP includes implementations for
the standard MCP transports and provides this behaviour for custom implementations.
Built-in Transports
ExMCP provides these standard transports:
	:stdio - Standard I/O communication (MCP specification)
	:http - HTTP with optional SSE streaming (MCP specification)
	:test - In-memory transport for testing
	:beam - BEAM-local transport carrying MCP-shaped messages as Elixir terms.

Using Transports
Transports are specified when starting clients or servers:
# stdio transport
{:ok, client} = ExMCP.Client.start_link(
  transport: :stdio,
  command: ["python", "mcp-server.py"]
)

# HTTP transport
{:ok, client} = ExMCP.Client.start_link(
  transport: :http,
  url: "https://api.example.com"
)
Push vs Pull Model
Transports support two message delivery models:
	Pull (legacy): Client calls receive_message/1 in a loop via a receiver task.
This is the default and works for all transports.

	Push (event-driven): Client calls subscribe/2 to register a handler pid.
The transport pushes {:transport_event, message} messages directly to the handler.
This eliminates the receiver task and is more efficient.


Transports that implement subscribe/2 should still implement receive_message/1
for backwards compatibility.
Custom Transport Implementation
To implement a custom transport, create a module that implements
all the callbacks defined in this behaviour:
defmodule MyTransport do
  @behaviour ExMCP.Transport

  @impl true
  def connect(opts) do
    # Establish connection
    {:ok, state}
  end

  @impl true
  def send_message(message, state) do
    # Send the message
    {:ok, state}
  end

  @impl true
  def receive_message(state) do
    # Receive a message (blocking)
    {:ok, message, state}
  end

  @impl true
  def close(state) do
    # Clean up
    :ok
  end

  # Optional: enable push model
  @impl true
  def subscribe(pid, state) do
    # Start pushing {:transport_event, msg} to pid
    {:ok, %{state | subscriber: pid}}
  end
end
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        capabilities(state)

      


        Optional callback to declare transport capabilities.



    


    
      
        close(state)

      


        Closes the transport connection.



    


    
      
        connect(opts)

      


        Establishes a connection for the transport.



    


    
      
        connected?(state)

      


        Optional callback to check if the transport is still connected.



    


    
      
        receive_message(state)

      


        Receives a message from the transport.



    


    
      
        send_message(message, state)

      


        Sends a message through the transport.



    


    
      
        subscribe(pid, state)

      


        Optional: Subscribe a process to receive transport events.



    





  
    Functions
  


    
      
        get_transport(module)

      


        Helper to get the appropriate transport module for an atom identifier.



    


    
      
        supports_push?(transport_mod)

      


        Check if a transport module supports the push (subscribe) model.
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          @type message() :: String.t() | map() | list()
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          @type opts() :: keyword()
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          @type state() :: any()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      capabilities(state)


        (optional)


        
          
        

    

  


  

      

          @callback capabilities(state()) :: [atom()]


      


Optional callback to declare transport capabilities.
Returns a list of capability atoms that indicate special features
supported by this transport. Clients can use this information to
optimize their communication strategy.
Capabilities
	:push - Transport supports subscribe/2 for event-driven message delivery
	:compression - Transport supports message compression (future)
	:encryption - Transport supports message encryption (future)

Examples
# Transport with push delivery
def capabilities(_state), do: [:push]

# Transport with no special capabilities (default)
def capabilities(_state), do: []
Default implementation returns an empty list (no special capabilities).

  



  
    
      
    
    
      close(state)



        
          
        

    

  


  

      

          @callback close(state()) :: :ok


      


Closes the transport connection.
Should clean up any resources and return :ok.

  



  
    
      
    
    
      connect(opts)



        
          
        

    

  


  

      

          @callback connect(opts()) :: {:ok, state()} | {:error, any()}


      


Establishes a connection for the transport.
Options are transport-specific. Should return {:ok, state}
where state contains any necessary connection information.

  



  
    
      
    
    
      connected?(state)


        (optional)


        
          
        

    

  


  

      

          @callback connected?(state()) :: boolean()


      


Optional callback to check if the transport is still connected.
Default implementation always returns true.

  



  
    
      
    
    
      receive_message(state)



        
          
        

    

  


  

      

          @callback receive_message(state()) :: {:ok, message(), state()} | {:error, any()}


      


Receives a message from the transport.
This should block until a message is available. Returns
{:ok, message, new_state} where message is a JSON string or MCP-shaped term.
Note: When subscribe/2 is used, receive_message/1 may not be called.
Transports should still implement it for backwards compatibility.

  



  
    
      
    
    
      send_message(message, state)



        
          
        

    

  


  

      

          @callback send_message(message(), state()) ::
  {:ok, state()}
  | {:ok, state(), response :: binary() | map()}
  | {:error, any()}


      


Sends a message through the transport.
The message will be a JSON-encoded string for wire transports, or an
MCP-shaped map/list for local BEAM transports. Should return
{:ok, new_state} on success.
Synchronous request/response transports (e.g. HTTP POST without SSE
streaming) may instead return {:ok, new_state, response} where
response is the response body delivered inline — either a raw JSON
string or an already-decoded map. Callers must be prepared to handle
both the 2-tuple and 3-tuple success shapes; transports that deliver
responses asynchronously (via receive_message/1 or subscribe/2)
should return the 2-tuple.
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          @callback subscribe(pid(), state()) :: {:ok, state()} | {:error, any()}


      


Optional: Subscribe a process to receive transport events.
When implemented, the transport pushes messages to the subscriber pid as:
	{:transport_event, message} — a received message (JSON string or map)
	{:transport_closed, reason} — transport connection closed
	{:transport_error, reason} — transport error occurred

This enables the push (event-driven) model, eliminating the need for a
receiver task that polls receive_message/1.
Returns {:ok, new_state} on success.
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          @spec get_transport(:stdio | :http | :test | :beam | module()) :: module()


      


Helper to get the appropriate transport module for an atom identifier.
Transport identifiers:
	:stdio - Standard I/O transport (official MCP transport)
	:http - Streamable HTTP transport with SSE (official MCP transport)
	:test - In-memory transport for testing (non-standard)
	:beam - BEAM-local transport carrying MCP-shaped messages as Elixir terms.


  



  
    
      
    
    
      supports_push?(transport_mod)



        
          
        

    

  


  

      

          @spec supports_push?(module()) :: boolean()


      


Check if a transport module supports the push (subscribe) model.

  


        

      


  

    
ExMCP.Transport.HTTP 
    



      
Streamable HTTP client transport for both supported MCP wire eras.
MCP 2026-07-28 and the legacy 2025-03-26 through 2025-11-25 revisions use
the same MCP endpoint but have different lifecycle rules. Select the
compatibility policy with :protocol_mode; do not infer the wire shape
from transport: :http alone.
	Behavior	Legacy Streamable HTTP	MCP 2026-07-28
	Establishment	initialize; the server may issue Mcp-Session-Id	server/discover; stateless requests
	Streaming	Optional standalone GET stream plus request-owned SSE	Request- and subscription-owned POST responses
	Resumption	Last-Event-ID and session DELETE	Close/reissue the owning POST; no session cursor

Modern requests always use a fresh POST. ExMCP derives
MCP-Protocol-Version, Mcp-Method, Mcp-Name, and annotated
Mcp-Param-* routing headers from the JSON-RPC body. Modern SSE is selected
by the response to the owning POST and does not depend on :use_sse.
Features
	Dual-era negotiation: Modern discovery with explicit, safe legacy fallback
	Request-owned streaming: JSON or SSE responses on modern POST requests
	Modern subscriptions: Long-lived subscriptions/listen POST streams
	Legacy compatibility: Session IDs, GET SSE, event resumption, and DELETE
	Configurable endpoint: Customize the MCP endpoint path
	Protocol routing: Validated version, method, name, and parameter headers

Security Features
The Streamable HTTP transport supports comprehensive security features:
	Authentication: Bearer tokens, API keys, basic auth
	Origin Validation: Prevent DNS rebinding attacks (recommended to enable)
	CORS Headers: Cross-origin resource sharing
	Security Headers: XSS protection, frame options, etc.
	TLS/SSL: Secure connections with certificate validation

Modern-preferred example
{:ok, client} = ExMCP.Client.start_link(
  transport: :http,
  url: "https://api.example.com/mcp",
  protocol_mode: :prefer_modern,
  security: %{
    auth: {:bearer, "your-token"},
    validate_origin: true,
    allowed_origins: ["https://app.example.com"]
  }
)
With :prefer_modern, ExMCP probes with server/discover and falls back only
when a live peer provides positive legacy compatibility evidence. Use
:modern_only when fallback is not allowed.
Legacy session compatibility
:session_id, :use_sse, Mcp-Session-Id, Last-Event-ID, the standalone
GET stream, and DELETE termination apply only after a connection settles on
a legacy revision. For example:
{:ok, legacy_client} = ExMCP.Client.start_link(
  transport: :http,
  url: "https://api.example.com",
  protocol_mode: :legacy_only,
  protocol_version: "2025-11-25",
  session_id: "existing-session",
  use_sse: true
)
Setting use_sse: false disables the legacy standalone GET stream. It does
not disable a modern request-owned SSE response.
Security Best Practices
	Always use HTTPS in production
	Enable origin validation to prevent DNS rebinding attacks
	Bind to localhost when possible for local servers
	Implement proper authentication (bearer tokens, API keys, etc.)
	Set restrictive CORS policies for cross-origin requests
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        build_ssl_options(tls_config)

      


        Builds SSL options from TLS configuration.



    


    
      
        terminate_session(state)

      


        Terminates the server-side session by sending DELETE to the endpoint.
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          @type t() :: %ExMCP.Transport.HTTP{
  access_token: term(),
  allowed_private_hosts: [String.t()],
  auth_completed: term(),
  auth_config: term(),
  auth_provider: module() | nil,
  auth_provider_state: any(),
  base_url: String.t(),
  dns_resolver: module() | function(),
  dns_timeout_ms: pos_integer(),
  endpoint: String.t(),
  headers: [{String.t(), String.t()}],
  http_client: module(),
  last_event_id: String.t() | nil,
  last_response: map() | nil,
  max_request_bytes: pos_integer(),
  max_response_bytes: pos_integer(),
  max_retry_delay: term(),
  max_stream_buffer_bytes: pos_integer(),
  modern_streams: %{optional(ExMCP.Types.request_id()) => pid()},
  origin: String.t() | nil,
  protocol_era: :legacy | :modern | :unknown,
  protocol_version: String.t(),
  retry_delay: term(),
  security: ExMCP.Security.Validation.security_config() | nil,
  session_id: String.t() | nil,
  sse_deferred_attempted: boolean(),
  sse_pid: pid() | nil,
  timeouts: map(),
  tool_headers: %{optional(String.t()) => [map()]},
  use_sse: boolean()
}
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Builds SSL options from TLS configuration.
Always returns a flat :ssl option list. Callers passing the result to
:httpc must wrap it themselves, e.g. [{:ssl, ssl_opts} | http_opts] —
passing the flat list unwrapped makes :httpc silently ignore every
TLS option.
The defaults enable peer verification, the OS trust store, TLS 1.2/1.3,
and HTTPS hostname matching with wildcard support
(:customize_hostname_check). Each default can be overridden through the
TLS configuration map.
Examples
tls_config = %{
  verify: :verify_peer,
  versions: [:"tlsv1.2", :"tlsv1.3"],
  cert: "client.pem",
  key: "client.key"
}

ssl_opts = ExMCP.Transport.HTTP.build_ssl_options(tls_config)
# => [verify: :verify_peer, cacerts: [...], versions: [...], ...]
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          @spec terminate_session(t()) :: :ok


      


Terminates the server-side session by sending DELETE to the endpoint.
Per the MCP spec, clients SHOULD send a DELETE request with the session ID
to allow the server to clean up session state. This is best-effort — errors
are logged but don't prevent client shutdown.
Returns :ok regardless of server response (fire-and-forget).

  


        

      


  

    
ExMCP.Transport.Local 
    



      
Local BEAM transport for ExMCP.
This module provides a high-performance transport for BEAM-based communication.
It carries MCP-shaped JSON-RPC messages as Elixir terms between local
processes. The transport itself does not JSON encode or decode messages.
Features
	MCP-shaped message passing without JSON serialization
	Direct process-to-process communication
	Built-in fault tolerance
	Low latency for local communication

Configuration
This transport is configured via ExMCP.Client.start_link/1:
{:ok, client} = ExMCP.Client.start_link(
  transport: :beam,
  server: server_pid
)
Options:
	:server - Required for client mode if connecting to a server process.
	:timeout - Optional. Call timeout in milliseconds (default: 5000).
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        subscribe(pid, state)

      


        Subscribe to receive transport events (push model).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Transport.Local{
  connected: boolean(),
  forwarder_pid: term(),
  role: :client | :server,
  server_pid: pid() | nil,
  subscriber: term(),
  timeout: pos_integer()
}
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Subscribe to receive transport events (push model).
For the Local transport, the peer already sends {:transport_message, msg}
to the client process. The Client GenServer handles these directly,
so subscribe just signals that no receiver task is needed.

  


        

      


  

    
ExMCP.Transport.SSEClient 
    



      
Server-Sent Events client for the Streamable HTTP transport.
This internal module implements the SSE portion of the Streamable HTTP
transport as defined in the MCP specification. It provides robust connection
handling with keep-alive, reconnection, and retry logic.
Features:
	Automatic reconnection with exponential backoff
	Keep-alive/heartbeat mechanism
	Proper handling of SSE retry suggestions
	Connection health monitoring

Note: This is an internal implementation detail of the Streamable HTTP transport.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


        Starts an SSE client connected to the given URL.



    


    
      
        stop(client)

      


        Stops the SSE client gracefully.
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          @type t() :: %ExMCP.Transport.SSEClient{
  allowed_private_hosts: [String.t()],
  buffer: String.t(),
  connect_timeout: non_neg_integer(),
  consumer_ack_timeout: pos_integer(),
  dns_resolver: module() | function(),
  dns_timeout_ms: pos_integer(),
  handshake_ref: reference() | nil,
  handshake_timeout: non_neg_integer(),
  headers: [{String.t(), String.t()}],
  heartbeat_ref: reference() | nil,
  httpc_profile: atom() | nil,
  idle_timeout: non_neg_integer(),
  last_event_id: String.t() | nil,
  max_buffer_bytes: pos_integer(),
  max_response_bytes: pos_integer(),
  max_retry_delay: non_neg_integer(),
  parent: pid(),
  reconnect_timer: reference() | nil,
  ref: reference() | nil,
  retry_count: non_neg_integer(),
  retry_delay: non_neg_integer(),
  ssl_opts: keyword(),
  url: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts an SSE client connected to the given URL.
Options:
	:url - The SSE endpoint URL (required)
	:headers - Additional HTTP headers
	:ssl_opts - SSL options for HTTPS connections
	:parent - Process to send events to (defaults to caller)
	:initial_retry_delay - Initial reconnection delay in ms (default: 1000)
	:max_retry_delay - Maximum reconnection delay in ms (default: 60000)
	:connect_timeout - Connection timeout in ms (default: 30000)
	:handshake_timeout - Maximum time to receive response headers
	:idle_timeout - Idle/heartbeat timeout in ms (default: 30000)
	:max_response_bytes - Maximum non-streaming response size
	:max_buffer_bytes - Maximum bytes retained for an incomplete SSE frame
	:consumer_ack_timeout - Maximum time a downstream event consumer may stall
	:dns_timeout_ms - Maximum time allowed for DNS resolution
	:dns_resolver - Resolver module or function used before pinning the connection
	:allowed_private_hosts - Exact hostnames explicitly permitted to resolve privately


  



  
    
      
    
    
      stop(client)



        
          
        

    

  


  

      

          @spec stop(GenServer.server()) :: :ok


      


Stops the SSE client gracefully.

  


        

      


  

    
ExMCP.Transport.Stdio 
    



      
This module implements the standard MCP specification.
stdio transport implementation for MCP.
This transport communicates with MCP servers over standard input/output,
typically by spawning a subprocess. This is one of the two official MCP
transports defined in the specification.
Options
	:command - Command and arguments to spawn (required)
	:cd - Working directory for the process
	:env - Environment variables as a list of {"KEY", "VALUE"} tuples;
use {"KEY", false} to remove an inherited variable from the child
	:environment_policy - :isolated (default) passes only a small runtime
allowlist plus explicit :env; :inherit preserves the parent environment
for explicitly trusted deployments
	:max_frame_bytes - maximum inbound or outbound JSON-RPC frame size
(default: 1 MiB)

Example
{:ok, client} = ExMCP.Client.start_link(
  transport: :stdio,
  command: ["node", "my-mcp-server.js"],
  cd: "/path/to/server",
  env: [{"NODE_ENV", "production"}]
)

      


      
        Summary


  
    Functions
  


    
      
        receive_message(state, timeout)

      


        Receives a single message, waiting at most timeout milliseconds.



    


    
      
        subscribe(pid, state)

      


        Subscribe to receive transport events (push model).



    





      


      
        Functions


        


  
    
      
    
    
      receive_message(state, timeout)



        
          
        

    

  


  

      

          @spec receive_message(
  %ExMCP.Transport.Stdio{
    line_buffer: term(),
    max_frame_bytes: term(),
    os_pid: term(),
    port: term(),
    reader_pid: term(),
    subscriber: term()
  },
  timeout()
) ::
  {:ok, binary(),
   %ExMCP.Transport.Stdio{
     line_buffer: term(),
     max_frame_bytes: term(),
     os_pid: term(),
     port: term(),
     reader_pid: term(),
     subscriber: term()
   }}
  | {:error, any()}


      


Receives a single message, waiting at most timeout milliseconds.
Callers must run this in the process that owns the port (or in one that may
take ownership): port ownership is transferred to the caller, and an OTP port
is closed when its owner exits. Running it in a short-lived helper process
would therefore kill the spawned program — which is why the handshake path
uses this timeout-aware clause in-process instead of wrapping
receive_message/1 in a task.

  



  
    
      
    
    
      subscribe(pid, state)



        
          
        

    

  


  

Subscribe to receive transport events (push model).
Spawns an internal reader process that takes over port ownership,
reads and parses JSON messages, and pushes them to the subscriber.

  


        

      


  

    
ExMCP.Authorization 
    



      
MCP Authorization support for OAuth 2.1 with PKCE.
This is a cleaned-up version of the Authorization module that delegates
to focused, single-responsibility modules:
	ExMCP.Authorization.OAuthFlow - OAuth flow implementations
	ExMCP.Authorization.PKCE - PKCE security implementation
	ExMCP.Authorization.HTTPClient - HTTP communication
	ExMCP.Authorization.Validator - Parameter validation

This module serves as a facade, maintaining the same public API while
leveraging the decomposed architecture for better maintainability.

      


      
        Summary


  
    Types
  


    
      
        authorization_config()

      


    


    
      
        server_metadata()

      


    


    
      
        token_response()

      


    





  
    Functions
  


    
      
        client_credentials_flow(params)

      


        Performs OAuth 2.1 client credentials flow.



    


    
      
        discover_server_metadata(issuer_url)

      


        Discovers server metadata from the authorization server.



    


    
      
        exchange_code_for_token(params)

      


        Exchanges an authorization code for an access token using PKCE.



    


    
      
        generate_pkce_challenge()

      


        Generates PKCE code challenge parameters.



    


    
      
        refresh_token(refresh_token, client_id, token_endpoint, client_secret \\ nil)

      


        Refreshes an access token using a refresh token.



    


    
      
        start_authorization_flow(config)

      


        Starts an OAuth 2.1 authorization code flow with PKCE.



    


    
      
        token_request(config)

      


        Makes a token request to the authorization server.



    


    
      
        validate_authorization_response(response, transaction)

      


        Validates an authorization callback before its code is redeemed.



    


    
      
        validate_token(token, introspection_endpoint, opts \\ [])

      


        Validates an access token with the authorization server.



    


    
      
        verify_pkce_challenge(code_verifier, expected_challenge)

      


        Verifies a PKCE code challenge.



    





      


      
        Types


        


  
    
      
    
    
      authorization_config()



        
          
        

    

  


  

      

          @type authorization_config() :: %{
  optional(:issuer) => String.t(),
  client_id: String.t(),
  client_secret: String.t() | nil,
  authorization_endpoint: String.t(),
  token_endpoint: String.t(),
  redirect_uri: String.t(),
  scopes: [String.t()],
  additional_params: map() | nil,
  resource: String.t() | [String.t()] | nil
}


      



  



  
    
      
    
    
      server_metadata()



        
          
        

    

  


  

      

          @type server_metadata() :: %{
  authorization_endpoint: String.t(),
  token_endpoint: String.t(),
  registration_endpoint: String.t() | nil,
  scopes_supported: [String.t()],
  response_types_supported: [String.t()],
  grant_types_supported: [String.t()],
  code_challenge_methods_supported: [String.t()]
}


      



  



  
    
      
    
    
      token_response()



        
          
        

    

  


  

      

          @type token_response() :: %{
  access_token: String.t(),
  token_type: String.t(),
  expires_in: integer() | nil,
  refresh_token: String.t() | nil,
  scope: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      client_credentials_flow(params)



        
          
        

    

  


  

      

          @spec client_credentials_flow(map()) :: {:ok, token_response()} | {:error, term()}


      


Performs OAuth 2.1 client credentials flow.
Delegates to ExMCP.Authorization.OAuthFlow.client_credentials_flow/1

  



  
    
      
    
    
      discover_server_metadata(issuer_url)



        
          
        

    

  


  

      

          @spec discover_server_metadata(String.t()) ::
  {:ok, server_metadata()} | {:error, term()}


      


Discovers server metadata from the authorization server.
Uses HTTPClient for the actual HTTP request and metadata parsing.

  



  
    
      
    
    
      exchange_code_for_token(params)



        
          
        

    

  


  

      

          @spec exchange_code_for_token(map()) :: {:ok, token_response()} | {:error, term()}


      


Exchanges an authorization code for an access token using PKCE.
Pass either transaction_id: transaction.transaction_id or
transaction: transaction so redemption is single-use and bound to the
callback's exact redirect URI.

  



  
    
      
    
    
      generate_pkce_challenge()



        
          
        

    

  


  

      

          @spec generate_pkce_challenge() :: {:ok, String.t(), String.t()} | {:error, term()}


      


Generates PKCE code challenge parameters.
Delegates to the PKCE module.

  



    

  
    
      
    
    
      refresh_token(refresh_token, client_id, token_endpoint, client_secret \\ nil)



        
          
        

    

  


  

      

          @spec refresh_token(String.t(), String.t(), String.t(), String.t() | nil) ::
  {:ok, token_response()} | {:error, term()}


      


Refreshes an access token using a refresh token.
Delegates to ExMCP.Authorization.OAuthFlow.refresh_token/4

  



  
    
      
    
    
      start_authorization_flow(config)



        
          
        

    

  


  

      

          @spec start_authorization_flow(authorization_config()) ::
  {:ok, String.t(), map()} | {:error, term()}


      


Starts an OAuth 2.1 authorization code flow with PKCE.
Delegates to ExMCP.Authorization.OAuthFlow.start_authorization_flow/1
with the same interface and behavior. State and PKCE values are generated by
ExMCP; reserved OAuth fields cannot be overridden through additional_params.

  



  
    
      
    
    
      token_request(config)



        
          
        

    

  


  

      

          @spec token_request(map()) :: {:ok, map()} | {:error, any()}


      


Makes a token request to the authorization server.
Used internally by TokenManager for refresh operations.
Delegates to HTTPClient for the actual request.

  



  
    
      
    
    
      validate_authorization_response(response, transaction)



        
          
        

    

  


  

      

          @spec validate_authorization_response(map(), map()) ::
  {:ok, String.t()} | {:error, term()}


      


Validates an authorization callback before its code is redeemed.
Pass the transaction returned by start_authorization_flow/1. This atomically
consumes its recorded state and, when the response contains the RFC 9207
iss parameter, enforces exact equality with the recorded issuer.

  



    

  
    
      
    
    
      validate_token(token, introspection_endpoint, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_token(String.t(), String.t(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Validates an access token with the authorization server.
Uses HTTPClient for the introspection request.

  



  
    
      
    
    
      verify_pkce_challenge(code_verifier, expected_challenge)



        
          
        

    

  


  

      

          @spec verify_pkce_challenge(String.t(), String.t()) :: :ok | {:error, term()}


      


Verifies a PKCE code challenge.
Delegates to the PKCE module.

  


        

      


  

    
ExMCP.ACP 
    



      
Facade for the Agent Client Protocol (ACP).
ACP lets clients control coding agents over stdio using JSON-RPC 2.0 — the same
wire format as MCP. Many coding agents speak ACP natively (Gemini CLI,
OpenCode, Qwen Code, etc.), and Elixir applications can expose native ACP
agents with ExMCP.ACP.Agent.
Quick Start
{:ok, client} = ExMCP.ACP.start_client(command: ["gemini", "--acp"])
{:ok, %{"sessionId" => sid}} = ExMCP.ACP.Client.new_session(client, "/my/project")
{:ok, %{"stopReason" => _}} = ExMCP.ACP.Client.prompt(client, sid, "Fix the bug")

{:ok, agent} = ExMCP.ACP.start_agent(handler: MyApp.AgentHandler)
Options
See ExMCP.ACP.Client and ExMCP.ACP.Agent for the full option lists.

      


      
        Summary


  
    Functions
  


    
      
        run_agent(opts)

      


        Starts an ACP agent runtime and blocks until it exits.



    


    
      
        start_agent(opts)

      


        Starts an ACP agent runtime.



    


    
      
        start_client(opts)

      


        Starts an ACP client connected to an agent subprocess.



    





      


      
        Functions


        


  
    
      
    
    
      run_agent(opts)



        
          
        

    

  


  

      

          @spec run_agent(keyword()) :: :ok | {:error, any()}


      


Starts an ACP agent runtime and blocks until it exits.
Shorthand for ExMCP.ACP.Agent.run/1.

  



  
    
      
    
    
      start_agent(opts)



        
          
        

    

  


  

      

          @spec start_agent(keyword()) :: GenServer.on_start()


      


Starts an ACP agent runtime.
Shorthand for ExMCP.ACP.Agent.start_link/1.

  



  
    
      
    
    
      start_client(opts)



        
          
        

    

  


  

      

          @spec start_client(keyword()) :: GenServer.on_start()


      


Starts an ACP client connected to an agent subprocess.
Shorthand for ExMCP.ACP.Client.start_link/1.

  


        

      


  

    
ExMCP.ACP.Adapter behaviour
    



      
Behaviour for adapting non-native CLI agents to ACP.
Agents like Claude Code and Codex CLI have their own protocols (NDJSON streams,
one-shot JSON output). Adapters translate between ACP JSON-RPC messages and the
agent's native format.
Required Callbacks
	init/1 — initialize adapter state
	command/1 — return the executable and args to launch the agent
	translate_outbound/2 — convert ACP message to native CLI format
	translate_inbound/2 — convert native CLI output line to ACP messages

Optional Callbacks
	capabilities/0 — return static agent capabilities
	post_connect/1 — called after Port is opened
	handle_adapter_message/2 — handle process messages for adapter-managed subprocesses
	shutdown/1 — clean up adapter-managed resources when the bridge closes
	env/1 — return child-process environment variables
	modes/0 — return supported operational modes for session responses
	config_options/0 — return supported config options for session responses
	list_sessions/2 — return available sessions (for session/list)
	fork_session/2 — fork an existing session (for session/fork)
	auth_methods/1 — return initialize authMethods for adapter options
	auth_methods/2 — optionally return auth methods using adapter state


      


      
        Summary


  
    Types
  


    
      
        state()

      


    





  
    Callbacks
  


    
      
        auth_methods(opts)

      


        Return authentication methods advertised in the initialize response.



    


    
      
        auth_methods(opts, state)

      


    


    
      
        capabilities()

      


        Return static agent capabilities for the initialize response.



    


    
      
        command(opts)

      


        Return the command and arguments to launch the agent subprocess.



    


    
      
        config_options()

      


        Return the config options this agent supports.



    


    
      
        env(opts)

      


        Return environment variables for the child process.



    


    
      
        fork_session(params, state)

      


        Fork an existing session.



    


    
      
        handle_adapter_message(message, state)

      


        Handle raw messages for adapter-managed subprocesses.



    


    
      
        init(opts)

      


        Initialize adapter state from options.



    


    
      
        list_sessions(params, state)

      


        List available sessions for this agent.



    


    
      
        modes()

      


        Return the operational modes this agent supports.



    


    
      
        post_connect(state)

      


        Called after the Port is opened, before any ACP messages are processed.



    


    
      
        shutdown(state)

      


        Clean up adapter-managed resources before the bridge exits.



    


    
      
        translate_inbound(raw_line, state)

      


        Translate one line of native CLI output to zero or more ACP messages.



    


    
      
        translate_outbound(acp_message, state)

      


        Translate an outbound ACP JSON-RPC message to the native CLI format.



    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: term()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      auth_methods(opts)


        (optional)


        
          
        

    

  


  

      

          @callback auth_methods(opts :: keyword()) :: [map()]


      


Return authentication methods advertised in the initialize response.
Optional — defaults to an empty list.

  



  
    
      
    
    
      auth_methods(opts, state)


        (optional)


        
          
        

    

  


  

      

          @callback auth_methods(opts :: keyword(), state()) :: [map()]


      



  



  
    
      
    
    
      capabilities()


        (optional)


        
          
        

    

  


  

      

          @callback capabilities() :: map()


      


Return static agent capabilities for the initialize response.
Optional — defaults to an empty map.

  



  
    
      
    
    
      command(opts)



        
          
        

    

  


  

      

          @callback command(opts :: keyword()) ::
  {executable :: String.t(), args :: [String.t()]}
  | :one_shot
  | :adapter_managed


      


Return the command and arguments to launch the agent subprocess.
The bridge uses this to open a Port. For one-shot adapters that manage
their own subprocess lifecycle, return :one_shot instead. For adapters
that keep persistent subprocesses but need to own more than one Port, return
:adapter_managed and implement handle_adapter_message/2.

  



  
    
      
    
    
      config_options()


        (optional)


        
          
        

    

  


  

      

          @callback config_options() :: [map()]


      


Return the config options this agent supports.
Each option should follow the stable ACP select shape with "id", "name",
"type", "currentValue", "options", and optional "category" and
"description". Returned in session setup and config responses under
"configOptions".
Optional — defaults to an empty list.

  



  
    
      
    
    
      env(opts)


        (optional)


        
          
        

    

  


  

      

          @callback env(opts :: keyword()) :: map() | keyword()


      


Return environment variables for the child process.
Values are merged with adapter_opts[:env], with explicit adapter options
taking precedence. Adapter subprocesses use an isolated environment by
default: the bridge clears the parent environment, retains a small runtime
baseline, and then applies these explicit values. Set
adapter_opts[:environment_policy] to :inherit only when compatibility
requires the subprocess to receive the full parent environment.
Optional — defaults to an empty map.

  



  
    
      
    
    
      fork_session(params, state)


        (optional)


        
          
        

    

  


  

      

          @callback fork_session(params :: map(), state()) ::
  {:ok, map(), state()} | {:error, any(), state()}


      


Fork an existing session.
Optional — adapters that implement it are automatically advertised as
supporting session/fork.

  



  
    
      
    
    
      handle_adapter_message(message, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_adapter_message(message :: term(), state()) ::
  {:messages, [map()], state()} | {:partial, state()} | {:skip, state()}


      


Handle raw messages for adapter-managed subprocesses.
The bridge calls this for messages it does not own, including Port data,
exit-status, and close notifications. The adapter is responsible for routing
writes back to the correct subprocess and may return ACP messages to emit.
Optional — only used by adapters whose command/1 returns
:adapter_managed.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

      

          @callback init(opts :: keyword()) :: {:ok, state()}


      


Initialize adapter state from options.

  



  
    
      
    
    
      list_sessions(params, state)


        (optional)


        
          
        

    

  


  

      

          @callback list_sessions(params :: map(), state()) ::
  {:ok, [map()], state()} | {:error, any(), state()}


      


List available sessions for this agent.
Returns {:ok, sessions, new_state} where sessions is a list of maps
with "sessionId", "cwd", and optional "title", "updatedAt".
params is the decoded session/list params map, including optional
"cwd" and "cursor" values.
Optional — adapters that implement it are automatically advertised as
supporting session/list.

  



  
    
      
    
    
      modes()


        (optional)


        
          
        

    

  


  

      

          @callback modes() :: [map()]


      


Return the operational modes this agent supports.
Each mode is a map with "id", "name", and optional "description".
Returned in session setup responses under "modes".
Optional — defaults to an empty list.

  



  
    
      
    
    
      post_connect(state)


        (optional)


        
          
        

    

  


  

      

          @callback post_connect(state()) :: {:ok, iodata(), state()} | {:ok, state()}


      


Called after the Port is opened, before any ACP messages are processed.
Return {:ok, iodata, new_state} to write initial data to the port
(e.g., a JSON-RPC initialize handshake), or {:ok, state} to do nothing.
Optional — defaults to no-op.

  



  
    
      
    
    
      shutdown(state)


        (optional)


        
          
        

    

  


  

      

          @callback shutdown(state()) :: state()


      


Clean up adapter-managed resources before the bridge exits.
Optional — defaults to no-op.

  



  
    
      
    
    
      translate_inbound(raw_line, state)



        
          
        

    

  


  

      

          @callback translate_inbound(raw_line :: String.t(), state()) ::
  {:messages, [map()], state()}
  | {:messages_and_write, [map()], iodata(), state()}
  | {:skip_and_write, iodata(), state()}
  | {:partial, state()}
  | {:skip, state()}


      


Translate one line of native CLI output to zero or more ACP messages.
Returns:
	{:messages, [map()], new_state} — one or more ACP JSON-RPC messages
	{:messages_and_write, [map()], iodata(), new_state} — messages + data to write back to port
	{:skip_and_write, iodata(), new_state} — no messages, but write data back to port
	{:partial, new_state} — line accumulated, no complete messages yet
	{:skip, new_state} — line ignored (non-JSON, irrelevant event, etc.)


  



  
    
      
    
    
      translate_outbound(acp_message, state)



        
          
        

    

  


  

      

          @callback translate_outbound(acp_message :: map(), state()) ::
  {:ok, iodata(), state()}
  | {:ok, :skip, state()}
  | {:ok, :pending, state()}
  | {:reply, result :: map(), state()}
  | {:messages, messages :: [map()], state()}
  | {:messages_and_reply, messages :: [map()], result :: map(), state()}
  | {:messages_and_write, messages :: [map()], iodata(), state()}
  | {:reply_and_write, result :: map(), iodata(), state()}
  | {:error, reason :: any(), state()}
  | {:one_shot, function(), state()}


      


Translate an outbound ACP JSON-RPC message to the native CLI format.
Returns {:ok, iodata, new_state} to write data to stdin,
or {:ok, :skip, new_state} when no output is needed (e.g., initialize
is handled internally by the bridge), or {:reply, result, new_state}
when the adapter can produce the JSON-RPC result directly, or
{:messages, messages, new_state} when the adapter can emit ACP messages
without writing to the native process, or
{:messages_and_reply, messages, result, new_state} when the adapter can
emit ACP messages before producing the JSON-RPC result directly, or
{:messages_and_write, messages, iodata, new_state} when the adapter can
emit ACP messages while also writing to the native process, or
{:reply_and_write, result, iodata, new_state} when it can reply while
also forwarding data to the agent process, or
{:error, reason, new_state} when the request can't be honored (e.g., a
config value outside the adapter's enum). The bridge translates
{:error, _, _} into a JSON-RPC error response back to the ACP client.
Adapter-managed implementations may return {:ok, :pending, state} after
writing to one of their own subprocesses when the ACP response will be
emitted later from handle_adapter_message/2.

  


        

      


  

    
ExMCP.ACP.AdapterBridge 
    



      
GenServer bridge between ACP clients and non-native CLI agents.
Owns the Port subprocess and delegates translation to a pluggable
ExMCP.ACP.Adapter implementation. Uses an outbox + waiters queue
for synchronized message delivery.
Modes
	Persistent (default) — opens a Port on init, keeps it alive
	One-shot — adapter manages subprocess per prompt (Codex pattern)
	Adapter-managed — adapter owns one or more persistent subprocess Ports

Pending output is bounded by both :max_outbox_messages (1,024 by default)
and :max_outbox_bytes (4 MiB by default). :max_one_shot_tasks defaults to 8.
Usage
{:ok, bridge} = AdapterBridge.start_link(
  adapter: ExMCP.ACP.Adapters.ClaudeSDK,
  adapter_opts: [model: "sonnet"]
)

:ok = AdapterBridge.send_message(bridge, json_rpc_string)
{:ok, response} = AdapterBridge.receive_message(bridge)

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        close(bridge)

      


        Close the bridge and terminate the subprocess.



    


    
      
        receive_message(bridge, timeout \\ 30000)

      


        Receive the next ACP message from the agent. Blocks until available.



    


    
      
        send_message(bridge, json)

      


        Send a JSON-encoded ACP message to the agent.



    


    
      
        start_link(opts)

      


        Start the bridge linked to the caller.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: GenServer.server()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      close(bridge)



        
          
        

    

  


  

      

          @spec close(t()) :: :ok


      


Close the bridge and terminate the subprocess.

  



    

  
    
      
    
    
      receive_message(bridge, timeout \\ 30000)



        
          
        

    

  


  

      

          @spec receive_message(t(), timeout()) :: {:ok, String.t()} | {:error, term()}


      


Receive the next ACP message from the agent. Blocks until available.

  



  
    
      
    
    
      send_message(bridge, json)



        
          
        

    

  


  

      

          @spec send_message(t(), String.t()) :: :ok | {:error, term()}


      


Send a JSON-encoded ACP message to the agent.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Start the bridge linked to the caller.

  


        

      


  

    
ExMCP.ACP.AdapterTransport 
    



      
ExMCP.Transport implementation that delegates to an AdapterBridge.
This lets ACP.Client use adapted (non-native) agents identically to
native ACP agents:
{:ok, client} = ACP.Client.start_link(
  transport_mod: AdapterTransport,
  adapter: Adapters.ClaudeSDK,
  adapter_opts: [model: "sonnet"]
)
The transport starts an AdapterBridge on connect, which in turn launches
the agent subprocess and handles protocol translation.

      




  

    
ExMCP.ACP.Adapters.ClaudeSDK 
    



      
Adapter for Claude Code using the Claude Agent SDK process protocol.
This adapter launches Claude Code with the same stream-json flags used by
@anthropic-ai/claude-agent-sdk, including the SDK entrypoint environment and
stdio permission prompt control channel.

      




  

    
ExMCP.ACP.Adapters.ClaudeSDK.SessionStore 
    



      
Pure helpers for Claude Code's SDK session store.
Claude Code persists conversations as JSONL files under
CLAUDE_CONFIG_DIR/projects/<project-key>. The project key and metadata
extraction in this module intentionally follow the official Claude Agent SDK
helpers so the ACP adapter can expose session/list and session/delete
without shelling out to Node.

      


      
        Summary


  
    Types
  


    
      
        opts()

      


    





  
    Functions
  


    
      
        config_dir(opts \\ [])

      


        Resolves the Claude config directory from adapter options, environment, or
~/.claude.



    


    
      
        delete_session(session_id, opts \\ [])

      


        Deletes a persisted Claude session by UUID.



    


    
      
        fork_session(session_id, opts \\ [])

      


        Copies a persisted session transcript to a new Claude session UUID.



    


    
      
        list_acp_sessions(opts \\ [])

      


        Returns ACP SessionInfo maps for Claude Code sessions.



    


    
      
        list_sessions(opts \\ [])

      


        Returns SDK-shaped metadata for sessions visible from the given options.



    


    
      
        project_key(path)

      


        Returns the official SDK project key for a cwd.



    


    
      
        read_session_messages(session_id, opts \\ [])

      


        Reads decoded JSONL transcript entries for a persisted session.



    





      


      
        Types


        


  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: keyword() | map()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      config_dir(opts \\ [])



        
          
        

    

  


  

      

          @spec config_dir(opts()) :: String.t()


      


Resolves the Claude config directory from adapter options, environment, or
~/.claude.

  



    

  
    
      
    
    
      delete_session(session_id, opts \\ [])



        
          
        

    

  


  

      

          @spec delete_session(String.t(), opts()) :: :ok | {:error, term()}


      


Deletes a persisted Claude session by UUID.
When :cwd or :dir is supplied, deletion is restricted to that project and
its worktrees. Without a cwd, all project directories under the configured
Claude store are searched.

  



    

  
    
      
    
    
      fork_session(session_id, opts \\ [])



        
          
        

    

  


  

      

          @spec fork_session(String.t(), opts()) :: {:ok, String.t()} | {:error, term()}


      


Copies a persisted session transcript to a new Claude session UUID.
This implements ACP session/fork for the disk-backed SDK store. The copied
transcript is rewritten with the new session id where common Claude JSONL id
fields are present, while message UUIDs are preserved so clients can still
refer to replayed history.

  



    

  
    
      
    
    
      list_acp_sessions(opts \\ [])



        
          
        

    

  


  

      

          @spec list_acp_sessions(opts()) :: {:ok, [map()]} | {:error, term()}


      


Returns ACP SessionInfo maps for Claude Code sessions.

  



    

  
    
      
    
    
      list_sessions(opts \\ [])



        
          
        

    

  


  

      

          @spec list_sessions(opts()) :: {:ok, [map()]} | {:error, term()}


      


Returns SDK-shaped metadata for sessions visible from the given options.
Supported options:
	:claude_config_dir - explicit Claude config directory
	:env - environment map or keyword list, checked for CLAUDE_CONFIG_DIR
	:cwd / :dir - restrict sessions to the matching project directory
	:include_worktrees - include Git worktrees for the requested cwd, default true
	:offset / :limit - optional in-memory pagination


  



  
    
      
    
    
      project_key(path)



        
          
        

    

  


  

      

          @spec project_key(String.t()) :: String.t()


      


Returns the official SDK project key for a cwd.

  



    

  
    
      
    
    
      read_session_messages(session_id, opts \\ [])



        
          
        

    

  


  

      

          @spec read_session_messages(String.t(), opts()) :: {:ok, [map()]} | {:error, term()}


      


Reads decoded JSONL transcript entries for a persisted session.

  


        

      


  

    
ExMCP.ACP.Adapters.Codex 
    



      
Adapter for Codex CLI using codex app-server persistent mode.
Translates between ACP JSON-RPC and Codex's app-server JSON-RPC protocol.
The adapter keeps Codex app-server as the subprocess boundary and owns the
pure protocol mapping needed to present a stable ACP surface.
Session-provided workspace paths and MCP servers are treated as untrusted.
:workspace_roots defaults to the adapter working directory. Deployments
may provide :authorize_workspace and :authorize_mcp_server callbacks;
:trust_authorized_workspaces must also be set to opt into Codex's trusted
project setting. :trusted_mcp_servers accepts exact server maps; :all is
an explicit unsafe compatibility escape hatch. Names alone never authorize
caller-controlled connection details.

      




  

    
ExMCP.ACP.Adapters.Pi 
    



      
ACP adapter for the Pi coding agent.
The adapter translates ACP JSON-RPC to Pi's RPC NDJSON protocol. In bridge
mode it owns Pi subprocess Ports directly so a fresh Pi process can be
attached to each loaded or resumed ACP session.

      




  

    
ExMCP.ACP.Agent 
    



      
Runtime for building native Elixir Agent Client Protocol agents.
ExMCP.ACP.Agent is the ACP counterpart to an MCP server: it receives
client requests such as session/new and session/prompt, streams
session/update notifications, and may request client-side filesystem,
terminal, or permission operations.
Prompt callbacks may return immediately or keep the JSON-RPC request pending:
def handle_prompt(session_id, prompt, ctx, state) do
  Task.start(fn ->
    ExMCP.ACP.Agent.agent_message(ctx.agent, session_id, "Working...")
    ExMCP.ACP.Agent.finish_prompt(ctx.agent, ctx.prompt_id, "end_turn")
  end)

  {:noreply, state}
end
Resource limits
:max_frame_bytes and :max_pending_requests default to 1 MiB and 1,024.
:pending_request_timeout bounds client-bound requests and pending prompts;
:handler_request_timeout bounds handler callbacks. Both default to 30 seconds.

      


      
        Summary


  
    Functions
  


    
      
        agent_message(agent, session_id, content, opts \\ [])

      


        Streams an agent_message_chunk update.



    


    
      
        agent_thought(agent, session_id, content, opts \\ [])

      


        Streams an agent_thought_chunk update.



    


    
      
        available_commands(agent, session_id, commands, opts \\ [])

      


        Sends an available_commands_update update.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        config_options(agent, session_id, options, opts \\ [])

      


        Sends a config_option_update update.



    


    
      
        current_mode(agent, session_id, mode_id, opts \\ [])

      


        Sends a current_mode_update update.



    


    
      
        finish_prompt(agent, prompt_id, result_or_stop_reason, opts \\ [])

      


        Completes a pending session/prompt request.



    


    
      
        plan(agent, session_id, entries, opts \\ [])

      


        Sends a plan update.



    


    
      
        read_text_file(agent, session_id, path, opts \\ [])

      


        Requests text file contents from the ACP client.



    


    
      
        request_permission(agent, session_id, tool_call, options, opts \\ [])

      


        Requests permission from the ACP client.



    


    
      
        run(opts)

      


        Starts an ACP agent and blocks until it exits.



    


    
      
        session_info(agent, session_id, info, opts \\ [])

      


        Sends a session_info_update update.



    


    
      
        session_update(agent, session_id, update, opts \\ [])

      


        Sends a raw session/update notification.



    


    
      
        start_link(opts)

      


        Starts an ACP agent runtime.



    


    
      
        status(agent)

      


        Returns the runtime status.



    


    
      
        stop(agent)

      


        Stops an ACP agent runtime.



    


    
      
        terminal_create(agent, session_id, command_or_params, opts \\ [])

      


        Requests terminal creation from the ACP client.



    


    
      
        terminal_kill(agent, session_id, terminal_id, opts \\ [])

      


        Kills a terminal command.



    


    
      
        terminal_output(agent, session_id, terminal_id, opts \\ [])

      


        Requests terminal output from the ACP client.



    


    
      
        terminal_release(agent, session_id, terminal_id, opts \\ [])

      


        Releases a terminal.



    


    
      
        terminal_wait_for_exit(agent, session_id, terminal_id, opts \\ [])

      


        Waits for a terminal command to exit.



    


    
      
        tool_call(agent, session_id, tool_call, opts \\ [])

      


        Sends a tool_call update.



    


    
      
        tool_call_update(agent, session_id, update, opts \\ [])

      


        Sends a tool_call_update update.



    


    
      
        usage(agent, session_id, used, size, opts \\ [])

      


        Sends a usage_update update.



    


    
      
        write_text_file(agent, session_id, path, content, opts \\ [])

      


        Requests that the ACP client write a text file.



    





      


      
        Functions


        


    

  
    
      
    
    
      agent_message(agent, session_id, content, opts \\ [])



        
          
        

    

  


  

      

          @spec agent_message(GenServer.server(), String.t(), String.t() | map(), keyword()) ::
  :ok | {:error, any()}


      


Streams an agent_message_chunk update.

  



    

  
    
      
    
    
      agent_thought(agent, session_id, content, opts \\ [])



        
          
        

    

  


  

      

          @spec agent_thought(GenServer.server(), String.t(), String.t() | map(), keyword()) ::
  :ok | {:error, any()}


      


Streams an agent_thought_chunk update.

  



    

  
    
      
    
    
      available_commands(agent, session_id, commands, opts \\ [])



        
          
        

    

  


  

      

          @spec available_commands(GenServer.server(), String.t(), [map()], keyword()) ::
  :ok | {:error, any()}


      


Sends an available_commands_update update.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      config_options(agent, session_id, options, opts \\ [])



        
          
        

    

  


  

      

          @spec config_options(GenServer.server(), String.t(), [map()], keyword()) ::
  :ok | {:error, any()}


      


Sends a config_option_update update.

  



    

  
    
      
    
    
      current_mode(agent, session_id, mode_id, opts \\ [])



        
          
        

    

  


  

      

          @spec current_mode(GenServer.server(), String.t(), String.t(), keyword()) ::
  :ok | {:error, any()}


      


Sends a current_mode_update update.

  



    

  
    
      
    
    
      finish_prompt(agent, prompt_id, result_or_stop_reason, opts \\ [])



        
          
        

    

  


  

      

          @spec finish_prompt(
  GenServer.server(),
  integer() | String.t() | nil,
  String.t() | map(),
  keyword()
) :: :ok | {:error, any()}


      


Completes a pending session/prompt request.
result_or_stop_reason may be a stop reason string or a response map
containing "stopReason".

  



    

  
    
      
    
    
      plan(agent, session_id, entries, opts \\ [])



        
          
        

    

  


  

      

          @spec plan(GenServer.server(), String.t(), [map()], keyword()) ::
  :ok | {:error, any()}


      


Sends a plan update.

  



    

  
    
      
    
    
      read_text_file(agent, session_id, path, opts \\ [])



        
          
        

    

  


  

      

          @spec read_text_file(GenServer.server(), String.t(), String.t(), keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Requests text file contents from the ACP client.

  



    

  
    
      
    
    
      request_permission(agent, session_id, tool_call, options, opts \\ [])



        
          
        

    

  


  

      

          @spec request_permission(GenServer.server(), String.t(), map(), [map()], keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Requests permission from the ACP client.

  



  
    
      
    
    
      run(opts)



        
          
        

    

  


  

      

          @spec run(keyword()) :: :ok | {:error, any()}


      


Starts an ACP agent and blocks until it exits.
Intended for stdio command-line entrypoints.

  



    

  
    
      
    
    
      session_info(agent, session_id, info, opts \\ [])



        
          
        

    

  


  

      

          @spec session_info(GenServer.server(), String.t(), map(), keyword()) ::
  :ok | {:error, any()}


      


Sends a session_info_update update.

  



    

  
    
      
    
    
      session_update(agent, session_id, update, opts \\ [])



        
          
        

    

  


  

      

          @spec session_update(GenServer.server(), String.t(), map(), keyword()) ::
  :ok | {:error, any()}


      


Sends a raw session/update notification.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts an ACP agent runtime.

  



  
    
      
    
    
      status(agent)



        
          
        

    

  


  

      

          @spec status(GenServer.server()) :: atom()


      


Returns the runtime status.

  



  
    
      
    
    
      stop(agent)



        
          
        

    

  


  

      

          @spec stop(GenServer.server()) :: :ok


      


Stops an ACP agent runtime.

  



    

  
    
      
    
    
      terminal_create(agent, session_id, command_or_params, opts \\ [])



        
          
        

    

  


  

      

          @spec terminal_create(GenServer.server(), String.t(), String.t() | map(), keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Requests terminal creation from the ACP client.

  



    

  
    
      
    
    
      terminal_kill(agent, session_id, terminal_id, opts \\ [])



        
          
        

    

  


  

      

          @spec terminal_kill(GenServer.server(), String.t(), String.t(), keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Kills a terminal command.

  



    

  
    
      
    
    
      terminal_output(agent, session_id, terminal_id, opts \\ [])



        
          
        

    

  


  

      

          @spec terminal_output(GenServer.server(), String.t(), String.t(), keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Requests terminal output from the ACP client.

  



    

  
    
      
    
    
      terminal_release(agent, session_id, terminal_id, opts \\ [])



        
          
        

    

  


  

      

          @spec terminal_release(GenServer.server(), String.t(), String.t(), keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Releases a terminal.

  



    

  
    
      
    
    
      terminal_wait_for_exit(agent, session_id, terminal_id, opts \\ [])



        
          
        

    

  


  

      

          @spec terminal_wait_for_exit(GenServer.server(), String.t(), String.t(), keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Waits for a terminal command to exit.

  



    

  
    
      
    
    
      tool_call(agent, session_id, tool_call, opts \\ [])



        
          
        

    

  


  

      

          @spec tool_call(GenServer.server(), String.t(), map(), keyword()) ::
  :ok | {:error, any()}


      


Sends a tool_call update.

  



    

  
    
      
    
    
      tool_call_update(agent, session_id, update, opts \\ [])



        
          
        

    

  


  

      

          @spec tool_call_update(GenServer.server(), String.t(), map(), keyword()) ::
  :ok | {:error, any()}


      


Sends a tool_call_update update.

  



    

  
    
      
    
    
      usage(agent, session_id, used, size, opts \\ [])



        
          
        

    

  


  

      

          @spec usage(
  GenServer.server(),
  String.t(),
  non_neg_integer(),
  non_neg_integer(),
  keyword()
) ::
  :ok | {:error, any()}


      


Sends a usage_update update.

  



    

  
    
      
    
    
      write_text_file(agent, session_id, path, content, opts \\ [])



        
          
        

    

  


  

      

          @spec write_text_file(
  GenServer.server(),
  String.t(),
  String.t(),
  String.t(),
  keyword()
) ::
  {:ok, map() | nil} | {:error, any()}


      


Requests that the ACP client write a text file.

  


        

      


  

    
ExMCP.ACP.Agent.Handler behaviour
    



      
Behaviour for native Elixir ACP agents.
Implement this behaviour and run it with ExMCP.ACP.Agent. Prompt callbacks
may either reply immediately or return {:noreply, state} and finish the
prompt later with ExMCP.ACP.Agent.finish_prompt/3 after streaming updates.

      


      
        Summary


  
    Types
  


    
      
        callback_reply()

      


    


    
      
        callback_result()

      


    


    
      
        context()

      


    


    
      
        state()

      


    





  
    Callbacks
  


    
      
        handle_authenticate(params, context, state)

      


        Optionally authenticate a client.



    


    
      
        handle_cancel(session_id, context, state)

      


        Optionally handle session/cancel.



    


    
      
        handle_close_session(session_id, context, state)

      


        Optionally close a session.



    


    
      
        handle_delete_session(session_id, context, state)

      


        Optionally delete a session from session history.



    


    
      
        handle_fork_session(params, context, state)

      


        Optionally fork an existing session into a new independent session.



    


    
      
        handle_initialize(params, context, state)

      


        Optionally customize the initialize response.



    


    
      
        handle_list_sessions(params, context, state)

      


        Optionally list resumable sessions.



    


    
      
        handle_load_session(params, context, state)

      


        Optionally load an existing session and replay history.



    


    
      
        handle_logout(context, state)

      


        Optionally log out a client.



    


    
      
        handle_new_session(params, context, state)

      


        Called for session/new.



    


    
      
        handle_prompt(session_id, prompt, context, state)

      


        Called for session/prompt.



    


    
      
        handle_resume_session(params, context, state)

      


        Optionally resume an existing session without replaying history.



    


    
      
        handle_set_config_option(session_id, config_id, value, context, state)

      


        Optionally update a session config option.



    


    
      
        handle_set_mode(session_id, mode_id, context, state)

      


        Optionally switch a session mode.



    


    
      
        handle_set_model(session_id, model_id, context, state)

      


        Optionally switch a session model.



    


    
      
        init(opts)

      


        Called when the handler starts.



    


    
      
        terminate(reason, state)

      


        Called when the handler runner terminates.



    





      


      
        Types


        


  
    
      
    
    
      callback_reply()



        
          
        

    

  


  

      

          @type callback_reply() :: map() | [map()] | String.t() | nil


      



  



  
    
      
    
    
      callback_result()



        
          
        

    

  


  

      

          @type callback_result() ::
  {:reply, callback_reply(), state()}
  | {:ok, callback_reply(), state()}
  | {:noreply, state()}
  | {:error, any(), state()}


      



  



  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: %{
  :agent => GenServer.server(),
  :request_id => integer() | String.t() | nil,
  optional(:prompt_id) => integer() | String.t() | nil,
  optional(:session_id) => String.t(),
  optional(:client_info) => map() | nil,
  optional(:client_capabilities) => map() | nil,
  optional(:protocol_version) => pos_integer()
}


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: any()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      handle_authenticate(params, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_authenticate(params :: map(), context(), state()) :: callback_result()


      


Optionally authenticate a client.

  



  
    
      
    
    
      handle_cancel(session_id, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_cancel(session_id :: String.t(), context(), state()) :: callback_result()


      


Optionally handle session/cancel.
If this callback is not implemented, the runtime immediately completes the
active prompt with "cancelled".

  



  
    
      
    
    
      handle_close_session(session_id, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_close_session(session_id :: String.t(), context(), state()) ::
  callback_result()


      


Optionally close a session.

  



  
    
      
    
    
      handle_delete_session(session_id, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_delete_session(session_id :: String.t(), context(), state()) ::
  callback_result()


      


Optionally delete a session from session history.

  



  
    
      
    
    
      handle_fork_session(params, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_fork_session(params :: map(), context(), state()) :: callback_result()


      


Optionally fork an existing session into a new independent session.

  



  
    
      
    
    
      handle_initialize(params, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_initialize(params :: map(), context(), state()) :: callback_result()


      


Optionally customize the initialize response.

  



  
    
      
    
    
      handle_list_sessions(params, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_list_sessions(params :: map(), context(), state()) :: callback_result()


      


Optionally list resumable sessions.

  



  
    
      
    
    
      handle_load_session(params, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_load_session(params :: map(), context(), state()) :: callback_result()


      


Optionally load an existing session and replay history.

  



  
    
      
    
    
      handle_logout(context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_logout(context(), state()) :: callback_result()


      


Optionally log out a client.

  



  
    
      
    
    
      handle_new_session(params, context, state)



        
          
        

    

  


  

      

          @callback handle_new_session(params :: map(), context(), state()) :: callback_result()


      


Called for session/new.
Return either a session ID string or a full response map containing
"sessionId".

  



  
    
      
    
    
      handle_prompt(session_id, prompt, context, state)



        
          
        

    

  


  

      

          @callback handle_prompt(
  session_id :: String.t(),
  prompt :: [map()],
  context(),
  state()
) :: callback_result()


      


Called for session/prompt.
The prompt_id in the context is the ID to pass to
ExMCP.ACP.Agent.finish_prompt/3 when returning {:noreply, state}.

  



  
    
      
    
    
      handle_resume_session(params, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_resume_session(params :: map(), context(), state()) :: callback_result()


      


Optionally resume an existing session without replaying history.

  



  
    
      
    
    
      handle_set_config_option(session_id, config_id, value, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_set_config_option(
  session_id :: String.t(),
  config_id :: String.t(),
  value :: any(),
  context(),
  state()
) :: callback_result()


      


Optionally update a session config option.

  



  
    
      
    
    
      handle_set_mode(session_id, mode_id, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_set_mode(
  session_id :: String.t(),
  mode_id :: String.t(),
  context(),
  state()
) :: callback_result()


      


Optionally switch a session mode.

  



  
    
      
    
    
      handle_set_model(session_id, model_id, context, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_set_model(
  session_id :: String.t(),
  model_id :: String.t(),
  context(),
  state()
) :: callback_result()


      


Optionally switch a session model.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

      

          @callback init(opts :: keyword()) :: {:ok, state()} | {:error, any()}


      


Called when the handler starts.

  



  
    
      
    
    
      terminate(reason, state)


        (optional)


        
          
        

    

  


  

      

          @callback terminate(reason :: any(), state()) :: :ok


      


Called when the handler runner terminates.

  


        

      


  

    
ExMCP.ACP.Client 
    



      
GenServer client for the Agent Client Protocol (ACP).
Manages connections to ACP-compatible coding agents over stdio, handling
the initialize handshake, session lifecycle, and bidirectional communication
(streaming updates from agent, permission/file requests from agent).
Usage
{:ok, client} = ExMCP.ACP.Client.start_link(
  command: ["gemini", "--acp"],
  handler: MyApp.ACPHandler
)

{:ok, %{"sessionId" => sid}} = ExMCP.ACP.Client.new_session(client, "/path/to/project")
{:ok, %{"stopReason" => _}} = ExMCP.ACP.Client.prompt(client, sid, "Fix the bug in auth.ex")
Options
	:command — command list for the agent subprocess (required)
	:handler — module implementing ExMCP.ACP.Client.Handler (default: DefaultHandler)
	:handler_opts — options passed to handler.init/1 (default: [])
	:event_listener — PID to receive {:acp_session_update, session_id, update} messages
	:client_info — %{"name" => ..., "version" => ...} (default: %{"name" => "ex_mcp", "version" => "0.1.0"})
	:capabilities — client capabilities map
	:protocol_version — integer (default: 1)
	:initialize_timeout — total initialize-handshake timeout in milliseconds
(default: 30_000)
	:max_frame_bytes — maximum inbound or outbound JSON-RPC frame size
(default: 1 MiB)
	:max_pending_requests — maximum concurrent requests in either direction
(default: 1,024)
	:max_prompt_text_bytes — maximum streamed prompt text retained per session
(default: 1 MiB)
	:pending_request_timeout — server-side lifetime for outbound requests
(default: 30_000 ms)
	:handler_request_timeout — lifetime for inbound client-handler callbacks
(default: 30_000 ms)
	:max_update_queue — mailbox cutoff for handler/listener session updates;
excess updates are dropped (default: 32)
	:max_update_queue_bytes — aggregate encoded size cutoff for queued
handler/listener session updates (default: 8 MiB)
	:name — GenServer name registration


      


      
        Summary


  
    Functions
  


    
      
        agent_capabilities(client)

      


        Returns the agent's capabilities from the initialize handshake.



    


    
      
        auth_methods(client)

      


        Returns the agent's authentication methods from the initialize handshake.



    


    
      
        authenticate(client, method_id_or_params \\ %{}, opts \\ [])

      


        Authenticates with the agent.



    


    
      
        cancel(client, session_id)

      


        Cancels the current prompt in a session (fire-and-forget).



    


    
      
        cancel_request(client, request_id)

      


        Sends a $/cancel_request notification for a specific JSON-RPC request.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        close_session(client, session_id, opts \\ [])

      


        Closes an active session and frees agent-side resources.



    


    
      
        delete_session(client, session_id, opts \\ [])

      


        Deletes a session from the agent's session history.



    


    
      
        disconnect(client)

      


        Disconnects from the agent.



    


    
      
        end_session(client, session_id)

      


        Ends a session.



    


    
      
        fork_session(client, session_id, cwd, opts \\ [])

      


        Forks an existing session into a new independent session.



    


    
      
        list_sessions(client, opts \\ [])

      


        Lists available sessions from the agent. Stabilized in ACP spec March 9, 2026.



    


    
      
        load_session(client, session_id, cwd, opts \\ [])

      


        Loads an existing session and replays previous messages when the agent supports it.



    


    
      
        logout(client, opts \\ [])

      


        Logs out of the current authenticated state if the agent supports auth.logout.



    


    
      
        new_session(client, cwd, opts \\ [])

      


        Creates a new agent session.



    


    
      
        prompt(client, session_id, content, opts \\ [])

      


        Sends a prompt to the agent and blocks until the response arrives.



    


    
      
        resume_session(client, session_id, cwd, opts \\ [])

      


        Resumes an existing session without replaying previous messages.



    


    
      
        set_config_option(client, session_id, config_id, value)

      


        Sets a config option for a session.



    


    
      
        set_mode(client, session_id, mode_id)

      


        Sets the agent mode for a session.



    


    
      
        set_model(client, session_id, model_id)

      


        Sets the model for a session.



    


    
      
        start_link(opts)

      


        Starts the ACP client and connects to the agent.



    


    
      
        status(client)

      


        Returns the client connection status.



    





      


      
        Functions


        


  
    
      
    
    
      agent_capabilities(client)



        
          
        

    

  


  

      

          @spec agent_capabilities(GenServer.server()) :: {:ok, map() | nil}


      


Returns the agent's capabilities from the initialize handshake.

  



  
    
      
    
    
      auth_methods(client)



        
          
        

    

  


  

      

          @spec auth_methods(GenServer.server()) :: {:ok, [map()]}


      


Returns the agent's authentication methods from the initialize handshake.

  



    

    

  
    
      
    
    
      authenticate(client, method_id_or_params \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec authenticate(GenServer.server(), String.t() | map(), keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Authenticates with the agent.
Pass either a method ID advertised in the initialize response's
"authMethods" list or a full params map for adapter compatibility.

  



  
    
      
    
    
      cancel(client, session_id)



        
          
        

    

  


  

      

          @spec cancel(GenServer.server(), String.t()) :: :ok


      


Cancels the current prompt in a session (fire-and-forget).

  



  
    
      
    
    
      cancel_request(client, request_id)



        
          
        

    

  


  

      

          @spec cancel_request(GenServer.server(), integer() | String.t() | nil) :: :ok


      


Sends a $/cancel_request notification for a specific JSON-RPC request.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      close_session(client, session_id, opts \\ [])



        
          
        

    

  


  

      

          @spec close_session(GenServer.server(), String.t(), keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Closes an active session and frees agent-side resources.

  



    

  
    
      
    
    
      delete_session(client, session_id, opts \\ [])



        
          
        

    

  


  

      

          @spec delete_session(GenServer.server(), String.t(), keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Deletes a session from the agent's session history.

  



  
    
      
    
    
      disconnect(client)



        
          
        

    

  


  

      

          @spec disconnect(GenServer.server()) :: :ok


      


Disconnects from the agent.

  



  
    
      
    
    
      end_session(client, session_id)



        
          
        

    

  


  

      

          @spec end_session(GenServer.server(), String.t()) ::
  :ok | {:ok, map() | nil} | {:error, any()}


      


Ends a session.
Uses session/close when advertised by the agent, otherwise preserves the
historical local telemetry-only behavior.

  



    

  
    
      
    
    
      fork_session(client, session_id, cwd, opts \\ [])



        
          
        

    

  


  

      

          @spec fork_session(GenServer.server(), String.t(), String.t(), keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Forks an existing session into a new independent session.
session/fork is currently unstable in ACP and requires the agent to
advertise sessionCapabilities.fork.

  



    

  
    
      
    
    
      list_sessions(client, opts \\ [])



        
          
        

    

  


  

      

          @spec list_sessions(
  GenServer.server(),
  keyword()
) :: {:ok, map()} | {:error, any()}


      


Lists available sessions from the agent. Stabilized in ACP spec March 9, 2026.

  



    

  
    
      
    
    
      load_session(client, session_id, cwd, opts \\ [])



        
          
        

    

  


  

      

          @spec load_session(GenServer.server(), String.t(), String.t(), keyword()) ::
  {:ok, map()} | {:error, any()}


      


Loads an existing session and replays previous messages when the agent supports it.
cwd is required per ACP spec.

  



    

  
    
      
    
    
      logout(client, opts \\ [])



        
          
        

    

  


  

      

          @spec logout(
  GenServer.server(),
  keyword()
) :: {:ok, map() | nil} | {:error, any()}


      


Logs out of the current authenticated state if the agent supports auth.logout.

  



    

  
    
      
    
    
      new_session(client, cwd, opts \\ [])



        
          
        

    

  


  

      

          @spec new_session(GenServer.server(), String.t(), keyword()) ::
  {:ok, map()} | {:error, any()}


      


Creates a new agent session.
cwd is required per ACP spec
(https://agentclientprotocol.com/protocol/session-setup).

  



    

  
    
      
    
    
      prompt(client, session_id, content, opts \\ [])



        
          
        

    

  


  

      

          @spec prompt(GenServer.server(), String.t(), String.t() | [map()], keyword()) ::
  {:ok, map()} | {:error, any()}


      


Sends a prompt to the agent and blocks until the response arrives.
Streaming session/update notifications are delivered to the handler and
event listener as they arrive. The caller is unblocked when the agent sends
the JSON-RPC result for the prompt request.

  



    

  
    
      
    
    
      resume_session(client, session_id, cwd, opts \\ [])



        
          
        

    

  


  

      

          @spec resume_session(GenServer.server(), String.t(), String.t(), keyword()) ::
  {:ok, map() | nil} | {:error, any()}


      


Resumes an existing session without replaying previous messages.
cwd is required per ACP spec.

  



  
    
      
    
    
      set_config_option(client, session_id, config_id, value)



        
          
        

    

  


  

      

          @spec set_config_option(GenServer.server(), String.t(), String.t(), any()) ::
  {:ok, map()} | {:error, any()}


      


Sets a config option for a session.

  



  
    
      
    
    
      set_mode(client, session_id, mode_id)



        
          
        

    

  


  

      

          @spec set_mode(GenServer.server(), String.t(), String.t()) ::
  {:ok, map()} | {:error, any()}


      


Sets the agent mode for a session.

  



  
    
      
    
    
      set_model(client, session_id, model_id)



        
          
        

    

  


  

      

          @spec set_model(GenServer.server(), String.t(), String.t()) ::
  {:ok, map()} | {:error, any()}


      


Sets the model for a session.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the ACP client and connects to the agent.

  



  
    
      
    
    
      status(client)



        
          
        

    

  


  

      

          @spec status(GenServer.server()) :: atom()


      


Returns the client connection status.

  


        

      


  

    
ExMCP.ACP.Client.DefaultHandler 
    



      
Default ACP handler that collects events and denies permissions.
Collects all session updates in a list (newest first). Permission requests
are denied by default. File access is denied.
Useful for testing and simple use cases. For production, implement
ExMCP.ACP.Client.Handler with custom logic.
Set auto_approve_permissions: true in handler opts only for trusted local
tests or demos that intentionally approve the first allow option.
Event retention is bounded by :max_events (1,000) and
:max_event_bytes (1 MiB).

      




  

    
ExMCP.ACP.Client.Handler behaviour
    



      
Behaviour for handling ACP session events and agent requests.
Implement this behaviour to customize how your application responds to
streaming session updates, permission requests, and file access requests
from ACP agents.
See ExMCP.ACP.Client.DefaultHandler for a reference implementation.

      


      
        Summary


  
    Types
  


    
      
        state()

      


    





  
    Callbacks
  


    
      
        handle_file_read(session_id, path, opts, state)

      


        Called when the agent requests to read a file.



    


    
      
        handle_file_write(session_id, path, content, state)

      


        Called when the agent requests to write a file.



    


    
      
        handle_permission_request(session_id, tool_call, options, state)

      


        Called when the agent requests permission to use a tool.



    


    
      
        handle_session_update(session_id, update, state)

      


        Called for each session/update notification from the agent.



    


    
      
        handle_terminal_request(method, params, id, state)

      


        Called when the agent requests a terminal operation.



    


    
      
        init(opts)

      


        Called when the handler is initialized.



    


    
      
        terminate(reason, state)

      


        Called when the handler is being terminated.



    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: any()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      handle_file_read(session_id, path, opts, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_file_read(
  session_id :: String.t(),
  path :: String.t(),
  opts :: map(),
  state()
) ::
  {:ok, content :: String.t(), state()}
  | {:error, reason :: String.t(), state()}


      


Called when the agent requests to read a file.
Return {:ok, content, state} with the file contents, or
{:error, reason, state} to deny access.

  



  
    
      
    
    
      handle_file_write(session_id, path, content, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_file_write(
  session_id :: String.t(),
  path :: String.t(),
  content :: String.t(),
  state()
) :: {:ok, state()} | {:error, reason :: String.t(), state()}


      


Called when the agent requests to write a file.
Return {:ok, state} to allow the write, or
{:error, reason, state} to deny it.

  



  
    
      
    
    
      handle_permission_request(session_id, tool_call, options, state)



        
          
        

    

  


  

      

          @callback handle_permission_request(
  session_id :: String.t(),
  tool_call :: map(),
  options :: [map()],
  state()
) :: {:ok, outcome :: map(), state()}


      


Called when the agent requests permission to use a tool.
Must return an outcome map with an "optionId" matching one of the
provided options.

  



  
    
      
    
    
      handle_session_update(session_id, update, state)



        
          
        

    

  


  

      

          @callback handle_session_update(session_id :: String.t(), update :: map(), state()) ::
  {:ok, state()}


      


Called for each session/update notification from the agent.
The update map contains a "sessionUpdate" discriminator field indicating
the update type (e.g., "agent_message_chunk", "tool_call", "plan", etc.).

  



  
    
      
    
    
      handle_terminal_request(method, params, id, state)


        (optional)


        
          
        

    

  


  

      

          @callback handle_terminal_request(
  method :: String.t(),
  params :: map(),
  id :: integer() | String.t() | nil,
  state()
) :: {:ok, result :: map(), state()} | {:error, reason :: String.t(), state()}


      


Called when the agent requests a terminal operation.
The method is one of the stable terminal/* methods and params is the
raw ACP params map. Return {:ok, result, state} with the method-specific
result map, or {:error, reason, state} to deny or fail the operation.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

      

          @callback init(opts :: keyword()) :: {:ok, state()}


      


Called when the handler is initialized.

  



  
    
      
    
    
      terminate(reason, state)


        (optional)


        
          
        

    

  


  

      

          @callback terminate(reason :: any(), state()) :: :ok


      


Called when the handler is being terminated.

  


        

      


  

    
ExMCP.ACP.Protocol 
    



      
ACP-specific message encoding.
Delegates JSON-RPC 2.0 framing to internal helpers and adds ACP
method-specific encoding on top.
ACP uses integer protocol versions (default: 1) rather than MCP's date-based strings.

      


      
        Summary


  
    Functions
  


    
      
        encode_agent_message_chunk(session_id, content, opts \\ [])

      


        Encodes an agent_message_chunk update notification.



    


    
      
        encode_agent_thought_chunk(session_id, content, opts \\ [])

      


        Encodes an agent_thought_chunk update notification.



    


    
      
        encode_authenticate(method_id_or_params \\ %{})

      


        Encodes an authenticate request.



    


    
      
        encode_available_commands_update(session_id, commands)

      


        Encodes an available_commands_update notification.



    


    
      
        encode_cancel_request(request_id)

      


        Encodes a $/cancel_request notification for a specific JSON-RPC request.



    


    
      
        encode_config_option_update(session_id, config_options)

      


        Encodes a config_option_update notification.



    


    
      
        encode_current_mode_update(session_id, current_mode_id)

      


        Encodes a current_mode_update notification.



    


    
      
        encode_error(code, message, data \\ nil, id)

      


        Encodes a JSON-RPC error response.



    


    
      
        encode_file_read_request(session_id, path, opts \\ [])

      


        Encodes an fs/read_text_file request from agent to client.



    


    
      
        encode_file_read_response(id, content)

      


        Encodes a response to a fs/read_text_file request from the agent.



    


    
      
        encode_file_write_request(session_id, path, content)

      


        Encodes an fs/write_text_file request from agent to client.



    


    
      
        encode_file_write_response(id)

      


        Encodes a response to a fs/write_text_file request from the agent.



    


    
      
        encode_initialize(client_info, capabilities \\ nil, protocol_version \\ 1)

      


        Encodes an initialize request.



    


    
      
        encode_initialize_response(id, agent_info, capabilities \\ nil, auth_methods \\ nil, protocol_version \\ 1)

      


        Encodes an agent initialize response.



    


    
      
        encode_logout()

      


        Encodes a logout request. Stabilized in ACP spec May 21, 2026.



    


    
      
        encode_permission_request(session_id, tool_call, options)

      


        Encodes a session/request_permission request from agent to client.



    


    
      
        encode_permission_response(id, response)

      


        Encodes a response to a session/request_permission request from the agent.



    


    
      
        encode_plan(session_id, entries)

      


        Encodes an ACP plan update notification.



    


    
      
        encode_prompt_response(id, stop_reason)

      


        Encodes a session/prompt response.



    


    
      
        encode_request_cancelled_error(id)

      


        Encodes the ACP/JSON-RPC request-cancelled error response.



    


    
      
        encode_response(result, id)

      


        Encodes a JSON-RPC success response.



    


    
      
        encode_session_cancel(session_id)

      


        Encodes a session/cancel notification (no id field).



    


    
      
        encode_session_close(session_id)

      


        Encodes a session/close request. Stabilized in ACP spec April 23, 2026.



    


    
      
        encode_session_delete(session_id)

      


        Encodes a session/delete request. Gated by sessionCapabilities.delete
per https://agentclientprotocol.com/protocol/session-list.



    


    
      
        encode_session_fork(session_id, cwd, opts \\ nil)

      


        Encodes an unstable session/fork request.



    


    
      
        encode_session_info_update(session_id, info)

      


        Encodes a session_info_update notification.



    


    
      
        encode_session_list(opts \\ [])

      


        Encodes a session/list request. Stabilized in ACP spec March 9, 2026.



    


    
      
        encode_session_list_response(id, sessions, next_cursor \\ nil)

      


        Encodes a session/list response.



    


    
      
        encode_session_load(session_id, cwd, opts \\ nil)

      


        Encodes a session/load request to load an existing session and replay history.



    


    
      
        encode_session_new(cwd, opts \\ nil)

      


        Encodes a session/new request.



    


    
      
        encode_session_prompt(session_id, content_blocks)

      


        Encodes a session/prompt request.



    


    
      
        encode_session_response(id, session_id)

      


        Encodes a session/new, session/load, or similar session ID response.



    


    
      
        encode_session_resume(session_id, cwd, opts \\ nil)

      


        Encodes a session/resume request. Stabilized in ACP spec April 22, 2026.



    


    
      
        encode_session_set_config_option(session_id, config_id, value)

      


        Encodes a session/set_config_option request.



    


    
      
        encode_session_set_mode(session_id, mode_id)

      


        Encodes a session/set_mode request.



    


    
      
        encode_session_set_model(session_id, model_id)

      


        Encodes a session/set_model request.



    


    
      
        encode_session_update(session_id, update)

      


        Encodes a stable ACP session/update notification.



    


    
      
        encode_terminal_request(method, session_id, params)

      


        Encodes a stable terminal/* request from agent to client.



    


    
      
        encode_tool_call(session_id, tool_call)

      


        Encodes a tool_call update notification.



    


    
      
        encode_tool_call_update(session_id, tool_call_update)

      


        Encodes a tool_call_update notification.



    


    
      
        encode_usage_update(session_id, used, size, cost \\ nil)

      


        Encodes a usage_update notification.



    


    
      
        encode_user_message_chunk(session_id, content, opts \\ [])

      


        Encodes a user_message_chunk update notification.



    


    
      
        generate_id()

      


        Generates a unique request ID.



    


    
      
        parse_message(data)

      


        Parses a raw ACP JSON-RPC message with structural validation.



    





      


      
        Functions


        


    

  
    
      
    
    
      encode_agent_message_chunk(session_id, content, opts \\ [])



        
          
        

    

  


  

      

          @spec encode_agent_message_chunk(String.t(), String.t() | map(), keyword() | map()) ::
  map()


      


Encodes an agent_message_chunk update notification.

  



    

  
    
      
    
    
      encode_agent_thought_chunk(session_id, content, opts \\ [])



        
          
        

    

  


  

      

          @spec encode_agent_thought_chunk(String.t(), String.t() | map(), keyword() | map()) ::
  map()


      


Encodes an agent_thought_chunk update notification.

  



    

  
    
      
    
    
      encode_authenticate(method_id_or_params \\ %{})



        
          
        

    

  


  

      

          @spec encode_authenticate(String.t() | map()) :: map()


      


Encodes an authenticate request.
ACP v1 authentication uses a "methodId" selected from the agent's
authMethods initialize response. A map may still be passed for adapter
compatibility.
Parameters
	method_id_or_params — auth method ID string or full params map


  



  
    
      
    
    
      encode_available_commands_update(session_id, commands)



        
          
        

    

  


  

      

          @spec encode_available_commands_update(String.t(), [map()]) :: map()


      


Encodes an available_commands_update notification.

  



  
    
      
    
    
      encode_cancel_request(request_id)



        
          
        

    

  


  

      

          @spec encode_cancel_request(integer() | String.t() | nil) :: map()


      


Encodes a $/cancel_request notification for a specific JSON-RPC request.

  



  
    
      
    
    
      encode_config_option_update(session_id, config_options)



        
          
        

    

  


  

      

          @spec encode_config_option_update(String.t(), [map()]) :: map()


      


Encodes a config_option_update notification.

  



  
    
      
    
    
      encode_current_mode_update(session_id, current_mode_id)



        
          
        

    

  


  

      

          @spec encode_current_mode_update(String.t(), String.t()) :: map()


      


Encodes a current_mode_update notification.

  



    

  
    
      
    
    
      encode_error(code, message, data \\ nil, id)



        
          
        

    

  


  

Encodes a JSON-RPC error response.

  



    

  
    
      
    
    
      encode_file_read_request(session_id, path, opts \\ [])



        
          
        

    

  


  

      

          @spec encode_file_read_request(String.t(), String.t(), keyword() | map()) :: map()


      


Encodes an fs/read_text_file request from agent to client.

  



  
    
      
    
    
      encode_file_read_response(id, content)



        
          
        

    

  


  

      

          @spec encode_file_read_response(integer() | String.t() | nil, String.t()) :: map()


      


Encodes a response to a fs/read_text_file request from the agent.

  



  
    
      
    
    
      encode_file_write_request(session_id, path, content)



        
          
        

    

  


  

      

          @spec encode_file_write_request(String.t(), String.t(), String.t()) :: map()


      


Encodes an fs/write_text_file request from agent to client.

  



  
    
      
    
    
      encode_file_write_response(id)



        
          
        

    

  


  

      

          @spec encode_file_write_response(integer() | String.t() | nil) :: map()


      


Encodes a response to a fs/write_text_file request from the agent.

  



    

    

  
    
      
    
    
      encode_initialize(client_info, capabilities \\ nil, protocol_version \\ 1)



        
          
        

    

  


  

      

          @spec encode_initialize(map(), map() | nil, pos_integer()) :: map()


      


Encodes an initialize request.
Parameters
	client_info — %{"name" => ..., "version" => ...}
	capabilities — client capabilities map (optional)
	protocol_version — integer (default: 1)


  



    

    

    

  
    
      
    
    
      encode_initialize_response(id, agent_info, capabilities \\ nil, auth_methods \\ nil, protocol_version \\ 1)



        
          
        

    

  


  

      

          @spec encode_initialize_response(
  integer() | String.t(),
  map(),
  map() | nil,
  [map()] | nil,
  pos_integer()
) :: map()


      


Encodes an agent initialize response.

  



  
    
      
    
    
      encode_logout()



        
          
        

    

  


  

      

          @spec encode_logout() :: map()


      


Encodes a logout request. Stabilized in ACP spec May 21, 2026.

  



  
    
      
    
    
      encode_permission_request(session_id, tool_call, options)



        
          
        

    

  


  

      

          @spec encode_permission_request(String.t(), map(), [map()]) :: map()


      


Encodes a session/request_permission request from agent to client.
Each option's kind must be one of the spec enums
allow_once, allow_always, reject_once, reject_always
per https://agentclientprotocol.com/protocol/tool-calls. Non-spec
values raise ArgumentError — a client receiving an unrecognized
kind cannot render the correct UI affordance.

  



  
    
      
    
    
      encode_permission_response(id, response)



        
          
        

    

  


  

      

          @spec encode_permission_response(integer() | String.t() | nil, map()) :: map()


      


Encodes a response to a session/request_permission request from the agent.

  



  
    
      
    
    
      encode_plan(session_id, entries)



        
          
        

    

  


  

      

          @spec encode_plan(String.t(), [map()]) :: map()


      


Encodes an ACP plan update notification.

  



  
    
      
    
    
      encode_prompt_response(id, stop_reason)



        
          
        

    

  


  

      

          @spec encode_prompt_response(integer() | String.t() | nil, String.t() | map()) ::
  map()


      


Encodes a session/prompt response.

  



  
    
      
    
    
      encode_request_cancelled_error(id)



        
          
        

    

  


  

      

          @spec encode_request_cancelled_error(integer() | String.t() | nil) :: map()


      


Encodes the ACP/JSON-RPC request-cancelled error response.

  



  
    
      
    
    
      encode_response(result, id)



        
          
        

    

  


  

Encodes a JSON-RPC success response.

  



  
    
      
    
    
      encode_session_cancel(session_id)



        
          
        

    

  


  

      

          @spec encode_session_cancel(String.t()) :: map()


      


Encodes a session/cancel notification (no id field).

  



  
    
      
    
    
      encode_session_close(session_id)



        
          
        

    

  


  

      

          @spec encode_session_close(String.t()) :: map()


      


Encodes a session/close request. Stabilized in ACP spec April 23, 2026.

  



  
    
      
    
    
      encode_session_delete(session_id)



        
          
        

    

  


  

      

          @spec encode_session_delete(String.t()) :: map()


      


Encodes a session/delete request. Gated by sessionCapabilities.delete
per https://agentclientprotocol.com/protocol/session-list.

  



    

  
    
      
    
    
      encode_session_fork(session_id, cwd, opts \\ nil)



        
          
        

    

  


  

      

          @spec encode_session_fork(String.t(), String.t(), keyword() | map() | [map()] | nil) ::
  map()


      


Encodes an unstable session/fork request.
cwd is required and must be an absolute path at the client validation
boundary. The request shape matches session/resume.

  



  
    
      
    
    
      encode_session_info_update(session_id, info)



        
          
        

    

  


  

      

          @spec encode_session_info_update(String.t(), map()) :: map()


      


Encodes a session_info_update notification.

  



    

  
    
      
    
    
      encode_session_list(opts \\ [])



        
          
        

    

  


  

      

          @spec encode_session_list(keyword()) :: map()


      


Encodes a session/list request. Stabilized in ACP spec March 9, 2026.

  



    

  
    
      
    
    
      encode_session_list_response(id, sessions, next_cursor \\ nil)



        
          
        

    

  


  

      

          @spec encode_session_list_response(
  integer() | String.t() | nil,
  [map()],
  String.t() | nil
) :: map()


      


Encodes a session/list response.

  



    

  
    
      
    
    
      encode_session_load(session_id, cwd, opts \\ nil)



        
          
        

    

  


  

      

          @spec encode_session_load(String.t(), String.t(), keyword() | map() | [map()] | nil) ::
  map()


      


Encodes a session/load request to load an existing session and replay history.
cwd is required by the ACP spec
(https://agentclientprotocol.com/protocol/session-setup) and must be an
absolute path string. Passing nil raises FunctionClauseError.

  



    

  
    
      
    
    
      encode_session_new(cwd, opts \\ nil)



        
          
        

    

  


  

      

          @spec encode_session_new(String.t(), keyword() | map() | [map()] | nil) :: map()


      


Encodes a session/new request.
cwd is required by the ACP spec
(https://agentclientprotocol.com/protocol/session-setup) and must be an
absolute path string. Passing nil raises FunctionClauseError.

  



  
    
      
    
    
      encode_session_prompt(session_id, content_blocks)



        
          
        

    

  


  

      

          @spec encode_session_prompt(String.t(), [map()]) :: map()


      


Encodes a session/prompt request.

  



  
    
      
    
    
      encode_session_response(id, session_id)



        
          
        

    

  


  

      

          @spec encode_session_response(integer() | String.t() | nil, String.t() | map() | nil) ::
  map()


      


Encodes a session/new, session/load, or similar session ID response.

  



    

  
    
      
    
    
      encode_session_resume(session_id, cwd, opts \\ nil)



        
          
        

    

  


  

      

          @spec encode_session_resume(String.t(), String.t(), keyword() | map() | [map()] | nil) ::
  map()


      


Encodes a session/resume request. Stabilized in ACP spec April 22, 2026.
cwd is required (same shape as session/load per
https://agentclientprotocol.com/protocol/session-list). Passing nil
raises FunctionClauseError.

  



  
    
      
    
    
      encode_session_set_config_option(session_id, config_id, value)



        
          
        

    

  


  

      

          @spec encode_session_set_config_option(String.t(), String.t(), any()) :: map()


      


Encodes a session/set_config_option request.

  



  
    
      
    
    
      encode_session_set_mode(session_id, mode_id)



        
          
        

    

  


  

      

          @spec encode_session_set_mode(String.t(), String.t()) :: map()


      


Encodes a session/set_mode request.

  



  
    
      
    
    
      encode_session_set_model(session_id, model_id)



        
          
        

    

  


  

      

          @spec encode_session_set_model(String.t(), String.t()) :: map()


      


Encodes a session/set_model request.

  



  
    
      
    
    
      encode_session_update(session_id, update)



        
          
        

    

  


  

      

          @spec encode_session_update(String.t(), map()) :: map()


      


Encodes a stable ACP session/update notification.

  



  
    
      
    
    
      encode_terminal_request(method, session_id, params)



        
          
        

    

  


  

      

          @spec encode_terminal_request(String.t(), String.t(), map()) :: map()


      


Encodes a stable terminal/* request from agent to client.

  



  
    
      
    
    
      encode_tool_call(session_id, tool_call)



        
          
        

    

  


  

      

          @spec encode_tool_call(String.t(), map()) :: map()


      


Encodes a tool_call update notification.

  



  
    
      
    
    
      encode_tool_call_update(session_id, tool_call_update)



        
          
        

    

  


  

      

          @spec encode_tool_call_update(String.t(), map()) :: map()


      


Encodes a tool_call_update notification.

  



    

  
    
      
    
    
      encode_usage_update(session_id, used, size, cost \\ nil)



        
          
        

    

  


  

      

          @spec encode_usage_update(
  String.t(),
  non_neg_integer(),
  non_neg_integer(),
  map() | nil
) :: map()


      


Encodes a usage_update notification.

  



    

  
    
      
    
    
      encode_user_message_chunk(session_id, content, opts \\ [])



        
          
        

    

  


  

      

          @spec encode_user_message_chunk(String.t(), String.t() | map(), keyword() | map()) ::
  map()


      


Encodes a user_message_chunk update notification.

  



  
    
      
    
    
      generate_id()



        
          
        

    

  


  

Generates a unique request ID.

  



  
    
      
    
    
      parse_message(data)



        
          
        

    

  


  

      

          @spec parse_message(String.t() | map()) ::
  {:request, String.t(), map(), integer() | String.t() | nil}
  | {:notification, String.t(), map()}
  | {:result, any(), integer() | String.t() | nil}
  | {:error, map(), integer() | String.t() | nil}
  | {:error, :invalid_message}


      


Parses a raw ACP JSON-RPC message with structural validation.

  


        

      


  

    
ExMCP.ACP.Registry 
    



      
Helpers for the public ACP agent registry.
The registry is distributed as JSON and lists ACP-compatible agents plus
their distribution metadata. These helpers keep ExMCP clients from having to
hard-code the CDN URL or common lookup details.

      


      
        Summary


  
    Types
  


    
      
        agent()

      


    


    
      
        registry()

      


    





  
    Functions
  


    
      
        agents(arg1)

      


        Returns all agent entries in a decoded registry map.



    


    
      
        default_url()

      


        Returns the public ACP registry URL.



    


    
      
        distribution(agent, kind)

      


        Returns a distribution entry such as "npx" or "binary".



    


    
      
        fetch(opts \\ [])

      


        Fetches and decodes the ACP registry.



    


    
      
        find_agents(registry, query)

      


        Searches agent id, name, and description fields case-insensitively.



    


    
      
        get_agent(registry, id_or_name)

      


        Finds an agent by exact id or name, falling back to case-insensitive lookup.



    


    
      
        npx_command(agent)

      


        Builds an npx command from an agent registry entry.



    


    
      
        parse(json)

      


        Decodes registry JSON.



    





      


      
        Types


        


  
    
      
    
    
      agent()



        
          
        

    

  


  

      

          @type agent() :: map()


      



  



  
    
      
    
    
      registry()



        
          
        

    

  


  

      

          @type registry() :: map()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      agents(arg1)



        
          
        

    

  


  

      

          @spec agents(registry()) :: [agent()]


      


Returns all agent entries in a decoded registry map.

  



  
    
      
    
    
      default_url()



        
          
        

    

  


  

      

          @spec default_url() :: String.t()


      


Returns the public ACP registry URL.

  



  
    
      
    
    
      distribution(agent, kind)



        
          
        

    

  


  

      

          @spec distribution(agent(), String.t() | atom()) :: map() | nil


      


Returns a distribution entry such as "npx" or "binary".

  



    

  
    
      
    
    
      fetch(opts \\ [])



        
          
        

    

  


  

      

          @spec fetch(keyword()) :: {:ok, registry()} | {:error, any()}


      


Fetches and decodes the ACP registry.
Options:
	:url - registry URL, defaults to the public latest registry.
	:timeout - request timeout in milliseconds, defaults to 15 seconds.
	:headers - additional HTTP request headers.
	:http_client - test hook taking (url, headers, timeout) and returning
{:ok, body} or {:error, reason}.


  



  
    
      
    
    
      find_agents(registry, query)



        
          
        

    

  


  

      

          @spec find_agents(registry(), String.t()) :: [agent()]


      


Searches agent id, name, and description fields case-insensitively.

  



  
    
      
    
    
      get_agent(registry, id_or_name)



        
          
        

    

  


  

      

          @spec get_agent(registry(), String.t()) :: agent() | nil


      


Finds an agent by exact id or name, falling back to case-insensitive lookup.

  



  
    
      
    
    
      npx_command(agent)



        
          
        

    

  


  

      

          @spec npx_command(agent()) ::
  {:ok, [String.t()]} | {:error, :npx_distribution_not_found}


      


Builds an npx command from an agent registry entry.
Returns {:error, :npx_distribution_not_found} when the agent does not have
an npx distribution.

  



  
    
      
    
    
      parse(json)



        
          
        

    

  


  

      

          @spec parse(iodata()) :: {:ok, registry()} | {:error, Jason.DecodeError.t()}


      


Decodes registry JSON.

  


        

      


  

    
ExMCP.ACP.Types 
    



      
Type specifications and builder functions for the Agent Client Protocol (ACP).
ACP uses JSON-RPC 2.0 as its wire format (same as MCP). All types are plain maps
matching the ex_mcp convention — no structs for protocol types.
Content Blocks
ACP supports text and image content blocks in prompts and responses:
text_block("Hello, world!")
image_block("image/png", "base64data...")
Session Management
Sessions track agent conversations. Create with new_session_params/2,
send prompts with prompt_params/2.

      


      
        Summary


  
    Types
  


    
      
        agent_capabilities()

      


    


    
      
        agent_info()

      


    


    
      
        agent_message_chunk_update()

      


    


    
      
        agent_thought_chunk_update()

      


    


    
      
        audio_block()

      


    


    
      
        auth_method()

      


    


    
      
        available_commands_update()

      


    


    
      
        client_capabilities()

      


    


    
      
        client_info()

      


    


    
      
        close_session_request()

      


    


    
      
        config_option()

      


    


    
      
        config_option_update()

      


    


    
      
        content_block()

      


    


    
      
        current_mode_update()

      


    


    
      
        delete_session_request()

      


    


    
      
        embedded_resource()

      


    


    
      
        env_variable()

      


    


    
      
        file_read_request()

      


    


    
      
        file_write_request()

      


    


    
      
        fork_session_request()

      


    


    
      
        fork_session_response()

      


    


    
      
        http_header()

      


    


    
      
        http_mcp_server()

      


    


    
      
        image_block()

      


    


    
      
        initialize_request()

      


    


    
      
        initialize_response()

      


    


    
      
        list_sessions_request()

      


    


    
      
        list_sessions_response()

      


    


    
      
        load_session_request()

      


    


    
      
        mcp_server()

      


    


    
      
        mode()

      


    


    
      
        new_session_request()

      


    


    
      
        new_session_response()

      


    


    
      
        permission_option()

      


    


    
      
        permission_outcome()

      


    


    
      
        permission_request()

      


    


    
      
        plan()

      


    


    
      
        plan_entry()

      


    


    
      
        prompt_request()

      


    


    
      
        prompt_response()

      


    


    
      
        resource_block()

      


    


    
      
        resource_link_block()

      


    


    
      
        resume_session_request()

      


    


    
      
        session_close_capabilities()

      


    


    
      
        session_delete_capabilities()

      


    


    
      
        session_fork_capabilities()

      


    


    
      
        session_info()

      


    


    
      
        session_info_update()

      


    


    
      
        session_list_capabilities()

      


    


    
      
        session_resume_capabilities()

      


    


    
      
        session_update()

      


    


    
      
        session_update_params()

      


    


    
      
        sse_mcp_server()

      


    


    
      
        stdio_mcp_server()

      


    


    
      
        text_block()

      


    


    
      
        tool_call()

      


    


    
      
        tool_call_info()

      


    


    
      
        tool_call_update()

      


    


    
      
        usage_update()

      


    


    
      
        user_message_chunk_update()

      


    





  
    Functions
  


    
      
        agent_capabilities(opts \\ [])

      


        Creates ACP agent capabilities.



    


    
      
        audio_block(mime_type, data, opts \\ [])

      


        Creates an audio content block.



    


    
      
        auth_method(id, name, opts \\ [])

      


        Creates an authentication method advertised by an agent.



    


    
      
        auth_required_code()

      


        Error code indicating authentication is required.



    


    
      
        available_commands_update(session_id, commands)

      


        Creates an available_commands_update session update notification.



    


    
      
        client_info(name, version, opts \\ [])

      


        Creates client info for the initialize handshake.



    


    
      
        config_option_update(session_id, config_options)

      


        Creates a config_option_update session update notification.



    


    
      
        config_option_value(value, name, opts \\ [])

      


        Creates a config option value for select-style session config.



    


    
      
        current_mode_update(session_id, current_mode_id)

      


        Creates a current_mode_update session update notification.



    


    
      
        env_variable(name, value)

      


        Creates an environment variable entry for a stdio MCP server.



    


    
      
        http_header(name, value)

      


        Creates an HTTP header entry for a Streamable HTTP MCP server.



    


    
      
        http_mcp_server(name, url, opts \\ [])

      


        Creates an HTTP MCP server config for ACP session setup.



    


    
      
        image_block(mime_type, data, opts \\ [])

      


        Creates an image content block.



    


    
      
        new_session_params(cwd, opts \\ [])

      


        Creates params for a new session request.



    


    
      
        plan(session_id, entries)

      


        Creates a stable ACP plan session update notification.



    


    
      
        plan_entry(content, priority \\ "medium", status \\ "pending")

      


        Creates a plan entry.



    


    
      
        plan_update(session_id, entries)

      


        Creates a stable ACP plan session update notification.



    


    
      
        prompt_params(session_id, content)

      


        Creates params for a prompt request.



    


    
      
        request_cancelled_code()

      


        Error code indicating a request was cancelled.



    


    
      
        resource_block(uri, opts \\ [])

      


        Creates a resource content block.



    


    
      
        resource_link_block(uri, opts \\ [])

      


        Creates a resource link content block.



    


    
      
        resource_not_found_code()

      


        Error code indicating a resource was not found.



    


    
      
        select_config_option(id, name, current_value, options, opts \\ [])

      


        Creates a select-style session config option.



    


    
      
        session_capabilities(opts \\ [])

      


        Creates session capability metadata.



    


    
      
        session_info(session_id, cwd, opts \\ [])

      


        Creates a session info entry returned by session/list.



    


    
      
        session_info_update(session_id, opts \\ [])

      


        Creates a session_info_update session update notification.



    


    
      
        sse_mcp_server(name, url, opts \\ [])

      


        Creates an SSE MCP server config for ACP session setup.



    


    
      
        stdio_mcp_server(name, command, opts \\ [])

      


        Creates a stdio MCP server config for ACP session setup.



    


    
      
        text_block(text, opts \\ [])

      


        Creates a text content block.



    


    
      
        usage_update(session_id, used, size, opts \\ [])

      


        Creates a usage_update session update notification.



    





      


      
        Types


        


  
    
      
    
    
      agent_capabilities()



        
          
        

    

  


  

      

          @type agent_capabilities() :: %{
  optional(:auth) => %{optional(:logout) => map() | nil},
  optional(:loadSession) => boolean(),
  optional(:promptCapabilities) => %{
    optional(:image) => boolean(),
    optional(:audio) => boolean(),
    optional(:embeddedContext) => boolean()
  },
  optional(:mcpCapabilities) => %{
    optional(:acp) => boolean(),
    optional(:http) => boolean(),
    optional(:sse) => boolean(),
    optional(:_meta) => map()
  },
  optional(:sessionCapabilities) => %{
    optional(:list) => session_list_capabilities() | nil,
    optional(:resume) => session_resume_capabilities() | nil,
    optional(:close) => session_close_capabilities() | nil,
    optional(:delete) => session_delete_capabilities() | nil,
    optional(:fork) => session_fork_capabilities() | nil,
    optional(:additionalDirectories) => map() | nil
  }
}


      



  



  
    
      
    
    
      agent_info()



        
          
        

    

  


  

      

          @type agent_info() :: %{
  :name => String.t(),
  :version => String.t(),
  optional(:title) => String.t()
}


      



  



  
    
      
    
    
      agent_message_chunk_update()



        
          
        

    

  


  

      

          @type agent_message_chunk_update() :: %{
  sessionUpdate: :agent_message_chunk,
  content: content_block()
}


      



  



  
    
      
    
    
      agent_thought_chunk_update()



        
          
        

    

  


  

      

          @type agent_thought_chunk_update() :: %{
  sessionUpdate: :agent_thought_chunk,
  content: content_block()
}


      



  



  
    
      
    
    
      audio_block()



        
          
        

    

  


  

      

          @type audio_block() :: %{type: :audio, mimeType: String.t(), data: String.t()}


      



  



  
    
      
    
    
      auth_method()



        
          
        

    

  


  

      

          @type auth_method() :: %{
  :id => String.t(),
  :name => String.t(),
  optional(:description) => String.t(),
  optional(:type) => String.t()
}


      



  



  
    
      
    
    
      available_commands_update()



        
          
        

    

  


  

      

          @type available_commands_update() :: %{
  sessionUpdate: :available_commands_update,
  availableCommands: [map()]
}


      



  



  
    
      
    
    
      client_capabilities()



        
          
        

    

  


  

      

          @type client_capabilities() :: %{
  optional(:fs) => %{
    optional(:readTextFile) => boolean(),
    optional(:writeTextFile) => boolean()
  },
  optional(:terminal) => boolean()
}


      



  



  
    
      
    
    
      client_info()



        
          
        

    

  


  

      

          @type client_info() :: %{
  :name => String.t(),
  :version => String.t(),
  optional(:title) => String.t()
}


      



  



  
    
      
    
    
      close_session_request()



        
          
        

    

  


  

      

          @type close_session_request() :: %{sessionId: String.t()}


      



  



  
    
      
    
    
      config_option()



        
          
        

    

  


  

      

          @type config_option() :: %{
  :id => String.t(),
  :name => String.t(),
  :type => String.t(),
  :currentValue => String.t(),
  :options => list(),
  optional(:description) => String.t(),
  optional(:category) => String.t()
}


      



  



  
    
      
    
    
      config_option_update()



        
          
        

    

  


  

      

          @type config_option_update() :: %{
  sessionUpdate: :config_option_update,
  configOptions: [config_option()]
}


      



  



  
    
      
    
    
      content_block()



        
          
        

    

  


  

      

          @type content_block() ::
  text_block()
  | image_block()
  | audio_block()
  | resource_link_block()
  | resource_block()


      



  



  
    
      
    
    
      current_mode_update()



        
          
        

    

  


  

      

          @type current_mode_update() :: %{
  sessionUpdate: :current_mode_update,
  currentModeId: String.t()
}


      



  



  
    
      
    
    
      delete_session_request()



        
          
        

    

  


  

      

          @type delete_session_request() :: %{sessionId: String.t()}


      



  



  
    
      
    
    
      embedded_resource()



        
          
        

    

  


  

      

          @type embedded_resource() ::
  %{:uri => String.t(), :text => String.t(), optional(:mimeType) => String.t()}
  | %{
      :uri => String.t(),
      :blob => String.t(),
      optional(:mimeType) => String.t()
    }


      



  



  
    
      
    
    
      env_variable()



        
          
        

    

  


  

      

          @type env_variable() :: %{name: String.t(), value: String.t()}


      



  



  
    
      
    
    
      file_read_request()



        
          
        

    

  


  

      

          @type file_read_request() :: %{
  :sessionId => String.t(),
  :path => String.t(),
  optional(:line) => non_neg_integer(),
  optional(:limit) => non_neg_integer()
}


      



  



  
    
      
    
    
      file_write_request()



        
          
        

    

  


  

      

          @type file_write_request() :: %{
  sessionId: String.t(),
  path: String.t(),
  content: String.t()
}


      



  



  
    
      
    
    
      fork_session_request()



        
          
        

    

  


  

      

          @type fork_session_request() :: %{
  :sessionId => String.t(),
  :cwd => String.t(),
  optional(:mcpServers) => [mcp_server()],
  optional(:additionalDirectories) => [String.t()]
}


      



  



  
    
      
    
    
      fork_session_response()



        
          
        

    

  


  

      

          @type fork_session_response() :: %{
  :sessionId => String.t(),
  optional(:modes) => map() | nil,
  optional(:configOptions) => [config_option()] | nil
}


      



  



  
    
      
    
    
      http_header()



        
          
        

    

  


  

      

          @type http_header() :: %{name: String.t(), value: String.t()}


      



  



  
    
      
    
    
      http_mcp_server()



        
          
        

    

  


  

      

          @type http_mcp_server() :: %{
  type: :http,
  name: String.t(),
  url: String.t(),
  headers: [http_header()]
}


      



  



  
    
      
    
    
      image_block()



        
          
        

    

  


  

      

          @type image_block() :: %{type: :image, mimeType: String.t(), data: String.t()}


      



  



  
    
      
    
    
      initialize_request()



        
          
        

    

  


  

      

          @type initialize_request() :: %{
  :clientInfo => client_info(),
  optional(:clientCapabilities) => client_capabilities(),
  optional(:protocolVersion) => pos_integer()
}


      



  



  
    
      
    
    
      initialize_response()



        
          
        

    

  


  

      

          @type initialize_response() :: %{
  :agentInfo => agent_info(),
  optional(:agentCapabilities) => agent_capabilities(),
  optional(:authMethods) => [auth_method()],
  optional(:protocolVersion) => pos_integer()
}


      



  



  
    
      
    
    
      list_sessions_request()



        
          
        

    

  


  

      

          @type list_sessions_request() :: %{
  optional(:cursor) => String.t(),
  optional(:cwd) => String.t()
}


      



  



  
    
      
    
    
      list_sessions_response()



        
          
        

    

  


  

      

          @type list_sessions_response() :: %{
  :sessions => [session_info()],
  optional(:nextCursor) => String.t()
}


      



  



  
    
      
    
    
      load_session_request()



        
          
        

    

  


  

      

          @type load_session_request() :: %{
  :sessionId => String.t(),
  :cwd => String.t(),
  :mcpServers => [mcp_server()],
  optional(:additionalDirectories) => [String.t()]
}


      



  



  
    
      
    
    
      mcp_server()



        
          
        

    

  


  

      

          @type mcp_server() :: stdio_mcp_server() | http_mcp_server() | sse_mcp_server()


      



  



  
    
      
    
    
      mode()



        
          
        

    

  


  

      

          @type mode() :: %{
  :id => String.t(),
  :name => String.t(),
  optional(:description) => String.t()
}


      



  



  
    
      
    
    
      new_session_request()



        
          
        

    

  


  

      

          @type new_session_request() :: %{
  :cwd => String.t(),
  :mcpServers => [mcp_server()],
  optional(:additionalDirectories) => [String.t()]
}


      



  



  
    
      
    
    
      new_session_response()



        
          
        

    

  


  

      

          @type new_session_response() :: %{sessionId: String.t()}


      



  



  
    
      
    
    
      permission_option()



        
          
        

    

  


  

      

          @type permission_option() :: %{
  :optionId => String.t(),
  :name => String.t(),
  :kind => String.t(),
  optional(:description) => String.t()
}


      



  



  
    
      
    
    
      permission_outcome()



        
          
        

    

  


  

      

          @type permission_outcome() :: %{
  :outcome => String.t(),
  optional(:optionId) => String.t()
}


      



  



  
    
      
    
    
      permission_request()



        
          
        

    

  


  

      

          @type permission_request() :: %{
  sessionId: String.t(),
  toolCall: tool_call_info(),
  options: [permission_option()]
}


      



  



  
    
      
    
    
      plan()



        
          
        

    

  


  

      

          @type plan() :: %{sessionUpdate: :plan, entries: [plan_entry()]}


      



  



  
    
      
    
    
      plan_entry()



        
          
        

    

  


  

      

          @type plan_entry() :: %{
  content: String.t(),
  priority: :high | :medium | :low,
  status: :pending | :in_progress | :completed
}


      



  



  
    
      
    
    
      prompt_request()



        
          
        

    

  


  

      

          @type prompt_request() :: %{sessionId: String.t(), prompt: [content_block()]}


      



  



  
    
      
    
    
      prompt_response()



        
          
        

    

  


  

      

          @type prompt_response() :: %{stopReason: String.t()}


      



  



  
    
      
    
    
      resource_block()



        
          
        

    

  


  

      

          @type resource_block() :: %{type: :resource, resource: embedded_resource()}


      



  



  
    
      
    
    
      resource_link_block()



        
          
        

    

  


  

      

          @type resource_link_block() :: %{
  :type => :resource_link,
  :uri => String.t(),
  :name => String.t(),
  optional(:mimeType) => String.t(),
  optional(:title) => String.t(),
  optional(:description) => String.t(),
  optional(:size) => non_neg_integer()
}


      



  



  
    
      
    
    
      resume_session_request()



        
          
        

    

  


  

      

          @type resume_session_request() :: %{
  :sessionId => String.t(),
  :cwd => String.t(),
  optional(:mcpServers) => [mcp_server()],
  optional(:additionalDirectories) => [String.t()]
}


      



  



  
    
      
    
    
      session_close_capabilities()



        
          
        

    

  


  

      

          @type session_close_capabilities() :: map()


      



  



  
    
      
    
    
      session_delete_capabilities()



        
          
        

    

  


  

      

          @type session_delete_capabilities() :: map()


      



  



  
    
      
    
    
      session_fork_capabilities()



        
          
        

    

  


  

      

          @type session_fork_capabilities() :: map()


      



  



  
    
      
    
    
      session_info()



        
          
        

    

  


  

      

          @type session_info() :: %{
  :sessionId => String.t(),
  :cwd => String.t(),
  optional(:title) => String.t(),
  optional(:updatedAt) => String.t(),
  optional(:additionalDirectories) => [String.t()]
}


      



  



  
    
      
    
    
      session_info_update()



        
          
        

    

  


  

      

          @type session_info_update() :: %{
  :sessionUpdate => :session_info_update,
  optional(:title) => String.t(),
  optional(:updatedAt) => String.t()
}


      



  



  
    
      
    
    
      session_list_capabilities()



        
          
        

    

  


  

      

          @type session_list_capabilities() :: map()


      



  



  
    
      
    
    
      session_resume_capabilities()



        
          
        

    

  


  

      

          @type session_resume_capabilities() :: map()


      



  



  
    
      
    
    
      session_update()



        
          
        

    

  


  

      

          @type session_update() ::
  user_message_chunk_update()
  | agent_message_chunk_update()
  | agent_thought_chunk_update()
  | tool_call()
  | tool_call_update()
  | plan()
  | available_commands_update()
  | config_option_update()
  | current_mode_update()
  | session_info_update()
  | usage_update()


      



  



  
    
      
    
    
      session_update_params()



        
          
        

    

  


  

      

          @type session_update_params() :: %{sessionId: String.t(), update: session_update()}


      



  



  
    
      
    
    
      sse_mcp_server()



        
          
        

    

  


  

      

          @type sse_mcp_server() :: %{
  type: :sse,
  name: String.t(),
  url: String.t(),
  headers: [http_header()]
}


      



  



  
    
      
    
    
      stdio_mcp_server()



        
          
        

    

  


  

      

          @type stdio_mcp_server() :: %{
  type: :stdio,
  name: String.t(),
  command: String.t(),
  args: [String.t()],
  env: [env_variable()]
}


      



  



  
    
      
    
    
      text_block()



        
          
        

    

  


  

      

          @type text_block() :: %{type: :text, text: String.t()}


      



  



  
    
      
    
    
      tool_call()



        
          
        

    

  


  

      

          @type tool_call() :: %{
  :sessionUpdate => :tool_call,
  :toolCallId => String.t(),
  :title => String.t(),
  optional(:status) => String.t(),
  optional(:content) => [map()]
}


      



  



  
    
      
    
    
      tool_call_info()



        
          
        

    

  


  

      

          @type tool_call_info() :: %{
  :toolName => String.t(),
  optional(:toolCallId) => String.t(),
  optional(:arguments) => map()
}


      



  



  
    
      
    
    
      tool_call_update()



        
          
        

    

  


  

      

          @type tool_call_update() :: %{
  :sessionUpdate => :tool_call_update,
  :toolCallId => String.t(),
  optional(:title) => String.t(),
  optional(:status) => String.t(),
  optional(:content) => [map()]
}


      



  



  
    
      
    
    
      usage_update()



        
          
        

    

  


  

      

          @type usage_update() :: %{
  :sessionUpdate => :usage_update,
  :used => non_neg_integer(),
  :size => non_neg_integer(),
  optional(:cost) => map()
}


      



  



  
    
      
    
    
      user_message_chunk_update()



        
          
        

    

  


  

      

          @type user_message_chunk_update() :: %{
  sessionUpdate: :user_message_chunk,
  content: content_block()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      agent_capabilities(opts \\ [])



        
          
        

    

  


  

      

          @spec agent_capabilities(keyword()) :: map()


      


Creates ACP agent capabilities.
Supported options: :load_session, :acp_mcp, :http_mcp, :sse_mcp,
:beam_mcp, :image, :audio, :embedded_context,
:session_list, :session_resume, :session_close, :session_delete,
:session_fork, :additional_directories, and :logout.

  



    

  
    
      
    
    
      audio_block(mime_type, data, opts \\ [])



        
          
        

    

  


  

      

          @spec audio_block(String.t(), String.t(), keyword()) :: map()


      


Creates an audio content block.

  



    

  
    
      
    
    
      auth_method(id, name, opts \\ [])



        
          
        

    

  


  

      

          @spec auth_method(String.t(), String.t(), keyword()) :: map()


      


Creates an authentication method advertised by an agent.

  



  
    
      
    
    
      auth_required_code()



        
          
        

    

  


  

      

          @spec auth_required_code() :: integer()


      


Error code indicating authentication is required.

  



  
    
      
    
    
      available_commands_update(session_id, commands)



        
          
        

    

  


  

      

          @spec available_commands_update(String.t(), [map()]) :: map()


      


Creates an available_commands_update session update notification.

  



    

  
    
      
    
    
      client_info(name, version, opts \\ [])



        
          
        

    

  


  

      

          @spec client_info(String.t(), String.t(), keyword()) :: map()


      


Creates client info for the initialize handshake.

  



  
    
      
    
    
      config_option_update(session_id, config_options)



        
          
        

    

  


  

      

          @spec config_option_update(String.t(), [map()]) :: map()


      


Creates a config_option_update session update notification.

  



    

  
    
      
    
    
      config_option_value(value, name, opts \\ [])



        
          
        

    

  


  

      

          @spec config_option_value(String.t(), String.t(), keyword()) :: map()


      


Creates a config option value for select-style session config.

  



  
    
      
    
    
      current_mode_update(session_id, current_mode_id)



        
          
        

    

  


  

      

          @spec current_mode_update(String.t(), String.t()) :: map()


      


Creates a current_mode_update session update notification.

  



  
    
      
    
    
      env_variable(name, value)



        
          
        

    

  


  

      

          @spec env_variable(String.t(), String.t()) :: map()


      


Creates an environment variable entry for a stdio MCP server.

  



  
    
      
    
    
      http_header(name, value)



        
          
        

    

  


  

      

          @spec http_header(String.t(), String.t()) :: map()


      


Creates an HTTP header entry for a Streamable HTTP MCP server.

  



    

  
    
      
    
    
      http_mcp_server(name, url, opts \\ [])



        
          
        

    

  


  

      

          @spec http_mcp_server(String.t(), String.t(), keyword()) :: map()


      


Creates an HTTP MCP server config for ACP session setup.

  



    

  
    
      
    
    
      image_block(mime_type, data, opts \\ [])



        
          
        

    

  


  

      

          @spec image_block(String.t(), String.t(), keyword()) :: map()


      


Creates an image content block.

  



    

  
    
      
    
    
      new_session_params(cwd, opts \\ [])



        
          
        

    

  


  

      

          @spec new_session_params(
  String.t(),
  keyword()
) :: map()


      


Creates params for a new session request.
Options
	:mcp_servers - list of MCP server maps, preferably from
stdio_mcp_server/3, http_mcp_server/3, or sse_mcp_server/3
	:additional_directories - extra absolute workspace root paths


  



  
    
      
    
    
      plan(session_id, entries)



        
          
        

    

  


  

      

          @spec plan(String.t(), [map()]) :: map()


      


Creates a stable ACP plan session update notification.

  



    

    

  
    
      
    
    
      plan_entry(content, priority \\ "medium", status \\ "pending")



        
          
        

    

  


  

      

          @spec plan_entry(String.t(), String.t(), String.t()) :: map()


      


Creates a plan entry.

  



  
    
      
    
    
      plan_update(session_id, entries)



        
          
        

    

  


  

      

          @spec plan_update(String.t(), [map()]) :: map()


      


Creates a stable ACP plan session update notification.

  



  
    
      
    
    
      prompt_params(session_id, content)



        
          
        

    

  


  

      

          @spec prompt_params(String.t(), String.t() | [map()]) :: map()


      


Creates params for a prompt request.
Content can be a string (auto-wrapped as text block) or a list of content block maps.

  



  
    
      
    
    
      request_cancelled_code()



        
          
        

    

  


  

      

          @spec request_cancelled_code() :: integer()


      


Error code indicating a request was cancelled.

  



    

  
    
      
    
    
      resource_block(uri, opts \\ [])



        
          
        

    

  


  

      

          @spec resource_block(
  String.t(),
  keyword()
) :: map()


      


Creates a resource content block.

  



    

  
    
      
    
    
      resource_link_block(uri, opts \\ [])



        
          
        

    

  


  

      

          @spec resource_link_block(
  String.t(),
  keyword()
) :: map()


      


Creates a resource link content block.

  



  
    
      
    
    
      resource_not_found_code()



        
          
        

    

  


  

      

          @spec resource_not_found_code() :: integer()


      


Error code indicating a resource was not found.

  



    

  
    
      
    
    
      select_config_option(id, name, current_value, options, opts \\ [])



        
          
        

    

  


  

      

          @spec select_config_option(String.t(), String.t(), String.t(), [map()], keyword()) ::
  map()


      


Creates a select-style session config option.

  



    

  
    
      
    
    
      session_capabilities(opts \\ [])



        
          
        

    

  


  

      

          @spec session_capabilities(keyword()) :: map()


      


Creates session capability metadata.

  



    

  
    
      
    
    
      session_info(session_id, cwd, opts \\ [])



        
          
        

    

  


  

      

          @spec session_info(String.t(), String.t(), keyword()) :: map()


      


Creates a session info entry returned by session/list.

  



    

  
    
      
    
    
      session_info_update(session_id, opts \\ [])



        
          
        

    

  


  

      

          @spec session_info_update(
  String.t(),
  keyword()
) :: map()


      


Creates a session_info_update session update notification.

  



    

  
    
      
    
    
      sse_mcp_server(name, url, opts \\ [])



        
          
        

    

  


  

      

          @spec sse_mcp_server(String.t(), String.t(), keyword()) :: map()


      


Creates an SSE MCP server config for ACP session setup.

  



    

  
    
      
    
    
      stdio_mcp_server(name, command, opts \\ [])



        
          
        

    

  


  

      

          @spec stdio_mcp_server(String.t(), String.t(), keyword()) :: map()


      


Creates a stdio MCP server config for ACP session setup.

  



    

  
    
      
    
    
      text_block(text, opts \\ [])



        
          
        

    

  


  

      

          @spec text_block(
  String.t(),
  keyword()
) :: map()


      


Creates a text content block.

  



    

  
    
      
    
    
      usage_update(session_id, used, size, opts \\ [])



        
          
        

    

  


  

      

          @spec usage_update(String.t(), non_neg_integer(), non_neg_integer(), keyword()) ::
  map()


      


Creates a usage_update session update notification.

  


        

      


  

    
ExMCP.Server.Tools 
    



      
DSL for defining MCP tools in server handlers.
Deprecated
ExMCP.Server.Tools is deprecated, retained throughout 1.x, and planned for
removal in 2.0.0.
Use ExMCP.Server.Handler with ExMCP.Server.DSL instead (tools, resources,
and prompts in one API). See the project DSL guide for migration examples.
use ExMCP.Server.Tools emits a compile-time warning.
This module provides a declarative way to define tools with automatic
schema generation and validation. Prefer ExMCP.Server.DSL for new code.
Migration
# Deprecated
use ExMCP.Server.Handler
use ExMCP.Server.Tools

tool "echo", "Echo back the input" do
  param :message, :string, required: true
  handle fn %{message: message}, _state ->
    {:ok, text: message}
  end
end

# Preferred
use ExMCP.Server.Handler
use ExMCP.Server.DSL, name: "my-server", version: "1.0.0"

tool "echo", "Echo back the input" do
  param :message, :string, required: true
  run fn %{message: message}, state ->
    {:ok, message, state}
  end
end

      


      
        Summary


  
    Functions
  


    
      
        annotations(anns)

          deprecated

      


        Set annotations for a tool.



    


    
      
        description(desc)

          deprecated

      


        Set the description for a tool.



    


    
      
        handle(func)

          deprecated

      


        Define the handler function for a tool.



    


    
      
        input_schema(schema)

          deprecated

      


        Set the input schema for a tool.



    


    
      
        output_schema(schema)

          deprecated

      


        Set the output schema for a tool.



    


    
      
        param(name, type, opts \\ [])

          deprecated

      


        Define a parameter for a tool.



    


    
      
        title(title_text)

          deprecated

      


        Set the title for a tool (2025-06-18 feature).



    


    
      
        tool(name, description \\ nil, list)

          deprecated

      


        Define a tool using the DSL.



    





      


      
        Functions


        


  
    
      
    
    
      annotations(anns)


        (macro)


        
          
        

    

  


    
      This macro is deprecated. Use ExMCP.Server.DSL instead. ExMCP.Server.Tools will be removed in 2.0.0..
    


  

Set annotations for a tool.

  



  
    
      
    
    
      description(desc)


        (macro)


        
          
        

    

  


    
      This macro is deprecated. Use ExMCP.Server.DSL instead. ExMCP.Server.Tools will be removed in 2.0.0..
    


  

Set the description for a tool.

  



  
    
      
    
    
      handle(func)


        (macro)


        
          
        

    

  


    
      This macro is deprecated. Use ExMCP.Server.DSL instead. ExMCP.Server.Tools will be removed in 2.0.0..
    


  

Define the handler function for a tool.
The handler receives the arguments and state, and should return
{:ok, response} or {:ok, response, new_state}.

  



  
    
      
    
    
      input_schema(schema)


        (macro)


        
          
        

    

  


    
      This macro is deprecated. Use ExMCP.Server.DSL instead. ExMCP.Server.Tools will be removed in 2.0.0..
    


  

Set the input schema for a tool.

  



  
    
      
    
    
      output_schema(schema)


        (macro)


        
          
        

    

  


    
      This macro is deprecated. Use ExMCP.Server.DSL instead. ExMCP.Server.Tools will be removed in 2.0.0..
    


  

Set the output schema for a tool.

  



    

  
    
      
    
    
      param(name, type, opts \\ [])


        (macro)


        
          
        

    

  


    
      This macro is deprecated. Use ExMCP.Server.DSL instead. ExMCP.Server.Tools will be removed in 2.0.0..
    


  

Define a parameter for a tool.
This macro is used within a tool definition to specify parameters.
Examples
param :name, :string, required: true
param :age, :integer, default: 0
param :tags, {:array, :string}

  



  
    
      
    
    
      title(title_text)


        (macro)


        
          
        

    

  


    
      This macro is deprecated. Use ExMCP.Server.DSL instead. ExMCP.Server.Tools will be removed in 2.0.0..
    


  

Set the title for a tool (2025-06-18 feature).

  



    

  
    
      
    
    
      tool(name, description \\ nil, list)


        (macro)


        
          
        

    

  


    
      This macro is deprecated. Use ExMCP.Server.DSL instead. ExMCP.Server.Tools will be removed in 2.0.0..
    


  

Define a tool using the DSL.
Examples
tool "echo", "Echo back the input" do
  param :message, :string, required: true
  handle fn %{message: message}, _state ->
    {:ok, text: message}
  end
end

  


        

      


  

    
ExMCP.Server.Tools.ASTValidator 
    



      
Validates AST nodes to ensure they are safe for evaluation.
Deprecated
Part of the deprecated ExMCP.Server.Tools API. Planned for removal in 2.0.0.
This module provides security validation for AST nodes that will be
evaluated using Code.eval_quoted, preventing code injection attacks.

      


      
        Summary


  
    Functions
  


    
      
        validate_schema_ast(ast)

      


        Validates that an AST node contains only safe constructs.



    





      


      
        Functions


        


  
    
      
    
    
      validate_schema_ast(ast)



        
          
        

    

  


  

      

          @spec validate_schema_ast(any()) :: {:ok, any()} | {:error, String.t()}


      


Validates that an AST node contains only safe constructs.
Returns {:ok, ast} if the AST is safe, or {:error, reason} if unsafe
constructs are detected.
Examples
iex> ASTValidator.validate_schema_ast({:%{}, [], [type: "string"]})
{:ok, {:%{}, [], [type: "string"]}}

iex> ASTValidator.validate_schema_ast({:eval, [], ["dangerous code"]})
{:error, "Unsafe AST node: eval"}

  


        

      


  

    
ExMCP.Server.Tools.Builder 
    



      
Simplified tool builder that reduces metaprogramming complexity.
Deprecated
Part of the deprecated ExMCP.Server.Tools API. Planned for removal in 2.0.0.
Use ExMCP.Server.DSL instead.
Instead of heavy AST manipulation, this module uses a cleaner builder pattern
with explicit data structures and runtime registration.

      


      
        Summary


  
    Functions
  


    
      
        annotations(tool, anns)

      


        Sets annotations for the tool.



    


    
      
        build(tool)

      


        Builds the final tool definition.



    


    
      
        description(tool, desc)

      


        Sets the tool's description.



    


    
      
        handler(tool, handler_fn)

      


        Sets the handler function.



    


    
      
        input_schema(tool, schema)

      


        Sets the input schema explicitly.



    


    
      
        new(name)

      


        Creates a new tool builder.



    


    
      
        output_schema(tool, schema)

      


        Sets the output schema for validation.



    


    
      
        param(tool, name, type, opts \\ [])

      


        Adds a parameter to the tool.



    


    
      
        title(tool, title)

      


        Sets the tool's title (optional).



    





      


      
        Functions


        


  
    
      
    
    
      annotations(tool, anns)



        
          
        

    

  


  

      

          @spec annotations(ExMCP.Server.Tools.Builder.Tool.t(), map() | any()) ::
  ExMCP.Server.Tools.Builder.Tool.t()


      


Sets annotations for the tool.

  



  
    
      
    
    
      build(tool)



        
          
        

    

  


  

      

          @spec build(ExMCP.Server.Tools.Builder.Tool.t()) ::
  {:ok, map()} | {:error, String.t()}


      


Builds the final tool definition.
Generates input schema from params if not explicitly set.

  



  
    
      
    
    
      description(tool, desc)



        
          
        

    

  


  

      

          @spec description(ExMCP.Server.Tools.Builder.Tool.t(), String.t()) ::
  ExMCP.Server.Tools.Builder.Tool.t()


      


Sets the tool's description.

  



  
    
      
    
    
      handler(tool, handler_fn)



        
          
        

    

  


  

      

          @spec handler(ExMCP.Server.Tools.Builder.Tool.t(), function()) ::
  ExMCP.Server.Tools.Builder.Tool.t()


      


Sets the handler function.

  



  
    
      
    
    
      input_schema(tool, schema)



        
          
        

    

  


  

      

          @spec input_schema(ExMCP.Server.Tools.Builder.Tool.t(), map() | any()) ::
  ExMCP.Server.Tools.Builder.Tool.t()


      


Sets the input schema explicitly.

  



  
    
      
    
    
      new(name)



        
          
        

    

  


  

      

          @spec new(String.t()) :: ExMCP.Server.Tools.Builder.Tool.t()


      


Creates a new tool builder.
Example
ExMCP.Server.Tools.Builder.new("echo")
|> description("Echo back the input")
|> param(:message, :string, required: true)
|> handler(fn %{message: msg}, state -> {:ok, %{text: msg}, state} end)
|> build()

  



  
    
      
    
    
      output_schema(tool, schema)



        
          
        

    

  


  

      

          @spec output_schema(ExMCP.Server.Tools.Builder.Tool.t(), map() | any()) ::
  ExMCP.Server.Tools.Builder.Tool.t()


      


Sets the output schema for validation.

  



    

  
    
      
    
    
      param(tool, name, type, opts \\ [])



        
          
        

    

  


  

      

          @spec param(
  ExMCP.Server.Tools.Builder.Tool.t(),
  atom(),
  atom() | {atom(), any()},
  keyword()
) ::
  ExMCP.Server.Tools.Builder.Tool.t()


      


Adds a parameter to the tool.

  



  
    
      
    
    
      title(tool, title)



        
          
        

    

  


  

      

          @spec title(ExMCP.Server.Tools.Builder.Tool.t(), String.t()) ::
  ExMCP.Server.Tools.Builder.Tool.t()


      


Sets the tool's title (optional).

  


        

      


  

    
ExMCP.Server.Tools.Helpers 
    



      
Helper functions for building tool responses and working with schemas.
Deprecated
Part of the deprecated ExMCP.Server.Tools API. Planned for removal in 2.0.0.
Prefer ExMCP.Server.DSL.Result (ToolResult inside DSL modules) or raw
MCP content maps from handler callbacks.
This module provides utilities to simplify common patterns when implementing
MCP tools, including response builders, schema validators, and type converters.

      


      
        Summary


  
    Functions
  


    
      
        array_schema(item_type, opts \\ [])

      


        Generates an array schema.



    


    
      
        error_response(message)

      


        Creates an error response with text content.



    


    
      
        image_response(data, description, mime_type \\ nil)

      


        Creates an image response.



    


    
      
        multi_content_response(contents)

      


        Creates a multi-content response with mixed content types.



    


    
      
        number_schema(opts \\ [])

      


        Generates a number schema with constraints.



    


    
      
        object_schema(properties, opts \\ [])

      


        Generates an object schema.



    


    
      
        resource_response(uri, mime_type)

      


        Creates a resource response.



    


    
      
        string_schema(opts \\ [])

      


        Generates a string schema with constraints.



    


    
      
        structured_response(text, data)

      


        Creates a response with both text and structured content.



    


    
      
        text_response(text)

      


        Creates a simple text response.



    


    
      
        validate_arguments(arguments, schema)

      


        Validates arguments against a JSON schema.



    





      


      
        Functions


        


    

  
    
      
    
    
      array_schema(item_type, opts \\ [])



        
          
        

    

  


  

Generates an array schema.

  



  
    
      
    
    
      error_response(message)



        
          
        

    

  


  

Creates an error response with text content.
Examples
iex> error_response("Something went wrong")
%{content: [%{type: "text", text: "Something went wrong"}], isError: true}

  



    

  
    
      
    
    
      image_response(data, description, mime_type \\ nil)



        
          
        

    

  


  

Creates an image response.
Examples
iex> image_response("https://example.com/image.png", "An example image")
[%{
  type: "image",
  data: "https://example.com/image.png",
  mimeType: "image/png",
  description: "An example image"
}]

  



  
    
      
    
    
      multi_content_response(contents)



        
          
        

    

  


  

Creates a multi-content response with mixed content types.
Examples
iex> multi_content_response([
...>   {:text, "Here is some text"},
...>   {:image, "data:image/png;base64,abc123", "A diagram"},
...>   {:resource, "file:///doc.pdf", "application/pdf"}
...> ])

  



    

  
    
      
    
    
      number_schema(opts \\ [])



        
          
        

    

  


  

Generates a number schema with constraints.

  



    

  
    
      
    
    
      object_schema(properties, opts \\ [])



        
          
        

    

  


  

Generates an object schema.

  



  
    
      
    
    
      resource_response(uri, mime_type)



        
          
        

    

  


  

Creates a resource response.
Examples
iex> resource_response("file:///path/to/file.txt", "text/plain")
[%{
  type: "resource",
  uri: "file:///path/to/file.txt",
  mimeType: "text/plain"
}]

  



    

  
    
      
    
    
      string_schema(opts \\ [])



        
          
        

    

  


  

Generates a string schema with constraints.

  



  
    
      
    
    
      structured_response(text, data)



        
          
        

    

  


  

Creates a response with both text and structured content.
Examples
iex> structured_response("Operation completed", %{status: "success", count: 42})
%{
  content: [%{type: "text", text: "Operation completed"}],
  structuredContent: %{status: "success", count: 42}
}

  



  
    
      
    
    
      text_response(text)



        
          
        

    

  


  

Creates a simple text response.
Examples
iex> text_response("Hello, World!")
[%{type: "text", text: "Hello, World!"}]

  



  
    
      
    
    
      validate_arguments(arguments, schema)



        
          
        

    

  


  

Validates arguments against a JSON schema.
Returns {:ok, validated_args} with defaults applied, or {:error, reason}.
Examples
iex> schema = %{
...>   type: "object",
...>   properties: %{
...>     name: %{type: "string"},
...>     age: %{type: "integer"}
...>   },
...>   required: ["name"]
...> }
iex> validate_arguments(%{name: "Alice", age: 30}, schema)
{:ok, %{name: "Alice", age: 30}}

  


        

      


  

    
ExMCP.Server.Tools.Registry 
    



      
Runtime tool registry that manages tool definitions and handlers.
Deprecated
Part of the deprecated ExMCP.Server.Tools API. Planned for removal in 2.0.0.
Prefer declarative tools via ExMCP.Server.DSL, or implement dynamic
lists with ExMCP.Server.Handler callbacks.
This module provides a simpler alternative to compile-time metaprogramming
by using runtime registration of tools.

      


      
        Summary


  
    Types
  


    
      
        handler()

      


    


    
      
        tool_definition()

      


    





  
    Functions
  


    
      
        call_tool(registry \\ __MODULE__, tool_name, arguments, state)

      


        Calls a tool by name.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_tool(registry \\ __MODULE__, tool_name)

      


        Gets a tool's definition and handler.



    


    
      
        list_tools(registry \\ __MODULE__)

      


        Lists all registered tools.



    


    
      
        register_tool(registry \\ __MODULE__, tool_def, handler)

      


        Registers a tool with its handler.



    


    
      
        register_tools(registry \\ __MODULE__, tools)

      


        Registers multiple tools at once.



    


    
      
        start_link(opts \\ [])

      


        Starts the tool registry.



    





      


      
        Types


        


  
    
      
    
    
      handler()



        
          
        

    

  


  

      

          @type handler() :: (map(), any() ->
                {:ok, any()} | {:ok, any(), any()} | {:error, any()})


      



  



  
    
      
    
    
      tool_definition()



        
          
        

    

  


  

      

          @type tool_definition() :: %{
  optional(atom()) => any(),
  name: String.t(),
  description: String.t(),
  inputSchema: map() | boolean(),
  outputSchema: map() | boolean() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      call_tool(registry \\ __MODULE__, tool_name, arguments, state)



        
          
        

    

  


  

      

          @spec call_tool(GenServer.server(), String.t(), map(), any()) ::
  {:ok, any()} | {:ok, any(), any()} | {:error, any()}


      


Calls a tool by name.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      get_tool(registry \\ __MODULE__, tool_name)



        
          
        

    

  


  

      

          @spec get_tool(GenServer.server(), String.t()) ::
  {:ok, {tool_definition(), handler()}} | {:error, :not_found}


      


Gets a tool's definition and handler.

  



    

  
    
      
    
    
      list_tools(registry \\ __MODULE__)



        
          
        

    

  


  

      

          @spec list_tools(GenServer.server()) :: [tool_definition()]


      


Lists all registered tools.

  



    

  
    
      
    
    
      register_tool(registry \\ __MODULE__, tool_def, handler)



        
          
        

    

  


  

      

          @spec register_tool(GenServer.server(), tool_definition(), handler()) :: :ok


      


Registers a tool with its handler.

  



    

  
    
      
    
    
      register_tools(registry \\ __MODULE__, tools)



        
          
        

    

  


  

      

          @spec register_tools(GenServer.server(), [{tool_definition(), handler()}]) :: :ok


      


Registers multiple tools at once.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the tool registry.

  


        

      


  

    
ExMCP.Server.Tools.ResponseNormalizer 
    



      
Normalizes tool responses to comply with MCP specification.
Deprecated
Part of the deprecated ExMCP.Server.Tools API. Planned for removal in 2.0.0.
Prefer ExMCP.Server.DSL.Result normalization used by ExMCP.Server.DSL.
This module extracts the response normalization logic from the original
Server.Tools module into a focused, testable unit.

      


      
        Summary


  
    Functions
  


    
      
        normalize(response)

      


        Normalizes various response formats into MCP-compliant structure.



    


    
      
        normalize_error(reason)

      


        Normalizes error responses.



    





      


      
        Functions


        


  
    
      
    
    
      normalize(response)



        
          
        

    

  


  

      

          @spec normalize(any()) :: map()


      


Normalizes various response formats into MCP-compliant structure.
Examples
# String response
normalize("Hello") 
# => %{content: [%{type: "text", text: "Hello"}]}

# Map with text key
normalize(%{text: "Hello"})
# => %{content: [%{type: "text", text: "Hello"}]}

# Already normalized
normalize(%{content: [%{type: "text", text: "Hello"}]})
# => %{content: [%{type: "text", text: "Hello"}]}

  



  
    
      
    
    
      normalize_error(reason)



        
          
        

    

  


  

      

          @spec normalize_error(any()) :: map()


      


Normalizes error responses.

  


        

      


  

    
ExMCP.Server.Tools.Simplified 
    



      
Simplified tool definition DSL that reduces metaprogramming complexity.
Deprecated
Part of the deprecated ExMCP.Server.Tools API. Planned for removal in 2.0.0.
Use ExMCP.Server.Handler with ExMCP.Server.DSL instead.
use ExMCP.Server.Tools.Simplified emits a compile-time warning.
This module provided a cleaner API that avoided heavy AST manipulation.
Prefer ExMCP.Server.DSL for new servers.

      


      
        Summary


  
    Functions
  


    
      
        annotations(anns)

      


    


    
      
        apply_default_description(tool, desc)

      


    


    
      
        deftool(name, description \\ nil, list)

      


        Define a tool with a cleaner syntax.



    


    
      
        description(text)

      


    


    
      
        input_schema(schema)

      


    


    
      
        output_schema(schema)

      


    


    
      
        param(name, type, opts \\ [])

      


    


    
      
        process_instructions(tool, instructions)

      


    


    
      
        run(handler)

      


    


    
      
        title(text)

      


    





      


      
        Functions


        


  
    
      
    
    
      annotations(anns)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      apply_default_description(tool, desc)



        
          
        

    

  


  


  



    

  
    
      
    
    
      deftool(name, description \\ nil, list)


        (macro)


        
          
        

    

  


  

Define a tool with a cleaner syntax.
Instead of heavy metaprogramming, this builds a tool at compile time
and registers it at runtime.

  



  
    
      
    
    
      description(text)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      input_schema(schema)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      output_schema(schema)


        (macro)


        
          
        

    

  


  


  



    

  
    
      
    
    
      param(name, type, opts \\ [])


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      process_instructions(tool, instructions)



        
          
        

    

  


  


  



  
    
      
    
    
      run(handler)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      title(text)


        (macro)


        
          
        

    

  


  


  


        

      


  

    
ExMCP.ClientError exception
    



      
Raised when client operations fail

      




  

    
ExMCP.ConnectionError exception
    



      
Raised when MCP connection fails

      




  

    
ExMCP.Error.ProtocolError exception
    



      
Errors related to MCP protocol violations.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExMCP.Error.ProtocolError{
  __exception__: true,
  code: integer(),
  data: any(),
  message: String.t()
}


      



  


        

      


  

    
ExMCP.Error.ResourceError exception
    



      
Errors that occur during resource operations.

      




  

    
ExMCP.Error.ToolError exception
    



      
Errors that occur during tool execution.

      




  

    
ExMCP.Error.TransportError exception
    



      
Errors related to transport layer issues.

      




  

    
ExMCP.Error.ValidationError exception
    



      
Errors related to input validation.

      




  

    
ExMCP.PromptError exception
    



      
Raised when prompt operations fail

      




  

    
ExMCP.ResourceError exception
    



      
Raised when resource operations fail

      




  

    
ExMCP.ToolError exception
    



      
Raised when tool operations fail
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